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Thisreport isthe product of the hundreds of individuals who participated in the effortsof Iraq
Survey Group (ISG): The Australian, British, and American soldiers, analysts, and support per-
sonnel who filled its ranks. They carried out their roles with distinction, and their work reflects
creditably on the commitment of Washington, London, and Canberrato firmly support the mis-
sion throughout a long and difficult period.

Two of our colleagues gave their lives during ISG’s field inspections. On April 26, Sgt. Sherwood
R. Baker and Sgt. Lawrence A. Roukey died while providing security for one of the most critical

I SG investigations when an explosion destroyed the facility being inspected. Their memory has
been present throughout the creation of this report.

The analysts and case officers who cameto Irag, most for thefirst time, worked hard to develop
the information to support this report. They labored long hoursto develop intelligence reports
and the text that became this report, a difficult task to which they responded with enthusiasm.

This report also builds upon the work of a broader universe of people who have striven to under-
stand therole of Weapons of Mass Destruction in Irag during the past decade or more. United
Nations inspectors and analysts around the world have wrestled with thisissue trying to sort out
reality and develop policiesto mitigate suffering and avoid conflict. Hopefully thisreport will
provide some answers or at least more datafor constructive review.

Mention must be made of the Iragisthemselves. It isimportant for an outsider to understand
fully the dilemmas encountered and choices made by individuas under the former Regime, many
of them energetic and brilliant people who participated in the programs and decisions addressed
here. 1SG analysts have spoken with many of them—~both in detention and free. Some havetried
to help us understand what happened; others were too fearful to help. Still others had many rea-
sonsto reveal aslittle as possible. Nevertheless, | hope that the characterization of events offered
here will be seen asafair representation by those who are, after al, the real experts, the Iragi
participants.

Thetragedy of Iraq is perhaps best seen on theindividual level. | have known many of their most
senior technocrats and political leadersfor over adecade. | have spent hours with them in meet-
ingstrying to unravel circumstances and events. We have met in large government offices, the
Untied Nations, in laboratories and now in jails or tents. They are some of the best and bright-
est the country has produced. How they dealt with the moral dilemmas of pursuing careersin
aRegimelike Saddam’s isdifficult to understand. Some clearly did so with relish and happily
reaped the rewards that were bestowed. Others, with better intentions, had limited options, given
the nature of the Regime. Through the accident of birth, they were placed in circumstances most
of usare never tested by.



The new Irag could benefit from the talents of some of these technocrats. The new Irag should
seek recompense from some others who profited from the promotion of the worst deeds of the
Regime. Readers of the procurement and finance section of the report will gain some apprecia-
tion of how rewards were dispensed.

Many Iragisover many yearstried hard to explain Irag and these programs to me. Thiswas not
easy for them and carried substantial risk. | am grateful to them beyond words.

Theintelligence services of three nations supported 1SG, along and demanding task. In the
United Kingdom, mention must be made of SIS and the Defense Intelligence Service (especialy
the Rockingham group) for their long support. In the United States, both the Defense Intelligence
Agency and Central Intelligence Agency sustained the process at substantial cost. Australia pro-
vided some of the best intelligence analysts anywhere. While these institutions expressed interest
in thefinding and certainly were curious where their pre-war assessments went wrong, they did
not try to steer in any way the judgmentsincluded here.

In theend, thisis not an Intelligence Community product. Rather, it is my independent judgment
as the Special Advisor to the Director of Central Intelligenceon Iragi WMD. | have had the assis-
tance of many people, but | chose the directions and methodologies, which are not typical of the
intelligence community. Y, in future decisions, | chose theframe of reference outlined. Where
there were decisions to be made on interpretation or judgment, they are mine.

Thiswill not bethelast word on the Iragi experience with WMD. Many may argue with the
interpretation given here. To further that public debate, and in the interest of the historian to
whom this subject islikely to be of considerable interest, | have been firmly committed to
making this report unclassified. | have also opted on the side of inclusion of materia — even if
sensitive for one reason or another — rather than exclusion. The data can be interpreted by others,
now and in the future, to form their own judgments.

Lastly, | offer my thanksto former DCI George Tenet who offered me the opportunity to pursue
thisendeavor. | was given neither guidance nor constraints, and tasked only to find the truth. |
have tried to do that.

Charles Duelfer
Special Advisor to the Director of Central Intelligence



Notefor the Comprehensve
Report With Addendums

The security situation in Iragq worsened following the submission of the 30 September 2004
Comprehensive Report. The Iraq Survey Group lost two more brave individuals in asuicide car
bomb attack. SFC Clinton Wisdom and SPC Don Clary were killed, and SPC Nathan Gray was
seriously wounded while providing security for a convoy transporting |SG membersto Baghdad.
Their actions to fend off the attacking vehicle allowed othersto survive the explosion—including
the DCI's Special Advisor and his deputy.

The knowledge acquired for this report was costly. An earlier explosion during an 1SG mission
on 26 April 2004 took thelivesof SGT Sherwood Baker and SGT Lawrence Roukey and seri-
ously wounded five others— SGT Michelle Hufnagel; SPC Brian Messersmith; SGT Darren
Miles, SPC Ryan Owlett; and SGT Joseph Washam.

Knowledge isinvaluable and marks our advancement as a nation and society; however, it must be
used to inform future decisions. Thisreport isintended for that purpose as well as to understand
the past. All who make use of this report —for research, to shape future policies, to teach—uwiill
honor those who sacrificed so much in this endeavor.

Following the submission of the 30 September 2004 Comprehensive Report, additiona investiga-
tion has been conducted on selected issues that bear on the current or future concernsrelated to
WMD. Also, analysts recorded a more complete description of the key Iragi Government body
related to WMD, the Military Industrial Commission (MIC).

The addendums compl ete the record of the DCI’s Special Advisor on Irag's WMD. No doubt fur-
ther information will become available over time. AsIragi participantsin these programs begin to
speak morefreely (publicly), new information and perspectives may emerge. It isacomplicated
set of events and perspectives will vary widely with the reporter. Of course, certain individual
participants within the Regime were well positioned to observe the programs and decisions, but
they are not without their own set of biases. Those Iragis who are subject to judicia proceedings
may well revise or reverse statements provided to I SG investigators. Nevertheless, when Iragis
look back on the events of the past three decades and develop their own versions of therole of
WMD, it will add to overall understanding. | hope this will not contradict substantively this
report, but add context and refinement.

In addition to the Addendums, this printing includesa slightly revised version of the 30 Sep-
tember 2004 Comprehensive Report of the Specia Advisor to the DCI on Irag's Weapons of
Mass Destruction to accommodate minor technical and typographic corrections. The majority
of changes were made to ensure consistency and accuracy of spelling of Arabic names. Some
changes are attributed to correcting grammatical errors, deleting redundant statements, and
rewording awkward statements for clarity. One significant change correctsan error concern-
ing a Danish company, Niro Atomizer; Inc. The Regime Finance and Procurement chapter;
annex | section entitled " Possible Breeches of UN Sanctions by Danish Companies' was
removed because the dual-use equipment transfer referred to in that section occurred prior to
the imposition of sanctions and thereforewas not a breach of sanctions.




For now, thisreport isthe best picture that could be drawn concerning the events, programs, poli-
cies, and underlying dynamics of the relationship of theformer Regime to WMD over the last
three decades.

The addendums reflect some further work on afew particular issues.

Residual Proliferation Concerns. Sincethe completion of the 30 September 2004 Comprehen-
sive Report, I SG conducted interviews related to status of sites, equipment, and peopleformerly
involved in Irag WMD-related activities. Site visits were terminated in November due to security
concerns. Interviews were also limited to members of the Irag National Monitoring Directorate
and blacklisted detainees at the Camp Cropper facility at Baghdad International Airport. Overall,
therisk of Iragi WMD expertise or material advancing the WMD potential in other countries is
attenuated by many factorsand is presently small (but not to beignored). Thereisa continuing
possibility that insurgents will attempt to draw on resident expertise to develop unconventional
weaponsfor use against coalition forces. So far, insurgent efforts to attain unconventional weap-
ons have been limited and contained by coalition actions.

Detainees. Thereis abrief discussion of therole of detaineesas a primary source for the Com-
prehensive Report. Many of theindividuals in custody were detained strictly because of their
rolein Irag's WMD programs. Many have been very cooperative and provided great assistance
in understanding the WMD programs and the intentions of the Regime with respect to WMD. At
this point, there is no further need to debrief detaineesfor WMD reasons. Some may have other
issuesto account for, including Regime finance questions, but certainly some have been quite
helpful toward the compilation of an accurate picture of the Regime's WMD efforts and inten-
tions over thelast three decades. For example, detainees provided exquisite detail about the Oil
for Food program (only some of which isrecorded in this report). In my view, certain detainees
are overduefor release.

Military Industrial Commission. The addendums include a substantial section describingin
some detail the evolution of thelragi Military Industrial Commission, which was the state-run
military-industrial complex. It had a central role in the evolution of all the Regime's weapons
programs. | SG experts acquired a substantial body of information from key participants, and it is
recorded as background to the overall direction of WMD in Irag.

Remaining Uncertainties. Some uncertaintiesremain and some information will continueto
emerge about the WMD programs or the former Regime. Reports cited in the Comprehensive
Report concerning the possible movement of WMD or WMD materialsfrom Iraqg prior to the war
remain unresolved. With the recent increase in security, planned effortsto investigate this issue
were suspended. | SG developed an investigation plan that may be pursued when the security situ-
ation improves.

Documents. A substantial effort continues to examine the documents that have been recovered
from theformer Regime. Thisisan important task and some recent discoveries of additional

Iragi Intelligence Service and other government documents may offer insights into the specifics
of awide range of Regime actions—not just WMD. For example, alarge collection of audio-
tapesfrom Revolutionary Command Council meetings chaired by Saddam is being translated
and reviewed. These will provide great insight into the decision making of theformer Regime on
arange of key subjects. At present itisestimated that triaging and obtaining short summaries of
the remaining documents will take several months at least. Even though this documentation may



offer further understanding into the workings of the Regime and provide information for other
inquiries such as the investigation into the Oil-For-Food program, it is not likely that signifi-
cant surprises remain with respect to the Regime's WMD efforts. Nevertheless, documents may
provide more texture and details of particular WMD programs and decisions. There may aso be
more specifics concerning who and how the WMD programs were conducted, including support
from outside Irag.

WMD Leftovers. There continue to be reportsof WMD in Irag. 1SG hasfound that such reports
are usually scamsor misidentification of materials or activities. A very limited number of cases
involved the discovery of old chemical munitions produced before 1990. These types of reports
(particularly scams) will likely continue for some time and local authorities will haveto judge
which merit further investigation.

Overdl, | have confidence in the picture of events and programs covered by this report. If there
were to be a surprise in thefuture, it most likely would be in the biological weapons area, since
the signature and facilitiesfor these efforts are small compared to the other WMD types. ISG
disproved much of the prewar reporting from a specific source concerning mobile BW capability,
but it is still possible, though | would judge very unlikely, that such a capability remains undis-
covered. Given the access to individuals involved in these programs, it would seem probable that
someone would have given some concrete indication of surviving or undeclared capability.

Theeffort to investigate Irag's WMD programs has drawn on the skills and resources of individ-
ualsfrom Australia, the United Kingdom, and the United States. | am grateful for all their efforts
and the efforts of Iragis who chose to assist. | must also recognize the military leadership of the
Iraq Survey Group's USA General Keith Dayton and Brigadier General Joe McMenamin and
their UK colleaques, Brigadier Tim Tyler and Brigadier Graeme Morrison. These men organized
and ran the military organization that conducted the investigation in a very difficult environ-
ment. Hopefully, this report will help avoid similar tragedies as have surrounded Irag for the last
30 years.

Special Advisor to the Director
of Central Intelligence

March 2005
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Transmittal M essage
23 September 2004

I ntroduction. Irag has endured decades of collapsing hopes and accumulating tragedy. It is
numbing to consider the waste of so much human and resource potential. Saddam’s ambitions
conflicted with the region and the international community. True to his name, he too often chose
confrontation over cooperation. Ulti m%ttely thesedecisionsled to total collapse.

Weapons of Mass Destruction (WMD) were an integral element in therange of tools Saddam
drew upon to advance his ambitions. WMD was not an end in itself. Therefore, to examine mean-
ingfully WMD in Irag means examining the leedership of Iraqconcomitantly.

The Irag experience with WMD stretches over 30 yearsand three wars. Thousandsdf victims
died on battlefields, and civilians have been gassed in domestic terror campaigns. War and sanc-
tions have ground civil society down o rudimentary levels. The most talented of Iraq havefaced
excruciating dilemmas—to comply with the Regime's directionsor risk careers, their lives, and
thelivesof loved ones. Chronic, systemic fear an e part of the best and the brightest was a
featureof theintellectual elite.

The international community has struggled with the Regime. Various attempts to coerce, co-opt,
placate, or ignore Irag produced confusion and inconstancﬂ It is understandablethat Saddam
may not have understood whereinternational forces were headed. Indeed, theinternational com-
munity's focus on Iraq and WMD weas affected by serendi ity as well as considered national poli-
cies. Had theevents of 11 Septembe 2001 not occurred, Saddam might well be still in power.
But, he deeply miscalculatedone last time and curtailed his own leadership.

Saddam, his family, and croniesrose, enrichedthemselves, became corrupt, combusted, and
collapsed. Saddam’s huge commitment to weapons technology consumed tbe best and brightest
and led them to nothing bu  destruction. TheFertile Crescein was turned into aland filled with
risk and chaos. In many ways thearmsiingpectors have merely been leading the way in exploring
the decay that Irag became,.and, indeed the cormapt systemsthat grew parasitically on Iraq asit
decayed. /

Dynamic Vice Static Analysis. The godl of thisreport is to provide facts and meaning concerning
the Regime's experiencewith WMD. It aims to provide adynamic analysisrather than ssmple
static accounting of the debrisfound following Operation Iragi Freedom. The report will put

into context the WMD activitiesof the Regime and the trends and directions of the Regime with
respect to WMD. Artificialy separating theWMD from the Regime would not providea syn-
thetic picture. Such a picture would seem to be moreinstructivethan a simplefrozen inventory of
the program remnantsat one point in time.

Readers will draw their own conclusions about various national and international actionsand
policies. This report will, hopefully, alow a more complete examination of these events by show-
ing the dynamicsinvolved within the Regime and where it was headed as well as the status of the
WMD on the ground in 2003. The events surrounding Iragi WMD have caused too much turmoil
to be reduced to ssimple binary discussions of whether weapons existed at one moment in time
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versus another. They deserveat least an attempt to look at the dynamics rather than adescription
of asingleframe of amovie. It deservescalculus not agebra. This report will deny the reader
any smpleanswers. It will seek to force broader and deeper understanding from multiple per-
spectivesover time.

Thisreport will aso attempt to broaden understanding by recalibrating the perspectivedf the
reader. The Regime was run by Saddam and thecal culations he made concerning WMD were
based on his view of relevant related factors—not ours. Optimally, we would remove the reader
temporarily from his redlity and time. We would collect theflow of images, sounds, feelings, and
events that passed into Saddam’s mind and project them as with a Zeiss Planetarium projection
instrument. The reader would see the Universefrom Saddam’s point in space. Events would flow
by the reader as they flowed by Saddam.

Ideally, the reader would see what Saddam saw—nof ourtelevision picturesof him. Saddam saw
adulation in acrowd cheering him when hefired arifleover their heeds—not what we Western-
ersmay seeasaguy in afunny hat recklessly firing a weapon. Imagine Saddam’s window to the
outside world limited to televisionreports regularly reportingthe statements by the President of
the United States about him. . . calling himamadman.

ImagineSaddam’s view of the fear/hate/confidence/idolatry in the eyes of hischosen ministers
and wonder if what they were saying wastrue or what they ,werenot saying. How did he seethe
reportsof uprisingstentatively offered to him by underlingsfilled with fear. The reader could
see how various moves and pressures are either advancingor delaying greater achievement. The
reader could see the dubious quality of the data presented directly and through the reports of

underlings. .
v

Such atransmutation isimpossible. However, this report will provide the reader a handrail to
graspin theform of atimelinethat will also serve as a constant reminder of contemporaneous
events that filled thefield of Saddam’s view..The obj tivethroughout this, perhapsunusual pre-
sentation, is to emphasi ze that WMD isalways part and parcel of something else. Thetimeline is
atool to collect significant events as they flowed past Saddam. Examining thisflow shows inflec-
tion points where fundamental decisions were made concerning WMD. These will be addressed
in detail sincethey are momentsw en factors determining the course selected by Saddam can be
illuminated with séme degreeo confidance.

Expectations/Hidden Assumptio . Complicating understanding and andysis of the former
Regime's WMD is the tendency to bring our own assumptions and logic to the examination of
the evidence. Western thought is filled with assumptions. Like the operating system of our com-
puters, we have logic and assumptionsthat are virtually built in. We have been applying them
successfully so long in our own frame of referencethat we forget they are present and shape our
thinking and conclusions. When considering the very different system that existed under the gov-
ernment of Saddam Hussein, thereisarisk of not seeing the meaning and not seeing theimplica-
tionsof the evidence.

Analystswere asked to look for something they may not expect or be able to see. A challenge
like that faced by scientists engaged in the search for extraterrestrial intelligence. They have

to consider what evidence they might see that they could not recognize. They cannot expect to
detect radio transmissionslike ours. Likewise, anaysts here should not expect to find extensive
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government documentsor parliamentary records reflecting Saddam’s decisionson WMD. The
Regime simply did not operatethat way. An obvious corollary is that not finding such documents
is not meaningful one way or the other.

The Regime Was Saddam —and Saddam | s Different. Theformer Regime was Saddam, and
he was the one person who made important.decisions. It was his assessment of the utility of
various policy optionsthat was determinant. It was Saddam’s calculations of risk and timing that
mattered.

A corollary to thisisthat the relevance iand impartance of his top advisorsand ministersis also
very different from that of similarly titled functionaries in other countries. The testimony of such
individualsisinteresting, but must be understood for whet it isin the Iragi context. Theseindi-
vidualshad arole and existence vastly different than in other countries.

-

Thosearound Saddam knew their future depended on their ability to divine what he wanted and
to be able to respond favorably to his requests. Those who survived knew how to relatein this
environment. This meant that they were often forced to anticipate what Saddam wanted because
they did not want to bein a position to have to say no.

Complicating their lives was the tendency of Saddam to hold his cards close while he alowed
minions to debate. Saddam did not lead by espousing detailed goals and objectives. He tended to
allow ideasto float up and he would consider them--often never pronouncing on them one way
or the other. This meant that much guidanceto the government was implicit rather than explicit.
For investigators, aconsequenceisthat forensic evidenceof Presidentia direction may not

exist, but it does not mean that such guidance was not there, but smply that we cannot seeit in
theusua ways. Implicit guidance may-exist and be of equal’ or greater importance than explicit
direction. Thisredlity of lifein Baghdad under Saddam has the consequenceof diminishing the
ability to document governmental policies of directions.

Saddam’s Views. Debriefings‘of Saddarn and'those around him must beevaluated in this light.
There was no incentive and/or motivation for Saddam to cooperate with the debriefer, except to
shape his legacy. Saddam is concerned with his place in his ory and how history will view him.
Therefore, Saddam had no choice but tq engage his debriefer in both formal and informal discus-
sions on events that occurred during®is reign.

The debriefing strategy was designed to elicit cand'd responses from Saddam, specificaly
regarding his previous actionsan reasoning without the benefit of incentives. These discussions
were conducted and controlled by one debriefer and spanned severd months. Somevital insights
emerged during these discussions, which elicited views and infornnation that may be considered
revelatory. Undoubtedly, Saddam will continueto take advantage of any opportunity to defend
his past actions and state his case while attempting to shape his legacy, very likely contradicting
previous statements and actions.

We havetried to sort through the data available and havetried to judge candid views from
Saddam on WMD as well as hislikely vision of thefutureof Iragand therole of WMD. What
seemsclear isthat WMD was a tool of power or leverage that varied in its utility in advancing
toward his goals for himself and |raq.



In Saddam’s view, Irag was the natural leader of theArab world. Its people, history, and
resources combined with hisleadership madeit the inevitableleader in the region—perhgps not
without struggle, but struggle contributesto the overall glory. Saddam sees himsalf as the most
recent of the great Iraqi leaderslike, Hammurabi, Nebuchadnezzar, and Saladin. In Babylon,
wherelrag was reconstructing the historical city, the bricks were molded with the phrase, "*Made
in theeraof Saddam Hussein”—mimickingthe:ancient bricksforged in ancient Babylon and
demonstrating his assumptionthat he will be imilarly remembered over the millennia This nar-
cissism characterizes hisactions, and, while itis ot dways visible, it isalwaysthere.

Iran. Saddam sustained the historical aqi Arab animosity toward the Persians. His view on the
threat of Iran was not just asimple present day calculation, but includes the emotive content of a
senseof thelong-standing rivary over the centuriesand his own desireto be seen as an historic
military leader. This was an important motivation in his views on WMD—especially as it became
obviousthat Iran was pursuing the very capabilitiesbe was denied. From Saddam’s viewpoint the
Persian menaceloomed large and was achallengeto his placein history.

Gl f States. Saddam viewed the Gulf Statesas‘undeserving of the respect they were accorded in
theWest. His Regime viewed the Gulf Ag¢abs as undeserving. They ssimply enjoyed the geological
good fortuneof sittingon large oil reserves. They did not earn respect; the West smply wanted
their oil. In particular, Saddam resented the Saudis. The Saudi position of leadershipin OPEC
and by extensionin theWestern world rankled Him. It was clearly an objectiveto supplant the
Saudi position of leadershipin whatever way he could. He stroveto underminetheir influencein
the oil markets and the presti getﬁw accrued through association with the United States.

United States. Saddam’s view of the United States was complicated. He accrued power and
prestigefar beyond his inherent weiglit by positioninig hirnsel as the only leader to stand up to
thelast superpower. To the extent that you assume some of the stature of your enemy, Saddam
derived prestigefrom being an enemy of the United States. Conversely, it would have been
equally prestigious for himto be an ally of the United Sates—and regular entreatieswere made,
during the last decade to explorethis alternative.

Saddam apparently calculated that Ira 's natural resources; secular society, and dominancein

the region would ingvitably force the United Statesto deal with Iraq (He may have been cor-
rect, but he mistakenly thought hisleadershipof Traq wasimmutable.) Indeed, throughout the
1990s he tested Washington's Willingness to open a dialogue. On multiple occasions very senior
Iragis closeto the President made proposalsthroﬁgh intermediaries (the author among others) for
dialogue with Washington. Baghdad offered flexibility on many issues, including offers to assist
in the I sragl-Pal estine conflict. Moreover, in informal discussions, senior officialsalowed that,

if Iraq had a security relationship with the United States, it might be inclined to dispense with
WMD programsand/or ambitions.

Long View. Saddam’s perspectiveon the world and his placein history was naturally a very long
view. He had long timelines—certainly as compared with Western democracies, which are driven
by news and election cycles. He also had a strong sense of theglory of along struggle. For exam-
ple, he romanticized his period of exilefrom Irag following his participationin thefailed assas-
sination attempt against Qasim. He accepts setbacks as noble challenges to be overcome.



Saddam refused to admit that Iraq lost the war in 1991. His diplomats were always quick to point
out that the resolution ending the war was a cease-fire agreement, not a peace treaty or capitula-
tion. This was not simply bombastic propaganda. Saddam saw it only as a temporary setback.
Indeed, Saddam displayed a remarkable ability to recover from thisloss. Following the war in
1991, rebellions had broken out in al but two provinces. From this new nadir, Saddam restored
hisinternal power and control with speed.and-devastating efficiency — including another instance
of hisuse of chemical munitions onceagain. In the decade that followed, his struggle against
international constraints continued September 13, 2001.

Levers of Power/Prestige. Saddam conducted hik confrontation with the United States on many
fronts. The main military front was the no-fly zone skirmishes. It must be said that, as much as
Saddam hated the intrusion over hisairspaceof American and British patrols (and, it may be
recalled, with the French initially participating as well), this was a battle he was fighting with
avery favorable exchangeratio. He cost the United States a lot with amost no cost to himself,
and he could readily sustain the battle indefini ely. Again, this was a typically shrewd method of
exercising leverage.

Saddam believed Irag and its people s ould beleadersin all ways—sciences, art, engineering,
military, economics, construction, etc. He supported the range of these functions, and in fact Irag
had a well-funded education and health system during hisearly years before the disasters of war.
He aspired to the prestige associated with the advanced arts and sciences. In his view, the most
advanced and potent were nuclear science and technology. By all accounts, and by the evidence
of the massive effort expended by the Regime, nuclear programs were seen by Saddam as both
apowerful lever and symbol d” prestige. He aso did not want to be second to the Persiansin
neighboring Iran.

Saddam has a remarkable sense for the use of power. For Saddam there was always a duality

to influence. He consistently applied both positive and negative currentsin all aspects of his
rule. Reward and punishment would be presented to the same subject to contrive the behavior

he desired. The approach whs evidentin his pe sonal dealings with individuals as well as inter-
national relations. His staff would recount that he could haye hisimmediate servants severely
punished or jailed for,si’)me,‘inf'raetion. Yet, later, they woilld bereleased and Saddam might cook
ameal for them himSelf.

Jail WasfrequentI(y on the resume of even some of his higher ranking staff. For example, Presi-
dential Advisor and leader of the former Iraqi Nuclear Weapon program, Jafar Dhia Jafar, was
jailed by Saddam and released only when he agreed to work on the nuclear weapon program.

Saddam also, of course, rewarded handsomely tHose who supported him. New cars were a small
token of appreciation, which he dispensed.

The same duality of pressure and reward was used by Saddam internationally. For example, in
the spring and summer of 1995, Iraq attempted to bring to closure the disarmament inspections
of UNSCOM by offering adeal. UNSCOM experts had been pressuring Iraq to acknowledge an
offensive biological weapons program. Tariq Aziz informed UNSCOM Chairman Rolf Ekeus
that, if his upcoming June 1995 report to the Security Council was positivein the missileand
chemical weapons areas, then Irag would "' satisfy"* Ekeus in the biological weapons area.



UNSCOM gave a sufficiently positive report on Iraq to the Security Council, and Aziz invited
Ekeus to Baghdad where he made a partial admission to having made biological weapons.
During the sametime (in a 17 July national day address), Saddam gave a speech threatening to
end all cooperation with the Security Council unless the Council acted to fulfill its obligation
to lift the oil embargo. Days later, Baghdad even set adeadlinefor the Security Council to act.
Saddam regularly combined concessioris w1th‘attempts at coercion.

This approach turned out badly for Iraq because on‘ly afew weeks later, Saddam’s son-in-law,
Husayn Kamil, defected to Jordan. He had been the key Regimeforcein managing all WMD
programs, and his defection forced the Regimeto reved that Iragq had not been fully forthcoming,
thus undermining Irag's position and the position of Iraq's key supportersin the Security Coun-
cil.

Security Threats Internally, it was alwaysthe casethat, if Saddam perceived achallengeor a
potential risk among those around him, he would addressit early and vigoroudy. Those around
him feared that he would know if they even thought of something that was less than fully sup-
portive of the Regime. Jailing, or wo e, of hose thought to be disloya was commonplace. It was
not just an urban legend that, if someone lbecame too popular or too powerful, he would quickly
be removed.

Externally, Saddam applied thes me predilection to attzi‘ck’perceived threats preemptively.
Saddam acted against Iran when he thought he had the-advantage. Saddam attacked Kuwait in
responseto perceived economic aggresson by Kuwaits;

Saddam’s rule was driven first by security concerns.;Sutvivalicame:first. This produced the mul-
tiple security organs, and their prime*objective,was protection of the leadership. It was natural
that the objectivesdf United Nationsinspectors.collided with the security apparatus. Inspections
aimed at deciphering the most se sitive wegpon's programs would transgresis the security appara-
tus protecting the president. This was otvious‘and unavoidab e if both objectives were pursued to

the maximum. .
AN

Saddam also encouraged'a multiplicity of reporting systelms “formal and 1nforma1 Since no one
ever knew for sure how certain thei  position was; it bred anxiety and unceitainty even among the
longest serving Ministers. Hefostere co petition and distrisst among those around him. There
was survival valueto himin this method of  anagement. However, it greatly-colored and con-
torted the perspectivesdf reality that his top aides had. -

This method of management makesinterpretingtheir descri ptionséf.thé,inne'r workings of
Regimefiguresvery difficult. They often did not know thetruth. Hence, when they would
describe something that is wrong, it is difficult or impossibleto know if they are purposdly dis-
sembling. ISG investigatorssuffered some of the same problemsas Saddam; not knowing if
senior advisors are telling the truth, or leaving out important facts.

Evidence. The problem of discerningWMD in Iraq is highlighted by the prewar misapprehen-
sions of weapons, which were not there. Distant technical analysts mistakenly identified evidence
and drew incorrect conclusions. Thereis also the potential of the obverse problem. Observers
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may have evidence before them and not recognize it because of unfamiliarity with the subject.
Often I SG found no evidence of one thing or another. It may bethat a more accurate formulation
might be we recognized no evidence. Thisis afundamental conundrum in assessing alien cir-
cumstances.

It isvital to understand that in such an envitonment—an environment alien to those accustomed
to Western democracies— implicit guicfance from:the leader can be as compelling and real as
explicit guidance. Indeed, in the security-oon&‘ous world of Saddam, it would be surprising to
find explicit direction related to sensitive topics likeWWVD. Thiswould especially be the case
for programs of presidential interest or direction. It isimportant to understand what one should
expect to see and what one should not expect to see.

Related to thisisafurther important factor that greatly affects how evidenceis viewed. The key
Regimefiguresin the WMD area had a much better understanding of how the West viewed their
programs than the other way around. Consider haw many Western technocrats studied in Bagh-
dad compared with how many key WMD figures studied in the West (many, if not most, speak
English).

Likewise, many years of inspections taught the Iragi WM D counterparts how their country was
being examined. It might well be‘expected that they would seek to elude such examination asa
result.

Two examples from interactions in the 1. 990s may beillustrative. An Iragi minister in 1994
asked, ""Why do you Americans a ways attack buildings?" Irag, of course had been subject to
several bombing attacks, and the question seems simplé on the surface. However, it reveals some-
thing about American assumptions. Inteiligence analysts|ook at overhead imagery and identify
buildings with some function. Digital Imagery is also used for targeting weapons such as cruise
missiles. Implicit in this process 's an assumption that destroying a building will destroy the
capability. Discussions and observations of the Iraqis showed that they reacted to this understand-
ing of the American process/by effectively dissolving theimages we werefocusing on. They
disassociated capability frém the buil * gswewere able to image=To wit, they would simply
take key equipment and’‘move ir out of buildings and disperse it in ways that we could not resolve
into our targeting and intelligence-operating System. This was shrewd but obvious. It affected the
data we were exam‘ﬂaing.

A second exampleof lrag le  ing the signatures inspectors sought occurred while UNSCOM
was attempting to investigate the governmental apparatus the Regime uset to conceal material
from UN inspectors. The inspectors assumed that only Saddam would give instructions on such
sensitive matters. Hence, inspectors investigated those governmental arms directly connected to
the Presidency, e.g., the Diwan, the Specia Security Organization, the Special Republican Guard,
etc. In effect, theinspectors were modeling an organization chart that branched out from the
President. These organs became high-priority targetsfor the UN inspectors. This was perfectly
logical from their perspective.

Of course, one effect of thisinvestigation wasto teach the Iragis how weinvestigated and what
we looked for. And, like the previous case where Irag reacted by dissolving the image that we
looked for, it should be expected that Irag would avoid using entities that would show up on
organization charts or that would follow the types of order we had earlier tried to picture.
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The Regime, drawing on theexperience of the 1990s with the UN and given the prioritiesto
which it subscribed, scrambled the types of signaturesthey knew we would be searchingfor. This
contributed to the difficulty in verifying what happened to Iragq's WMD.

The Timeline Tool. Therole and use of WMD and how it played in Saddam’s calculations varied
over thelast 30 years. Thisanalysisincludes.an examination of afew key inflection points when
Saddam madeclear decisionsregarding WMD. ISG analysts studied individual programs bearing
in mind contemporaneousevents. A timeline annotated with the events that would havefilled the
vision of Saddam is used as a deviceto continuously relate WMD to other changing factors.

Through this methodology an attempt is made to understand the overall intentionsaf the
Regime, i.e., Saddam. With this perspectivea better understanding of the evidenceodf theele-
ments of the WMD programs can be made. Thi s like having the picture on the box cover of a
jigsaw puzzleto guide the assembly of the component puzzle pieces.

Throughout this report, timeline sectiona are repeated to remind continuously the reader of the
events going on that impinge on Saddam’s field of vision.

Key Inflection Points. A few unique poiritsin time shaped Saddam’s perspectives regarding
WMD after the 1991 Gulf war. However, it must be stated that Saddam’s experiencewith WMD
previoudy had been very positiv- . Senior Iraais have said that it was their firm conviction that
the use of ballistic missilesand chemical munitions saved them in the war against Iran. Missiles
alowed them to hit Iranian cities, and chemical imunitions (101,000 were used) countered the
Iranian " human wave'" attacks.

A

In addition, the Iragis believed that their possession and willingness to use WMD (CW and BW)
contributed substantially to deterring the United States frorn going; to Baghdad in 1991. WMD
demonstrated its worth to Saddam. Moreover, senior Iragis nave observed that, if Saddam had
waited until he finished his nuclear wegpon beforeinvadin  Kuwait, the autcome would have
been much different. /

/

Therefore, it was atough decision.he faced when confronted by-the UN resolution linking lift-
ing the of sanctionswith WMD disarmament. Ultimately, histop priority (after survival) was to
get out of the UN co”strains. @ priority undelies the actions of the Regimeduring the past
13 years. This ma-f seem obvious but i s easily forgotten. Thespring and summer of 1991 were
defining momentsfor Baghdad on this point.

~

During thefirst few inspections (June-July 1991); it became clear rar e inspectorswere more
serious and intrusivethan éaghdad expected/of the United Nations. Baghdad was still sur-
rounded by a huge array of military forcethat wasfully capabledf invading. Baghdad neverthe-
lessinitially choseto conceal WMD capabilitieswith agoal of preservingfuture WMD options.
Indeed, Iragq used CW against Shiawithin its own borders just two months earlier.

Baghdad wasfound blatantly cheating. Theimmediate consequence during this period was that
the UN Security Council, including the United States, did not restart the recently ended conflict
but did pass a new resolution on 15 August 1991 (UNSCR 707) demanding more accessand
moreintrusive rightsfor UN inspectors. The message was thus mixed. The UN Security Council
could agree on demands but not on enforcement. What was the impression received by Saddam?
He was clearly refusing cooperation with the UN resolutions. Saddam crushed internal dissent,
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including the use of chemical weapons, just as hedid in the late 1980s. Y, military force was
not used against him. However, moreintrusivelegal strictures wereimposed. Saddam identified
theenvelopeof limitsaround him.

The Regime continued to mix compliance with defiance. It now appearsclear that Saddam,
despiteinterna reluctance, particularly on the part of the head of Irag's military industries,
Husayn Kamil, resolved to eliminatethe€xisting:stocks of WMD weapons during the course of
the summer of 1991 in support of the prime objectiveof getting rid of sanctions. The goa wasto
do enough to be able to argue that they had complied with UN requirements. Some production
capacity that Baghdad thought could be passed off as serving a civilian function was retained,
and no admission of biological weaponswas made at all. But the clear primetheme of Saddam
was to defeat the UN constraints. Dispensing w'th WMD was atactical retreat in his ongoing
struggle. o,

Fromthe evidence availablethrough the actions and statementsof a range of Iragis, it seems
clear that the guiding theme for WMD wasto su.stain the intellectual capacity achieved over so
many yearsat sucha great cost and to be in a positionto produce again with as short a lead
time as possible—within the vital constraint tha no action should threatenthe prime objective of
ending inter national sanctionsand constraints.

Saddam continued to see the utility of WMD. He explained that he purposely gave an ambiguous
impressionabout possessionasa deterrent to Iran. He gave explicit directionto maintain the
intellectual capabilities. As UN sanctions eroded there was a concomitant expansion of activities
that could support full WMD reactivation.IHe directed that ballistic missile work continue that
would support long-rangemissi Iec}evelopment. Virtually no senior Iraq; believed that Saddam
had forsakenWMD forever. Evidence suggestSthat,.as resourcesbecame availableand the con-
straintsof sanctionsdecayed, there was a direct expansion ofactivity that would have the effect
of supporting futureWMD reconstitution. .

Yet, Saddam was not willing/to giveup sovereignty and security in an immediate gamblethat the
UN Security Council would lift sanctions. Bearing in mind that at thisvery time, Saddam wasin
a hugely weakened state’ domestically, still acting with defianceby retaining some capacity and,
at that time, refusingsto accept certain UN resolutions, most notably UNSCR 707 and 715, which
demanded that Iraq accept a system of monitoring to detect areconstitution of Iragi WMD pro-
grams. This Saddam flat out re sed asan "nvasion of his sovereignty that would be permanent,

not temporary.

1996 Beginning of QOil-for-Food. Another examf)le of akey inflection point was the 1996 deci-
sion to accept the Oil-for-Food (OFF) program. linternaly, Irag wasin trouble. The economy was
in tatters. The middleclass was decimated by rhe collapse of the dinar and the impact of sanc-
tions. The hobbling of Saddam by the 1991 cease-fireresolution, UNSCR 687, wes still persist-
ing despitevoca support of some membersof the Security Council. Saddam had long refused

to accept the option of exporting oil with constraints on revenues. He was concerned that, once
started, the pressure on the Security Council to lift sanctions—his real god —would be lifted.

It was clear he was using the pain endured by his people and the concern by some members of
the Security Council that sustaining civil destruction as pressureto get the Security Council to
removethe sanctions. However, by 1996, it became apparent that the United States had alock in
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the Security Council on lifting the sanctions and Saddam accepted UN Security Council Resolu-
tion 986 initiating the OFF program.

The onset of the OFF program began what becamea burgeoning source of real disposable
income. The revenues Irag garnered grew incredibly from an estimated $250 million in 1996 to
$2.76 billionin 2001. The process of o,i | exportsoffered leverage in the international oil markets.
The UN system for controlling Iragi oil éxpotts had the unintended consequenceaf alowing
ample opportunitiesfor corruption. Corruption of this process suited the objectives of Saddam of
escaping thefettersaof the sanctions controlled by the UN Security Council .

Asexperience grew with the processo the Oil for Food program, Iraq found that the allocation
of oil liftings was a so a splendid opportunity to develop influence. Iragi oil liftings were priced
below market substantially; hence, obtaining theright to lift atanker full of Iragi oil was worth
aconsiderable amount of money. While Irag, due to théconstraintsimposed upon it by the UN
system, could not legaly receivecash theprice differentialscould be pocketed by whatever
trader designated to lift Iragi oil. Saddam, dgla' n demonstrating his styleof influence, distributed
these all ocations to those he deemed hel pful in eroding suppodrt for sanctions.

Saddam applied a dual approach to this objective. On the one hand he emphasized the suffer-

ing of theinnocent Iragi civilian populaion andargued that the sanctions wereimmoral. At the
sametime he gave prominent vocal Irag supportersand willing influential UN-officialslucrative
oil alocations. He gave individualsa mord rationalization for their support and friendshipto the
Regime. This worked with individualsas well as countries.

The Regime's strategy was successful to the point where sitting members of the Security Council
were actively violating the resolutions-passed by the Security Council.

1998 — Edd Inspections. The patienceand utility of cooperating with the Security Council
and the UN inspectors were diminishing in the-view of Baghdad during the course of 1998.

The potentia of the inspection processleading to aformal lifting of sanctionsby the Security
Council was seen as diminishiig. The approach of eroding the constraints of sanctions until they
collapsed appeared moreéprormising. Certainly the flow offyxports and revenues was growing.
Thedivisionsin the Security @ouncil were great'er betwedn the Uruted States and the United
Kingdom on one side and France and Aussia on theother. (Iraq encouraged competition between
France and Russia-to do more to support Baghdad.)

At the same time, Baghdad viewed the domestic controversiesin the United States as indicating,
if not weakness, certainly adistraction to the White House. During the summer of 1998, when
UNSCOM surfaced its concern over the evidenceit found that Irag had, contrary to its declara-
tions, weaponizedV X in missile warheads, Baghdad appears to have concluded that there was no
prospect of satisfying the inspection teams. Cooperation with UNSCOM was seen as atrap, not a
path to ending sanctions.

Baghdad ended full cooperation in August and began a seriesof confrontationswith the UN

that aimed at bringing its dialogueto the Secretary Genera and Security Council directly, and
marginalizing UNSCOM. Baghdad was largely successful in drawing the Secretary General into
the controversy and causing Franceand Russiato takefirmer positionson its behalf. Ultimately,
Iraq did not fully cooperate with UNSCOM in atest period of renewed inspection activity during

10



December 1998. The United States and United Kingdom reacted militarily with acircumscribed
bombing campaign that took place between the time President Clinton completed a previousy
scheduled visit to Israel and the beginning of Ramadan, about four days later.

The Security Council was |eft deeply divided. UNSCOM and IAEA inspectorsdeparted Iraq just
before the bombing and never returned. The.Iragis were satisfied with the outcome. They said,
given achoiceof sanctionswith inspectionsor sanctions without inspections, they would prefer
without.

The UN Security Council struggled for ayear tofind a new consensuson Irag. Finally, after
much debatethey passed a new resolutionin December 1999 (UNSCR 1284). It included
(largely at Russian insistence) language about the suspension and ultimatelifting of sanctions.
Nevertheless, Iraq ignored its demands and al so paid no further consequences. Clearly their strat-
egy was to erode sanctions, and they saw no need to accept a new set of inspectors.

2000—The Endisin Sight. By 2000, the erosion of sanctions accelerated. The semi-annual
debates over the renewd of sanctionsin the Security Council becametheforum for Iraqgi pro-
ponentsto argue the casefor relaxing sancuons further. Out of concern that this pillar of con-
tainment policy was about to collapse, the United States (under a new administration) proposed
""Smart Sanctions” in early 2001.4This was ana empt to bolster support for sanctionswithin the
Security Council by narrowing thie targeted items subject to scrutiny. There wasareversa of a
presumption of denial to a presumption of approva of itemsto be acquired under the Oil-For-
Food program.

Syriahad recently signed an oil export p otocol that provided for reopening of the Irag-Syria
pipeline. Initidly, the United Statestried to curtail this program, but failed. Baghdad could read
thisturn of eventsonly as growing momentum of its strategy to underminesanctionswith the
goa of an ultimate collapse.

The new administrationin Washington :aveno evidence of changiing the approach toward Iraqg.
The sanctions debatein the Security Council i  June 2001was indicative With the Russians
demanding further relaxation and a concretesignal from the,Council that sanctionswould be
lifted if Iraq satisfied the elements of UNSCR 1284. Deputy PrimeMinister Tariq Aziz and the
new Foreign Minister, Naji Sabri, were making prog ess internationally. France, Russia, and
Syria(then amerfiber of the Sec rity Council) werea quite vocdlly supportingIrag in sanctions
debatesin the Security Council.

Prohibited goods and weapons werebeing shipped into [raq with virtualy no problem. The only
notableitems stopped in this flow were some auminum tubes, which becamethe center of debate
over the existence of a nuclear enrichment effortin Irag. Major items had no trouble getting
across the border, including 380 liquid-fuel rocket engines. Indeed, Iraq was designing missile
systems with the assumption that sanctioned material would be readily available.

Politicaly, the Iragis were losing their stigma. The Baghdad International Fair in November 2001
was attended by hundreds of companies. The Rasheed Hotel was filled with businessmen from

all over the world. The Arab summitin Beirut in March 2002 offered the headline photo of Taha

Y asn Ramadan embracing his Saudi counterpart. Funding filled the coffersof various ministries.
Thelragi OPEC delegations were treated with as much or greater interest than the Saudis. The  ©
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Oil Minister was treated likearock star. The oil markets were extremely sensitiveto the pros-
pectsfor Iragi oil on the market. In fact, the very uncertainty about Iragi oil gave Baghdad even
greater leverageover theinternational community since, by its whims, energy prices would vary
significantly and have corresponding effects on the world economy.

In international politics, Saddam capitalized-on his position as the only Arab leader willingto
stand up to the Americans. This position‘undermined the positionsaof theleadershipin neighbor-
ing countries like Saudi Arabiaand Egypt. Their populations, being sympathetic to the Palestin-
ians, saw Saddam as bolder than their own leaders. By this stance, Saddam created a powerful
lever against these governments at virtﬁally no cost.

From Baghdad the long struggleto outlast the containment policy of the United Statesimposed
through the UN sanctions seemed tantalizingly close. There was consi derable commitment and
involvement on the part of states like Russiaand Syria, who had developed economic and politi-
cal stakesin the successdf the Regime. From Baghdad's perspective, they had firm allies, and it
appeared the United States was in retreat. The United Nations mechanism to implement the Oil
For Food program was being corrupted and undermined. The collapse or removal of sanctions
was foreseeable. This god, dways,foremostin Saddam’s eyes, was within reach.

11 September 2001 The progress Baghdad had nnade toward escaping sanctions changed follow-
ing 11 September 2001. Saddam did not immediately understand this.

Reflecting Saddam’s ill-formed - derstanding of the United States, Baghdad fully grasped
neither the effect of the attacks on the United States nor, their implicationsfor Irag's position

in the United Nations. The seriousness of the changein (the international atmosphereand Irag's
diplomatic position becameclear to Saddam, only after Plesident Bush’s 2002 State of the Union
speech. He saw a seriousness he had not earlier recognized. Still, he tried to bargain with the
Security Council rather than autright accept new “nspections. The dithering cost him.

Washington was building a huge and expensive military forcearound Iraq. Effortsto secure
access and support for potential military action'were pursueti. In the Security Council a new,
tougher resolution was passed (UNSCR 1441) Momentum was building that would be increas-
ingly hard to deflect. Belatedly, ol owing e speech by President Bush at the UN General
Assembly in Septe” ber 2002, Saddam 1:1:ally;agreed to unconditional acceptancedf the
UNMOVIC weapons inspectors.

The work of UNMOVIC inspectors on tne grouna:was pursuea energetically and in a charged
political environment. Irag was surrounded by alarge and expensive, military force. Sustain-

ing such aforcefor any length of timewould beimpossible. It was not a stable situation, and
Saddam realized his position far too late.,

Readersof thisreport can weigh for themselvesthe actions taken by all governmentsin response
to Saddam and his WMD ambitions. It is acomplicated story over along period of time. Hope-
fully, this report will illuminate some of the important dynamicsand the trends.

CharlesDuelfer
Specia Advisor to the Director of Central Intelligence
Baghdad, September 2004
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Scope Note

This report relays Iragq Survey Group's findingsfrom its creation in June 2003 until September
2004 and providescontext and analysisto ISG’s physical findings. It also attemptsto placethe
eventsin their Political-Military context. For the purposes of thisreport, the term Weapons of
Mass Destruction (WMD) refers to the definition established by the United Nations Security
Council in the context of UN Security Council Resolution687 (1991).

The United States' investigationof Iragi WMD activities began during Operation Iragi Freedom
itself. In prewar planning, it was assumed chemica and possibly biological stocks werelikely

to be encountered and perhaps employed. Forces were equipped with protective equipment. A
military unit designated Expeditionary Task Force-75 (X TF-75) was deployed during the war to
investigate suspected locationsfor WMD stocks. Many sites were inspected but with an aim of
discoveringWMD, not inspecting and devel opingan analytical assessment of the Iragi programs.
Wartime conditions prevailed with concern about force protection primary. The work of XTF-75
wasthereforeaimed at discovery of possible WMD locations (to eliminate a threat), not the com-
pilation of evidenceto build a picture of what happened to the weapons and programs.

Thisearly approach, perhapslogical if the goal wassimply to find hidden weapons, undermined
the subsequent approach of piecing together the evidenceof the Iragi WMD programssuch
asthey existed. In fact, combined with the chaos of the war and the widespread |ooting in the
immediate aftermath of the conflict, it resulted in theloss of agreat amount of potentially very
valuableinformation and material for constructing afull pictureof Iragi WMD capabilities. Sites
werelooted. Documentswere either ignored or collected haphazardly or burned by either the
Regimeor Coalitionforces.

To begin a more systematic collection of evidenceto build an understanding of Iragi WMD
programs, DOD stood up ISG under the military command of Mgjor General Keith Dayton. He
brought together a unique blend of collection, analytic, and force maneuver assetsto conduct
both the ongoing WMD investigation and secondary tasksthat included counterterrorismand the
search for Captain Scott Speicher, a US Navy pilot shot down in 1991 during Desert Storm. Ele-
mentsof 1SG included:

Analytic Staff —Experts in the functional areasof Iragi WMD from the CIA, DIA, DOE, State,
DOD, as well as United Kingdom and Australiagathered and analyzed data to develop a picture
of Irag's WMD program and plan further collection. Severa participants wereformer United
Nationsinspectors with long experiencein Iraqg.

Documentation Exploitation— A forward linguistic element in Baghdad (approximately 190)
identifiesdocumentsof immediate importance from the millionsrecoveredin the course of the
war and occupation. A largefacility housing more than 900 staff membersin Qatar recorded,
summarized, and translated documents. At the time of this writing, thisfacility houses about 36
million pagesthat have been scanned into a database. Roughly athird of these—all that appeared
of direct relevance to ISG’s misson—have been examined by alinguist and agist prepared.

Recently, | SG obtained about 20,000 boxes of additional documents, which had been stored in
Coalition-occupied buildings. Many of these documentsare from the Iragi Intelligence Service



and the Baath party. Thisis a volume roughly equivalent to the total received to dale—a huge
infusion. Triage of these documentswill probably take several months. New information will
inevitably derivefrom this process, but may not materially affect the overall elementsof this
report.

Interrogation and Debriefing—I1SG had dedicated linguists and debriefersfor the so-called High
Vaue Detainees. Statements by former key playersin the Regimeformed an important informa-
tion source, but must be evaluated very cautioudy since the prospect of prosecution inevitably
affected what they said. It is also important to understand that the popul ation of senior detainees
held at the Camp Cropper facility interacted freely among themselves. They could consult on
what they were asked, and the pressures and tensions among detainees over cooperation with
ISG certainly affected their candor. In addition, debriefers were not expertsin thefield of Irag or
WMD as ageneral rule. 1SG compensated by having subject matter experts present as often as
possible.

e Technical Andysts—Two laboratories, one British and one American, analyzed materialssus-
pected of being related to WMD. Samplesincluded nerve agent rounds, mustard shells, and a
widerange of dangerouschemical substances.

* ExplosiveOrdnance Disposd —A team was always on hand to deal with unexploded ordnance
hazards—a regular feature of the Iragi landscape

* Movement Forces—A collection of teamsto provide transportation and protection for ISG
investigators.

* HUMINT Collection Teams--Case officers to establish connectionsto individuals useful to the
investigation of WMD infrastructure, security, and other support.

 Support Staff —Base security, logistics, communi cations, computers, housing, food, etc.

 Nationa Geospatial Agency and National Security Agency representativeswere also a part of
ISG to bring analytic and technical collection assistance to the investigation.

The Director of Central Intelligence provided additional analytic and collection support and
named a senior Special Advisor for Iragi WMD to provide direction to the overal effort. David
Kay wasthefirst Advisor, servingin Iraq from June until December 2003. Under hisdirection,

I SG began a systematic survey and examination of the existence and location of WMD capabili-
ties. Dr. Kay provided an initial report to the DCI in September 2003 on the early findingsof the
investigation. Under hisleadership, ISG interviewed many key participantsin the WMD pro-
grams, undertook site visits, and began the review of captured documents. Under Dr. Kay, |SG
focused on leads from Iragi sources, documents, and physical evidence. Dr. Kay believed that, if
ISG wereto find any WMD in Iraqg, the Iragis would probably haveto lead ISG toit.

Work in Iraq was very difficult. Contrary to expectations, ISG’s ability to gather information was
in most ways more limited than was that of United Nationsinspectors. First, many sites had been
reduced to rubbleeither by the war or subsequent looting. The coalition did not have the man-



power to secure the various sites thought to be associated with WMD. Hence, as a military unit
moved through an area, possible WMD sites might have been examined, but they were left soon
after. Looters often destroyed the sites once they were abandoned.

A second difficulty wasthe lack of incentive for WM D program participants to speak with ISG
investigators. On the one hand, those who cooperated risked retribution from former Regime
supporters for appearing to assist the occupying power. On the other hand, there was substantial
risk that the Coalition would incarcerate these individuals. Hence, for the most part, individu-
alsrelated to Iragi WMD tried to avoid being found. Even long after the war, many Iragi scien-
tists and engineers find little incentive to speak candidly about the WMD efforts of the previous
Regime. Thisisexacerbated by their life-long experience of living with the threat of horrible
punishment for speaking candidly.

Thethird constraint was the growing risk from the insurgency. From roughly November 2003
onward, it was very difficult to simply travel to points of interest by investigators. Armored cars
and protection by military units were required. Many 1SG armored vehicles were damaged or
destroyed by hostilefire or improvised explosive devices, and two military personnel lost their
lives assisting the investigation, SGT Sherwood R. Baker and SGT Lawrence A. Roukey.

A fourth hurdle was that, given the difficult conditionsexisting in Irag, many individuals had
little interest in remaining in Irag for alengthy time, and typically an analyst would cometo ISG
for only a couple of months, which produced great inefficiencies: Individuals would become
familiar with certain Iragi issues and then depart. Many detainees were interviewed multiple
times by a number of analysts seeking answers to the same question. Theonly |SG member who
was present from the beginning until the drafting of this report wasthe 1SG Chaplain.

Despite these obstacles, a core of knowledge was built, and some long-term Iragi experts became
key members of the ISG team. Several were former UN inspectors with over a decade of experi-
ence with the lragi WM D programs and, indeed, the Iragi participants in WMD programs. Their
background and knowledge were invaluable. For example, it is much more difficult (though still
quite possible) for Iragisto deceive investigators they had known for 10 years or more. At any
given time, | SG staff included approximately 15 to 20 Iraq WMD experts, though as time went
on, it became more difficult to retain atruly expert cadre.

A timeline methodology was used to integrate key elements of the analysis and to assist the
building of the corporate knowledge base. Through regular meetings of all functional teams,
analysis of therange of events that interacted with respect to WM D was conducted. Thiswork
was much aided by the regular participation of Saddam’s debriefer. Relevant data points were
identified and manipulated on a timeline tool, and major inflection points that related to Saddam
and WM D were established. These were then used by teams, especially the Regime Strategic
Intent team, to cue further analysisand to develop their respective portions of the report.

Looking to thefuture, there will continue to be reports of WMD-related material that must be
addressed. Virtualy every week some WM D-related report—often involving the delivery of
items thought to be WMD-related — isreceived and investigated by 1SG. This isa continuous task
that often requires the removal of dangerous objects (like mortar rounds or dangerous chemicals).
This element of 1SG work accountsfor much of the effort of many of the staff during the past

18 months. The necessary investigation of all reasonable |eads hasled to dozens of missions that



have been important, though they havefound no significant stocks of WMD. Such missions have
included, for example, extensive underwater searches using sophisticated sensor equipment in
Iragi lakes and rivers.

Since there remains the possibility (though small) of remaining WMD, such reports will continue
to be evaluated and investigated as judged necessary.

Sour cesof Information

Iragi detainees were a major source of information. Many WM D-associated figures have been
detained at Camp Cropper where the so-called high-value detainees are incarcerated. Analysts
questioned them repeatedly about aspects of the program and Regime decisionmaking. Their
answersform alarge part of the datalSG has used in this report, but must be considered for what
they are. These individuals have had long experience living under a severe Regime that imposed
harsh consegquencesfor revealing state secrets and have no way of knowing what will happen to
them when they get out. Certainly there are strong Regime supporters among the Camp Cropper
population. The word inevitably circulates among them who is cooperative and who is not. Once
released, such detainees may fear for their livesfrom Regime supporters.

Another consideration is that many senior Regime figures are concerned about prosecution and
will shape their tales to serve their interests. There is atendency, for example, to blame the dead
guy —for example Saddam’s son Qusay or son-in-law and former top weapons devel opment
manager, Husayn Kamil.

On the other hand, some of these individuals have been long-term technocrats with no particular
love of the Regime. Of these, some have been quite helpful, particularly with former inspectors
whom they have known well over the years. Nevertheless, it must also be remembered that their
perspectives, even if honestly conveyed, may not reflect the views of the Regime leadership. It
has also been the case that with the Regime's hypersecurity measures, compartmentalization was
quite extensive. For example, many very senior Iragis did not know whether Irag had WMD or
not before the war.

The documentation that 1SG has accumulated is extensive. It has yielded important nuggets,
which pop out aslinguists make their way though the massive amount of material. The mag-
nitude of the task is huge and complicated by the potential of errorsin tranditeration or in the
original documents. Sinceit isimpossibleto forecast when relevant documents will befound in
thislargely unordered collection, it may well be that documents or el ectronic media may emerge
that could significantly add to the themes and background presented here.

A vital part of the picture of how the Regime proceeded with respect to UN sanctionsisillus-
trated in itsimplementation of the Oil for Food program. We received much detailed information
from thelragi Oil Ministry, State Oil Marketing Organization, and individual participants. The
data presented here areintended only to demonstrate the tactics and strategy of the Regime. Irag
sought to influence these datalinks to many countries and individuals. This report stops at that
point. The report does not intend to analyze or assess the implicationsfor non-Iragis. Participa-
tionin Irag's voucher system may have been perfectly legal and appropriate depending upon the
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circumstances. Others are charged with investigating these transactions. What is clear isthat the
Regime sought to reward and influence using this tool.

Physical inspection of sites has been pursued to the extent possible. Thisis a dangerous activity
under the circumstances of 2004: We had two fatalities, and | SG teams have been shot at many
times with some seriousinjuries. Many armored cars have been destroyed in attacks. This has
made site investigations more difficult.

Moreover, many |ocations associated with the previous WM D programs and sites under monitor-
ing by the United Nations have been completely looted. In fact, the sites that filled the database
of monitored locations are radically different postwar. Equipment and material in the mgjority

of locations have been removed or ruined. Often there is nothing but a concrete slab at locations
where once stood plants or laboratories.

A final consideration of the work of ISG concerns thereturn of sovereignty to Irag. Since 28 June
2004, Iraq has been responsiblefor its own territory, and that includes matters associated with
WMD questions. 1SG has been consulting with the Interim Iragi Government (11G) concerning its
work. Gradually, more cooperation in investigatory work can take place. It isa natural transition
of responsibility and knowledge to the new government.

WMD concerns are not merely of historicinterest. 1ISG chemical weapons (CW) and counter-
terrorism experts uncovered and tracked down an active insurgent group that had been using
former Regime CW experts to attempt to create and use CW for use against the Coalition. This
was dubbed the Al Abud network after thelocation of thefirst raid where insurgents were found
attempting to acquirericin. A very aggressive investigation by 1SG and a series of raids have
apparently been successful in containing thisthreat. This has been a major success, but will
require sustained attention by both Coalition and I1G since terrorists have long demonstrated an
intention to obtain WM D and useit. This could occur inside or outside Irag.

While the future size and direction of the Iraq Survey Group are currently under review, the
requirement remains to collect further information related to threats posed by residual elements of
theformer Regime's WMD programs. There will also be new information from individuals and
sources, which will come to light. Moreover, certain defined questions remain unanswered. For
example, we cannot express afirm view on the possibility that WMD elements were relocated out
of Irag prior to the war. Reports of such actionsexist, but we have not yet been ableto investigate
this possibility thoroughly. Likewise, there remains some uncertainty concerning reports of mobile
BW capabilities—though we have conducted an extensive investigation and we have a paucity of
confirmatory information, there is still some possibility that such a capability did exist.

As new information becomes available and is analyzed and assembled into meaningful packages,
further unclassified additions to this report may beissued.

Thisreport addresses the actions and considerations of the Regime until it fell in April 2003. It
attempts to show the WM D programs and their context. It combines analysis of both physical
evidence and an examination of the considerationsof the Regime leadership with regard to WMD.
Thereport is not intended to be predictive but should provide datafrom which others may con-
sider such questions and indeed, consider implicationsfor other circumstances elsewhere.
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"We will never lower our heads as long as
we live, even if we have to destroy everybody."

Saddam Husayn, January 1991
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Key Findings

Saddam Husayn so dominated the Iragi Regimethat its strategicintent was his alone. He wantedto end
sanctions while preserving the capability to reconstitute his weapons of mass destruction (WMD) when
sanctions werelifted.

* Saddam totally dominated the Regime's strategic decision making. Heinitiated most of the strategic
thinking upon which decisions were made, whether in matters of war and peace (such asinvading Kuwait),
maintainingWMD as a national strategic goal, or on how Irag was to position itself in the international com-
munity. Loyal dissent was discouraged and constructivevariationsto the implementationof hiswisheson
strategic issues were rare. Saddam was the Regimein a strategic sense and hisintent becamelrag's strategic

policy.

e Saddam’s primary goal from1991 to 2003 wasto have UN sanctions lifted, while maintaining the security
of the Regime. He sought to balance the need to cooperate with UN ingpections—to gain support for lifting
sanctions—with hisintention to preservelrag's intellectual capital for WMD with a minimum of foreign
intrusivenessand loss of face. Indeed, this remained the goa to the end of the Regime, as the starting of any
WMD program, conspicuous or otherwise, risked undoing the progress achieved in eroding sanctions and
jeopardizing a political end to the embargo and international monitoring.

 Theintroduction of the Qil-For-Foodprogram(OFF)in late 1996 was a key turning point for the Regime.
OFF rescued Baghdad's economy from a terminal decline created by sanctions. The Regime quickly came
to see that OFF could be corrupted to acquireforeign exchange both to further underminesanctionsand to
providethe meansto enhance dual-useinfrastructureand potential WM D-rel ated devel opment.

By 2000-2001, Saddam had managed to mitigate many of the effects of sanctions and underminetheir
inter national support. Irag was within striking distance of a defacto end to the sanctions regime, both in
termsof oil exports and the trade embargo, by theend of 1999.

Saddam wanted to recreate Iraq'sWMD capability— which was essentially destroyed i n 1991--after sanc-
tions wereremoved and Irag's economy stabilized, but probably with a different mix of capabilitiesto that
which previously existed. Saddam aspired to develop a nuclear capability—inan incremental fashion,
irrespective of international pressure and theresulting economic risks—but heintended to focus on ballistic
missile and tactical chemical warfare (CW) capabilities.

* Iran wasthepre-eminent motivator of this policy. All senior level Iragi officialsconsidered Iran to be Irag's
principal enemy in the region. The wish to balancelsrael and acquire status and influencein the Arab world
werealso considerations, but secondary.

* Iraq Survey Group (1SG) judgesthat eventsin the 1980s and early 1990s shaped Saddam’s belief in the
value of WMD. In Saddam’s view, WMD hel ped to save the Regime multipletimes. He believed that during
the Iran-Iraq war chemical weapons had halted Iranian ground offensivesand that ballistic missile attacks
on Tehran had broken its political will. Similarly, during Desert Storm, Saddam believedWMD had deterred
Coadlition Forcesfrom pressing their attack beyond the goal of freeing Kuwait. WMD had even played arole
in crushing the Shi'a revolt in the south following the 1991 cease-fire.

» The former Regime had no formal written strategy or plan for the revival of WMD after sanctions. Neither
was there an identifiablegroup of WMD policy makers or planners separatefrom Saddam. Instead, hislieu-
tenants understood WMD revival was hisgoal from their long association with Saddam and hisinfrequent,
but firm, verbal comments and directions to them.
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Note on Methodological Approach

I nterviewswith former Regime officials who wereactivein Irag's governing, economic, security, and intel-
ligencestructureswere critical to ISG’s assessment of the former Regime s WMD strategy. While some
detainees statementswere made to minimizetheir involvement or cul pabilityleading to potential prosecution,
in some cases those who were interviewed spoke relatively candidlyand at length about the Regime’s strategic
intent.

* ISG analysts—because of unprecedented accessto detainees— undertookinterviewsof national policy
makers, the leadership of the intelligenceand security services, and Qusay’s inner circle, aswell as concen-
trated debriefsof core Regime leadersin custody, to identify cross-Regimeissuesand perceptions.

 As part of the effort aimed at the core leader ship, analysts al so gave detainees" homework" to give them
more opportunityto discussin writing variousaspects of former Regime strategy. Many of these responses
were lengthy and detailed. Secretary of the President, 'Abd Hamid Al Khatab Al Nasiri, Deputy Prime
Minister Tariq ‘Aziz 'Aysa, and Minister of Military Industry ‘Abd-al-Tawab 'Abdallah Al Mullah Huwaysh
answered questionsin writing several times, providing information on both the former Regime and the mind-
set of those who raniit.

* Saddam’s debriefer was fully aware of ISG’s information needs and devel oped a strategy to elicit candid
answersand insightsinto Saddam’s personality and role in strategy-relatedissues. Remarksfromthe
debriefer are included.

 Analystsalso used working groupsto study themesand trends—such asintelligenceand security service
activity, weaponization,dual-use/break-out capabilitiesand timeline analyss—that cut across ISG’s func-
tional teams, aswell asto pool effortsto debrief membersof the core leader ship.

Analysts used subsource development and document expl oitation to crosscheck detainee testimony, lever-
age detaineesin debriefs, and o fill gapsin information. For example, analystsinterviewing Huwaysh gained
insightsinto his personality from subsources, while trandated technical and procurement-related documents
were critical to verifying the accuracy of histestimony. Likewise, we confronted Vice President Taha Yasin
RamadanAl Jizrawi with a captured document indicating hismajor rolein allocating oil contractsand he
divulged detailson corruption stemming fromthe UN’s OFF program.

Nonetheless, the interview process had several shortcomings. Detainees were very concerned about their fate
and therefore would not be willing to implicatethemsel vesin sensitive matters of interest suchasWMD, in
light of looming prosecutions. Debriefersnoted the use of passiveinterrogation resistance techniquescollec-
tively by a large number of detaineesto avoid their involvement or knowledge of sensitiveissues; place blame
or knowledge with individual swho were not in a positionto contradict the detainee's statements, such as
deceased individual sor individual swho were not in custody or who had fled the country; and provide debrief-
erswith previoudy known infor mation. However, the reader should keep in mind the Arab proverb: "Even a
liar tells many truths."

Some former Regime officials, such as'Ali Hasan Al Majid Al Tikriti (Chemical ‘Ali), never gave substantial
infor mation, despite speaking colorfully and at length. He never discussed actions, which would implicate him
ina crime. Moreover, for some aspectsof the Regime'sWMD strategy, like the role of the Military Industri-
alization Commission(MIC), analysts could only speak with a few senior-level officials, which limited ISG’s
assessment to the perspectives of theseindividuals.




Former Iragi Regime Officials Varied in Their Level of Cooperation

The quality of cooperationand assistance provided to 1SG by former senior Iragi Regime officials in custody
varied widely. Some obstructed all attemptsto elicit informationonWMD and illicit activities of the former
Regime. Others, however, were keento help clarify every issue, sometimes to the point of self-incrimination.
The two extremes of cooperationare epitomized by 'Ali Hasan Al Majid—a key Presidential Adviser and RCC
member-and Sabir ‘Abd-al-Aziz Husayn Al Duri, a former Lieutenant General who served in both the Direc-
torate of General Military Intelligenceand the Iragi IntelligenceService. 'Ali Hasan Al Majid was loguacious
on many subjects, but remained adamant in denying any involvement in the use of CW in attackson the Kurds
and dissembling in any discussion of the subject. His circuml ocutionextendsto most other sensitive subjects of
Regime behavior: By contrast, Sabir has been forthcoming to the point of direct associationwith a wide range
of lragi activities, including the management of Kuwaiti prisoners, the organizationof assassinationsabroad
by the former Iragi Intelligence Service (11S), and the torture of political prisoners.
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Who Madelraq's Strategic
Decisonsand Deter mined WMD
Policy

Saddam’s Place in the Regime

TheApex of Power

Saddam controlled every peak position of authority
in Iragand formally dominated its state, admin-
istrative, Ba’th party and military hierarchies. By
the time of Desert Storm, there was no constitu-

tional threat to his position of authority. He had also
appointed himself " Paramount Sheikh™ in a bid to
dominate the country's tribal system. By the late
1990s, he began seeking moreformal control over the
nation's religiousstructures.

¢ Saddam was simultaneously President, Prime
Minister, Chairman of the Revolutionary Com-
mand Council (RCC), General Secretary of the
Bath Party, and Commander in Chief of the Armed
Forces. Alsodirectly reporting to him werethe
Republican Guard (RG), Specia Republican Guard
(SRG), Fedayeen Saddam, the four intelligence
agencies, the Military Industrialization Commission
(MIC)2 and the Al Quds Army.

» Tariq 'Aziz 'I'ssa says that Saddam had enhanced
therole of thetribal leaders, giving them money,
weapons, land and authority, to turn theminto an
instrument of support for himself.

Per sonalized Rule

Saddam dominated all Iragi institutionsby the early
1990sand increasingly administered by personal
direction. Major strategic decisions were made by
Saddam’s fiat alone, although subordinates acted
upon what they perceivedto beindirect or implied
ordersfrom him. Moreover, Saddam, particularly
early in hisrule, wasfond of micromanagementin all
aspects of government.

* Former advisors suggest that Saddam was healthy,
rational and deliberate. He would ponder key deci-
sons—such as theinvasion of Kuwait—for months

a Asaconvention," Military Industrialization Commission'is used
throughout thistext to refer to the Arabic Name Hi'at al-Tasnia
Al-‘Askarri, Other trandationsof the name include Organization
of Military Industrialization(OMI) and Military Industrial Organi-
zation (M10). All refer to the same institution.

but share histhoughts with few advisors. He was
cool under pressure. Even hisfirmest support-

ers, such as 'Abd Hamid Mahmud Al Khatab Al
Nasiri, theformer presidential secretary from 1991
to 2003, characterize his decision-making style as
Secretive.

* 'Abd-al-Tawab '‘Abdallah Al Mullah Huwaysh—
former Deputy Prime Minister from 2001 to 2003
and Minister of Military Industrializationfrom
1997 to 2003—bdieved there wasa ' big gap"
between Saddam and his advisors and that, despite
the lengthy pondering of an issue, he could be emo-
tiveat the point of decision. For example, Huwaysh,
while not in a position of power at the time, pointed
to the sudden and unconsultative manner in which
Saddam ordered theinvasion of Kuwait, despitethe
amount of planning and forethought that had gone
into the scheme.

* Saddam had shown a detailed, technical interestin
military affairsduring the Iran-Iraq war, frequently
visiting army units and giving direct instructions,
whether or not the defense minister or the chief-of-
staff was present. In contrast, limited evidencesug-
geststhat after 1991 Saddam attempted to detach
himself from the minutiae of working with the UN.

* Nevertheless, Saddam was prone to take personal
control of projectsthat spanned military indus-
try, higher education, electricity, and air defense,
according to former presidential Advisor ‘Ali Hasan
Al Majid.

Saddam’s Unsettled Lieutenants

Most of Saddam’s key lieutenantswere active,
experienced and committed to the Regime, but by
the mid-1990sthey weretightly constrained by their
fear of Saddam, isolation and a loss of power. Many
accepted the limits of their personal influencein
return for membershipin a privileged class, because
of a personal identificationwith the goals of the
Regime and realization of the personal consequences
should it fall.
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Key Iragi Organizationsand Officials (2003)
(Note: Names bolded and italicized have been interviewed by ISG)

President

Prime Minister

Vice President

Vice President

Secretary of the President
Deputy Prime Ministers

Chairman, Presidential Diwan
Minister of Foreign Affairs

Minister of Defense

Army Chief-of-Staff

Minister of Military Industrialization
National Monitoring Directorate

Committee of Three (Military Matters)

Council of Ministers

Revolutionary Command Council

Committeeof Four ("' The Quartet'™)

National Security Council

Higher Inspection Committee

Saddam Husayn

Saddam Husayn

TahaMuhyi-al-DinMa’ruf [till a large]

Taha Yasin Ramadan Al Jizrawi

'Abd Hamid Mahmud Al Khatub Al Nasiri
Tariq'Aziz'Issa

Ahmad Husayn Khudayr Al Samarra'i
Hikmat Mizban |brahimAl ‘Azzawi
'Abd-al-Tawab 'Abdallah Al Mullah Huwaysh

Ahmad Husayn Khudayr Al Samarra'i

Naji Sabri Ahmad Al Hadithi

StaffGen. Sultan Hashim Ahmad Al Ta'i

StaffGen. |brahimAhmad ‘Abd-al-Sattar Muhammad
'Abd-al-Tawab 'Abdallah A Mullah Huwaysh

Husam Muhammad Amin Al Yasin, Director

Qusay Saddam Husayn [deceased]
StaffGen. Sultan Hashim Ahmad Al Ta'i
StaffGen. Husayn Rashid Muhammad 'Arab Al Tikriti

Headsof all major departments

Saddam Husayn (Chairman)

'Izzat Ibrahim Al Duri (Vice-Chairman)[still at large]
TahaYasn Ramadan Al Jizrawi
TahaMuhyi-al-DinMa’ruf [till at large]

Tariq'Aziz 'Issa

'Ali Hasan Al Mgjid

Mizban Khadr Hadi

"Izzat 1brahim Al Duri [till at large]

Taha Yasin Ramadan Al Jizrawi
Tariq'Aziz 'lssa
'Ali Hasan Al Majid

'Izzat Ibrahim Al Duri (Chairman) [till at large]

'Abd Hamid Mahmud Al Khatub Al Nasiri (Secretary)

Qusay Saddam Husayn, Specia Security Organization[deceased]
Tahir Jalil Habbush, IIS [still at large]

Zuhayr Talib ‘Abd-al-Sattar, DGMI

Rafi' 'Abd-a-Latif Tulfah Al Nasiri, Directorateof General
Security [still a large]

Taha Yasin Ramadan Al Jizrawi (Chairman 2002-2003)
Tariq'Aziz Issa (Chairman 1991-1998)

'Abd-al-Tawab 'Abdallah AI Mullah Huwaysh

Naji Sabri Ahmad Al Hadithi

Husam Muhammad Amin Al Yasin

Qusay Saddam Husayn[deceased]

'Amir Muhammad Rashid Al'Ubaydi

'Amir Hamudi Hasan Al Sa'adi (scientificadvisor)
Ja’far Diya’ Ja’far Hashim (scientificadvisor)




* Tariq 'Aziz described the requirementsfor aleader  Life Near Saddam—A Characterization
in Iraq as" power and an iron fis." He was happy
initially with Saddam’s useof these attributesand Saddam’s Iraq was similar to other dictatorships.
"for thefirst ten years we thought he was doingthe  The primary characteristicsof such regimesare: (/)
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right thing." an almost exclusive reliance upon a single decision-
maker, his perceptionsand objectives; (2)fear and
« Former RCC member Muhammad Hamzah Al intimidation; (3)little dissent from the "leader's"
Zubaydi wastotally acquiescent, uncritical, and views, (4)compartmented expertise with little or no
thought Saddam was "a good president.” crossfertilization; (5)the passing of misinformation
throughthe chain of command; (6)internal personal
* According to former Vice President Ramadan, conflictsamong second and third tier leadership; (7)

when Saddam announced to the RCCin 1990 that a second level of leader shipwhose power and influ-
he was going to invade Kuwait, only he and Tariq enceisderived entirely fromabove, not particularly
'Aziz expressed doubts about the plan, but they felt  fromthe constituenciesthey represent; (8)avoidance

they could only do so on preparednessgrounds. of responsibility. Toward the end of hisrule Saddam
Nevertheless, the invasion resolution passed unani-  became more reclusive and relied evenless upon
moudy and whatever dissent Ramadan and Tariq advisors for decision-making, whileturning moreand
'Aziz registered was insufficiently robust to have moreto relatives.

stayed in the memories of other participantsin the

meeting. much about a deliberate, secretive decision-making

o ) style, which accountsfor thelack of information (for
* Yet Saddam’s lieutenants in the RCC and other example, the lack of documentary evidence) on his
upper echelons were seen by lower levelsof the strategicintent for WMD. Many, however, believe

Regime and the public as powerful and influen- that Saddam would have resumed WMD programs
tial. Saddam was keen to maintain this percep- after sanctions werelifted.

tion. Opposition to hislieutenants' viewsfrom o o
within the Regime was discouraged as criticismof ¢ Saddam maintained continuity and secrecy by

them reflected on him. **"When he gave histrust to
someone, he didn't want to hear criticism about that
person,” according to ‘Ali Hasan Al Majid.

A Few Key Playersin an Insular Environment

Irag's policymaking on national security issues,
includingWMD, rested with Saddam and major
decisionswere by hisfiat. He consulted a few
long-servingadvisors, but large deliberativebodies
likethe RCC, the Ba’th Party |eader ship, Cabinet,
Ministries,the military or the intelligenceagen-
ciesand industrial establishment wereincidental
to critical decisions. Saddam reserved theright to
make final decisions, and former advisors reveal that
he often disregarded their advice. Saddam madefew
public statements regardingWMD, and his delibera-
tions were tightly compartmented and undocumented
after the 1980s. Saddam’s advisors have reveded

repeatedly turning to a few individualsand small-
compartmented committees for foreign policy and
national security advice. Tariq 'Aziz, although
deputy prime minister, served as the pre-eminent
foreign policy advisor from the early years of the
Regime until 2001. Saddam praised 'Aziz for his
knowledgeof the west and foreign affairs, in gen-
eral, despite 'Aziz falling out of favor in thelater
stages of the Regime. Two successive committees
deliberated over foreign policy issues referred to
them by Saddam: the Political Operations Room
(1991 to mid-1990s), and its successor the Commit-
tee of Four (the" Quartet" from1996 to 2003), (see
Annex A, The Quartet—Influenceand Disharmony
Among Saddam’s Lieutenantsfor additional infor-
mation). Additionally, Iraq established the Higher
Committee in 1991 to orchestrate relations with
UN Weaponsinspectors (see section on the Higher
Committee).



 Party and governmental organizationsimple-
mented and | egitimized Saddam’s foreign policy
decisionsmorethan they directed them. Saddam
routinely met with the Cabinet, its committees
and the RCC, but participantssay they often
had little latitude. He also met frequently with
key technocrats, such as the Minister of Military
Industrialization, who oversaw MIC. Detainees
from various organi zations suggest they carried
out national security policy rather than created it,
although Huwaysh had considerable autonomy in
his planning efforts. Nonetheless, even as afavored
technocrat, Huwaysh found his decisions subject to
Saddam’s changes.

e Saddam lacked afull grasp of international affairs,
according to Tariq 'Aziz. Saddam perceived Iragi
foreign policy through the prism of the Arab world
and Arabic language. Helistened to the Arabic
servicesof Voiceof Americaand the BBC, and
his press officerswould read him translations of
foreign media, but he appeared moreinterestedin
books and topics about the Arab world. Secretary
of thePresident 'Abd claimed that Saddam was
open to American culture—he watched classic US
movies—and that hedid not perceivethe US-
Iragi relationship to be necessarily one of conflict.
Saddam told aUSinterviewer hetried to under-
stand Western culture, and admitted he relied on
moviesto achievethis.

Saddam Callsthe Shots

Saddam’s command stylewith subordinateswas
verbal and direct. Detaineesfrequently mention
verbal instructionsfrom Saddam. His subordinates
regarded these commands, whether givenin private
or in public, as something to be taken seriously and
at face value. Saddam was explicit— particularly on
issues of apersonal or state security nature, which
were one and the same to him. The Regimedid not
take action on WMD or security issues in a docu-
mented way using the Iragi equivalent of public
policy statements, cabinet minutesor written presi-
dential executiveorders.

Former Director of the Directorate
of General Military I ntelligence
Discusses I nformation for Strategic
Operational Planning

"We gathered information fromthe five embassies
where we have (military)attaches: Jordan, Turkey,
Qatar, Yugodavia and Russia. Another sourceisthe
Internet—it has everything. For example, the attache
in Qatar reportsthat the coalition [asit prepares

for war] has 15,000 to 18,000 [troops] arriving. We
could see it onthe Internet, aswdl —it wasall there.
For another example, we know that there was pre-
planned storage equipment in Qatar and Kuwait,
equipment without personnel. [We got these messages
by] eectronic format or the officer would hand-carry
the informationback to Irag."

e Saddam verbally referred mattersfor consideration
to the Quartet. He was verbally back-briefed by
'|zzat Ibrahim Al Duri on the results.

* According to Husayn Rashid Muhammad 'Arab Al
Tikriti, aformer Iragi Army Chief-of-Staff, Saddam
established a key state committee—the Committee
of Three, which managed the military —without
any initiating or directing documentation. The three
memberswere ordered verbally by Saddam to form
and operate the committee.

Saddam’s custom of verbal instructionsto subordi-
nates on key issues was a preferencedriven largely
by his security concerns, which fitted well with the
styleand capability of Iragi publicadministration.

* Close documentation of decision-makingchains
was incompletein Irag, and there was inconsistency
in what was recorded. Regime policy files on secu-
rity issues have not been found following thefall
of the Regime and—judging by the ashesfoundin
Iragi Government offices—may have been com-
prehensively destroyed. We do not have acomplete
paper trail of the execution of Saddam’s decisions
on state security issuesor WMD at asenior level.
But thereis some documentary evidence.



« |nstead, voluminousfiles were often kept on
personnel management issues, and trivial and non-
official aspectsof even very junior personnel were
recorded.

« Official record keeping was highly inconsistentin
content and form. Access to electronic information
technology varied widely. Even manual typewrit-
ers were not available in some places. Pre-elec-
tronic copying systems such as carbon paper do
not appear to have been widespread. Hand-written
records (including many of limited legibility) are
common. A high level order in the 1980s directed
that Top Secret orders were to be hand-writtento
avoid the need for typing staff to see them.

Saddam’s subordinatesfeared himand sought to
anticipate his wisheson matterswhere he had not
yet issued characteristicallyclear and unquestion-
able orders. At the very least they would seek to
avoid outcomes he was known to detest or dislike.
Senior subordinates would in these circumstances
issueinstructions reflecting what they believed was
Saddam’s line of thinking on an issue. His moreexpe:
rienced associates, such as Ramadan, found Saddam
to be predictable and they were able to work to the
limitsof histolerance. That said, fear of Saddam
meant that rumor about his wishescould acquirecon-
siderableforce and make Regime attemptsto change
course sometimes awkward to implement. MZC staff,
for example, initiallydid not believe that Saddam
had decided to abandon the programto withhold
information from inspectors. They were accustomed
to the earlier Saddam-endorsed policy of deception,
and feared transgressing what they earlier knew to
be Saddam’s wishes. Vice President Ramadan had to
be dispatched in early 2003 to personally explain the
new policy to skeptical and fearful MIC staff.

» Ramadan spoke for three hours at a mass meeting
of MIC staff in 2003 to overcometheir skepticism,
according to Huwaysh.

Saddam’s penchant for both centralized verbal
instruction and administrative compartmentation
lent itself to accidental or intended competition
among subordinates. Compartmentation, when
accompanied by hisencouragement of backchannel
communication, (see Harvesting Ideas and Advice

in Byzantine Setting section), occasionally led to two
(or more) teams working the same problem. This
was particularly the case in security and intelligence
issues, allowing the possibility that more than one
"order” might be given. Saddam was normally able
to realign projectswhen he needed to but checksand
balances among political and security forcesof the
Regime remained afeature of hisruleto theend.

* |ntended competition resulting from two competing
"orders" possibly occurred in WMD activities. For
example, the Regime had two competing ballistic
missile programsunder Ra'ad Jasim Ismalil Al
Adhami and Muzhir Sadiqg Saba’ Al Tamimi in
1994, as wdll as the separate development of two
different binary CW rounds by the Al Muthanna
State Establishment (M SE) and the Technica
Research Centre (TRC) in the late 1980s.

Saddam Showsthe Way

Saddam gave periodic unambiguous guidanceto a
wider audiencethan hisimmediate subordinates.
He wrote hisown speeches. He was unafraid of
detail and personally intervened with instructionsin
al areas of governmentadministration at all levels.
Problems arose if Saddam or hislieutenants had

not given junior subordinates his views on an issue,
leaving them in doubt about policy or their authority
in asystem whereconformity was valued and fail-
ure to follow ordersoften brutally punished. Initia-
tive suffered and the system could beinflexibleas it
worked on old interpretationsof Saddam’s wishes.
Thislatter problem became acute after 1998 when
Saddam became morereclusiveand hiscomprehen-
sive speeches becameless frequent. A problem also
arose when subordinates occasionally moved ahead
of Saddam’s decisions, relying on older guidanceto
anticipate his wishes.

* During acustodial interview, Saddam said major
speeches he drafted and gave, such as the June 2000
speech, on why Irag could not give up itsstrategic
weapons capability if its neighborsdid not, were
intended to shapeinternal and external conditions,
in this case the positionsof both Iran and the UN.
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 Saddam also wrote key speechesof officials,
notably that of Foreign Minister Naji Sabri Ahmad
Al Hadithi to the UN General Assembly on
19 September 2002, following President Bush's
" Grave and Gathering Danger'* speech to the same
body on 12 September.

¢ 'Abd-a-Tawab 'Abdallah Al Mullah Huwaysh said
Saddam "'intervened in dl of his ministriesand
agencies whereand when he saw fit."

» Saddam appointed Ramadan to lead the'*Higher
Committee™ in 2002 to implement UN Security
Council (UNSCR) Resolution 1441. Ramadan was
unsureof hisauthority to deal with UN inspectors
under this arrangement, and he would guess at both
the limitsof his authority and his personal safety
from Saddam’s wrath, a situation compounded by
the inability to contact Saddam at critical moments.

 Tariq ‘Aziz said that in reporting to Saddam on the
proceedingsof the Committee of Four (the Quar-
tet), chairman 'lzzat 1brahim Al Duri would guess
at what he thought Saddam wanted to hear. ‘Ali
Hasan Al Mgjid supported 'l zzat |brahimin this
approach.

* Ramadan pointed to the overactiveattitude of
factory managersin 2002-2003in blocking UN
inspectors as an exampleof Iragisanticipating a
position Saddam wanted them to take, when in fact
his policy had moved in a different direction.

Saddam was strictly opposed to corruption—in the
sense of Regime personnel soliciting bribes or expro-
priating public assets--on the part of family members
or subordinate membersof the Regime, seeing it as
corrosiveof respect for authority. Personal corrup-
tion could be punished drastically and Saddam issued
many directions about what he expected in terms of
personal financial behavior. Instead, Saddam reserved
for himsdlf the right to dispense thefruits of the
Regime, thereby making those who benefited from
power sure they were doing so exclusively at his will.

* Accordingto 'Ali Hasan Al Mgjid, Saddam
required al official personnel to submit periodic
inventoriesof their assets. Assets could not be
above" sufficient” levels, nor could assets be listed
under other peopl€e's names. He directed that half
of hidden property be given as areward to whoever
reported the deception.

Harvesting | deasand Advicein a Byzantine
Setting

Saddam did not encourage advice from subordinates
unlesshe had first signaled he wanted it. Advisory
groups he established, such as the Committee of Four
(the Quartet) on foreign, political and strategic policy,
considered only thoseissues he referred to them.
Committeesgenerally assumed Saddam already had a
preferred position on such issues and commonly spent
timetrying to guess what it was and tailor their advice
to it. More conscientious members of the Regime
sought to work around sycophantic or timid superiors
by cultivating aternative, direct lines of communica
tion to Saddam—a development that pleased Saddam
becauseit put another check on subordinates. The
result, however, was a corrosive gossip culturein
senior governmentcircles that further undercut any
semblance of developing policy through conventional
government procedures.

» Ramadan thought Saddam’s preferencefor informal
chains of command encouraged a gossip culture
in hisimmediatecircle that undercut good policy
devel opment.

« 'lzzat Ibrahim Al Duri, Ramadan, and 'Ali Hasan
Al Mgjid in the Quartet would usually arguefor
whatever policy they thought Saddam would want,
accordingto Tariq 'Aziz.

* |n some areas, alternativechannels wereformal-
ized. Special Security Organization (SSO) person-
nel were ableto regularly bypass superiors, and
senior SSO officers bypassed the SSO Director if
they had links to Qusay Saddam Husayn. Similarly,
certain sectionsof the SSO could bypass the SSO
Director and report straight to Saddam.

¢ Saddam claimed he regularly met with the Iragi
people as he found them to be the best source of
accurateinformation. Additionally, Saddam said he
found women to be great sources of information,
particularly within the variousgovernment minis-
tries.

* Saddam’s interest in science meant that some Iragi
weapons-rel atedscientists were able to use back
channelsto by-pass military industry gatekeepers
such as Huwaysh. This enabled them to sometimes



secure Saddam’s support for odd or margina pro-
grams of little use to defense. For example, retired
defense scientist 'Imad 'Abd-al-Latif 'Abd-al-Ridha
secured Saddam’s backing in January 2000 for the
Al Quds Unmanned Aerial Vehicle(UAV) program
over the objections of Huwaysh. The project never
progressed beyond two prototypesand Huwaysh
stated that the program was ultimately an expensive
failure.

* Saddam was"'like a computer,” according to ‘Abd:
if he received reliable information he would make
good decisions, but if the inputs wereflawed, the
resulting policies would suffer.

Weavinga Cultureof Lies

The growth of a culture of lying to superiors hurt
policymaking more than did the attendant gossip.
Lying to superiorswasdriven by fear of the Regime
and theinability to achieve results as resources dete-
riorated under sanctionsin thefirst half of the 1990s.
Lack of structural checks and balancesallowed false
information to affect Iragi decision making with
disastrous effects. Saddam knew his subordinates had
atendency tolie, but his earlier efforts to check their
claims by " ground-truthing™ them through personal
tours of inspectiondecreased by 1998 as he became
morereclusive.

* Tariq 'Aziz assertsthat before Operation Iragi
Freedom, the Iragi military lied to Saddam about its
preparedness, which led Saddam to grossly miscal-
culate Iraqg's ability to deter an attack.

* Severa sourcesclaim that reporting up the party,
government, and military chain of command
becamelesstrustworthy before Operation Iragi
Freedom. Key commanders overstated their combat
readinessand willingnessto fight, and Saddam no
longer sought ground truth by visiting units and
asking pointed questions as he had during the Iran-
Iraq war. Heinstead relied upon reports by officers
who later admitted misleading Saddam about mili-
tary readinessout of fear for their lives.
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* 'Abd said key Regime members' habitually'* con-
cealed from Saddam unpleasant redlitiesof Irag's
industrial and military capabilitiesand of public
opinion. Fear of theloss of position motivated this
deception, which continued until the final days of
the Regime.

* Asked how Saddam treated people who brought
him bad news, 'Ali Hasan Al Mgjid replied,"'l don't
know." 1SG assessesthat 'Ali Hasan Al Majid has
never known any instance of anybody bringing bad
news to Saddam.

Saddam Becamelncreasingly | naccessible

Saddam encouraged a sense of his omnipotence
among his subordinates, a condition that increased
after 1998 as Saddam became more physically
reclusive. The former workaholic and micromanager
appeared less engaged after this time, although he
would involve himsdf in issues of interest, such asair
defense. Saddam’s inaccessibility was driven by an
extreme fear of assassination and also apparently by
apersonal prioritization of other activities, including
writing. While thereis no evidence Saddam’s control
of the Regime dlipped, many of hislieutenantssaw a
sharp lessening of Saddam’s attention to detail and an
absence of hispreviousdesire to "'ground proof' high
level advice through field inspections. They suggest
hisformerly detailed interest in military affairs dimin-
ished compared to that shown during the Iran-Irag
war or Desert Storm.

* By Saddam’s own account, he had only used atele-
phone twice since 1990, for fear of being located
for a US attack.

* According to Ramadan, he never phoned Saddam
directly after 1991, never privately socialized
with him and was often unable to locate Saddam
for days, even in periodsof crisis. Simply locat-
ing Saddam could be a problem even for senior
officials. Ramadan said, " Sometimes it would take
three days to get in touch with Saddam.”
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¢ Hikmat Mizban Ibrahim Al 'Azzawi, Deputy
Prime Minister and Minister of Finance, thought
that because of extensivesecurity measures, there
was little possibility that Saddam would be assas-
sinated. Hikmat said Saddam was confident no
one could assassinate him because no one knew
where he slept, and ministerial meetingswere held
at undisclosed locations. Ministers were picked

up and driven to the meeting locationsin vehicles
with blacked out windows, and they were never
told wherethey were once they arrived at meetings,
according to aformer senior official.

Accordingto 'Ali Hasan Al Majid, noticeof RCC

with Saddam and he was reduced to spending the
time watching TV and reading newspapers (part

of 'Aziz's isolationwas aresult of the growing
prominence, at 'Aziz's expense, of Foreign Minister
Naji Sabri). Although Saddam still sought detailed
reporting, he did not processit with the diligence
that characterized his approach to paperwork a
decade earlier. In 'AziZ's view, Saddam listened less
to advisory boardssuch as the Quartet and rejected
their advice more frequently. Instead, he turned
more toward family members, such as Qusay.

meetings was given only hours and sometimes
minutes before they occurred; it was norma for
RCC membersto be collected by officia cars, and
then be switched to different cars between the pick-
up point and the meeting place, and sometimesthe

Saddam’s Command By Violence

Saddam used violenceliberallyasan administra-
tive method) to ensureloyalty, repress even helpful
criticism and to ensure prompt compliance with

meeting place would be changed as well.

Despite the extensive measures used to protect
Saddam, hisfamily, and senior leaders, an assas-
sination attempt in December 1996 seriously
wounded 'Uday Saddam Husayn. Thiscritica
failure of the Regime's security infrastructureis
likely to have contributed significantly to Saddam’s
withdrawal.

Saddam was more reclusiveduring hislast years
as president, according to aformer senior official.
Helost much of hiscontact with the government.
He till attended RCC mestings, but he met only
infrequently with the Quartet. Beginningin 1999,
""when he was writing his novels,"” Saddam would
often come to his ministers' meetings unprepared.
""He had not even read the summary notes his staff
preparedfor him for the meeting,” according to the
Minister of Military Industrialization.

Tariq 'Aziz stated that during the 1990s, Saddam
becamelessinvolved in tactical issues and con-
centrated more on strategic matters. During the
late 1990s, he spent moretime in his palaces;
subordinates had to forward documentsto him
because they could no longer communicate directly
with him. 'Aziz claims that in the months before
Operation Iragi Freedom, he had little interaction

his orders. Saddam’s use of violencestood in stark
contrast to the public image he created of a benevo-
lent father figure, interestedin al aspectsof Iraqi life,
from children's poetry to public hygiene.

* |n 1979, during Saddam’s transition from Vice
President to President, he directed the execution of
a " number of the leadership™ for supposedly plot-
ting with Syrian Ba'thists against him. Tariq 'Aziz
described this episode as the cruelest action he
witnessed under Saddam.

* Huwaysh confirmed that in 1982, Saddam ordered
the execution of his Health Minister Riyad Al
‘Ani (arelativeof Huwaysh) and delivery of the
dismembered body to the victim's wife. Riyad, in
responseto an apped by Saddam for creativeideas
on how to end the war with Iran, had made the fata
mistake of suggesting that Saddam temporarily
resign and resume office after peace was achieved.

e Muhsin Khadr Al Khafaji, Bath Party Chairman
in the Al Qadisiyah Governorate, ' never refused to
do anything he was asked to by Saddam as he fully
expected to be executed if hefailed to comply with
orders given to him. In the 1980s, (he) witnessed
a number of soldiers being executed after they
deserted.”



Saddam’s Use of Execution—Management
by Threat

Fear of Presidential violence was widespread under
the former Regime, but some situationsmerited
explicit threats. The return from Jordanin February
1996 of Saddam’s son-in-law, Husayn Kamil Hasan
Al Mgjid, "thetraitor;" was such an event. This SSO
administrativeorder was found after Operation Iraqi
Freedom:

An administrativeorder

The order of the Special Security Organization Direc-
tor

The traitor Husayn Kamil Hasan isto betreated as
any citizensinthe state and his, or histraitorous
group'sordersare not to be obeyed inany way or in
any locationin the country. Anyone who obeys his
orderswill be punished by execution, by order of the
Leader, The President, God Bless Him.

Thisorder is posted by the Security Unit division
manager and it istimed below.

Dated 20 Feb 96.
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Saddam’s Effect on the Workings
of thelragi Government
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Suspicion of Structures

Saddam profoundly distrusted constitutional struc-
tures because they risked accruing power indepen-
dent of his. Thelegally powerful cabinet never met
in later yearsas a deliberativebody. When it did
meat—for information or ratification purposes—
Saddam avoided agendas. The same occurred at RCC
meetings. Instead, when businessrequired an agenda,
such as dealing with issues requiring cross-portfolio
decisions, Saddam met Ministersindividually or as
sub-committees. Likewise, attendees often had no
preparationfor what Saddam might raise.

* "Mesetingsof the political leadership were not
scheduled . . . many timesthey were convened
without knowing the subject of the meeting. He
would simply raiseanissue. . . without warning,"
according to Tariq 'Aziz.

Powerless Structures

Iraqunder Saddam had all the formal decision-
making structuresand staffof a modern state, but
they did not make national strategic policy. Iraq
possessed a skilled foreign ministry and able techno-
cratsin al branchesof government. They could route
proposals upward in the Regime almost to its end, but
not if they conflicted with Saddam’s strategic intent or
if they proposed an alternate national strategy.

| raq possessed a full array of government organs
familiar to any" Western" country: president,
national assembly, judiciary, civil service; but their
actual functionsand relationshipwith each other
bore no resemblancetoWestern counterparts.
Instead, they filled control or cosmetic rolesin sup-
port of Saddam’s dictatorship. They played little part
in the effectivechain of command under Saddam, and
they did not exercise a decision-making or execu-
tive role comparable to nominally similar organsin
Western states.



After the Bathist seizure of power in 1968, the RCC
became a key Regimeinstitution. It gave Saddam the
right to make emergency decisionsin its namein the
1980s, and he used this authority to reduce the RCC
toirrelevance. This propensity extended to Saddam
assuming authority over national policy on WMD
development and retention.

Accordingto 'Ali Hasan Al Mgjid, the RCC had
voted in the 1980s to allow Saddam to make deci-
sionsin its name. Since then, Saddam made such
decisions" whenever he liked." By the 1990s, RCC
membersoften first heard on the radio or television
about decisions made by Saddam in their name.
Moreover, only Saddam could call an RCC meeting.

According to Ramadan, the RCC discussed
UNSCR 687 after Desert Storm, but Husayn Kamil
was placed in charge of implementation, even
though he was not a RCC member. Communica-
tion between Saddam and Husayn Kamil on WMD
therefore bypassed the RCC. After 1991, the RCC
had no collective decision-making about retention
or development of WMD.

After 1995, Saddam would usually have his deci-
sions drafted by the Legal Officein the Presidentia
Diwan and then proclaimed without referenceto the
Cabinet or the RCC.

Muhammad Hamzah Al Zubaydi said of the RCC,
that Saddam made decisions and ''there was never
any objection to hisdecisions."

Similarly, membership of the RCC became a matter
of Saddam’s fiat, not areflection of internal party
election or opinion. Saddam had 'l zzat |brahim Al
Duri, Deputy Chairman of the RCC, order members
who he wished to moveoff the RCC to retire. Soon
to be ex-memberswere told not to submit their
nominationsfor "'re-election.” Similarly, 'l1zzat noti-
fied individualschosen as new membersthey were
to" nominate" themselvesas candidates, according
to Muhammad Hamzah.

'Ali Hasan Al Mgjid said "'l don't remember the
Cabinet ever discussing foreign affairs” and that
the Foreign Minister reported directly to Saddam.
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Saddam exercised a high degree of personal control
by taking over leadership of the ministers' council
and by getting involved in its details. He addition-
aly enhanced his control through regular meetings
with experts and leadersin industry and academia,
according to Ramadan.

The Higher Committee

Saddam established the Higher Committeein June
1991 following Desert Storm to managelrag's rela-
tionship with the UN on WMD disarmament. The
Committee was also to devel op a strategy for deter-
mining what WM D information would be disclosed
to the UN. The Higher Committee displayed from the
outset al the dysfunctional characteristicsof admin-
istration under Saddam. It was beset by backchannel
communicationsto Saddam from individual mem-
bersthat prevented the Committeefrom devel oping
policy on WMD that was not proneto intervention
from Saddam. The Committee was plagued by alack
of transparency, gossip and family court interests.
According to presidential secretary 'Abd Hamid
Mahmud Al Khatab Al Nasiri, the Committee was
disrupted by a philosophical tug-of-war between
Husayn Kamil, Saddam’s favorite son-in-law and
military industry czar—who sought to limit UN
access to hidden nuclear and biological programs—
and Tariq 'Aziz, the chairperson, who pursued greater
cooperation with the UN, including advocating early
acceptance of OFF. This unresolved dispute contrib-
uted to Iraq's conflicted posturein dealing with the
UN Special Commission (UNSCOM).

» Saddam gavethe committee a substantial amount
of working level leeway, according to theformer
presidential secretary. He only wanted to retain
oversight on decisions that the committeefound
insolvableor costly, such as the destruction of a
largeindustrial complex.

Nevertheless, Husayn Kamil sought to undermine
Tariq 'Aziz's influenceby going directly to Saddam
and misrepresenting UN policiesto him. He sought
to turn Saddam against the UN by telling him that
UNSCOM wanted to destroy facilities created



solely for civilian use when the reality was they
weredual usefacilities, according to theformer
presidential secretary, 'Abd.

¢ Husayn Kamil masterminded the undeclared
destruction of large stocks of WMD in July 1991.
This undermined Irag's and specifically Tariq
'‘Aziz's credibility with the UN. Husayn Kamil also
persuaded Saddam to hide and to deny the existence
of Irag's nuclear programin 1991, conceal the
biological weapons program, and to reject early UN
offers (UNSCR 712, aforerunner to the OFF pro-
gram) of monitored oil sales asameansof limited
sanctionsrelief.

 Tariq 'Aziz said that in contrast he sought conces-
sionsfrom the UN in returnfor Irag's gradual com-
pliance with UN sanctions. He cooperated with the
UN, but was undercut by Husayn Kamil's machi-
nationsand was unabl e to extract concessions, an
outcome that eventually led Saddam and other lead-
ersto criticize him, according to the presidential
secretary.

The Foreign Policy Committees

Saddam created a committee called the Political
Operations Room after 1991 as a deliberative body
to provide political advice. The committee, compris-
ing Foreign Minister Ahmad Husayn Khudayr Al
Samarrai, PrimeMinister Sadun Hamadi (chair),
Tariq'Aziz and either Latif Nusayyif Jasim Al
Dulaymi or Hamid Y usf Hammadi, replaced a system
in which ministers met with Saddam individually to
discuss suchissues. Tariq 'Aziz was assigned to chair
the committee when Saddam fired Hamid in October
1991.

 Important decisions wereleft to Saddam, although
the committee sought to react quickly to secondary
political developmentshby issuing statements and
comments according to Tariq 'Aziz.

Saddam created the Committee of Four, or Quartet,
in 1996 as aforeign policy advisory body to replace
the Political Operations Room. 'lzzat |brahim Al Duri
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served as theinformal chair and Tariq 'Aziz, Vice
President Taha Yasin Ramadan and 'Ali Hasan Al
Majid, who was put on the committee to monitor the
others, served as members. Saddam set the agenda,
which was ad hoc and varied. The Quartet might
consider WM D-related topics such as UNSCOM
cooperation, but it did not address overall strategy
for acquiring or employingWMD, accordingto Tariq
‘Aziz.

Neither the Palitical Operations Room nor the
Quartet had a policymakingrole. I nstead, they
offeredadvice) but only on issuesreferred to them by
Saddam. They had nonedf the proactiveor directive
powers normally associated with such senior commit-
teesin the West or el sewhere. Moreover, they were
weakened by the Byzantineadministrativepractices
common to the higher levels of the Regime.

* The Quartet addressed an extensiverange of topics,
including policiestoward Russia, France, Syria, the
UN and the Kurds. It also discussed the Arab-lsragli
situation and the dispatch of envoys. 'lzzat 1brahim
would prepare afew working minutes, uncoor-
dinated with any of the other members, after the
meeting and forward them to Saddam.

* The Quartet assigned specific government agen-
cies to research specific topicsand provide answers
to Saddam, if the president required it, but did not
have a dedicated assessmentsstaff of its own.

The RCC also considered foreign policy issues but
usually in theform of briefingsfrom Saddam or
expert staff and usudly did little more than endorse
the decision Saddam had already determined. It
served increasingly as aforum for Saddam to make
announcementsor as aface-savingfoil to explain
Irag's policy changes.

» Saddam would on occasion elicit foreign policy
advice from the RCC, but would not accept it very
often, even after lengthy discussion, according to
former Vice President Ramadan. The RCC &t other
times would simply parrot what they knew was
Saddam’s opinion. Saddam was moreinclined to
accept RCC advice about more junior level govern-
ment appointments.
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* The RCC represented the outer limit of awareness
in government circles of WMD in Irag and was
not part of the normal decision-making process
on theissue. Saddam’s addressto the RCC in late
2002 announcing Irag had no WMD was newsto
many members. WM D-related topics were never
discussed outside the RCC and rarely outside the
Quartet members, according to the former presi-
dential secretary. The RCC had norolein WMD or
missilestrategy, according to former Vice President
Ramadan, and did not usually consider military
issues, according to Tariq 'Aziz.

Saddam approached the RCC for recommendations
on how to deal with UNSCR 1441 of 8 November
2002, but he opened the discussion by stating that
Iraq would not accept reconnaissanceflights, inter-
views with scientists, or visitsto presidential sites
such as palaces. These topics would not be open for
discussion. Ramadan, along with other key mem-
bers, realized limited compliance with UNSCR
1441 would befutile and counterproductive, but
hedid not use the RCC to debate Irag's response

to UNSCR 1441. Instead hefirst used the Higher
Committeeto lobby Saddam to approve UN over
flights and to allow UN inspectorsto interview Iragi
scientists, but without success. Faced with aUN
ultimatumto agree, and with Saddam in one of his
periodsof self-imposed seclusion, Ramadan exhib-
ited araredisplay of independent decision-making
and exercised his own authority to authorize the UN
over flights.

Saddam’s Grip on National Security and WMD
Development

Saddam’s disregard for civil and constitutional
forms of administrationmeant he turnedto an array
of security and militaryindustrial organizations

to implement policy or to provide technical advice
duringthe sanctions period. Paramount among these
werethe SSO, IS, RG, MIC and the armed forces, dl
of which answered directly to him.

 Saddam addressed military and military industrial-
ization issuesdirectly with the people heinstalled
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in the positions of Defense Minister or the Minis-
ter of Military Industrialization, according to the
former Defense Minister, without the filter of the
Cabinet, the RCC or any equivalent of a National
Security Council. Similarly, Saddam discussed any
Republican Guard issuesdirectly with Qusay and
the RG Chief-of-Staff.
* Thedefense minister, who had no authority over
the Republican Guard, forwarded al other military
mattersof any significanceto Saddam, accordingto
Tariq'Aziz.

Saddam had direct command of the Iraqgi intel-
ligence services and the armed forces, including
direct authority over plans and operationsof both.
The Directorate of General Military Intelligence
(DGMI) and the 11 S assembled detail ed orders of
battle and summariesof the general military capabil-
ity of potential adversaries, particularly Iran, |srael
and the United States, and gave them to Saddam and
his military leadership. The IS also ran alarge covert
procurement program, undeclared chemical laborato-
ries, and supported denial and deception operations
(See Annex B "lIragi Intelligence Services'™ and Annex
C "lragi Security Services'" for additional informa-
tion).

* Theintelligenceservicescollected foreignintel-
ligence and relayed the raw reporting to Saddam
via his presidential secretary. The Regimetightly
controlled dissemination of such material. Material
going to Saddam would not necessarily be shared
with the responsible deputy prime minister or the

military.

Saddam’s hold on the state and its security infra-
structure extended to the military-industrial complex.
MIC oversaw Irag's substantial and centrally planned
military-industrial infrastructure. MIC at certain times
inits history covered all industriesand most activities
that supported the research, development, production
and weaponizationof CBW agentsand missiledeliv-
ery systems. While as an institution MIC had orga-
nizational continuity, substantively there weretwo
MICs, each distinguishable by unigue historical cir-
cumstances and itslinks to a prominent leader. Both
leaders were close protégés of Saddam and answered



directly and continuously to him. Husayn Kamil cre-
ated thefirst MIC in 1987, which continued in various
forms—including a major overhaul in 1992 —until
hisflight to Jordan in 1995. 'Abd-al-Tawab 'Abdallah
Al Mullah Huwaysh restructured the organizationin
1997 into its second form, which remained until the
onset of Operation Iragi Freedom.

Both Husayn Kamil and Huwaysh represent partial
anomaliesin Saddam’s command and control struc-
ture. Saddam was interested in their loyalty, discretion
and ability to achieveresults. The assets they com-
manded were not threats to hisrule in the way the
army or the Bath Party could be. Both Husayn Kamil
and Huwaysh were therefore given more license

and less direct oversight than the army leadership or
the RCC, although Saddam would often ask about
particular projectsor facilities. Ironically, in Husayn
Kamil’s case, thislack of oversight eventually created
magjor problemsfor the Regime.

* When Husayn Kamil assumed responsibility
for military scientificresearch and industry in
1987, Saddam gave him broad administrativeand
financial authority to consolidate Iraq's research,
development, and industrial resourcesinto military
capabilitiesessential for winning the lran-1raq war.
Husayn Kamil had notable successes, developing
long-range missilesand BW and CW capabili-
tiesfor Saddam. In the aftermath of Desert Storm,
Husayn Kamil used MIC in attempts to conceal
banned weapons and deceive UNSCOM inspectors.
His capricious and self-serving leadership of MIC
and lack of accountability eventually destroyed its
institutional integrity, a processfurther aggravated
by hisdeparturein 1995.

¢ By 1997, MIC was on the vergeof collapse. The
Ministry of Defense, MIC’s primary customer,
had lost confidencein its ability to meet military
production requirements. To halt the slide, Saddam
plucked 'Abd-al-Tawab 'Abdallah Al Mullah
Huwayshfrom nine yearsof bureaucraticexile, and
installed him as the Minister of Military Industrial-
ization. Huwaysh instituted strict organizational and
financial reforms, centered on mandatory planning
and personnel accountability. By 2002, MIC was
thriving, its tota revenuesincreasing over forty
fold as had its revenue base, despite continuing UN
sanctionsand coalition attacks on itsfacilities.
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The Military Industrialization Commission

Asan ingtitution, the MIC had historical continuity
emerging in the 1980s from the Sate Organization for
Technical Industries (SOTI) asthe "Military Indus-
trialization Organization," progressing through the
Ministry of Industry and Military Industrialization
(MIMI), andfinally in 1991, transforming into the
MIC.

MIC ran Irag’s military-industrial complex,
including at certaintimes, all weaponizationof
chemical and biological agentsand delivery sys-
tems. Irag's nuclear program, however; was separate
fromMIC’s institutional framework through much

of itshistory. Desert Stormdestroyed much of Irag's
military-industrial infrastructure, including many
chemical bombsand rockets. But, despite the war;
some of Iraq'sWMD arsenal remained intact, and
was preserved by MIC. MIC assisted in concealing
banned weaponsand attempting to deceive the UN
weapon inspectorsup until 1995, when Husayn Kamil
Hasan Al Majid, Saddam’s son-in-law and MIC
director; jled to Jordan (seethe "Husayn Kamil" text
box for additional information).

By 1997, the Iragi Ministry of Defense (MoD) had
lost faith in the ability of MIC to develop or produce
the goods required of it. Re-creationof MIC began
in 1997 under Huwaysh, who by 1999 had reorga-
nized and completely restructured the organization.
Saddam’s growing confidencein Huwaysh saw him
eventually appointed as the Minister of Military
Industrializationand, later; as one of the Deputy
Prime Ministers of Irag. MICS re-emergence pro-
vided the research, devel opmentand industrial base
upon which Saddam hoped to rebuild and modern-
ize Iraq’s military-industrial capabilities. Huwaysh
introduced mandatory planning, financial oversight
and personal accountabilityin order to set the
organizationon a moder n accountabl e management
base. Salarieswere raised and re-engagement with
the MoD took place. Universitieswere encouraged
to contributeto MIC projectsand research, while
production was outsourced to the private sector; with
considerablesuccess.

=
(o]
]
-~
©
P
-
70
Q
£
(o))
[+}]
(0

Intent




Saddam Holding Court

Saddam made shellsof state ingtitutionsthat in most
other countrieswould be organs of executivepower.
Under Saddam, they existed largely for appearance
and as lightning rodsfor blame. For example, the
RCC would be summoned for a public session so that
a potentially embarrassing change of course could

be attributed to the RCC, rather than be seen as an
earlier migudgment on Saddam’s part. Thisdivision
of responsibilitiesalowed Saddam to take the credit,
while ingtitutionstook the blame.

For example, according to TahaY asn Ramadan,
he, the RCC and the Higher Committee assumed
responsibility for embarrassments such as acqui-
escence to UN "intrusions" and agreeing to U2
flights. Blame shifting was typical of Saddam.
Nonetheless, from timeto time in uncontroversia
non-crisissituations, Saddam would revert back to
formal decision-makingstructures to conduct busi-
ness. Ramadan commented that he did not know
what would prompt Saddam to resort to the formal
chain of command at a particular point of time.

Saddam and Fiscal Palicy

Saddam ignored hiseconomic advisorsin the Minis-
tries of Finance and Planning with respect to strategic
planning. For example, Saddam entered the Iran-1raq
war heedless of Ministry warningsabout the eco-
nomic consequences. He had no plan or strategy for
how the war was to befinanced and generally dis-
played little interest in economic policy. He showed
little concern about adjusting disastrous economic
policies (such asthose causing inflation) in the inter-
ests of social stahility. Hedid, however, pay close
attention to disbursements. He made sure he could
take the credit for public sector pay raises or special
alocations such as bonusesto particular sections of
the Iragi population. He took lessinterest in whether
such outlays were affordableor their effect on fisca
management.
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* A senior Iragi Finance Ministry official said the
Ministry consciously conducted its budgetingin the
1980sasiif foreign debt did not exist. Internal debt
was paid by printingdinars and concocting artificia
exchange rates, regardlessof the inflationary conse-
guences.

Saddam appointed Hikmat Mizban Ibrahim Al
'‘Azzawi as Finance Minister in 1995 and Deputy
Prime Minister and head of the Financial Commit-
teein 1999. He reported directly to Saddam and
not to the cabinet. Saddam gavedirect instructions
to Hikmat on how to allocatefunds for salaries,
bonuses, farm subsidiesand to adjust ration prices,
according to 'Ali Hasan Al Mgjid.

Financial matters were Saddam’s third governmen-
tal priority after security and political management,
but ahead of technical, industrial and social admin-
istration according to Huwaysh reviewingin 2004
the last yearsof Saddam’s governance. Huwaysh's
description of Saddam’s financial discussions,
however, shows Saddam was preoccupied with
disbursalsand cash flow, not fiscal policy or macro-
economic management. Huwaysh based hisview of
Saddam’s prioritieson the order of precedence

of thefour Deputy Prime Ministers who were
responsible respectively for international security
(Tariq 'Aziz), political management through the
Presidential Diwan (Ahmad Husayn Khudayr Al
Samarrali), Finance (Hikmat) and finally Huwaysh.



How Saddam Saw His
Subordinates

Mining Respect and Expertise

Saddam recognized and respected talent and public
esteem in individual subordinates and area experts,
but not to the point where they could contradict his
goals, power or hisjudgment. He worked systemati-
cally to extract what they could contribute to the
Regime, while keeping them politically isolated.
Saddam was careful to keep subordinates from gain-
ing popularity.

« Accordingto 'Ali Hasan Al Mgjid, "'If some person
makes good work and gets the admiration of . . . the
Balthists, he does not keep that person. . . he never
let an official admired by the Iragis [stay] in the
same position for more than three years."

Mutuality of Fear

Saddam feared that his subordinatescould gather
enough strength to challengehis position, or even a
particular policy, and he acted to prevent it. He was
routinely suspiciousof subordinates--even those with
long standing loyalty. His subordinates remained fear-
ful of him, and they were incapable of common action
against him or key policies.

* Tariq 'Aziz said that he opposed theinvasion of
Kuwait, but could not dissuade Saddam. Asked why
hedid not resignin protest, he denied he thought he
would be killed, but said, . . . there would be no
income, no job."” Tariq 'Aziz denied Saddam killed
anyone personally while President. " But he would
tell the security servicesto take care of things[dis-
senters], and they would take care of it."

* Ramadan believed that from late 2002, Iragi policy
toward the UN and the United States was taking
the Regimetoward a disastrous war, but he said,

"] couldn't convince Saddam that an attack was
coming. | didn't try that hard. He was monitoring
my performancein managing [UN] inspectors.”

* Huwaysh was sacked as Minister of Industry in
1988 after a clash with Husayn Kamil and was
ostracized for nine years. He believed he only
avoided prison because of Ramadan's intervention
with Saddam. According to Huwaysh, no minister
ever argued in meetingsagainst Saddam’s stated
position becauseit «“ . . . was unforgivable. It would
be suicide.”

* 'Ali Hasan Al Mgjid said he feared Saddam and
cited the killing of many people close to Saddam as
the basisof hisfear.

¢ Huwaysh said Saddam "'loved the use of force."

 Fear worked both ways. At Saddam’s *' one-on-one'
weekly meetingswith individual heads of security
agencies, he would always be accompanied by a
bodyguard, according to Hamid Yusf Hammadi,
Minister of Culture and Information. “Saddam did
not trust anyone, even hiscousin."

* Nevertheless, Saddam said he believed " Good per-
sonal relations bring out the best in people.™

Dazzled by Science

Saddam was awed by science and inspired by the
possihilitiesit offered for national development and
military power. Saddam had an enthusiastic attitude
toward science dating back to when, in the early
1970s, hefound himself in charge of thelragi Atomic
Energy Commission (IAEC) as part of hisresponsi-
bilitiesasVice President. Saddam venerated Irag's
history as a center of scientific achievement under
individualslike the famous mathematicianand astron-
omer Ibn-al-Haytham (c. 965 AD—c. 1040AD). He
retained a respect for many aspects of scienceto the
end, but becamelessinterested in detail and more
detached from developmentsin Irag's scientific
infrastructure.

* Deputy Prime Minister Huwaysh believed Saddam
had "a specia affectionfor his nuclear scientists”
from the inception of the Iragi nuclear programin
the 1970s.
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* 'Ali Hasan Al Majid noted Saddam’s expansion of
the university system . . . to thepoint of [having] a
university in every gover norateof the country."

» Saddam kept three scientific adviserson his staff:
'Amir Hamudi Hasan Al Sa'adi, former deputy
director at MIC, who held that position since 1994,
'Amir Muhammad Rashid Al 'Ubaydi, the former
Minigter of Qil, and Ja'far Diya' Ja'far Hashim,
former head of PC-3.

" A Man Can Be Destroyed, But Not Defeated”

Ernest Hemingway,"" The
Old Manand the S8

Saddam’s fondnessfor certain examplesof Western
culture was highly selective and did not reflect a
sophisticatedawareness of Western cultural values
or motivations. Saddam—not unlike other dicta-
torsthroughout history—fixed upon foreign cul-
tural examplesto reinforce hisview of himself and
his own behavior, not to moderateit through the
development of a broader, global or moreinclu-
Sive perspective. One of Saddam’s favorite booksis
Ernest Hemingway'sThe Old Man and The Sea, the
Nobe Prize-winning story of one man—Santiago, a
poor Cuban fisherman—and his struggle to master
the challenges posed by nature. Saddam’s affinity
for Hemingway's story is under standabl e, given the
former president'sbackground, riseto power, con-
ception of himself and Hemingway'suse of a rustic
setting similar to Tikrit to expresstimelessthemes. In
Hemingway’s story, Santiago hooksa great marlin,
whichdragshis boat out to sea. When the marlin
finally dies, Santiago fights a losing battleto defend
his prize from sharks, which reducethe great fish, by
thetime he returnsto hisvillage, to a skeleton. The
story sheds light on Saddam’s view of the world and
his placeinit.

The parallelsthat Saddam may have drawn between
himself and Santiago were in their willingnessto
endure suffering and hardship to provea point and in
their willingnessto inflict pain on the victimsof their
strugglesto accomplishtheir objectives. Saddam s
riseto "greatness' is marked by jail and exile, as
well as violence. Saddam tended to characterize, in
a very Hemingway-esgueway, his lifeas a relentless
struggle against overwhelming odds, but carried out
with courage, perseveranceand dignity. Certainly in
the context of the "Mother of All Battles' —his name
for the 1991 Gulf War--and his subsequent struggle
against UN sanctions, Saddam showed a stubborn-
nessarising from such a mindser and a refusal to
accept conventional definitions of defeat. Much like
Santiago, ultimately leftr with only the marlin’s skel-
eton as the trophy of his success, to Saddam even a
hollow victory was by his reckoning a real one.
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How Saddam Saw Himsalf

Saddam’s Psychology

Saddam’s psychology was shaped powerfully by
adeprivedand violent childhoodin a villageand
tribal society bound by powerful mores. Many of his
associates noted how early experiences had alasting
effect on Saddam’s outlook.

 'Ali Hasan Al Mgjid thought that ""As any village
child, he was affected by the traditions and customs
of histribe. .. you see him having an influenceon
most . . . Iragis becausethey have come from the
same country and tribal origin."

» Huwaysh believed much of Saddam’s personality
was shaped by the circumstances of his childhood,
particularly his violent and xenophobic guardian
uncle.

* Saddam had few friends among top leaderseven in
the 1970s and 1980s. These ties diminished fur-
ther after 1995 and he focused more on relatives,
according to Tariq '‘Aziz.

Saddam’s Per sonal Security

Saddam thought he was under constant threat

and he prioritized hispersonal safety aboveall
administrativeissues. '‘Abd-al-Tawab 'Abdallah Al
Mullah Huwaysh said Saddam put the priority for
personal safety at the absolute peak of a hierarchy of
interests. Some of hisfear was well founded, but he
grew increasingly paranoid as the 1990s progressed.
His personal security measures were extreme. For
example, the SSO operated alaboratory specifically
for the testing of Saddam’s food. An outgrowth of
hisfear was the building of multiple palaces, in part
designed to foil attempts by attackers or assassinsto
locate him. The palaces also reflected the fact that
Saddam increasingly saw himself as the state and that
what was good for him wasgood for Iraqg.

» Saddam went on a palace and mosque building
extravaganzain thelate 1990s, employing 7000
construction workers, when much of the economy
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was at the point of collapse. Hisrationalefor this
was concern for his personal security. He stated that
by building many palacesthe US would be unable
to ascertain his whereaboutsand thus target him.

¢ Military officers as senior as the Commander of the
SRG, who was responsiblefor physical protection
of Presidential palaces, were barred from entering
any palace without prior written permission.

» Huwaysh attributed much of this paranoiato Sad-
dam's sense of betrayal following the defection of
Husayn Kamil in 1995, who he had previoudy seen
as close to him asa son. The attempt on ‘Uday's
life in December 1996 a so had a deep impact on
Saddam, becausethe extensive security infrastruc-
ture designed to protect him and hisfamily failedin
aspectacular and public way. The attack marksthe
start of Saddam’s decreased visibility with senior
officialsand increased preoccupation with Regime
security.

Saddam the Dynasty Founder

Saddam’s resort to dynastic and familial means of
running Irag did the most to undermineinstitutional
decision-making. Saddam saw the statein persona
termsand his career was marked by a steady retreat
from the Ba'thist ideal of a modem state to gover-
nance modeled on arura Arab clan. His adminis-
tration becamereliant on family and clan members
throughout the 1990s. Tariq 'Aziz and TahaYasn
Ramadan commented on the growing and corrosive
influenceof the Tikriti clan on state control at this
time. Relativesdominated leadership positionsand
progressively diminished the policy (asopposed

to coercive) role of the Bath Party. Every senior
non-Tikriti in the Regime has pointed to Saddam’s
increasing and destructiveresort to family and clan
membersto staff sensitivegovernment positions. Nev-
ertheless, whileinclined toward a dynastic succession,
Saddam prioritized preservation of hislegacy. He was
still searching for acompetent and reliable succession
that would guarantee hislegacy at thetimeof hisfall.

¢ Saddam gradually shifted his reliance on advice
from technocratsto family membersfrom 1995
onward, according to Tariq 'Aziz. Thisfavored
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family, who was not necessarily competent, such
as 'Ali Hasan Al Mgjid, weakened good decision-
making, according to former Vice President Rama-
dan. Nonethelessit was accepted as a seemingly
normal part of administrationin Irag.

Ramadan thought, "' Thelast three years with
Saddam bothered me the most. There weretoo
many relativesin sensitivejobs. When | was put in
charge of inspections, | was qualified to do the job.
My staff will tell you | could havefixed it."

He said, “Saddam was weak with hisfamily mem-
bers. He punished them, but let them go right back
to doing what they were doing in thefirst place."
Moreover, ‘Ali Hasan Al Mgjid thought the only
occasions he saw Saddam yield under ** pressure™
was in dealing with relatives. "' He used to stand by
their side regardlessof any reason.”

It seems clear that Saddam was grooming Qusay as
his heir by gradually giving him increasing respon-
sibilitiesstarting in the late 1990s. According to 'Ali
Hasan Al Mgjid, ""He was paving the way for hisson
Qusay morethan 'Uday, because Qusay waslovely,
having anoble character." For many senior Iragis,
however, Qusay's significance stemmed from his
perceived influenceon hisfather. Theseformer senior
officialsdismiss Qusay's intelligence and leadership
ability. Saddam gave him security, and some military
responsibilities, but never significant political, scien-
tific or economic tasksin government. There was also
aview that Qusay aready had more responsibility
than he could handle.

Saddam gave Qusay control of the RG, SRG, and
SSO. Hewaselected in 2001 to the Ba’th Party
Command, a stepping-stoneto eventual RCC mem-
bership, which would have been the most signifi-
cant mark of hisgrowing importance in the Regime
hierarchy.

Saddam also assigned Qusay to the Higher Com-
mittee as a watchdogin 2002 in response to
Saddam’s dissatisfaction with committee conces-
sionsto the UN, according to Ramadan.

The Heir Apparent

Differentsources portray Qusay Saddam Husayn,

Saddam’s potential successor, as ambitious, distrust-
ful and fawning.

* Qusay in 1998 began to marginalize certain senior

Regime officials who had been appointed by
Saddam and installed his own trusted aidesin key
positions, including within the SSO, according to a
former senior official.

Qusay was a member of the (military) Committee
of Three, which controlled armed forces officer
promotionsand recommended to Saddam General
Officer appointments and promotion. He showed
himself profoundly suspicious of recommendations
fromwithin the army and often disregarded them,
according to a former senior officer.

Qusay was keen to provide Saddam with good
military news, according toWalid Hamid Tawfig.
However; he lived in fear of incurring Saddam’s
displeasure and optimistically exaggerated infor-
mation that he gaveto Saddam.

The former MIC director; Huwaysh, recounted that
on one occasion in late 2002 when he met with
Saddam and Qusay, Qusay boasted to his father;
"we are ten times more powerful thanin 1991."
Immediately disagreeing, Huwaysh said, " Actually,
we are 100 times weaker thanin 1991, because
the peopleare not ready to fight." Saddam did not
respond, but Qusay was angry that Huwaysh had
contradicted him.

Saddam and His Sense of L egacy
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Saddam was most concerned with hislegacy, and

he saw it in grand historic terms. His management

of the present was always with a view to its appear-
ance in thefuture, and thistended to distort foreign
protagonists' perceptionsof hiscurrent motivations.
He wanted to be remembered as aruler who had been
assignificant to Irag as Hammurabi, Nebuchadnezzar
and Salah-al-Din [Saladin]. His problem lay in how to
defineand to achievethis greatness. Even what it was



to consist of was hazy. Hisdriveto preservehisplace
in Iragi history outweighed even hisfeelingstoward
hisfamily. Saddam wanted a dynasty as seemingly
the best way to guarantee hislegacy, but he was clear
about the distinction between dynasty and legacy

and of the two, he was most concerned about legacy.
At thetimeof thefall of the Regime, he was|eaning
toward Qusay as successor, but with his second son
till very much on probation.

* A USinterviewer noted Saddam spoke of his place
in lragi history and hisfamily in the same context,
but showed afar greater concern for the former.

* Huwaysh thought Saddam saw himself in*'larger
than life" terms comparable to Nebuchadnezzarand
Salah-al-Din[Saladin]. More modestly, Saddam
when speaking to ‘Ali Hasan Al Majid compared
hisruleto Al Mansur, the Abbasid Caliph who
founded Baghdad, and Al Hajjaj, the Umayyad
founder of Arabrulein Irag. 'Ali also thought
Saddam "' dreamed of making Iraq the biggest
power in theregion and the Middle East.”

* According to Huwaysh, Saddam’s economic vision
for Irag—Iooking out ten years—was arecreation
of Irag's industrial strength and a planned manu-
facturing economy that would not be dependent on
oil exports. Saddam, however, had no plansfor an
information-basedor service sector economy, nor
was there a placefor tourism. The likelihood was
that even with peace and no sanctions, Irag would
have been as self-isolated and unconnectedto afree
world asit ever had been under hisrule.
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Desre. .. Dominanceand
DeterrenceThrough WMD

Saddam’s Role in WMD Policy

Saddam’s centrality to the Regimé's political struc-
ture meant that he was the hub of Iragi \AMD

policy and intent. His personalized and intricate
administrative methods meant that control of WMD
development and its deployment was never far from
histouch (see the " Excerptsfrom a Closed-Door
Meeting" inset). Hischain of command for WMD
was optimized for hiscontrol rather than to ensurethe
participation of Irag's normal political, administrative
or military structures. Under this arrangement, the
absence of information about WMD in routine struc-
tures and the Iragi military's order of battle would not
mean it did not exist. Even so, if WMD existed, its
absence from Iragi military formations and planning
when war was imminent in 2003 would be hard to
explain.

As with past use, Saddam would have rigorously and

personally controlled the relevant formations, and
have had sole rel ease authority. Saddam’s doctrinein
the Iran-Iraq war was to separate WMD control from
the military's leadership, but to haveits use avail-
able (and controlled by security agencies) if military
operations required it.

The defense ministry and the senior military staffs

formulated national war plans, but according to Staff

Gen. Sultan Hashim Ahmad Al Tali, theformer Min-
ister of Defense, these organizationsdid not incor-
porate WMD in their planning, training, and supply
systems during the Iran-Irag war. Sultan's recollec-
tion, however seemsthin given the likely degree of
planning and training necessary for the extensiveuse
of CW by both sidesduring the conflict.

« During and after the late 1990s, thefew times
Saddam evidently asked about the potential of
certain Iragi WMD options suggest he was not
consistently focused on thisissue. He asked ad hoc
guestions about feasibility of reconstituting pro-
grams and confined his confidencesto hinting that
Iraq might reconstitute WMD after sanctions. While
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he may havesaid he had the desire, no source

has claimed that Saddam had an explicit strategy
or programfor the devel opment or use of WMD
during the sanctions period. Given the sensitivity

of the subject, however, to share such thinking with
anybody but afew close associates would have
been out of character for Saddam. This lack of a
formal statement would chime with hisautocratic
style of governance-especially given past experi-
ence with UN inspections searching for documents.

¢ Saddam spoke often in one-to-one sessions with
first Husayn Kamil and later Huwaysh on research
and industrial issues supportingWMD. There
are no indicationsthat Saddam issued detailed
written instructionsto either individual to direct
WMD work.

* There are multiplereferences, however, to Saddam
ordering the MIC to pursue military technology
"' pet projects” he had received from other govern-
ment agencies, individual scientists, or academics.
Often the projects proponents had exaggerated
their technical meritsto obtain Saddam’s backing.
Desperateto find and exploit any potential military
advantage, Saddam would direct the projectsfor
further research and devel opment. However, none
of these projectsinvolved WMD.

Saddam’s rationalefor the possession of WMD
derived from a need for survival and domination.
Thisincluded a mixtureof individual, ethnic, and
nationalistic pride as well as national security
concernsparticularly regarding Iran. Saddam
wanted personal greatness, a powerful Irag that could
project influenceon the world stage, and a succes-
sion that guaranteed both. Saddam sought the further
industrializationof Irag, held great hopesfor Iragi
science, and saw himself as the liberator of Pales-
tine. His vision was clearest —and seemingly most
achievable—intermsof leaving Irag militarily strong,
within appropriate borders and saf e from external
aggressors, especialy Iran. WMD was one of the
meansto these interrel ated ends.

Saddam felt that any country that had the techno-
logical ability to developWMD had an intrinsic

right to do so. He saw WMD as both a symbol and
anormal processof modernity.Saddam’s national
security policy demanded victory in war, deterrence
of hostile neighbors(including infiltrationinto Irag),
and prestige and strategic influencethroughout the
Arab world. These concernsled Irag to developand
maintainWMD programs.

» Saddam sought foremost personal and Regime sur-
vival against severa foreign and domestic enemies.
At the same time, he sought to restore Irag's
regional influenceand to eliminate sanctions.

* |n particular, Saddam was focused on the eventual
acquisition of a nuclear weapon, which Tariq 'Aziz
said Saddam was fully committed to acquiring
despite the absence of an effective program after
1991.

What Saddam Thought: The Perceived Successes
of WMD

The former Regime viewed the four WMD areas
(nuclear,chemical, biological,and missiles) differ-
ently. Differencesbetween the views are explained

by acomplex web of historical military significance,
level of prestigeit afforded Irag, capability as a deter-
rent or a coercivetool, and technical factors such as
cost and difficulty of production. We would expect to
see varying levels of attention to thefour programs
and varying effortsto preparefor, or engagein,
actionsto restart them.

Saddam concluded that Irag's use of CW prevented
I'ran, with its much greater population and tolerance
for casualties, fromcompletely overrunning Iragi
forces, accordingto former Vice President Rama-
dan. Irag used CW extensively in the lran-lraq war
(1980-88) to repel the Iranian army.

* |raq suffered from a quantitativeimbalance between
its conventional forces and those of Iran.

e Saddam’s subordinatesrealized that the tactical use
of WMD had beaten Iran. Even TahaY asn Rama-
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Irag's Use of CW in 1991 Against I nternal Unrest

The former Regime also saw chemical weaponsasa
tool to control domestic unrest, in addition to their
war-fighting role. In March 1991, the former Regime
used multiple helicopter sortiesto drop CW-filled
bombs on rebel groupsasa part of its strategy to

end the revolt in the South. That the Regime would
consider this option with Coalition forces still operat-
ing within Iraq’s boundariesdemonstrates both the
direnature of the situation and the Regime's faithin

"special weapons."

« All but two of Irag's provincesin 1991 werein
open revoltand the Regime was worried. The fall
of Karbala deeply affected key decision-makers.
According to a former senior member of the CW
program, the Regime was shaking and wanted
something " very quick and effective” to put down
the revolt.

» Inthe early morning of 7 March 1991 an unidenti-
fied Iragi requested permission to use "liquids”
against rebelsin and around An Najaf. Regime
forcesintended to use the "liquid" to defeat dug-in
forcesas part of a larger assaullt.

» Husayn Kamil, then Director of MIC, ordered
senior officials in the chemical weapons program
to ready CW for use against the revolt. Hisinitial
instruction wasto use VX. When informed that no
VX was available he ordered mustard to be used.
However, mustard wasruled out and Sarin
selected because the per sistence of mustard
made it morelikely to be detected.

¢ Onor about 7 March 1991, R-400 aerial bombs
located at the Tamuz Airbase were readied for
use. Al Muthanna State Establishment (M SE)
technicians mixed the two components of the
Iragi "binary" nerve agent systeminside the R-
400s. Explosive burster chargeswere loaded into
the bombs and the weapons assembled near the
runway.

 Hdlicoptersfromnearby bases flew to Tamuz,
werearmed with the Sarin-laden R-400s and other

conventional ordnance. Dozens of sortieswere
Sflown against Shi‘a rebelsin Karbala and the sur-
rounding areas. A senior participant fromthe CW
_programestimates that 10 to 20 R-400s wer e used.
Other reporting suggestsas many as 32 R-400s
may have been dropped. As of March 1991, about
a dozen MI-8 helicopters were staged at Tamuz
Airbase.

MI-8 helicopters were used during the Iran-lraq
war to drop chemical munitions, according to an
Iraqi helicopter pilot.

Following the initial helicopter sorties, the senior
chemical weapons program officer overseeing the
operation received an angry call fromHusayn
Kamil's office. The caller said the attacks had been
unsuccessful and further measures were required.
The R-400s were designed for high-speed delivery
fromhigher altitude and most likely did not acti-
vate properly when dropped froma slow-moving
helicopter.

As an alternative to the R-400s, the Al Muthanna
Sate Establishment began filling CS (tear gas)
into large aerial bombs. Over the next two weeks
helicopters departed Tamuz Air Base loaded with
CSHilled bombs. One participant estimated that
morethan 200 CS filled aerial bombs were used on
rebel targetsin and around Karbala and Najaf.

Trailersloaded with mustard-filled aerial bombs
were also transported to the Tamuz Air Base. A
participant in the operation stated that mustard gas
was not used on the rebelsbecause of the likeli-
hood of discovery by the Coalition. According to
the source, the mustar dfilled bombs were never
unloaded and were not used.

Reports of attacksin 1991 fromrefugees and Iradgi
military desertersinclude descriptions of a range
of CW and improvised poisonsused in the areas
around Karbala, Najaf, Nasiriyah, as well as
Basrah.
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dan, one of Saddam’s more independent-minded
underlings, acknowledged that the use of CW saved
Iragq during ground fighting in the Iran-1raq war.

« Saddam announced at the end of the war that the
Iranian army's backbone had been shattered by the
war, according to the presidential secretary. Saddam
stated that Iran would be unableto confront Irag for
adecade. Political divisionsin Iran, weaknessesin
Iranian military capabilities, and Iran's inability to
sustain long-term offensive operations also reduced
the risk of attack, according to the former chief-of -
staff.

¢ Hamid Yusf Hammadi, former Secretary of the
President and presidential officedirector (1982-
1991), said that after the Iran-lIraqg War, Saddam
was intoxicated with conceit. He believed he was
unbeatable. He spoke of thisto the Iragi Govern-
ment officialsand to visiting dignitariesfrom other
Arab countries."

Saddam concluded that missilestrikes on Tehran,
latein the Iran-lraqwar, along with the Al Faw
ground offensivehad forced Iran to agreeto a
cease-fire, accordingto the former Minister of Mili-
tay Industrialization.

» Saddam’s logic was that the""war of the cities"—
when Al Husayn missileswerefired at |ranian tar-
getsfrom February to April 1988—had shown that
Tehran was more vulnerable to missiles because
its population density was greater than Baghdad's.
This gave lraq astrategic incentive to maintain bal-
listic-missile capabilities.

» According to Saddam, Iraq accelerated its missile
development after Iran demonstrated the range
capability of itsimported ballistic missilesin the
1980s. Saddam said missile technology had been
important to Iraq because Iraq could build its own
ballistic missileswhereas|ran could not.

Saddam saw Irag's nuclearprogramasalogical
result of scientific and technical progressand was
unconvinced by the notion of ren-proliferation. He
considered nuclear programs asymbol of a modem
nation, indicativeof technological progress, a by-

product of economic devel opment, and essential to
political freedom at theinternational level (what he
described as* strategic balance™). He wanted nuclear
weapons to guarantee hislegacy and to compete with
powerful and antagonistic neighbors; to him, nuclear
weapons were necessary for Irag to survive. Saddam
wished to keep the lAEC activeand his scientists
employed and continuing their research. "'l," main-
tained Saddam, "*am the Godfather of the |AEC and

| lovethe IAEC." In acaptured audio tape, Saddam
said in a conversation (of unknown date) with Tariq
‘Aziz and other unidentified senior officials:

This conversation was very useful . We have had a
look at the international situation, and arrange (pres-
ent tense) our present andfuture steps during these
studies. | believe that the USA is concentrating on the
Far East, and all of the areas of South East Asia, for
two main reasons—Korea and Pakistan. The existence
of the nuclear weaponsin other countries makes

the USA and Europe get worried. Having nuclear
weaponsin these areas, with their economic situa-
tion known by the US givesthese countriesa chance
to face the European countriesand the Americans. A
long time ago economic recovery existed in only in
two areas of theworld. In the last fifteen yearsJapan
appearsto have improved itself to what they see

now. Not only Japan but all of these countrieshave
devel oped economically. When it appearsthat there
are nuclear weaponsin Korea otherswill be allowed,
under the doctrineof " selfdefense and balance of
power,” to createthe same industry. As a result, when
South Korea or Japan decidesto create nuclear
weapons they won't need a long timeto produceit.
The money and the weaponswill be in an area outside
Europe and the USA. At the same time there will be
more pressure on China to stop their [ South Korea or
Japan's] nuclear experiments. When nuclear cen-
tersare allowed in different placesthis pressurewill
decrease, and China will have the chanceto develop
its nuclear programswith less pressure from USA
and Europe. Asa result, asit was previoudy with
China, with the high technology, will put the USA and
Europe in the situation we mentioned before: they will
be worried about their inter national trading and their
inter national effect. Thisis what the USAis
interested in.
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Excerpts from a Closed-Door Meeting
Between Saddam and Senior Personnel, January
1991

The Iragi Regime routinely, almost obsessively,
engaged in the recording of its high level meetings,
not in the conventional documentary formof more
ordinary bureaucracies, but by way of audio and
videotapes. Despitethe highly secret and sensitive
nature of CBW, even discussions in thisarea are
known to have been recorded in this mannel: Below is
an example of an audio recording recovered by 1SG,
probably made during the second week of January
1991. Saddam and senior officials move frommaking
routine, even jocular; small talk about ceremonial
clothing, to engaging in a detailed discussion of
chemical and biological weapons. The following are
excerpts froma conversation lasting a quarter of an
hour between Saddam, director of the MIC Husayn
Kamil Hasan Al Magjid, Iragi Air Force Commander
Muzahim Sa'b Hasan Muhammad Al Nasiri, and, at
least, one other senior official in whichthey discuss
the prospect for WMD attacks on Saudi and |sragli
cities (see Annex D " Saddam's Personal Involvement
inWMD Planning" for the complete meeting tran-
script).

Begin Transcript:

Soeaker 2: Sir, the design of the suit iswith a white
shirt and a collar (neck line) like dishdasha.

Saddam: Then my designisright.
Husayn Kamil and Speaker 2: Absolutely right, sir. . .

Saddam: | want to make sure that—closethe door
please (door slams) —thegermand chemical war-
heads, as well asthe chemical and germbombs, are
available to [thoseconcerned], so that in case we
ordered an attack, they can do it without missing any
of their targets?

Husayn Kamil: Sr; if you'll allow me. Some of the
chemicals now are distributed, thisisaccording to the
last report fromthe Minister of Defense, which was
submitted to you sir. Chemical warheads are stored
and are ready at Air Bases, and they know how and
when to deal with, aswell asarmthese heads. Also,
some other artillery machines and rockets (missiles)
are available fromthe army. While some of the empty
"stuff isavailable for us, our position isvery good,
and we don't have any operational problems. More-
over; in the past, many substantial items and materi-
alswere imported; now, we wereableto establisha
local project, which was established to comply with

daily production. Also, another bigger project will be
finalized within a month, as well asa third projectin
the coming two to three months that will keep us on
the safe side, in terms of supply. We, Sr; only deal in
common materials like phosphorus, ethyl alcohol and
methyl (interrupted). . .

Saddam: what isit doing with you, | need these germs
to be fixed on the missiles, and tell himto hit, because
starting the 15th, everyone should be ready for the
action to happen at anytime, and | consider Riyadh as
atarget. ..

Husayn Kamil: (door slams) Sr; we have threetypes
of germweapons, but we have to decide which one we
should use, sometypes stay capable for many years
(interrupted).

Saddam: we want the long term, the many yearskind..

Husayn Kamil: . . . There hasto be a decision about
which method of attack we use; a missile, a fighter
bomb or a fighter plane.

Saddam: Withthemall, all themethods.. . | want as
soon as possible, i f we are not transferring the weap-
ons, to issuea clear order to [those concerned] that
the weapon should bein their hands ASAP. | might
even give thema "non-return access." (Trandator
Comment: to have access to the weapons; to take
themwith themand not to returnthem). | will give
theman order stating that at " one moment,” if I'm
not there and you don't hear my voice, you will hear
somebody else’s voice, so you can receivethe order
fromhim, and then you can go attack your targets. |
want the weaponsto be distributed to targets; | want
Riyadh and Jeddah, which are the biggest Saudi cities
with all the decision makers, and the Saudi rulerslive
there. Thisisfor the germand chemical weapons. . .
Also, all the Isragli cities, all of them. Of course you
should concentrate on Td Aviv, sinceit istheir center.

Husayn Kamil: Sr; the best way to transport this
weapon and achieve the most harmful effects would
come by using planes, like a crop plane; to scatter it.
Thisis, 9r; a thousand times more harmful. Thisis
according to the analyses of the technicians (inter-
rupted). . .

Saddam: May God help usdoiit. .. Wewill never
lower our heads aslong as we are alive, even if we
have to destroy everybody.

27

=
o
8]
-
©
L
-—
n
Q
kS
(o2}
Q
o

Intent




Iraq began a nuclear program shortly after the
Bathists took power in 1968. The program expanded
considerably in 1976 when Saddam purchased the
Osirak reactor from France, which was destroyed by
an Isragli air strike in 1981. Saddam became very
concerned about Iran's nuclear weapons program late
in the lran-lrag war and accelerated Irag's nuclear
weapons research in response, accordingto Vice
President Ramadan. Massivefunds were allocated to
develop infrastructure, equipment, scientifictalent,
and research. By January 1991, Iraq was within afew
yearsof producing a nuclear weapon.

Coalition bombing during Desert Storm, however,
significantly damaged Irag's nuclear facilitiesand the
imposition of UN sanctions and inspectionsteams
after the war further hobbled the program. It appears
Saddam shifted tactics to preserve what he could of
his program (scientifictalent, dual-use equipment,
and designs) while simultaneously attempting to rid
Iraq of sanctions.

In comparison to Iraq's nuclear and CW pro-
grams, the BWprogram was more dependent

upon a smaller body of individual expertise. Irag's
BW program began in the 1970s under President
Ahmad Hasan Al Bakr. Scientists conducted research
into fundamental aspectsof bacteria, toxins, and
viruses, emphasizing production, pathogenicity,
dissemination and storage of agents, such as
Clostridiumbotulinum, spores of Bacillusanthracis,
and influenza. Despiteinvesting considerableeffort
in thisfirst attempt, Irag's BW program faltered. In
1979, after Saddam assumed the Presidency, Irag
reorganizedits CW and BW effort. Iraq rebuilt

and expanded the infrastructure for BW research
between 1979 and 1985, but undertook little work on
military applications, aside from assassination-related
researchfor thellS (see Annex B "lrag's Intelligence
Services' for additional information).

At the height of the Iran-Iraq war in 1985, the Regime
revitalized the BW program. A new BW group was
recruited and research began on gas gangrene and
botulinumtoxin. In 1986, the Regime developeda
5-year plan leading to weaponization of BW agents.
By early 1990, Iraq was methodically advancing
toward the addition of a BW component to itsWMD
arsena. In April 1990, Husayn Kamil gave ordersto

weaponize BW as quickly as possible and by August
1990, when Iraq invaded Kuwait, the BW program
had moved into high gear to field BW-filled weapons.
By thetime of Desert Storm, Irag had a BW program
that included productionof large quantities of severa
agents—anthrax, botulinum toxin, Clostridium
perfringens, aflatoxin, and small quantitiesof ricin.
Iraq successfully weaponized some of these agents
into ballistic missiles, aerial bombs, artillery shells,
and aircraft spray tanks.

The Coadlition destroyed al of Iraq's known BW
facilitiesand bombed some of the suspect BW sites
during the 1991 Gulf war. After Desert Storm, the
Regimefabricated an elaborate cover story to hide
the function of its premiere BW productionfacility
at Al Hakam, whileat the sametimeit continued to
develop the sites potential. The UN suspected but
could not confirm any major BW agent production
sites until Iraq partially declared its BW program
prior to the departure of Husayn Kamil in 1995. Irag
eventually owned up to its offensiveBW program
later that year and destroyed the remaining facilities
in 1996 under UN supervision. From 1994 until their
departure at the end of 1998, and from late 2002 until
the start of Operation|Iragi Freedom, UN inspectors
monitored nearly 200 sites deemed to have some
potential usein aBW program. Irag's actionsin the
period up to 1996 suggest that the former Regime
intended to preserveits BW capability and return

to steady, methodical progress toward a mature BW
program when and if the opportunity arose. After
1996, limited evidence suggeststhat Irag abandoned
its existing BW program and that one Iragi officia
considered BW personnel to be second rate, head-
ing an expensiveprogram that had not delivered on
its potentia (seelrag's Biological Warfare Program
chapter for additional information).

What Saddam Thought: External Concerns

Saddam viewed Iragas” underdeveloped” and
therefore vulnerableto regional and global adver-
saries. Senior Regime members generally ranked
Tehran first and Td Aviv as a more distant second
astheir primary adversaries, but no Iragi decision-
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maker asserted that either country was an imminent
challenge between 1991 and 2003. Late during this
period, Saddam became concerned about the grow-
ing military imbalance between Iran and Irag; Iran
was making significant advancesin WMD whilelrag
was being deprived of the opportunity to maintain or
advanceitsWMD capacity. He aso privately told his
top advisors, on multiple occasions, that he sought to
establish a strategic bal ance between the Arabs and
Israel, adifferent objectivefrom deterring an Iranian
strategic attack or blunting an Iranian invasion.

¢ According to 'Abd Hamid Mahmud, Saddam
"desiredfor Irag to possessWMD, nuclear, bio-
logical, and chemical because he alwayssaid that
he desired for balance in the Middle East region.™
Saddam said this was becausethere were other
countriesin the area that possessed such weapons,
likelsrael, and others on the way to possession, like
Iran.

Iran

Saddam believed that WM D was necessary to coun-
ter Iran. He saw Iran aslrag's abiding enemy and he
sought to keep it in check. Saddam was keenly aware
that, in addition to the potential of invasion, Iranian
infiltratorscould cause internal unrest. Therefore, the
orientation of most Iragi ground forces toward the
Iranian border remained unchanged throughout the
sanctions period. Saddam argued Iragi WMD devel-
opment, whiledriven in part by the growth of Iranian
capabilities, was also intended to provide Irag with a
winning edge against Iran.

» Saddam considered WMD as the only sure coun-
terbalance to an enemy developingWMD of its
own. Hesaid Iran was the main concern because
it wanted to annex southern Irag. Saddam said US
air strikes wereless of aworry than an Iranian land
attack.

« Ramadan thought WM D programs might only be
suspended for ashort period of timein order to
normalizelrag's relations with the international
community, and would haveto be resumed if no
substitute counterbalanceto Iran was forthcoming.
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* Saddam and the Quartet discussed Iran many times,
according to officialsclose to Saddam. Both 'Aziz
and Huwaysh have stated in interviewsthat Sad-
dam's main focus was the danger from Iran.

* Iran attacked a Mujahiddin & Khaliq (MEK) facility
in April 2001 with more than 60 rockets. Earlier
strikeson MEK targets had occurred in November
1994 and June 1999, but Iran had only fired a small
number of rockets.

Saddam was very concerned about Iranian mili-

tary production capabilities, particularly its nuclear
weapons program, according to former Vice President
Ramadan. A Ministry of Defense conference con-
cluded in January 2003 that [ranian WMD posed a
looming menaceto Iraq and the region, accordingto
a sensitivesource. Attended by 200 senior officers,
the conferencediscussed Iran's pursuit of nuclear
weapons, acquisition of suitable delivery systems, and
possession of missilescapable of carrying CW or BW
warheadsover arange of 1,000 kilometers. Saddam
believed that Iran had benefited from the breakup of
the former Soviet Union by gaining accessto WMD
aswdll as conventional technologies.

Iragi military troopstrained with the expectation

that Iran would use CW if Iran invaded. If Iraqcame
under chemical or biological attack, the army would
attempt to survive until the international community
intervened. Tariq 'Aziz aso expressed hope that the
close UN monitoring of Iraq might force international
interventionin this scenario. Saddam felt that the
United States would intervene to protect oilfields,
according to aformer senior Iragi official.

A former Corps commander stated that Saddam
believed the next war would be fought in achemical
environment with heavy reliance upon missiles. Irag
assumed that Iran could manufacture CW and would
useit, according to aformer senior Iragi intelligence
officer. The Iragis had identified Iranian nuclear and
chemical facilitiesas well as 240 factoriesin Iran that
they assessed produced missile components.

Between 1998 and 2003, Iraqi |eaders determined that
Tehran was moreof along-term danger than an immi-
nent one becauseof deficienciesin Iranian readiness
and morale when compared against Iragi training and
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Iraqi Intelligence Collection Against Iran

Iraq’s intelligence services collected foreignintel-
ligenceon Iran and relayed the raw reporting to
Saddam via his presidential secretary. The govern-
ment tightly controlled dissemination of material.
This raw intelligencethat went to Saddam would not
necessarily be shared even with the deputy prime min-
ister or military.

* The National Security Committee, the body that
coordinated Irag's intelligence services, advised
the vice president in October 2001 that Iran would
remain Irag's foremost enemy and that the Irani-
answould rely heavily on missilesin afuture war;
according to captured documents.

11§ conducted extensive collection operations
against Iran, according to a former IS senior offi-
cer and various captured documents. Intelligence
collectionasa whole targeted Iran's weapons pro-
grams, itsnuclear program, economicissues, and
international relations. Human intelligence sources
were the primary means of intelligencecollection
against Iran, supported by signalsintelligence
conducted by the IIS Directorate for Sgnals|ntel-
ligence(M17).

IS had assigned 150 officers to work the Iranian
target, according to a former senior 1S officer. The
11ISrelied heavily on the MEK and independent
assetsin every provinceto monitor Iranianmilitary
and WMD devel opments. The Iragis also studied
Jane's publications for information on foreign
weapons systems. One senior officer spotlighted
how important the Internet was to their under stand-
ing of general threat capabilities.

« DGMI maintained over 10,000 files on Iranian
order of battle, including 3,000 photographs,
according to a former intelligenceofficer. Intdl-
ligence reportswith detailed, tactical information
about Iranian infiltrationattemptsal so were for-
warded directlyto Saddam, according to captured
documents.

The RG and Air Force provided detailed air order
of battleinformation for Israel and Iran, accord-
ing to captured Iragi documents. The documents
assessed probable Isradli Air Force tacticsagainst
Iraqgi forces. Although much of thisinformation
could be obtained from open sources, it iSsig-
nificant that Iraq could "mine" it and applyit to
military planning.

Iraqgi intelligencecoallected on the Iranian nuclear
programin 2001, but did not contradict Iranian
claims that their reactorsbeing used for peaceful
purposes, according to the former deputy direc-

tor of the 11S Regardless, Iraq assumed Iran was
attempting to devel op nuclear weapons. I1S assets
often passed along open sourceinformationas if it
were intelligence, allowing disinformationto reach
the upper levels of the former Regime. Iraqi leaders
acknowledged Iran’s advantagesin population,
income, and accessto international arms mar-
kets—egpeciallyas Irag’s former ally Russia began
toarmlran.

preparedness. Some Iragis also believed the interna-
tional community would halt if not deter an Iranian
invasion. Saddam accordingly decided to usediplo-
macy as his primary tool against Iran, but he never
wielded it successfully. Iraq really had no coherent
policy on how to deal with Tehran after Desert Storm,
athough, from the Iragi point of view, theimmediate
risk was deemed to be low.

* Accordingto the former Iragi Army Chief-of-Staff
(COYS), Iran would havedifficulty conducting a
large surprise attack because Iragq would detect the
extensive mobilization required for it. Iragi for-
ward observers would detect Iranian troops as they
assembled along probableinvasion corridors.
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Iragi unitswere at least as good as their Iranian
counterparts. Theformer Iragi Army COS said

Iran enjoyed quantitative— not quditative—ground
superiority, according to the former defense min-
ister. Although sanctions would have had a major
impact, Iragi forces arrayed along the border could
survivethefirst two echelons of an Iranian invad-
ing force without resorting to WMD. After that they
would be overrun.

One senior Regimeofficial, however, said that
athough the Iranian threat wasreal, Saddam exag-
gerated it. Iraq considered Iran a historical enemy
with desiresfor Iragi territory.



|srad

"There can never be stability, security or peacein the
region so long asthere are immigrant Jews usurping
theland of Palesting" Saddam Husayn, Baghdad TV
political discussion, 17 January 2001

Saddam’s attitude toward | srael, although reflecting
defensive concerns, was hostile. Saddam considered
Israel the common enemy of al Arabsand this mir-
rored the attitudes of the Arab street in their opposi-
tionto aZionist state. Moreover, it was reported that
he considered himself the next Salah-al-Din (Saladin)
with adivine mission to liberate Jerusalem. This

was a tactic to win popular support in countrieslike
Egypt, Saudi Arabia, and Jordan. He was awareof his
prestige as a champion of Palestineagainst Israel and
consistently called for theliberation of Palestinefrom
the"'river to the sea” and warned that any Arab ruler
who abandoned the Pal estinians would ' pay a heavy
price." In February 2001, he said publicly:

"When we speak about the enemiesof Irag, this
meansthe enemies of the Arab nation. When we speak
about the enemiesof the Arab nation, we mean the
enemiesof Irag. Thisisbecause Iraqisin the heart,
mind, and chest of the Arab nation,"

Saddam implied, according to the former presi-
dential secretary, that | raqwould resume\AMD
programsafter sanctionsin order to restorethe

" gtrategichalance" within theregion. Saddam was
conscious of Israel's WMD arsenal and saw Israel
asaformidable challenge to Arab interests. Israel
appeared to be arival that had strategic dominance
because it possessed WM D and the ability to build
relations with countries neighboring Irag, such as
Turkey and Iran, which could destabilize Irag from
within using the Shi‘a or Kurds. Irag faced amore
focused risk of air and missile strikesfrom Isragli
strategic forces, rather than aground attack. Accord-
ing to aformer senior official, Israel's bombing of
Irag's Osirak nuclear reactor spurred Saddam to build
up Irag's military to confront Israel in theearly 1980s.
Other Iragi policy makers stated they could otherwise
dolittleto influencelsrael. Saddam judged Israel to
be alesser adversary than Iran becauselsrael could
not invade Irag, according to former Vice President
Ramadan.

TheUnited States

Saddam did not consider the United States a natural
adversary,ashedid Iran and | srael, and he hoped
that | rag might again enjoy improved relationswith
the United States, according to Tariq'Aziz and the
presidential secretary. Tariq 'Aziz pointed to aseries
of issues, which occurred between the end of the
Iran-Irag war and 1991, to explain why Saddam failed
to improve relationswith the United States: Irangate
(thecovert supplying of Iran with missiles, leaked in
1986), acontinuing US fleet presencein the Gulf, sus-
pected CIA linkswith Kurdsand Iraqgi dissidentsand
the withdrawa of agricultural export credits. After
Irangate, Saddam believed that Washington could

not be trusted and that it wasout to get him person-
aly. Hisoutlook encouraged him to attack Kuwait,
and helps explain hislater half-hearted concessions
to theWest. These concernscollectively indicated to
Saddam that there was no hope of a positiverelation-
ship with the United States in the period before the
attack on Kuwait.

Althoughthe United States was not considered
anatural adversary, some Iragi decision-makers
viewed it as Irag's most pressing concern, accord-

ing to former Vice President Ramadan. Throughout
the 1990s, Saddam and the Ba'th Regime consid-
ered full-scaleinvasion by USforces to be the most
dangerous potential threat to unseating the Regime,
although Saddam rated the probability of an invasion
as very low. Throughout the UNSCOM period, Iragi
leaders extended a number of feelersto the United
States through senior UNSCOM personnel offering
strategic concessionsin return for an end to sanctions.
The stumbling block in these feelers was the apparent
Iragi priority on maintaining both the Saddam Regime
and the option of Iragi WMD.

« Inacustodia debriefing, Saddam said he wanted to
devel op better relationswith the US over thelatter
part of the 1990s. He said, however, that he was not
given a chance because the USrefused to listen to
anything Irag had to say.

¢ |n 2004, Charles Duelfer of | SG said that between
1994 and 1998, both he and UNSCOM Executive
Chairman Rolf Ekeus were approached multiple
times by senior Iragis with the messagethat Bagh-
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dad wanted adia ogue with the United States, and
that Iraq wasin a position to be Washington's " best
friend in the region bar none."

While Iran was a more enduring enemy, after 1991,
the temporary challenge from the United States posed
a moreimmediatedanger. Those who had detailed
information about US capabilities al so concluded
there waslittle Irag could do to counter aUSinva
sion. Iragi military commanders who did perceivethe
risk of invasion realized that the imbalancein power
between Irag and the United States was so disparate
that they wereincapable of haltinga USinvasion.
Evenif Irag's military performed better during Opera-
tion Iragi Freedom, Irag would only have increased
the number of Coalition casualties without altering
the war's outcome, according to the former defense
minister.

Saddam failed to understand the United States, its
internal or foreign drivers, or what it saw asitsinter-
ests in the Gulf region. Little short of the prospect

of military action would get Saddam to focuson US
policies. He told subordinates many times that fol-
lowing Desert Storm the United States had achieved
all it wanted in the Gulf. He had no illusions about
US military or technological capabilities, although
he bdlieved the United States would not invade

Iraq because of exaggerated USfears of casualties.
Saddam also had a more pessimistic view of the
United States. By late 2002 Saddam had persuaded
himself, just as hedid in 1991, that the United States
would not attack Iraq becauseit already had achieved
its objectivesof establishing a military presencein the
region, according to detainee interviews.

 Saddam speculated that the United States would
instead seek to avoid casuatiesand, if Irag was
attacked at al, the campaign would resemble Desert
Fox.

e Some Iragi leaders did not consider the United
States to be along-term enemy, but many knew
little about the United States and less about itsfor-
eign policy formulation. Former advisors have also
suggested that Saddam never concluded that the
United States would attempt to overthrow him with
aninvasion.

Irag's Limited I ntelligenceon US Military
Operations

Irag derived much of its understanding of USmilitary
capabilities fromtelevision and the Internet, accord-
ing to the former DGMI director Iraqg obtained only
limited information about US military capabilities
Jrom itsown intelligence assets, although they closely
monitored the US buildup in Kuwait.

* The army staffprepared a comprehensive study on
how US attacksagainst Iraq might unfold in 2002,
according to captured documents. The assessment
evaluated the size, composition, and probabledis-
position of US forcesand identified the US aircraft
carriersimmediately available to attack Iraq.

The DGMI provided the Higher Military Collegean
assessment about how the US XVIII Airborne Corps
might attack Iraq, according to captured documents.
The Al Bakr University was using this information
in computer modeling and war gaming.

Iraqg collected reliabletactical intelligence against
USforcesin Kuwait and even knew when Operation
Iraqgi Freedomwould start, according to a former
field-grade Republican Guard ofl cer One senior
oflcer spotlighted how important the Internet was
to their understanding of general threat capabilities.

Saddam, however, portrayed the United Statesand

| srael asinseparableand believed | srael could not
attack Iragwithout permission from the United
States. In February 2001, Saddam stated in atelevi-
sion broadcast, " The United States and Israel areone
thing now . . . therulers of the United States have
becomeatoy in the hands of the Zionist octopus,
which has created the midget Zionist entity at the
expense of Arabsin occupied Palegtine.”” In May of
the same year he stated, ""We will draw the sword
against whoever attacks us and chop off his head."
Saddam directed the Iragi media*'to highlight the
motive of the covetous[US] leadership that succumbs
to the wishes of Zionism™ and ** seeksto establish an
artificial homeland at the Arabs' expense.”" Ramadan
noted that the Regime considered Israel to bean
extension of the danger posed by the United States.
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Saddam’s handlingof Irag's responseto the9/11
attacks probably rejlectsa lack of understanding of
US politicsand may explain why Baghdad failed

to appreciatehow profoundly US attitudes had
changed following September 2001. Saddam'’s poor
understandingof US attitudes contributed to flawed
decision-making, according to Tariq 'Aziz. Accord-
ing to 'Abd-al-Tawab 'Abdalah Al Mullah Huwaysh,
Saddam rejected advice from his cabinet to offer
condolences after the attacks:

« Ministersdiscussing the attacks recommended that
Iraq should issue an gfficia] Statement condemning
the terrorists and offering condolences to the people
of the United States, despite American hostility
toward Iraqg.

* Saddam refused on the grounds that he could not
extend official condolences, given the hardships
thelragi people had suffered at the hands of the US
Government—without 5y US apology. Saddam
was happy after the 11 September 2001 attacks
becauseit hurt the United States, according to Tariq
'‘Aziz, and he declined to issue any statementsof
condolence.

¢ Saddam’s response dissatisfied most ministers, who
saw the catastrophe as being beyond state-to-state
relations. They feared that official Iragi non-reac-
tion would associate Baghdad with Al Qaida.
Moreover, they perceived that the net result of the
attack would align the United States against Islam
and theArabs.

¢ Saddam dismissed these concerns, but he autho-
rized Tariq 'Aziz to pursue a"* peopleto people™
program by privately expressing condolencesindi-
vidually to afew UScitizens (the persons named
were once US officialsbut held no official officesin
2001).

* |rag's mediawas unigue among Middle Eastern
servicesin praising the attackers, according to the
Foreign Broadcast Information Service.

Former Iragi efficials concluded, time and time
again, that the threat inherentin theirWMD arse-
nal and weaponsdelivery systemshelped preserve
Saddam’s Regime.
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e InApril 1990, Saddam threatened by God, we will
makefireeat up hdf of Isradl, if it tried [to Strike]
against Irag." Saddam’s statement was part of a
lengthy speech in which he denied having a nuclear
weapons program. His warning might have been
meant to deter Israel from preemptively attacking
an industrial facility, which manufactured el ectri-
cal capacitors alleged to be used in the trigger of
anuclear device, asit had done when it struck the
Osirak reactor in June 1981.

* Prior to Desert Storm, Saddam threatened to usi
og-

missile- and aircraft-delivered chemical and D0

ical munitions to deter Israel and the coalition from
attacking Iraq or at worst unseating the Regime.

Former Iragi officialsconcluded the threat inherent
in their WMD arsena and delivery systemshelped
preserve the Regime when Coalition Forces did not
invade Baghdad in 1991.

» Saddam’s public and private statements in 1990
and 1991 reved that Irag envisioned usingWMD

against Israel and invading Coalition Forces under
certain conditions. Irag Ia%er eclared to UNSCOM
inspectorsthat just prior to the Gulf war it dispersed
CBW munitionsto selected airfields and other loca-
tions. Thisincluded 75" specid warheads™ for the
Al Husayn missiledeployed at four sites, with the
warheadsand missile bodies stored separately. Irag
told UNSCOM these weaponswereonly to be used
in response to a nuclear attack on Baghdad, and that
the government had del egated retaliatory authority
to field commanders. (See'" Excerptsfrom a Closed
Door Meeting" inset below for additional informa-
tion).

¢ Public statements, intensified research and devel -
opment, production, weaponization, and dispersal
of WMD suggest that Saddam sought the option
of usingWMD strategically beforeand during
Desert Storm. He hoped to prolong the war with
the United States, expecting that the US population
would grow war-weary and stop the attack.

¢ Saddam announced on the eve of the ground cam-
paign that the A1 Husayn missile was "' capabl e of
carrying nuclear, chemical and biological war-
heads." He warned that Iraq "will use weapons
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that will match the weapons used against us by our
enemy, but in any case, under no circumstances
shall weever relinquish Irag."” He explained that
"Irag" included territory extending from* Zakho in
the north to the seain the south, dl of Irag.”

Saddam warnedin a statement to the pressin
February 1993 "any attempt to strike against our
scientificor military installations will be confronted
with aprecisereaction." He also used a Quranic
citation herarely used "' God be my witnessthat

| have delivered the message."” He used asimilar
construct in aJuly 1990 warning to Kuwait.

WM D Possesson—Real or Imagined—Actsasa
Deterrent

Thelran-Irag war and the ongoing suppression of
internal unrest taught Saddam the importance of

WMD to thedominance and survival of the Regime.
Following the destruction of much of thelragi WMD
infrastructure during Desert Storm, however, the
threats to the Regime remained; especially his percep-
tion of the overarching danger from Iran. In order

to counter these threats, Saddam continued with his
public posture of retaining the WMD capability. This
led to adifficult balancing act between the need to
disarm to achievesanctions relief while at the same
time retaining a strategic deterrent. The Regime never
resolved the contradiction inherent in this approach.
Ultimately, foreign perceptions of these tensionscon-
tributed to the destruction of the Regime.

Saddam never discussed using deceptionas a
policy, but he used to say privately that the' better
part of war was deceiving,” according to 'Ali Hasan
Al Majid. He stated that Saddam wanted to avoid
appearing weak and did not reveal he wasdeceiving
the world about the presence of WMD.

The UN’s inconclusive assessment of Irag's pos-
session of WMD, in Saddam’s view, gave pause to
Iran. Saddam was concerned that the UN inspection
process would expose Irag's vulnerability, thereby
magnifying the effect of Iran's own capability.
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Saddam compared the analogy of a warrior striking
the wrist of another, with the potential effect of the
UN inspection process. He clarified by saying that,
despite the strength of the arm, striking the wrist

or elbow can be a more decisive blow to incapaci-
tate the entire arm; knowledgeof your opponents
weaknessesis a weapon in itself.

Saddam’s Prioritizationof Getting Out From
Under Sanctions

Irag's invasion of Kuwait on 2 August 1990 led to
theimposition of comprehensiveand mandatory
trade and financial sanctions under UNSCR 661 of

6 August 1990. These sanctions remained in place
after the military ceasefireon 28 February 1991. The
"Poalitical Ceasefire” incorporated in UNSCR 687 of
3 April 1991 explicitly linked Irag's WMD disarma-
ment to Irag's right to resumeoil exports. Withdrawal
of wider sanctions was made dependent on this step.

Saddam continually underestimated the economic
consequencesof hisactions. His belief that sanc-
tions would proveineffectiveled him to concludehe
could avoid WMD disarmament. (Saddam may have
been encouraged in this belief by a miss-appreciation
of the relativeeffectivenessof sanctionsagainst the
apartheid regimein South Africa)) As early as 1992,
however, Saddam began to form a more sober impres-
sion of the power of sanctions and their deleterious
effect on Irag.

The compounding economic, military, and infrastruc-
ture damage caused by sanctions—not to mention
their effect on internal opinionin lragq—focused
Saddam by the mid-90son the need tolift sanctions
before any thought of resuming WMD devel opment
could be entertained. Saddam’s proximate objective
was thereforelifting sanctions, but efforts had to be
compatible with preservationof Regime security.

Whileit appearsthat Irag, by the mid-1990s, was
essentialy free of militarily significant WMD stocks,
Saddam’s perceived regquirement to bluff about WMD
capabilities made it too dangerous to clearly reved



thisto theinternational community, especialy Iran.
Barring adirect approach to fulfillment of therequire-
ments of 687, Iragq wasleft with an end-run strategy
focusing on the de facto elimination of sanctions
rather than theformal and open Security Council
process.

* Inthelate 1990s, Saddam realized he had noWMD
capabilitiesbut hisego prevented him from pub-
licly acknowledging that the Iragi WMD program
was ineffective, according to theformer Minis-
ter of Higher Education and Scientific Research
Humam 'Abd-al-Khalig 'Abd-al-Ghafur. He added
that Saddam never talked openly about bluffing in
regard to WMD.

EffortsTo Lift Sanctions

As part of his effortsto escape sanctions, Saddam
launched a vigorous campaign to shape interna-
tional opinion. The Regime drew attention to every-
thing from poor sanitation to the absence of electric
power; the main effort, however, focused on the
impact of sanctions upon children, especially those
under five years of age. Sanctionsdid indeed have an
enormous impact upon Irag, and Saddam’s campaign
utilized and amplified that impact. The campaign
eventually involved everyone from ministersaof the
Iragi Government to journalistsaround the world,
humanitariangroups, and UN officials.

¢ The London Observer amplified a BBC2 documen-
tary which aired in 2002 and exposed Saddam’s
tactics. " Small coffins, decorated with grisly
photographsof dead babies and their ages— 'three
days, ‘four days, written useful for the English-
speaking media—are paraded through the streets of
Baghdad on the roofs of taxis, the procession led by
athrong of professional mourners.” Thereisonly
one problem, the program observes. becausethere
are not enough dead babies around, the Regime
prevents parentsfrom burying infants immediately,
asistheMuslim tradition, to create more powerful
propaganda. An Iragi taxi driver interviewed on the
program observed, "' They would collect bodies of
children who had died months before and been held
for mass processions.” A Western source visited an
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Buying Your Way Out

Asa way of generating international support, the
Regime gaveto others an economic stakein the
Regime's survival; an example of thisisthe curious
cash disbursement to a senior member of Russian
Intelligence.

According to 'Abd Hamid Mahmud Al Khatab Al
Nasiri, the Secretary of the President, Tariq ‘Aziz
and the Iragi Ambassador to Russia, 'Abbas Al
Kunfadhi, arranged the payment of 15-20 million
USD to a female colonel in the Russian Intelligence
Service. She wanted 'Aziz to accommodate the
companies nominated by the Russian Intelligence.
Saddam was approached with thisissue by ‘Aziz
during or after the Council of Ministers'meeting.
Later, Saddam called 'Abd and told himto expect
a call fromTariq'Azz to authorize the payment
and channel it through Muhib ‘Abd-al-Razzagq, the
director of the accounting office of the Presidential
Diwan. The payments were made in installments
rather than a lump-sumover every six months
starting on or about 20 September 2002.

Iragi hospital and, in the absenceof his* minder,”
was shown ""a number of dead babies, lying stacked
in amortuary, waitingfor the next official proces-
son.”

Saddam used Iraq’s oil resources, in what Baghdad
perceived to be a moderately successful attempt, to
undermine and remove UN sanctions. Irag's proven
oil reservesare assessed to be second only to those

of Saudi Arabia, with estimates ranging from 90.8 to
147.8 hillion barrels (the most commonis 112.5 bil-
lion barrels). The former Regime played its"ail card
in two distinct ways: first, Saddam either stopped or
reduced oil exportsto increase upward pressureon
world oil prices. Irag successfully used thistactic
from November 1999 through the spring 2000.
Second, Saddam attempted to link the interests of
other nationswith those of Iraq through the allocation
of CFF ail and trade contracts, which were granted

to companies whose governmentswere willing to
exercisetheir influence within the Security Council to
lift sanctions. This effort also included the award of
oil contractsto individualsand groupswilling to use
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their influencewith their governmentsto encourage
policiesfavorableto removing sanctions.

Thecondition of international oil marketsafter
the adoption of OFF in 1996 enabled Saddam to
use hisail resourcesin disputeswith UN Sanc-
tions Committee 661, and he did so until other oil
producing nations began to cope with histactics.
Saddam intended to use the threat of higher oil prices,
or market uncertainty (volatility), to influence UN
decision-makingtoward the remova of sanctions.
He wasinitially successful, but he could not sustain
pressureon oil markets, in part because he could not
awaystime his threats to when the balance between

$0.00 ; i :
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Figure 1. Average oil price per year (1973-2003).

world supply of and demand for oil would favor
upward pressure on prices. Second, oil-producing
states eventually started to adjust their productionand
exportsto lessen the impact of Saddam’s tactics. As
aresult, Saddam had far less effect than he wished or
intended.

Saddam stopped oil exportsin November-Decem-
ber 1999 in an effort to prevent the passage of
UNSCR 1284, which called for sanctionsrenewal.
Qil pricesincreased dightly morethan adollar a
barrel between November and December and by
almost adollar between December 1999 and Janu-
ary 2000 (see Figure 2). Nevertheless, UNSCR
1284 was adopted.

Saddam reduced Iragi oil exportsfrom January
through March 2000 in an effort to force the deliv-
ery of spare parts held up by UN Committee 661.
The priceof a barrel of il increased from $23in
December 1999 to $27 in March. The UN released
the parts, Saddam started exporting, and the cost of
abarrel of oil fell to$22 in April.

and United Kingdom to removetheir objections
to contracts being held up in UN Committee 661.
The paper also assumed that there was insufficient
excess capacity among oil producing nations to
counter Irag's move. The Council, however, dis-
agreed and did not approvethe proposal.

* |n addition, Saddam introduced a"' surcharge™

on Iragi oil exportsin September 2000. The UN
objected to the surcharge becauseit would give Irag
more money than it was authorized under the OFF
program. Attempting to defeat the UN’s objections,
Saddam once again stopped oil exportsin Decem-
ber, and between December 2000 and January 2001
il increased by 3 dollarsabarrel but thereafter
declined. Saddam restarted oil exports but the sur-
charge stayed in place, although'* under the teble™

Theformer Regime also used Iraqg'sdil resources
to seek diplomatic support for the liftingor easing
of sanctions. According to Rashid, in early 1997

Foreign Minister '‘Aziz and Vice President Ramadan

approached him to proposeselling oil only to those

When the United States and United Kingdom
announced plansin June 2001 to impose"' smart
sanctions,”" Saddam once more stopped exporting

il to halt the effort. This time, however, the price
of abarrel of oil declined to $23in July from a
priceof $25in May. Saddam restarted exporting the
following month, August.

Thelragi Presidential Council in September 2000
received a staff paper proposing that Irag threaten
to withdraw oil from the GHF program to induce
upward pressure on world oil prices. The paper
claimed that this would compel the United States
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who were" friendly" toward theformer Regime. By

"friendly," Rashid said that 'Aziz and Ramadan meant
""those nations that would help [Irag] get sanctions

lifted or individualswho wereinfluential with their
government leaders and who could persuade them to
help get sanctionslifted.” Saddam ordered the pro-
posa be undertaken.

« Saddam gave preferential treatment to Russian
and French companies hoping for Russian and
French support on the UN Security Council. (See
the Regime Finance and Procurement chapter for
additional information.)
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cells, periods of reduced exports; blue cells indicate
periods where Irag imposed surcharges on oil sales.
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Figure 2. Average oil price by month (1999-2001).

I ]
13 197J msl 1975‘ 1977 mJ 1’ml mi jmjl u_ué m{ mJ s 1@] 1967 1«.;
OPECPRODUCTION| 8 34 23 &4 1 %4 3739 2 25 21 09 184 219 23 x4
- 13 i
lmag |
" Poacn| 24 24 27 28 28  ai
,,,,,,, %df OPEC| 6§ 8 9 1
on| 91 1 85 103 15 10 114 19 18 78 61 56 45 58 51 &1
%dOPEC| 25 % B 31 o8 373 M A7 B 26 B 2 2
iran 1
Proc.ction: 64 71 68 63 a8
%0l OPEC 0 2 18 1§ 1
i 1981 1932 1093 1994 1905 1995 1aO7] 1958 1989 2000 2001 aj :
OPEC PRODUCTION | Z9 23 2 ME N2 37 B[ N5 [ B M 3
RAQ o |
Prod.chion T 2 07 14 26 3 31 29 24 15
%d ] 2 4 8 9 9 8 8 a4
|
T . R S W A wen wadl
Podgin| 61 77 97 10 98 97 99 a9 10 101 o4 101 9§ 92 106
%IOPEC, 23 28 3 3 2 2 @ 3 B ® 3 n 2
G T T T | |
Podcion. 33 37 4 41 41 43 44 44 a4 a4 4 44 41 45
%IOPEC 12 13 14 W 4 14 W 14 3 13 12 12 18 13 18
Green = Period of War
Red= Sanctions period
Yellow = OFF

Figure 3. OPEC oil production (1973-2003).

37



Irag's Surchargeon Oil and Regime Decision Making

The description of the surchargeepisode by the
former Minister of Oil, 'Amir Muhammad Rashid Al
'‘Ubaydi, whilea detainee, providesan interesting
example of the Regime's decision-making process.

In the autumn of 2000 thetalk of a surcharge began.
Saddam never asked me about the surcharge. He
talked to a group of sycophantswho simply told
himhe had a great idea. Huwaysh would make a
recommendationand Saddam would follow him
blindly. Huwaysh suggested 10 percent [ suggest-
ing 10 percent of the oil company's profit margin].

| never attended a meeting and without me it was
not a proper meeting. Ramadan formed a commit-
tee to determinehow to divert some fixed part of the
buyer's prgjit margin to the Iragi Government. The
idea was supported by both Ramadan and 'Aziz.
They finally agreed on 10 percenta barrel.

What happened?The professionals (France, Italy,
Spain, Russia) refused to buy fromus. [ The effect
of the surcharge wasto remove Iraqi oil from the
market.] However, the individualswith whomwe
were trading had contractswith the trading com-
panies. | went to the trading companiesto get them
to sharetheir projit margin with us. They refused.
Saddam wasvery critical of my effortsbut | didn't
careif I lost my job.

A new committee was formed. This committee
included the sycophantsand the "genius." When |
went to the meeting | brought the three top experts

fromSOMO (State Oil Marketing Organization).They
told the committee that it wasimpossible to

do morethan 10 centsa barrel. Nevertheless, the
committee recommended 50 cents. What happened?

They stopped buying fromus. Our exports were about
2.2t0 3.1 mbd over the time period in question.

After two weeks | went to Saddam and got himto
lower the priceto 40 cents. Our exports rose about
30%. The companies put pressure on SOMO to lower
the price.

Athird meeting was held. | participated together with
SOMO. 'Aziz and Ramadan supported me, but they
were afraid to speak up. Finally we decided on 30
centsa barrel sdlling to the USand 25 centsa barrd
sdling to Europe.

Now the problembecame how to explain the situation
to OPEC. We couldn't tell themabout the surcharge
becauseit wasillegal. Of course we thought the oil
was Irag'sand we could do what we wished with it.
But that was not the international situation.

This situation remained through part of 2002. |
decided to fight. No one waslifting Iragi oil. | talked
to Foreign Minister 'Aziz and he pointed out that we
had lost all our friends. So we finally went back to 10
centsa barre for the last part of 2002.

Overall, we lost $10,000,000 in exports.
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Irag's RelationshipWith Russia

Theformer Iragi Regime soughta relationship
with Russiato engagein extensive arms purchases
and to gain support for liftingthe sanctionsin the
UNSC. Saddam followed a two-pronged strategy to
pursue weapons capability while al so coping with
sanctionsimposed following invasion of Kuwait. The
Regime continued to import weapons and techni-

cal expertise, while seeking diplomatic support for
lifting/easing sanctions. Iraq sought to tie other coun-
tries intereststo Iraq’s through allocating contracts
under the OFF programand entering into lucrative
construction projectsto be executed once sanctions
had been lifted. At best, thelraqi strategy produced
mixed results. Russian commercial interests provided
a motivation for supporting Iraq; Russian political
and strategicinterests set limitsto that support.

e March1997: Russian Energy and Fuels Minister
Rodinov went to Baghdad to discussa $12 hillion
deal inan effort to build economic relationswith
Irag. The deal was signed and was scheduled to
begin once sanctionswere lifted.

» 1999: A Russiandelegationtraveled to Iraqto pro-
vide expertise on airframes and guidance systems
for missiles.

e Under OFF: 32 percent of thelragi contracts went
to Russia.

Iraqi attemptsto use oil gifts to influence Russian
policy makers were on a lavish and almost indiscrim-
inate scale. Oil voucher gifts were directed across
the political spectrumtargeting the new oligarch
class, Russian palitical partiesand officials. Lukail,
a Russianoligarch-controlled company received in
excess of 65 million barrels(amounting to a projit of
nearly 10 milliondollars); other oligarch companies
such as Gazprom and Yukos received |esser amounts;
the Liberal Democratic Party leader Zhirinovsky was
a recipient, as was the Russian Communist party

and the Foreign Ministry itself, according to Iraqi
documents. (SeeOil Voucher Allocationswithinthe
Regime Financeand Procurement chapter for addi-
tional information.)

* 1n 1991, only 15 of Irag's 73 discovered fields had
been exploited. Development of thesereservesin
the post-sanctionsperiod would providetheformer
Regime with greater leveragein the world oil
market. Accordingly, Iraq entered into lucrative oil
exploration and exploitation contracts. Thelion's
share of these contracts went to Russian companies.
For example, Lukoil receiveda $4 hillion contract
in 1997 to develop the second Qurnafield, and in
April 2001 Zarubezhchneft and Tatneft received a
contract worth $11.1 billion to drill in threelragi oil
fields. In 2002, a contract was negotiated —but not
signed—for Russian firmsto begin exploration of
severd Iragi oil fieldsover aten-year period. Exe-
cution of these contracts wasto commenceduring
sanctions and be fully implemented once sanction
had been lifted. Iragq hoped these contracts would
provide Russia, and other nations, with asignificant
economic interest in pushing for the removal of
sanctions.
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Irag's RelationshipWith France

Theformer Iragi Regime sought a relationship
with Franceto gain support in the UNSC for lifting
the sanctions. Saddam’s Regime, in order to induce
Franceto aid in getting sanctionslifted, targeted
friendly companiesand foreign political partiesthat
possessed either extensive businesstiesto Irag or
held pro-lraqi positions. In addition, Irag sought out
individualswhom they believed werein a position to
influence French policy. Saddam authorized lucrative
oil contractsbe granted to such parties, businesses,
and individuals.

* In 1988, Iraq paid I milliondollarsto the French
Socialist Party, according to a captured |IS
report dated 9 September 1992. 'Abd-al-Rauaq
Al Hashimi, former Iragi ambassador to France,
handed the money to French Defense Minis
ter Pierre Joxe, according the report. The 1S
instructed 'Abd-al-Rauaq to "utilize it to remind
French Defense Minister; Pierre Joxe, indirectly
about Irag's previous positionstoward France, in
general, and the French Socialist party, in particu-
lax"

« ‘Aziz says he personally awarded several French
individual ssubstantial cil allotments. According
to 'AZiz, both partiesunderstood that resale of the
oil wasto be reciprocated through effortsto Zift UN
sanctions, or through oppositionto Americaninitia-
tives within the UNSC.

¢ Asof June 2000, Irag had awarded short term con-
tractsunder the OFF programto Francetotaling
$1.78 billion, equaling approximately 15 percent of
the oil contractsallocated under the OFF program.

(Seethe Regime Finance and Procurement chapter)

The IIS flagged two groups of peopleto influence
French policyin the UNSC: French Governmental
officials and influential French citizens. 11Sdocu-
ments recovered by | SG identify those personsof
interest, to include ministersand politicians, jour-
nalists, and business people. On 25 January 2004,
the Baghdad periodical Al Mada published a list of
namesof companies, individualsand other groups
that received oil allocationsfromthe former Regime
under the auspicesof the OFF program. These influ-
ential individualsoften had little prior connectionto
the oil industry and generally engaged European ail
companiesto lift the oil, but were ill in a positionto
extract a substantial profit for themselves. Individu-
als named included Charles Pascua, a former French
Interior Minister; who received almost 11 million
barrels; Patrick Maugein, whomthe Iragis considered
a conduit to Chirac (whichwe have not confirmed),
who received 13 million barrelsthrough his Dutch-
registered company, Michel Grimard, founder of the
French-Iragi Export Club, who received over 55
million barrelsthrough Swiss companiesand the
Iragi-French Friendship Society, which received over
10 million barréls. The French oil companies Total
and SOCAP received over 105 millionand 93 million
barrels, respectively (see Oil Voucher Allocations of
the Regime Financeand Procurement chapter for
additional information).
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Realizing Saddam’s Veiled
WMD Intent

Regime Strategy and WM D Timeline

For an overview of Iragi WMD programsand policy
choices, readers should consult the Regime Strategy
and WMD Timeline chart, enclosed asa separate
foldout and tabular format the back of Volume .
Covering the period from 1980 to 2003, the timeline
shows specific events bearing on the Regime's efforts
inthe BW, CW, delivery systemsand nuclear realms
and their chronological relationship with political
and military developmentsthat had direct bearing on
the Regime’s policy choices.

Readers should also be aware that, at the conclusion
of each volume of text, we have also included foldout
summary chartsthat relate inflection points—criti-
cal turning pointsin the Regime’s WMD policymak-
ing—to particular events, initiatives, or decisionsthe
Regime took with respect to specificWMD prograns.
Inflection pointsare marked in the marginsof the
body of thetext with a gray triangle.

In the yearsfollowing Iragq's war with Iran and inva-
sion of Kuwait, Saddam’s Regime sought to preserve
the ability to reconstitute hisWMD, while seeking
sanctionsrelief through the appearance of coopera-
tion with UNSCOM and UN Monitoring, Verifica-
tion and | nspection Commission (UNMOVIC).
Saddam’s initial approach under sanctionswas driven
by his perceived requirementsfor WMD and his
confidencein Irag's ability to ride out inspections
without fully cooperating. Interwoveninto this basic
fabric of Irag's interaction with the UN wereequally
significant domestic, international, and family events,
al influenced by and reflectiveof Saddam’s strategic
intent. These events can be divided into five phases
that cover the entire period 1980 to 2003.

Ambition (1980-1991)

The opening years of Saddam’s Regime are defined
by a period of ambition. The 1980 to 1991 periodis
dominated by the Iran-lraq war and its aftershock.
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The war was costly in financial, human and materiel
resourcesand led Irag towardsaperiod of insolvency
and decline. Further, the war taught Saddam the
importanceof WMD to national and Regimesurvival;
in doing so, however, it aso highlighted Irag's active
WMD program to the world.

A sharpincreasein the priceof oil in 1979, follow-
ing aseries of earlier spikes, provided Saddam with a
financial base that he hoped to useto improvelrag's
civilianinfrastructureand modernizeits military.
Indeed the 1979 gains created a new plateau for
higher prices (more than $30 a barrel) through the
mid-1980s and created a hard currency windfal for
Iraq in 1980.

The 1979 Islamic revolution in Iran, however, inter-
rupted Saddam’s plans. Although Ayatollah Ruhol-
lah Khomeini threatened to " export [his] revolution
to thefour cornersof the world," he viewed his best
opportunity to be among Irag's Shi‘a mgjority in
southern Irag. Khomeini therefore supported Shi‘a
demonstrationsin 1979 and an civil unrest in 1980.
Saddam sought to punish Khomeini for his meddling
and also sought to reestablish total Iragi control over
the Shatt al-'Arab waterway, Irag's primary outlet to
the Persian Gulf. In 1975, Saddam had agreed under
duressto share the waterway with the Iranians. In the
fall of 1980, with Iran's military weakened by interna
purges, Saddam believed an attack would be success-
ful. He also felt that attacking Iran would enhance
his prestige with fellow Arab leaders who feared
Khomeini's influence. Saddam |aunched in Sep-
tember what he expected to be a short “blitzkrieg”
campaign to takeand hold territory in southern Iran
to extort concessionsfrom Khomeini and possibly
cause hisoverthrow. The plan backfired. After several
initial Iraqi victories, stiff Iranian resistance, stopped
and then rolled back Iragi gains with heavy casualties
on both sides. This pattern of brutal thrusts, counterat-
tacks, and prolonged stalemate continued for another
eight years, eventually drawing in the United States
and the Soviet Union (both supporting Irag), the UN,
and several other regional and Third World states.

Hostilitiesended in August 1988, with no change
from the 1980 poalitical status quo, after both parties
agreed to acease-fireon the basisof UNSCR 598.
The war exacted asignificant toll on Irag, which lost
an estimated 375,000 casualties and 60,000 prison-
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ers and cost $150 billion, much of it borrowed from
Gulf neighborsand the Soviet Union (for arms).
Having survived, Saddam learned that defeating
superior numbersof Iranian forces, especially massed
infantry attacks, required the use of CW. He was also
convincedthat Irag's ability to retaliate with missile
strikes against Tehran in the 1988 ""War of the Cities"
finaly forced Khomeini to agree to a ceasefire. The
importance of a mutually supporting system of
WMD, with theater ballistic missilesin securing
Irag's national security becamean articleof faith
for Saddam and the vast majority of Regime mem-
bers.

Despite Irag's heavy burden of debt after the war,
Saddam emerged with an experienced and expanded
military force, poised to dominate the Gulf. Eco-
nomic difficulties were Saddam’s main motive for
theinvasion of Kuwait, with irredentistgrievancesa
secondary concern. Absorbing Kuwait aslrag's 19*
province was viewed as having historical justifica-
tion and being the key to revitalizing Irag's economy.
Saddam had planned for an invasion of Kuwait for
some weeks beforehand, but the timeframe in which
to conduct the attack had not been formalized. The
impulsivedecision to invadein August 1990 was
precipitated by what Saddam choseto perceiveas
Kuwait'sarrogancein negotiationsover disputed oil
drilling along the common border.

Asinthelran-lragq war, Saddam’s ambitionled him to
miscalculatethe impact of his actions. He was unpre-
pared for the harsh reaction to the Kuwaiti invasion
by the United States and the other permanent mem-
bersof the UNSC, especially the Soviet Union, and
surprised by the condemnation of fellow Arab leaders,
many of whom he knew detested the Kuwaitis. In the
face of this criticism, however, Saddam refused to
back down, believing he could prevail, just as he did
against Iran. While Coalition forces ousted Irag from
Kuwait, Saddam maintained hisgrip on power inside
Irag, as well as his conviction that the key to success-
fully defending Iraq was to possessWMD and an
effective means of delivering them.
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Decline (1991-1996)

The costlinessaof the Iran-lraqwar and theresulting
invasion of Kuwait ushered in a period of economic
and military decline. The years 1991—1 996 were
atense and difficult period that threatened Regime
survival. The Iragi economy hit rock bottom in 1995
and forced Saddam to accept the OFF program the
following year; bolstering the position of the Regime
generally and Saddarn's surviva specificaly.

UNSCR 715, passed on 11 October 1991, required
Irag's unconditional acceptance of an ongoing
monitoring and verification presenceto verify Irag's
compliance with the weapons-related provisions

of UNSCR 687 (1991). UNSCR 715 also required
national implementing legislation to ban future lragi
WMD work. Theformer Regime refused to accept
these provisionsuntil November 1993. (However,
national implementing legidation was not enacted
until February 2003.) The former Regime objected
to the open-ended nature of long-term monitoring,
because Iraq equated the presence of inspectors
with the continuation of sanctions. Asthis wran-
gling continued, sanctionstook their toll on the lragi
economy —government and private-sector revenues
collapsed, rampant inflation undermined business
confidence, and Iragisat al levels wereimpover-
ished—and theformer Regimein late 1994 threat-
ened to end cooperation with inspectors unless the ail
embargo was lifted. The Iragi Government was unable
toinvestin rebuildingitsinfrastructure, already dev-
astated by the Desert Storm and the Iran-Iraq war.

The" no-fly zones" over northern and southernirag,
patrolled by Coalition aircraft, were an affront to Iragi
sovereignty.Although severely weakened militar-

ily, Irag used troop movementsinto southernlraq

in 1994 to threaten the Kuwaitisand into northern
Irag in 1996 to punish disaffected Kurds. Internally,
the departure to Jordan in August 1995 of Saddam’s
son-in-law and close confidante Husayn Kamil cre-
ated further disarray among senior members of the
Iragi Regime. Throughiit all, Saddam endured and his
desire to end sanctions and rebuild hisWMD capabil -
ity persisted.



Sdected UN Security Council Resolutions

UNSCR 687, 3 April 1991--created UNSCOM and
required Iraq to accept "the destruction, removal, or
rendering harmless, under international supervision”
of itschemical and biological weaponsand missiles
with a range greater than 150 kilometersand their
associated programs, stocks, components, research,
and facilities. The International Atomic Energy
Agency (IAEA)was charged with abolitiondf Irag's
nuclear weapons program.

UNSCR 706, 15 August 1991 —proposed all ow-
ing Iraqto export oil to pay for food, medicine, and
compensation paymentsto Kuwait and cost of UN
operations.

UNSCR 707, 15 August 1991 —noted Iraq's “fla-
grant violation" of UNSCR 687 and demanded that
Iraq provide "full, final, and complete disclosure”
(FFCD)of itsWMD programs, provide inspectors
with "immediate, unconditional, and unrestricted
access' to inspectionsites, and ceaseall attempts
to conceal material or equipmentfromitsWMD and
missile prograns.

UNSCR 712, 2 September 1991 — Authorizes
immediate release of funds from escrow to jinance
payments for the purchase of foodstuffs, medicines
and materialsand suppliesfor essential civilian
needs, and conjirmed thatfundsfrom other sources
may be deposited in the escrow account to be imme-
diately available to meet Iraq's humanitarian needs,
and urgesthat any provision be undertaken through
arrangementswhich assuretheir equitable distribu-
tion to meet humanitarianneeds.

UNSCR 715, 11 October 1991--approved
UNSCOM and |AEA plans for Ongoing Monitoring
and Verification (OMV) to prevent Iraq from reconsti-
tuting itsWMD prograns.

UNSCR 986, 14 April 1995—allowed Iraqto export
$1,000,000,000 of petroleumand petroleum products
every 90 days, placed the funds in an escrow account,
and allowed Iraq to purchase food, medicines, and
humanitarian supplies with the proceeds. Laid the
groundwork of what came to be known as the Oil-For-
Food Program

UNSCR 1051, 27 M ar ch 1996—approved a mecha-
nismfor monitoring Iragi importsand exportsas
required by UNSCR 715. The mechanismallowed the
UN and the |AEA to monitor the import of dual-use
goodsin Iraqg.

UNSCR 1154, 2 March 1998—provide UNSC
endorsement for a Memorandumof Understanding
between the UN Secretary-General and thelragi
Regime that governed the inspection of presidential
palaces and other senditive sites.

UNSCR 1194, 9 September 1998—condemned
Iraq'sdecisionto halt cooperationwith UNSCOM
and |AEA inspectionsin August 1998 asa "jlagrant
violation" of its obligationsand demanded that Iraq
restore cooperation with UNSCOM. The resolution
suspended sanctions reviewsbut promised Iraga
"comprehensivereview" of its situation once cooper-
ation resumed and Iraq demonstrated its willingness

to comply.

UNSCR 1205, 5 November 1998--condemned Iraq
"jlagrant violation" of earlier UNSCRs in suspending
cooperationwith UN monitoring activitiesin Iraqon
31 October 1998.

UNSCR 1284, 17 December 1999—established
UNMOVIC o take over the responsibilitiesmandated
to UNSCOM under UNSCR687. It also linked Iragi
cooperationin settling disarmament issueswith

the suspension and subsequent lifting of sanctions.
UNSCR 1284 al so abolished the ceiling onIraqi oil

exports.

UNSCR 1441, 8 November 2002—declared Iragin
material breach of its obligationsunder previous
resolutionsincluding UNSCR687, required new
weaponsdeclarationsfrom Irag, and included strin-
gent provisionsfor Iragi compliance, including access
to all sites, interviewswith scientists, and landing and
over flight rights.

43

Intent

=
(o2}
[
o
©
R
et
1)
(]
E
o
[}
(8




Scientific Resear ch and I ntention to Recongtitute » Jafar said that Saddam stated on several occa-

WMD sions that he did not consider ballistic missiles to

be WMD and therefore Irag should not be subject
Many former Iraqi efficials close to Saddam to missilerestrictions. Jafar was unawareof any
either heard him say or inferred that he intended WMD activitiesin Iraqg after Desert Storm, but said
to resumeWMD programswhen sanctionswere he thought Saddam would reconstituteal WMD
lifted. Thosearound himat the timedo not believe disciplines when sanctions werelifted, although
that he made a decision to permanently abandon he cautioned that he never heard Saddam say this
WMD programs.Saddam encouraged Iragi officials explicitly. Several former senior Regimeofficials
to preservethe nation's scientific brain trust essen- also contended that nuclear weapons would have
tial for WMD. Saddam told his advisorsas early as been important—if not central --components of

1991 that he wanted to keep Irag's nuclear scientists Saddam’s future WMD force.

fully employed. This theme of preserving personnel

resourcespersisted throughout the sanctions period. * According to two senior Iragi scientists, in 1993
Husayn Kamil, then the Minister of Military
Industrialization, announced in a speech to alarge
audience of WMD scientists at the Space Research
Center in Baghdad that WM D programswould
resume and be expanded, when UNSCOM inspec-
torsleft Irag. Husayn Kamil's intimate rel ationship
with Saddam added particular credibility to his
remarks.

 Saddam’s primary concern wasretaininga cadre
of skilled scientiststo facilitatereconstitution
of WMD programsafter sanctionswere lifted,
accordingto former scienceadvisor Ja'far Diya
Ja’far Hashim. Saddam communicated his policy
in severa meetings with officialsfrom MIC,
Ministry of Industry and Minerals, and the IAEC
in 1991-1992. Saddam instructed general directors
of Iragi state establishments and other state entities
to prevent key scientists from the pre-1991WMD
program from leaving the country. This retention of
scientistswas Irag's only step taken to preparefor a

resumptionof WMD, in Ja’far’s opinion. Baghdad reluctantly submitted to inspections, v

Pl oy A Hamid Mmoo 50T LT Sl i e
that in 1991 Saddam told the scientiststhat they '

" . TE O " weapon and biological warfareprograms, which it
ShOUId. pr@erve'pl ansi n.the|r m|nl(|js' and **keep attempted to hide from inspectors. In 1991, Husayn
the brains of ”?q s scientists fresh.” |raq was to Kamil and Qusay Saddam Husayn attempted to retain
destroy everything apart from knowledge, which Iraq's WMD and theater missile capability by using
would be used to reconstitute aWMD program. MIC, along with the SSO, RG, SRG, and Surface-to-
Surface Missile Command to conceal banned weap-
ons and deceive UNSCOM inspectors.

Reaction to Sanctions

« Saddam wanted people to keep knowledgein their
heads rather than retain documents that could have
been exposed, according to former Deputy Prime * MIC organizations—the Technical Research Center

Minister Tariq 'Aziz. Nuclear scientistsweretold and the Al Muthanna State Establishment - dispersed
in general termsthat the program was over after Irag's biological and chemical bombs and missile
1991, and Tariq 'Aziz inferred that the scientists warheadsin cooperation with the Iragi Air Force
understood that they should not keep documents and Surface-to-SurfaceMissile Command prior

or equipment. 'Aziz aso noted that if Saddam had to Desert Storm. These undeclaredor partially

the same opportunity as hedid in the 1980s, he declared weapons remained in dispersal sites, aleg-
probably would have resumed research on nuclear edly, until July 1991.

weapons.



Husayn Kamil

Bornin 1955 within the Al Majid branch of Saddam’s
family, Husayn Kamil wasthe son of Saddam’s firs
cousinon his father's side, Kamil Hasan Al Mgjid.
More importantly, Husayn Kamil became Saddam’s
son-in-law, married in 1983 to Saddam’s € dest and
favorite daughter, Raghad. Husayn Kamil began his
riseto power within the Regime's security services as
part of Saddam’s personal detail. According to Tariq
‘Aziz, Husayn Kamil was a second lieutenant when
Saddam became presidentin July 1979.

In 1983, Saddam appointed him Director of the SSO
and later Supervisor, or “Overseer”(Mushrif), of the
RG (includingthe SRG). In effect, he controlled all of
Saddam’s security organizations, an unprecedented
level oftrust_for any single individual. In 1987,
Saddam appointed Husayn Kamil as Overseer of Mil-
itary Industrialization. He rose to Minister of Industry
and Military Industrialization (MIMI) in 1988 after
acquiring the Ministriesof Heavy Industryand Light
Industry as well as exerting control over the Ministry
of Petroleum, the Atomic Energy Commission, and
Petrochemical Complex 3 (Iraq'sclandestine nuclear
program). By 1990, Husayn Kamil was, very likely,
the second most powerful manin lrag.

Husayn Kamil received broad administrativeand
financial authority fromSaddam to consolidate both
Irag'sresearchand development programs, and its
industrial resourcesinto military production, includ-
ing WMD and missileddivery systems production.
Although not technically trained, Kamil oversaw
Irag's programto modify the Regime's SCUD
missilesto the longer-rangeAl Husayn variant, and
the devel opment and productionof nerve agents,
including Tabun, Sarinand VX.

Hisrelationship with Saddam gave Husayn Kamil
opportunities to act outside the law and with minimal
personal andfiscal oversight. Becausedf his family
tiesand proximity to Saddam, he could have anyone
fired or placed under suspicion. Although 'Amir
Hamudi Hasan Al Sa'adi wasthe Deputy Director

of MIC and a key subordinate, Kamil did not rely

on deputies. A former subordinatenoted: "Husayn
Kamil did not have a right-hand man, as he wastoo
arrogant.” His successor at MIC, who wasalso one
of Kamil'sformer subordinatessaid, *No one in MIC
could control himand everyone feared him"

Saddam Husayn’s family
(top) —HusaynKamil on far
left; Kamil in uniform(left).

By 1995 theimpact of sanctionsmeant Iraq wason
the verge of bankruptcy—Kamil’s capriciousand self-
serving oversight of MIC, hislack of accountability,
and the intrusive nature of UN inspections combined
to erode Irag's military industrial capability. Husayn
Kamil, hisbrother Saddam Kamil, and their wives
and children (Saddam Husayn’s grandchildren)fled
Iragand sought political asylumin Jordanon 9
August 1995.

Various reasons may explain why Husayn Kamil left
Irag. The most important reason may have been the
growing tension between himand hisbitter family-
rival 'Uday Saddam Husayn. According to King
Hussein of Jordan, " as far aswe know, thiswasa
family crisis, in the personal context, for a fairly long
period." A further explanation revolves around the
terrible state of the Iragi economy under sanctions
and the possibility that he wanted to escape Irag
beforea popular or tribal revolt unseated Saddam
and hisfamily. For his part, Husyan Kamil said Sad-
dam's rule had "lost its creditability on the interna-
tional and Arablevd," and that his defection " shows
to what extent the situation in Iraq has deteriorated.”
The Iragi media and leader ship first accused himof
financial improprieties,and then said he was' no
more than an employeein this state and his respon-
shilitieswerelimited." Finally, they made himthe
ultimate “fall guy" for all Irag’s problems—fromthe
Regime'sdecisionto invade Kuwait, to Iraq'sduplici-
tous relationswith UNSCOM.

Despitethe leve of invective on both sides, Husayn
Kamil, Saddam Kamil, and their familiesdecided
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Husayn Kamil (continued)

toreturnto Iraqin February 1996, supposedly with
the promise of a pardon from Saddam. Upon their
returnfrom Jordan, he and his brother were detained,
separated fromtheir families, and placed under house
arrest. Within days, Saddam’s daughters divorced
their husbands. While under house arrest Husayn
Kamil and hisbrother were confronted by 'Ali Hasan
Al Majid and membersof their family tribe, cometo
reclaim"tribal honor.” Husayn Kamil, his brother

Saddam, their father;their sister and her children
werekilled in the ensuing shoot-out. Saddam Husayn
"explicitly endorsed the killings, which, as he saw
them, 'purijied' and healed the family by amputat-

ing from the ‘hand'an 'ailing finger.’” Trying at the
same time to distance himself, however; he assured
hislistenersthat, had he been notijied about it ahead
of time, he would have prevented the assault, because
"when | pardon, | mean it."

The Surface-to-SurfaceMissile Command con-
cedled undeclared Al Husayn and Scud missiles,
launchers, and chemical and biological warheads.

Particularly in the early 1990s, the SRG concealed
uranium enrichment equipment, missiles, missile
manuf acturing equipment, **know-how" documents
from all the programs, as well asa supply of strate-
gic materials.

The RG Security Directorate of the SSO conveyed
instructionfrom Husayn Kamil and Qusay to the
SRG eementsthat were hiding material and docu-
ments, and SSO political officersat SRG units often
knew the whereaboutsof the hidden material.

Senior Regime membersfailed to anticipate the dura-
tion of sanctionsand the rigor of UN inspections.

* Saddam initially expected the sanctionswould
last no morethan three years, and many Iragis
doubted the sanctionswould be so comprehensive,
according to several detaineeinterviews. These
perceptionsprobably persuaded senior Regime
leadersthat they could weather a short-lived sanc-
tionsregime by making limited concessions, hiding
much of their pre-existing weapons and documenta-
tion, and even expanding biological warfare poten-
tial by enhancing dual-use facilities.

Fallowing unexpectedlythorough inspections,
Saddam ordered Husayn Kamil in July 1991 to
destroy unilaterallylarge numbers of undeclared
weapons and related materialsto conceal Irag's
WMD capabilities. This destruction—and Irag's
failure to document the destruction—greatly com-
plicated UN verification efforts and thereby pro-
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longed UN economic sanctionson Irag. According
toIragi Presidential Advisor 'Amir Hamudi Hasan
Al Saadi, the unilateral destruction decision was
comparablein its negative consequencesfor Irag
with the decision to invade Kuwait.

Intrusiveinspectionsal so affected potential WMD
programs by guaranteeing the presence of inspec-
tion teamsin Iragi military, and research and devel-
opment facilities.

Sanctionsimposed constraintson potential WMD
programsthrough limitationson resources and
restraintson imports. The sanctionsforced Iraq to
slash funding that might have been used to refur-
bish the military establishment and complicated the
import of military goods. Rebuilding the military,
including any WMD capability, required an end to
sanctions.

The economic bite of the sanctionsinstead grew
increasingly painful and forced the Regimeto adopt
an unprecedented range of austerity measures by
1996. Disclosureof new evidenceof Iragi WMD
activity following Husayn Kamil's 1995 flight to
Jordan undermined Baghdad's case beforethe UN,

Husayn Kamil's Departure

Senior Iraqi officials—especially Saddam—were
caught off-guard by Husayn Kamil's flight to Jordan
in August 1995. The Regime wasforced to quickly
assess what the fallout would be from any revelations
and what damagethey would inflict on Iragi



credibility with UNSCOM. Iragi demandsto end
sanctions and threats to stop cooperation with
UNSCOM became increasingly shrill in the two
months prior to Husayn Karnil's defection. Vice Presi-
dent Ramadan said on 14 Junethat Irag had decided
""not to continue cooperation with the Council ™ if
UNSCOM Executive Chairman Rolf Ekeus’

19 June 1995 report to the UNSC did not bring about
""a positive position that contributesto ending the
siegeimposed on Irag.” On 17 July, the anniversary of
the Bath party revolution, Saddam again threatened
to stop cooperation with the UN unless sanctions
werelifted. Two days | ater, after meetingswith his
Egyptian counterpart, Iragi Foreign Minister Muham-
mad Sa'id Kazim Al Sahaf insisted that Iraq had
complied with its obligations under UNSC resolutions
and demanded the oil embargo and other sanctions
belifted by the UNSC after the next review on

14 September.

By the time Husayn Karnil fled, Irag aready had sub-
mitted another **full, final, and complete declaration
(FFCD)" on its biological program to UNSCOM. On
1 July 1995, Iraq had admitted to the production of
bulk biological agent, but had denied weaponizingit.
To maintain the appearance of cooperation, however,
Iraq had to provide moreinformation to inspectors
and withdraw the earlier FFCD. After making such
strident demands of Rolf Ekeus and the UN, Irag was
now forced—to great embarrassment — towithdraw
itsthreat to cease cooperation with UNSCOM and
admit that its biological program was more extensive
than previoudy acknowledged.

¢ Husayn Kamil's flight set the stage for further
disclosuresto the UN, particularly in the BW and
nuclear fields. The UN responded by destroying
extensivedual-use facilities critical to the BW pro-
gram, such asthefacilitiesat Al Hakam and
Al Dawrah. The revelationsalso triggered conten-
tious UNSCOM inspectionsin 1996 designed to
counter Regime deception effortsand led to show-
downs over access to sensitivefacilities, including
presidential sites.

 After Husayn Kamil's departure, about 500 sci-
entists and other nuclear officialsassembled and
signed documents affirming they would hide neither
equipment nor documents, according to aformer
nuclear scientist.

e Thedirector of the National Monitoring Director-
ate (NMD) responded to Husayn Kamil's departure
by installing representativesin each ministry and
company, according to the former Minister of Mili-
tary Industrialization 'Abd-al-Tawab ‘Abdallah Al
Mullah Huwaysh. These individuals, fully aware of
al the UNSC resolutions, were to report any viola-
tionsto the NMD. When they detected potential
violations, such as trying to procure materials and
conductingillicit research, they halted them.

CooperatingWith UNSCOM While Preserving
WMD

Iraq attempted to balance competing desiresto
appear to cooperate with the UN and have sanctions
lifted, and to preservethe ability to eventually recon-
stitute its weapons of mass destruction. Iragi behav-
ior under sanctionsreflectsthe interplay between
Saddam’s perceived requirementsfor WMD and his
confidencein the Regime's ability to ride out inspec-
tions without full compliance, and the perceived costs
and longevity of sanctions. Thelragis never got the
balanceright.

¢ According to '‘Abd Hamid Mahmud, Saddam
privately told him that Iraq would reacquire WMD
post-sanctionsand that he was concerned about
Irag's vulnerability to Israeli WMD and Iran's
growing nuclear threat.

» Baghdad tried to balance perceived opportunities
offered by denia and deception, and diplomacy,
against costsimposed by the continuation of
sanctions, the UN’s introduction of more rigorous
inspection techniques, and Codlition air attacks.

¢ Saddam repeatedly told his ministersnot to partici-
pate in WMD-related activity, according to Tariq
‘Aziz.

« A former MIC employee stated he was directed to
sign an affidavit in 1993 acknowledging he under-
stood that he was under orders to comply with UN
restrictionsand that the penalty for non-compliance
wasdeath. He signed a similar affidavitin 1994-
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1995, and againin 1999, under ordersfrom Min-
ister of Military Industrialization 'Abd-al-Tawab
'‘Abdallah Al Mullah Huwaysh through his
supervisor.

In 1991, however, Husayn Kamil stated to presiden-
tial secretary 'Abd Hamid Mahmud that it was not
necessary to declare Irag's BW program to the UN
and indicated that he would order the scientists to
hide dl evidencein their homes.

Initialy, the Iragi Regime's deception strategy
responded only to the movement and actions of

the UN inspectors. From 1991 to 1995, the lragis
modified their tactics to continue the conceal ment
of proscribed materials. During the early phases of
the inspectionsin 1991, UNSCOM inspectorsoften
gave notice of inspection sites 24 hoursin advance
of movements. This gave Iragi officialsaday to
remove materials, if required. The materialscould
then be returned when the inspection was complete.

Wk, The continual decline led to the economic low point

of 1995 and convinced the Regimeto adopt different
tactics.

Recovery (1996-1998)

Iraq's economic decline forced the Regimeto accept
the UN OFF program; thisresulted in economic
recovery and underpinned a more confident Regime
posture.

The tightening economic sanctions, Iraq's declara-
tion of aBW program, theflight of Husayn Kamil,
and the subsequent failure of Irag's attempt to
disclose the' chicken farm'™ documents sent the
nationinto adownward spiral. If Saddam was going
to do something—it had to be soon. Irag's reluc-

tant acceptance of UNSCR 986—the Oil-For-Food
program approved by the UN on 14 April 1995—and
its negotiation of the formal, unchallenged trade
protocol with Jordan set the pattern for similar
illegal deals with Syriaand Turkey in 2000. These
became the foundation for Irag's economic recovery.
Although initially approved by the UN in April 1995,
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Iraq waited until 20 May 1996 to accept UNSCR 986,
and it wasn't until December of 1996 that the actual
implementationof the program began funding this
recovery.

Accordingto Tarig'Aziz, Husayn Kamil's defection '

wastheturning pointin Iragi sanctions historyin
that afterwards Saddam agreed to accept OFF. In
the early 1990s, Saddam and his advisors had failed
to realizethe strategic trade (and thereby political)
opportunitiesthat OFF program offered Irag. France,
Russiaand Chinapushed Iraq to accept OFF because
the Iragis had consistently complained about the
deprivation sanctions had imposed on the populace
(‘Aziz had repeatedly tried to get Saddam to accept
the program during the early 1990s). In the opinion
of senior Iragi leaders, OFF allowed Irag to rejoin the
world of international trade and its position began to
improveby 1997.'Aziz said Irag began "' accumul at-
ing partners,” life became' less difficult,” and the
Iragi Government increased the amount of rations
being provided.

Prior to theimplementation of UNSCR 986, inter-
naly, theformer Iragi Regime struggled with its
Kurdish enemiesin northernlrag, and used military
force to recapturethe city of Irbil in August 1996.
Coalition military retaliation appeared in the form of
Desert Strike and the subsequent extension of Irag's
No-Fly-Zones,further constricting Iragi controlled
airspace. Russian and France continued to chidethe
United Statesfor, what they viewed as, US unilatera
action against the sovereignty of Irag.

Irag's relationshipwith UNSCOM remained mercu-
ria. Early Iragi hopesfor aquick resolution of out-
standing inspectionissues were swallowed up in ever
increasing mistrust and substantive disputes between
the two sides. Saddam had hoped to gain favor after
amassive turnover of WM D-related documentsthat
the Regime" discovered at Husayn Kamil's " chicken
farm," which validated suspicions about Iragi con-
cealment operationsand rai sed additional questions.
UNSCOM, however, became more suspiciousof Iragi
motives and the relationship steadily deteriorated,
despite intervention by the UN Secretary-General.
Eventually, the balance tipped against compliunce
with inspection requirements in favor of pursuing
other avenues of sanctions relief. Saddam’s decisions



in 1998 to suspend cooperation with UNSCOM and
thelAEA eventually led to UNSCOM’s departure and
a Coadlition military attack against Irag, Desert Fox.

Saddam later regarded the air strikes associated with
Desert Fox in December 1998 as the worst he could
expect from Western military pressure. He noted,

but was less influenced by, the limits of international
tolerance shown in the UNSC to his hard-line against
UNSCOM. He over-estimated what he could, in
future, expect from Russia, France and Chinain the
UNC in termsof constraining a more vigorous Coali-
tion response.

* |ragaccepted OFF in May 1996 and oil began
to flow in December 1996; revenues from this
program gradually increased to $5.11 billion
annually in 1998 (see the Regime Finance and
Procurement chapter).

* Saddam distrusted OFF because hefelt it would
relieveinternational pressure on the UNSC to
expeditioudly lift sanctions. For the same reason, he
refused in September 1991 to acknowledge UNSCR
712, to gamer international support by claiming
that sanctionswere starving the Iragi people.

Impact of the™ Chicken Farm" Documents

Thereease of long-concealed WM D documentation
planted at Husayn Kamil's farmin August 1995, and
Irag's declarationsin February 1996 revealing new
aspects of theWMD programs were major turning
points in the Regime's denial and deception efforts
following Desert Storm. Iraq considered the decla-
ration to be a measure of goodwill and cooperation
with the UN; however, the rel ease of these docu-
ments validated UNSCOM concerns about ongoing
concealment and created additional questionsfrom
the international community. In an attempt to comply
with UN requirements:

e Thelraqgi leadership required WMD scientiststo
sign an agreement in 1996 indicating that they
would turn over any WMD documentsin their
housesand that failure to do so could lead to execu-
tion, according to reporting.

* Huwaysh, in 1997 ordered his employeesto sign
statements certifying they did not have any WMD-
related documents or equipment. The penalty for
non-compliancewas death. His scientistsrelin-
quished roomsfull of documents, which MIC
turned over to the National Monitoring Directorate.
Huwaysh was unsure what the NMD ultimately did
with them.

Although Irag's release of the™ chicken farm” docu-
ments initially created a more positiveatmosphere
with UNSCOM, therelationship grew strained as
UNSCOM and the | AEA inspections became more
aggressive. The release destroyed the international
community's confidencein the credibility of follow-
on Iragi declarations of cooperation. UNSCOM
concluded that it had been successfully deceived

by Iragq and that the deception effort was controlled
and orchestrated by the highest levels of theformer
Regime. UNSCOM thereforedirectedits efforts at
facilitiesassociated with very senior membersof the
Regime and designed inspectionsto uncover docu-
mentsrather than weapons. The situation eventu-
aly reached an impasse then escalated to crisisand
conflict. From this experience, Irag learned to equate
cooperation with UNSCOM with increased scru-
tiny, prolonged sanctions, and the threat of war. In
response, Baghdad sought relief viaa weakening of
the sanctions regime rather than compliancewith it.

L ooking Ahead to Resume WM D Programs

The Regimemade a token effortto comply with the
disarmament process, but the I ragis never intended
to meet the spirit of the UNSC’s resolutions. Out-
ward acts of compliance belied a covert desireto
resume WMD activities. Several senior officialsalso
either inferred or heard Saddam say that he reserved
theright to resume WMD research after sanctions.

* Presidential secretary '‘Abd Hamid Mahmud, while
adetainee, wrote: "'If the sanctionswould have been
lifted and thereis no UN monitoring, then it was
possiblefor Saddam to continue hisWMD activi-
tiesand in my estimation it would have been done
in atotal secrecy and [with] concealment because
he gained from 1991 and UN decisions." But in
another debrief, Huwaysh said it would take 6
monthsto reconstitute a mustard program.
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The Saga of the “Chicken Farm" Documents

Husayn Kamil Hasan Al Majid and Qusay Saddam
Husayn were behind an effortto conceal WMD docu-
ments and strategic materials that only ended after
he fled to Jordanin August 1995. After the first Iragi
declaration in April 1991, Husayn Kamil ordered that
all "know-how" documents, catalogs, and techni-

cal documents fromthe WMD and missile programs
should be gathered and given to the security ser-
vices for safekeeping. The Director General of each
MIC Establishment wasto gather hisorganization’s
important technical documents, and they were

told that the documents were so important that the
documents wereto be destroyed only by the security
services. Establishments were asked to deliver their
documents to MIC security elements, which trucked
themto a central rendezvous point in Baghdad where
the trucks wereturned over to the SSO and the SRG.
On two or three occasions in April and May 1991,
MIC security officers turned over truckloads of pro-
gram documents.

A separate effort collected the documents of the PC-3
nuclear weapons organization. Security personnel hid
these documents for a time in Duliyah and Tarmi-
yah. Some nuclear documents were also loaded into

a railroad car and shuttled between Baghdad and
Hadithah in western Iraq.

The documents were later delivered to a house that
belonged SRG training officer Lt. Col. Sufyan Mahir
Hasan Al Ghudayri in the Ghazliyah section of
Baghdad. After Sufyan transferred to the Republican
Guard in 1993, SRG Chief of Saff Col. Walid Hamid
Tawfig Al Nasiri took control of the documents and
moved themto a new safe house in the Hay at-Tashri
section of Baghdad near the Republican Palace.

An SRG element led by Col. Najah Hasan 'Ali Al
Najar was al so selected to conceal several truck-
loads of metals--aluminumbillets and maraging
steel disks—that had been purchased for the uranium
centrifuge enrichment program. The SRG loaded this
material onto civilian trucks and drove themto vari-
ouslocations outside of Baghdad to evade inspec-
tors. Col. Walid also managed and coordinated this
activity.

Husayn Kamil’s flight to Jordan raised concernsthat
he would tell the UN about the hidden documents
and materials. Qusay summoned Col. Walid to his
office and quizzed Walid about the documents. Walid
explained to Qusay about the Hay at-Tashri safe
house. Shortly after this meeting, Walid was ordered
by his former SRG commander; Kamal Mustafa
'Abdallah Sultan Al Nasiri to move the documents
out of Baghdad. Walid used seven to nine SRG trucks
to haul the documentsto a farmnear ‘Agarquf, west
of Baghdad, where they were stored for a number of
days. When Walid inquired of Kamal Mustafa what
he should do with the documents, and Kamal Mustafa
told himto bumthem. After nearly two days of burn-
ing, Walid and his crew destroyed approximately a
quarter of the documents.

At that point, Walid was contacted by Khalid Kulayb
'‘Awani Juma’, the head of the SSO Republican Guard
Security Directorate, who ordered that the documents
be moved to Salman Pak and fromthereto a final
destination. Walid and a convoy of trucks carried

the boxes of documents in the middle of the night

to Salman Pak where they were guided to Husayn
Kamil's "chicken farm" near Al Suwayrah. A number
of peoplein civilian clothes met the convoy when it
arrived at the farmand directed the unloading of the
vehicles. The boxes of documents wereall unloaded
at the farmby 7 o'clock in the morning.

Walid also reportedly called Col. Najah the same
night and directed Najah to meet his convoy of trucks
containing the aluminum and steel at the SRG office
in Al Amiriyah. Col. Walid subsequently led the
convoy to Husayn Kamil's farm wherethese vehicles
were also unloaded.

UNSCOM Executive Chairman Rolf Ekeus and

| AEA Action Teamleader Mauricio Ziffererowerein
Baghdad at the invitation of the Iragi Government.
They had conducted several days of talks with the
Iragisand were about to depart for Amman, Jordan
to talk with Husayn Kamil. Husam Muhammad Amin
Al Yasin, Director General of the National Monitor-
ing Directorate(NMD), received a telephone call
frompresidential secretary'Abd Hamid Mahmud Al
Khatab Al Nasiri explaining that Ekeus and Ziffer-
ero should view some documents found at Husayn
Kamil’s farm.
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The Saga of the" Chicken Farm" Documents (continued)

HusamAmin was able to reach Ekeus about one hour
prior to Ekeus'scheduled departure from Baghdad.
Ekeus, along with the IAEA’s Gary Dillon, set off for
Husayn Kamil’s farm, guided by two minders sent by
the presidential secretary.

Reportedly, the original plan for the documents was
to burnthemall, and Walid and his crew had begun
that processat the farmin ‘Agarquf. Then someone

had the "bright idea" to incriminate Husayn Kamil

i n the concealment of the documents, so they took

the materialsto his" chicken farm." When inspec-
tors examined the material at the farm, they noticed
the presence of pebblesamong the dust on top of

the document boxes, as though someone had simply
thrown dirt on top of the boxes in an attempt to make
it appear that the boxes had been at the farmfor a
long time. When the UN began an inquiry into how
the documents wer e discovered at the farm, the Iraqis
produced several fanciful storiesthat quickly
unraveled.

» Saddam had said that after sanctions|ragq would
resume production of WMD to " achieveinterna-
tional balance and protect the dignity of Irag and
Iragisand the Arab nations,"" according to former
presidential secretary 'Abd. 'Abd wrotewhilea
detainee, ""He [Saddam] would say if only Irag
possessed the nuclear weapon then no one would
commit acts of aggression on it or any other Arab
country, and the Pal estinian issue would be solved
peacefully because of Irag."

¢ Saddam would have restarted WMD programs,
beginning with the nuclear program, after sanctions,
according to Tariq 'Aziz. Saddam never formally
stated thisintention, according to 'Aziz, but hedid
not believeother countriesin the region should
be able to have WMD when Irag could not. 'Aziz
assessed that Irag could have aWMD capability
within two years of the end of sanctions.

¢ Saddam’s intent to maintain and compartment
WMD capabilities was well known and often
acknowledged by high level authorities, according
toasenior Al Kindi General Company official. The
Minister of Military Industrialization allegedly told
the source that Saddam wanted aWMD program
"on the shelf." Huwaysh, in a written statement,
explainedinstead that Saddam briefed senior
officialson several occasions saying, ""We do not
intend or aspire to return to our previous programs
to produce WMD, if the Security Council abides
by its obligations pertaining to these resolutions
[UNSCR 687, paragraph 14].” Saddam reiterated
this point in a cabinet meeting in 2002, according
to Dr. Humam 'Abd-al-Khalig 'Abd-al-Ghafur, the
former Minister of Higher Education and Scientific
Research.

* Huwaysh believed that Saddam would base his
decision regarding future Iragi WMD devel opment
on how the UNSC followed through on its promise
in paragraph 14 to establish "'in the Middle East a
zonefree from weapons of mass destruction and
al missilesfor their ddivery." If this promisewas
not fulfilled, Irag should befreeto act in itsown
interests. During an earlier debrief Huwaysh specu-
lated that Iraq would have reconstituted many of its
proscribed programs withinfiveyearsif OIF had
not occurred.

* During acustodia interview, Saddam, when asked
whether he would reconstitute WMD programs
after sanctionswerelifted, implied that Iraq would
have done what was necessary.

GuardingWMD Capabilities

The abortive effortsto outwardly comply with the
UN ingpection process from 1995 onward slowly
shifted to increased efforts to minimize the impact
of the inspection process on Regime security,
military, and industrial and research capabilities.
Throughout 1997-1998, Irag continued effortsto
hinder UNSCOM inspections through site sanitiza-
tion, warning inspection sites prior to the inspectors
arrival, concealment of sensitive documentation, and
intelligence collection on the UN mission.

* Increasingly after September 1997, Iraq burned
documents, barred access to sitesto UNSCOM,
banned US inspectors, and threatened to shoot
down UNSCOM U-2 missions until the UN forced
compliancein November of the same year.

Intent

=
(o]
Q
]
©
o
et
7))
(]
£
(o)}
Q
o




Security Services

Instruments of Denial and Deception

Iraq placed high priority on monitoring UN inspec-
tion teams, as well as the political dynamic of UN
policy toward Iraq. Former Regimeofficials state that
the Iragi security services, along with select military
elements, played critical rolesin guarding Saddam
and other key members of the Regime, enforcing
Regime policies, and protecting Iragi military and
security activities. (See Annex B "Iragi Intelligence
Services' and Annex C "lragi Security Services"
Annex for additional information.)

Thelraqi Intelligence Service (11S)

The lIS responsible for counterintelligence,was

the lead organization charged with monitoring UN
inspectionactivitiesand personnel. [ISdirectorates
carried out human, technical and electronic surveil-
lance of the UN in Iraqto detect intelligenceagents
and to predict which siteswere to be inspected so that
those sites could be sanitized.

* |1S personnel accompanied all UNSCOM and
UNMOVIC inspection convoys, according to a
former senior Iraqi official. The [IS believed that all
foreignerswere spying on the security of Saddam
Husayn or were seeking military or security infor-
mation. The 1S believed that UNSCR 1441 was
very tough and that it was importantto engagein
counterintelligenceactivitiesto protect against the
lossof important information. 11S"minders” trav-
eed with communi cationsintercept equipmentin
their vehiclesin order to listento UNSCOM com-
muni cationswhile on the move, though this strategy
was not used against UNMOVIC in 2002 and 2004
out of fear of detection.

* Inthe early and mid-1990s, the |ISwas tasked
with clandestinemonitoring of UNSCOM weapons
inspectorsand their communications,aswell as
attempting to recruit or turn UNSCOM members,
accordingto a former l1Sofficial. As soonasthe
UNSCOM mission began focusing on presiden-
tial sites, the SSO became actively involved in the
inspection process.

« |IS personnel were directed to contact facilitiesand
personnel in advance of UNMOVIC site inspec-

tions, according to foreign government information.
The IS developed penetrationswithin the UN and
basic surveillancein country to learn future inspec-
tion plans. 1S officialsal so had the responsibility
of organizing protestsat UNMOVIC inspection
Sites.

According to presidential secretary'Abd Hamid
Mahmud Al Khatab Al Nasiri, during the mid-to-
late 1990s Saddam issued a presidential decree
directing the I1Sto recruit UNSCOM inspectors,
especially Americaningpectors. To entice their
cooperation, the IIS was to offer the inspectors
preferential treatment forfuture businessdealings
with Irag, once they completed their dutieswith
the UN. Tariq'Aziz and an Iragi-American were
specifically tasked by the 11Sto focuson a particu-
lar American inspector.

The lIS Directorate of Sgnals Intelligence (MI7)
conducted surveillanceand collectionactivities
directed against UNSCOM and the UN, according
to aformer Ml 7 officer. Aswiththe rest of the IIS
effort, M17's objectiveswere the identification of
spiesand intelligenceactivitiesand the determina-
tion of inspection sites before the ingpection took
place. Ml 7 used a number of techniquesincluding
signalsintelligencecollectionfrom fixed sitesand
mobile platforms, the bugging of hotel rooms, and
eavesdropping on inspector conversations. The 11S
also inter cepted inspectorsphone calls. Asnoted
above, MI 7 did not carry out these activitiesduring
2002 and 2003.

During UNMOVIC inspectionsin 2002 and 2003,
the I1Swas determined not to allow inspection
teamsto gather intelligenceasthe Iraqis perceived
had been donein the past. Membersof the IIS
Directorateof Counterintelligence(M5) dramati-
cally increased their physical observationof UN
personnel during site visits, having as many as five
minders per inspectox The I1Salso attempted to

be extremely cautiousin monitoring UNMOVIC
inspectionsin order to avoid international incidents
or being caught hindering inspection activities.
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Security Services (continued)

The Special Security Organization (SSO)

The SSO was primarily responsible for the security of
the President and other key members of the Regime,
security of Presidential palaces and facilities, and
ensuring the loyalty of key military units, principally
the RG and SRG. S5O personnel also played an
important coordinating role between Husayn Kamil
Hasan Al Mgjid and the SRG elementsthat engaged
in concealment of weapons, documents, and materials
inthe early 1990s. An SSO element also coordinated
jlight planning for UNSCOM and UNMOVIC aviation
elementsand provided warning of UN flight activities
to the Iragi Government. The SSO reportedly worked
with the /IS to devel op a database of inspectors.

* S$SO minders also accompanied inspection teams
involved in inspections of "sensitive sites," which
included RG, SRG, and security service Sites. Their
role, ostensibly, wasto facilitate quick accessto

the facilities and prevent controversy. In 2002 and
2003, SSO minders accompanied many inspection
teams because of the requirement laid down by
UNSCR 1441 to provideimmediate accessto all
facilities, including presidential sites. They also
sewed to warn Saddam Husayn’s Security person-
nel that inspectors were approaching presidential
locations.

* Qusay also ordered SSO personnel to hide any
ordersfrom Saddam when UN teams cameto
inspect SSO sites, according to two high-level SSO
officers. They were also to hide any contingency
war plans, anything dealing with Saddam’s family,
SSO personnel rosters, or financial data which
could have posed a risk to Iraq national security.
Officers would keep materialsintheir homesand
return it once inspectors left.

* The SSO recruited sources on inspection teamsto
uncover information on planned inspection visits,
according to a former SSO security officer. When
the SSO officer assigned to an UNSCOM inspec-
tion team learned which site was due for inspection,
he notified the target site via wakie-talkieusing a
predetermined code system. The SSO officer on-
site had authority to use whatever means was neces-
sary to keep the team from entering the site before
it wasfully sanitized.

¢ Concea ment failures ultimately compounded issues
raised by UNSCOM. The most notoriousfailure
was UNSCOM s discovery in July 1998 of the
"Air Force Document™, which called into question
Irag's declaration of destroyed chemical munitions.
Inspectorsfound the document despite extensive
Iragi efforts to sanitize the site prior to inspector
arrival. The discovery resulted in a presidential
decree creating a committee to purge such docu-
mentsfrom MIC facilitiesto prevent other such
occurrences.
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Irag's Internal MonitoringApparatus. TheNMD
and MIC Programs

In 1998, after the Air Force Document incident,
Saddam personally ordered the establishment of a
Document Committee under the purview of the NMD
to purgeall MIC establishmentsof recordsof past-
prohibited programsto prevent their discovery.

* The NMD oversaw the destruction of redundant
copiesof declared documents, as well as continued
the concealment of documentsof past programs
that would cause additional problemswith the UN,
Financial documentsthat were deemed too valu-
able todestroy but too controversia to declare were
placed in alockbox in thecare of a special agent
of thellS.

¢ According to NMD Director Husam Muhammad
Amin, the NMD continuedin its role of enforcing
UNSC resol utions, despite its subordination to MIC
and the departure of UNSCOM inspectorson 15
December 1998. For example, the NMD carried out
the destruction of missile production components,
such as the 300-gallon mixer, that MI1C had recon-
structed against UNSC resolutionsin 2002. This
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VX Warhead Samples & Thelragi Air Force
Document Story

Two eventsin mid-1998 defineda turning pointin
UNSCOM/Iraq relations. The detection of VX-related
compounds on ballistic missile warhead fragments
and the discovery of a document describing the use of
special weaponsby the Iragi Air Force. Both events
convinced inspector sthat their assessment of ongo-
ing Iragi concealment was correct. Conversely, the
discoveriesconvinced Iragi authoritiesof the futility
of continued cooperation.

" You overlook many truthsfrom a liar.”—’Amir
Al Sa'adi inreferenceto an old Arabic proverb

In order to verifylraqi declarationsand special
weapons accounting, wipe samplesof ballisticmis
silewarhead remnantswere taken by an UNSCOM
sampling missionin April 1997. These sampleswere
analyzed by laboratoriesdesignated by UNSCOM,
which detected the presence of degradation products
of nerve agents, in particular VX, on a number of
warhead remnants. In addition to these chemicals, a
VX stabilizer and its degradation product were identi-
fied in some of the samples. A second round of sample
testing was conducted by the United Satesin Febru-
ary 1998, confirming the previousfindings. However,
subsequent analysis performed by French and Swiss
labswas inconclusive.

In June 1998, in multiple statements, including from
Iraq's Foreign Minister and Permanent Representa-
tiveto the UN, Iraq categoricallydenied the outcome
of the testing and argued that the results could not
have been accurate since VX was not used in any kind
of munitionsin Irag due to continuousproduction
failure. According to the former the Minister of Mili-
tary Industrialization,the Iraqi leadershipviewed this
episode as one more example of collusion between
the USand UNSCOM to discredit Iragi compliance
effortsand lengthen sanctions.

UNSCOM submitted a report to the UNSC, which
stated that the existenceof VX degradation products
conflicted with Iraqg's declarationsthat the unilater-
ally destroyed special warheadshad never been filled
with any CW agents.

In response, Iraq claimed that the contamination

of the warhead fragments had been the result of a
deliberate act of tampering with samplestaken to
the United Sates. In public statementsfollowing an
August 1998 announcement of Iraq's suspension of
cooperation with UNSCOM, Tariq'Aziz denied Iraq
had any weapons of mass destructionand accused
UNSCOM of catering to hostile American policy by
prolonging the inspection process. Said 'Aziz, "the
manner in which the inspectionteams have acted
recentlyis neither honest nor fast. This policy serves
the United Sates. | have had. . . theimpression that
UNSCOM isback to itsold gamesand tricks"" Al
SA'adi saw the VX issueasthe critical catalyst in
feeding Iraqi distrust of UNSCOM and convincing
Iraqi officials that no matter what they did, it would
never be enoughto achieve sanctions reief: He
summed up the matter by stating, "We lost faith with
UNSCOM gfter VX; we determined they were after Us
by hook or crook."

On 18 July 1998, another incident created a con-
frontation between UNSCOM and Iraqi officials.
During an inspection of the operationsroom at

Iragi Air Force Headquarters, an UNSCOM team
found a document containing information about the
consumption of special (chemical) munitionsduring
the Iran-lraqWar.

According to Husam Muhammad Amin, former direc-
tor of the National Monitoring Directorate, “Ir was
lazinesson behalf of the Brigadier that the document
was found. The Brigadier had more than one hour to
hide the document while the inspector swaited at the
entrance of the Air Force command. The Brigadier
was sent to court and his judgment was imprisonment
for 5-10 yearsin jail."

The inspectionteam felt that this document could be
helpful in their effortsto verify the material balance
of Irag's chemical munitions. Rather than take pos-
session of the document, the chief inspector on the
team requested a copy. Initially Iraqgi officials on the
scene agreed; then reneged, saying inspectors could
only take notes on the document or receivea redacted
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VX Warhead Samples & The Iragi Air Force
Document Story (continued)

copy. The chief inspector objected to these restrictions
after which Iraqi officials seized the documentfrom
the chief inspector's hands and refused UNSCOM

any further accessto the papers. According to Amin,
Irag considered any documentationor discussions
detailing the use of chemical weaponsto be a red-
lineissue. Iraq did not want to declare anything that
documented use of chemical weapons for fear the
documentation could be used against Iraq in lawsuits.
Iraqgi Regime leader ship was concerned Iran would
seck legal reparations for the death and suffering of
Iranian citizensdue to Irag's use of CW in the 1980s.

From 1998 until 2003, Iraq was unwilling to hand
over the Air Force document. Accordingto Tariq
‘Aziz, "IN most cases Saddam listened and agreed
with me when | would tell himthat we must be
forthcoming with the UN." However; 'Aziz added,
"The Higher Committeedid not want to releasethe
document to the UN because the delivery timesand
methods contained in the document were thought to
be sengtive." When pressedfurther on why the Iraqis
were so adamant about maintaining the Air Force
document 'Aziz paused, then stated, "We did not have
to hand over the document becauseit was a matter of
our national security."

role prompted MIC to undertake an internal decep-
tion campaign to withhold information regarding
the procurement of dual-use material from the
NMD, which was viewed as an obstacleto MIC
progress.

* MIC employeesin 1999 had to sign an affida
vit stating that they would not import restricted
materialsor withhold documents, according to a
former senior Iragi officer who workedin MIC.
The Minister of Military Industrialization claimed
that although he prohibited any research that would
violate UN sanctions, some scientists conducted
researchin secret. The deputy of NMD requested
scientiststo turn in documents that might be stored
in their homein 2001, according to a sensitive
source.

Suspending Cooper ation With UNSCOM

Thetension that had built between Iragand
UNSCOM over 1997 began to easein 1998 with
UN Secretary-General Kofi Annan’s visit in Febru-
ary and the subsequent draft of a Memorandum

of Understandingthat restricted the criteria for
presidential site visits. A month later, the UNSC
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decided to review the status of sanctionsevery sixty
days, giving the former Regime hopethat the end

of sanctionswas nearing. These two concessionsto
Iragq calmed the situation and gave the appearance
that things were moving forward. Over the summer
of 1998, however, pressure on Irag began to build
again astheV X findingsleaked in June, and the Air
Force document was discoveredin July. Tariq 'Aziz,
in acarefully scripted early August performance,
demanded that UNSCOM ExecutiveChairman Rich-
ard Butler report to the UNSC that Iraq had met its
disarmament obligation, but Butler refused to do so.

UNSCOM and the | AEA failed to close any of the
outstanding WMD case files during the summer

of 1998—despite high Iragi hopesto the contrary.
Saddam’s profound sensitivity over palace inspections
and growing Iragi bitternessabout prolonged coop-
eration with the UN without getting anythingin return
also complicated Iragi-UN relations. These events cre-
ated breakdownsin the processthat probably would
have occurred whether or not Irag retained WMD.

Saddam, Tariq' Aziz, and other senior Regime
officials realized by August 1998that | raq would
not be ableto satisfy UNSCOM and the UNSC and
have sanctionslifted. This led Saddam to suspend
cooperationwith UNSCOM and the |AEA on 5
August and to halt all UNSCOM activitiesin Iraqg,
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including monitoring, on 31 October. Even though
Saddam revoked this decision on 14 November
(under the threat of an Americanair strike), it had

so poisoned the atmosphere with UNSCOM that the
relationship could not be repaired. UNSCOM inspec-
torsreturned in November and December 1998, but in
aletter to the UN Secretary-Genera on 15 December,
UNSCOM Executive Chairman Richard Butler noted
that "'Irag's conduct ensured that no progress was
able to be madein either thefields of disarmament or
accounting for its prohibited weapons programmes."
Iragi behavior, the VX detection, the Air Force docu-
ment and other indicationsall conspired to eliminate
any UN acceptance of imperfect compliance. Later
that day UNSCOM and | AEA inspectors withdrew
from Irag; in the early morning hours of 16 December
the Coalition launched afour-day bombing campaign
against Iraq designated Desert Fox. On 19 December,
Baghdad declared that UNSCOM would never be
allowed to return to Irag.

Trangtion (1998-2001)

The suspension of cooperation with UN inspec-
torsushered in a period of mixed fortunesfor the
Regime. This transitional phase was characterized by
economic growth on the one hand, which emboldened
and accelerated illicit procurement and programs.

On the other hand Saddam’s increasing physical
reclusivenessand the natureof the revenue streams
weakened the routine functioning of the Regime and
its governance structures.

At the conclusion of Desert Fox on 19 December
1998, Vice President Ramadan announced the end

of Irag's cooperation with UNSCOM at a press
conferencein Baghdad. He declared, ' The issue of
UNSCOM is behind us now. The commission of spies
is behind us now. It nolonger hasatask. . . dl that
has to do with inspection, monitoring, and weapons
of massdestructionis now behind us" The UNSC,
however, created three panelson 30 January 1999
under the direction of Brazilian Ambassador Celso
L.N. Amorim to re-start the process of inspections.
The panel on Disarmament and Current and Future
Ongoing Monitoring and Verification | ssues reported
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its resultson 27 March 1999 and recommended to the
Security Council that it create a new monitoringand
verification apparatus, within the existing framework
of UNSC resolutions, to replace UNSCOM and tackle
remaining Iragi disarmament issues. Irag's agreement
to inspections, however, was still needed for a suc-
cessful effort. The recommendationsfrom the panels
formed the basisof UNSCR 1284, ratified on 17
December 1999. UNSCR 1284's first priority was the
establishment of UNMOVIC to replace UNSCOM.
The UNSC in January 2000 appointed Hans Blix

as UNMOVIC’s Executive Chairman. Obtaining
Irag's cooperation with UNMOVIC so inspectors
could return, however, took nearly three moreyears.
UNSCR 1284 also included language at Russid's
insistencethat obligated the UNSC to consider lifting
economic sanctions. UNSCR 1284 also provided the
backgroundto Irag's failure to accept renewed inspec-
tionsfrom 2000 to |ate 2002.

Despite the end of the former Regime's cooperation
with UNSCOM, the OFF program continued with-
out interruption. The UNSC not only renewed the
original OFF mandate under UNSCR 986, but raised
the revenue ceiling for Iragi oil exportsin Octo-

ber 1999 with UNSCR 1266. The ceiling was then
eliminated with UNSCR 1284 (athough the resolu-
tion reaffirmed sanctions). While the former Regime
managed to collect significant hard currency revenues
by illicitly exploiting the OFF contracting process,
Saddam chafed under OFF controls, even as benefits
tothelragi peopleincreased and the UNSC raised
oil productionceilings. On 17 July 1999, in a speech
commemorating the 31% anniversary of the Ba'thist
revolution in Irag, Saddam stated, " Arab oil must be
for the Arabs. It has becomeclear now that theoil is
for foreigners. . . . The United States determinesthe
amountsand pricesof oil, with the help of itsfleets
and the occupationforces. . . in the Arabian Gulf
countries[and is] now dictating to otherswhat they
should sell or manufacture, the goods and commodi-
ties they purchase, how much and how many. Such
a situation makeseconomic progress an unattainable
wish in our greater Arab homeland.”

The former Regime attempted to use Irag's ail
resources to leverage the world community, and
from 1999 to 2001 repestedly —but with varying



success—reduced or suspended oil productionin an
attempt to influence decision-making in the Security
Council. Irag controlled the contracting processfor
both selling its oil and arranging purchases of human-
itarian goods and it took advantage of lax UN over-
sight. To try to garner diplomatic support in the UN,
the former Regime ensured that Chinese, French and
Russian energy firms, as well as others representing
states sympathetic to Irag, were prominent recipients
of oil contracts. Iraq aso manipulated oil contracts
by imposing anillegal ** surcharge™ on every barrel
sold. Furthermore, Irag's neighborsSyria and Turkey
negotiatedformal, but technically illegal trade proto-
cols which allowed Iraq to provideoil at discounted
pricesfor hard currency or itemsit could not obtain
through OFF. Trade with Syria flourished, providing
Iraq with the largest share of itsillegal hard currency
revenues by 2002. (See Syrian Trade Protocol, under
the Regime Finance and Procurement chapter for
additional information.)

Saddam invested his growingreservesof hard cur-
rency in rebuilding his military-industrial complex,
increasing its access to dual-use itemsand materi-
als, and creating numerous military research and
devel opmentpr ojects. He al so emphasized restoring
the viability of the lAEC and Irag's former nuclear
scientists. The departure of UN inspectorsand Irag's
refusal to alow their return permitted MIC to pur-
chase previoudly restricted dua -use materialsand
equipment that it needed for both weaponsdevel op-
ment and civilian applications. In addition, MIC had
greater flexibility in adapting civilian technology to
military use. Yet without inspectorsto certify Irag's
ultimate compliance with UNSC resol utions, the UN
could perpetuate sanctions indefinitely. The actions of
Minister of Military Industrialization 'Abd-al-Tawab
'‘Abdallah Al Mullah Huwaysh reflected this situation:
he said he gave explicit directions to MIC leadership
and workforceto avoid any activitiesthat would jeop-
ardizelifting UN sanctions. But, according to reports
from his subordinates, he disregarded UN restrictions,
acting, asif Saddam had instructed him to do so and
justifying his actions by telling his employeesthat

no matter how much evidence Iraq providedit would
never satisfy the UN. For example, Huwaysh autho-
rized in 2000 the repair of two 300-gallon mixers,
and two solid propellant casting chambersin 2002

(dl rendered inoperable by UNSCOM inspectorsin
1992), for possible usein building solid propellant
missilesthat exceeded the 150 km rangerestriction
fixed by UNSCR 687.

Whileinternational sympathy for the plight of the
Iragi peopleincreased and support for sanctionspro-
gressively eroded, Saddam was unableto capitalize
on these shifting moods to strengthen his bargaining
position with the UN. I solated internally by his para-
noia over personal security, and externally by his
misreading of international events, Saddam missed
amajor opportunity to reduce tensionswith the
United States followingthe 11 September 2001 ter-
rorist attacks. By failing to condemn the attacks and
express sympathy to the American people, Saddam
reinforced US suspicions about his connectionsto Al
Qalida and certified Iraq's credentialsas a rogue state.
Hetold his ministersthat after all the hardshipsthe
Iragi people had suffered under sanctionshe could not
extend official condolencesto the United States, the
government most responsiblefor blocking sanctions
relief. From a practical standpoint, Saddam probably
al so believed —mistakenly —that his behavior toward
the United States was of little conseguence, as sanc-
tionswereon the vergeof collapse.

NullifyingAll ObligationsTo UNSC Resolutions

Saddam, angered by sanctions, inspections,and the
Desert Fox attacks, unilaterally abrogated Irag's
compliance with all UNSC resolutions—including
the 1991 Gulf war ceasefire—with a secret RCC
resolution, according to both presidential secretary
'Abd Hamid Mahmud and Diwan Chairman Ahmad
Husayn Khudayr. Tension within theformer Regime
over the inspections process had been buildingsince
1995, but Saddam did not formalize hisdecision

to cut Irag free from UN-imposedlimitations until
1998. The RCC resolution was uni que because of
itsconfidential nature, according to Ahmad Husayn.
The RCC never repealed the resolution nor published
it. The secret RCC resolution most likely repre-
sented—beyond a personal and impetuous swipe

by Saddam at those he saw as histormentors--an
attempt by Saddam to createa legal foundation for
futureaction, as well as preserve his standingin
Iraqi history.
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» According to '‘Abd Hamid Mahmud, on the second
day of Desert Fox, Saddam said, “[T] he cease-fire
principleis over; the US broke the international law
and attacked a country, which isamember in the
UN." Hedrafted aresolution which called for the
RCC "to cancel dl the international obligationsand
resolutions, which Iraq has agreed upon." 'Abd said
that Saddam blamed the United States for attack-
ing "lrag without the UN permission, and [pulling]
the inspectorsout of Irag." Asaresult, "' Iraq [had]
theright to cancel all these (UNSC) resolutionsto
get rid of the sanction which wasimposed for more
than seven years."

The RCC resolution formally ended dl Iragi
agreementsto abide by UNSC resolutions. Ahmad
Husayn Khudayr recalled that Saddam’s text
ordered Iraq to reject every UNSC decision taken
since the 1991 Gulf war, including UNSCR 687.
Ahmad said the resolution was worded in careful
legal terms and "' denied al the previously accepted
[UNSC resolutions] without any remaining trace of
them [in the Iragi Government].”

Saddam stressed to all those present in the office
that hisdecision was secret and not to disclose it
until the decision was publicly announced. Accord-
ing to 'Abd this admonition was also passed to
RCC members.

Later that evening, Saddam addressed the RCC;
Tariq 'Aziz, TahaYasin Ramadan, and Taha Muhyi-
a-Din Maruf were among those present. Saddam
asked the group's opinion of hisdraft resolution.
'‘Abd remembered, "' Tariq 'Aziz started talking,
because he has an experiencein international for-
eign politics and wasfollowing the UNSC resolu-
tionsfrom 1991 to 1998, and also aleader of the
committee that worked with the WMD inspectorsin
Irag. He supported the resolution a ong with Rama-
dan and Taha Muhyi-a-DinMalruf."

Saddam signed three copies of the RCC-approved
resolution. One was passed to 'l zzat 1brahim Al
Duri, another went to Ahmad Husayn Khudayr, and
thelast was held by 'Abd. According to both 'Abd
and Ahmad the resolution was kept secret for the
remainder of the Regime. 'Abd noted, however, that
Saddam said, ""Oneday | will declarethisresolu-

58

tion." The secret nature of the RCC resolution
meant that it did not see widespreadimplementa-
tion in ongoing administrativeprocesses, notably
NMD operations.

We do not know what measures were taken by

the former Regime after the secret resolution was
approved, but a number of events may be linked
toit. Theformer Regime made public statements
and undertook potential WM D-related activities

that would seem to follow from the December 1998
RCC resolution (for more information, see examples
from 1999 in the "' Preservingand Restoring WMD
Assetsand Expertise" sub-section below). ‘Abd and
Ahmad, however, claim that they know of no specific
responses by theformer Regimeto the resolution.
‘Abd stated that no action was taken because the
secret resolution—despite its apparent gravity —was
not distributed and remained limited to the three
original copies.

* TahaYasn Ramadan, also present for the secret
RCC decision, held a press conference shortly after
theend of the Desert Fox campaign and repeatedly
termed Irag's compliance with UN requirements
as something in the past: "' The same appliesto the
blockade, which haslasted too long and whichis
now behind us" hedeclared. "' Thereare no terms
[to end the conflict]. We don't accept any condi-
tions. Everything in the past isbehind us now." "'l
am not talking about the details. What | am saying
isthat all that hasto do with inspections, monitor-
ing, and weaponsof massdestructionisnow behind
" UN inspectors were denied accessto Iraq until
late 2002, when the threat of war caused Saddam to
relent.

Struggling to explain Saddam’s motives behind the
secret resolution, Ahmad Husayn Khudayr offered
that Saddam might have been attempting to save
"face™ by publicly accepting UN mandates but
rejecting them in private. By doing this he could
then reveal the resolution in thefuture and claim
that he had never really stopped fighting. However,
Ahmad’s reasoning is debatable: Saddam passed
the secret order in the midst of an attack —suggest-
ing a moreresolute frame of mind—rather than
immediately prior to an act of forced compliance.



Preservingand RestoringWMD Infrastructure
and Expertise

Thereis an extensive, yet fragmentary and circum-
stantial, body of evidence suggesting that Saddam
pursued a strategy to maintain a capability to return
toWMD after sanctions were lifted by preserv-

ing assetsand expertise. In addition to preserved
capability, we have clear evidence of hisintent to
resumeWMD as soon as sanctions werelifted. The
infrequent and uninformed questions ascribed to him
by former senior Iragis may betray alack of deep
background knowledgeand suggest that he had not
been following the efforts closely. Alternatively,
Saddam may not have fully trusted those with whom
he was discussing these programs. Both factors were
probably at play. All sources, however, suggest that
Saddam encouraged compartmentalization and would
have discussed something as sensitiveas WMD with
asfew people as possible.

* Between 1996 and 2002, the overall MIC budget
increased over forty-fold from 1D 15.5 billionto 1D
700 billion. By 2003 it had grown to ID 1 trillion.
MIC’s hard currency allocationsin 2002 amounted
to approximately $364 million. MIC sponsorship of
technical research projectsat Iragi universitiessky-
rocketed from about 40 projectsin 1997 to 3,200
in 2002. MIC workforce expanded by fifty percent
in three years, from 42,000 employeesin 1999 to
63,000in 2002.

¢ Accordingto a mid-level IIS official, the IIS suc-
cessfully targeted scientists from Russia, Belarus,
Poland, Bulgaria, Y ugodavia, China, and severa
other countriesto acquire new military and defense-
related technol ogiesfor Irag. Payments were made
in USdollars. The lragi Government also recruited
foreign scientiststo work in Iraq as freelance
consultants. Presumably these scientists, plus their
Iragi colleagues, provided the resident "' know how"
to reconstitute WM D within two years once sanc-
tionswereover, as one former high-ranking Iragi
official said was possible.

« Saddam met with his senior nuclear scientists in
1999 and offered to providethem with whatever
they needed, and increased funding began to flow to
the |AEC in 2001, according to the former Minis-
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ter of Military Industrialization. Saddam directed
alargebudget increase for IAEC and increased
salariestenfold from 2001 to 2003. He also directed
the head of the IAEC to keep nuclear scientists
together, instituted new laws and regulationsto
increaseprivilegesfor IAEC scientistsand invested
in numerous new projects. He also convened
freguent meetings with the IAEC to highlight new
achievements.

Saddam asked in 1999 how long it would taketo
build aproduction linefor CW agents, according
totheformer Minister of Military Industrialization.
Huwaysh investigated and responded that experts
could readily prepare a productionlinefor mustard,
which could be produced within six months. VX
and Sarin production was more complicated and
would take longer. Huwaysh relayed this answer to
Saddam, who never requested follow-up informa-
tion. An Iragi CW expert separately estimated I rag
would require only afew daysto start producing
mustard—if it was prepared to sacrificethe produc-
tion equipment.

‘Imad Husayn ‘Ali Al 'Ani, closdly tied to Irag's
VX program, alleged that Saddam had been look-
ing for chemical weapons scientistsin 2000 to
begin production in asecond location, according to

reporting.

Huwaysh stated that in 2001 Saddam approached
him after aministers meeting and asked, "*Do you
have any programsgoing on that | don't know
about,”" implying chemical or biological weap-
ons programs. Huwaysh answered no, absolutely
not. He assumed that Saddam was testing him, so
Huwaysh added that because these programswere
prohibited by the UN, he could not pursuethem
unless Saddam ordered it. Huwaysh said Saddam
seemed satisfied, asked no further questions, and
directed no follow-up actions. The incident was
perplexing to Huwaysh, because he wondered why
Saddam would ask him this question. While he
had no evidenceof WMD programsoutside MIC,
Huwaysh speculated that Qusay had the ability
within the SSO to compartmentalize projectsand
select individualsto do specia work.
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* Saddam stated to his ministersthat hedid not
consider ballistic missiles to be WMD, according
to Huwaysh. Saddam had never accepted missile
range restrictions and assessed that if he could
convincethe UN inspectors he was in compliance
regarding nuclear, chemical and biological weapons
then he could negotiate with the UNSC over missile
ranges.

 Saddam stated publicly in early 2001 that "we are
not at all seeking to build up weapons or look for
the most harmful weapons. . . however, we will
never hesitate to possess the weaponsto defend Irag
and the Arab nation.”

Purported design work done in 2000 on ballistic
and land attack cruise missiles with rangesextend-
ing to 1000 km suggestsinterest in long-range
delivery systems.

In 2002, Iraq began serial productionof the Al
Samud 11, a short-range ballistic missile that vio-
lated UN-imposed range limits—test firings had
reached 183 km—and exceeded UN prescribed
diameter limitations of 600mm. Irag's production of
76 Al Samud IIs, even under sanctions conditions,
illustratesthat Irag sought more than a handful of
ballistic missiles, but was deterred by the existing
traderestrictions (see the Delivery Systems chapter
for additional information).

¢ Saddam directed design and production of a 650 to
750 km range missilein early 2002, according to
Huwaysh. Saddam wanted the missile within half
ayear. Huwaysh informed him, later that year, that
Dr. Muzhir Sadiq Saba' Al Tamimi's twin Volga
engine, liquid-propellant design would reach only
550 km and would take three to five yearsto pro-
duce. Saddam seemed profoundly disappointed, left
the room without comment, and never raised the
subject again.

¢ Other reports suggest work on abalistic missile
designed to exceed UN restrictions began earlier.
A high-level missile official of Al Karamah State
Company said that in 1997 Huwaysh requested
him to convert aVolga (SA-2) air defense missile
into a surface-to-surfacemissile. When the officia

briefed Huwaysh on the results, however, he said
Huwaysh told him to stop work immediately and
destroy al documentary evidencedf thetests. In
mid-1998, another missileofficial said Huwaysh
ordered 'Abd-al-Bagi Rashid Shi‘a, genera direc-
tor at the Al Rashid General Company to develop

a solid-propellant missile capable of arange of
1,000 to 1,200 km. The missileofficial speculated
Huwaysh's order came directly from Saddam. A
senior level official at Al Karamah, alleged that in
2000 Huwaysh ordered two computer designs be
doneto extend the range of the Al Samud, one for
500 km and the other for 1000 km, which were pro-
vided him in late 2000. Huwaysh disputes dl these
accounts.

* Aslate as 2003, Iraq's leadership discussed no
WMD aspirations other than advancing the coun-
try's overal scientific and engineering expertise,
which potentialy included dual -useresearch and
development, according to the former Minister of
Military Industrialization. He recalled no discus-
sions among Regime members about how to pre-
serve WMD expertise per se, but he observed there
wereclear effortsto maintain knowledge and skills
in the nuclear field.

Pumping Up Key Revenue Streams

Baghdad made little overall progressin lifting sanc-
tions between December 1998 and November 2002,
despite Russia's pressureto includelanguagein
UNSCR 1284 that provided for the end of sanctions.
The former Regime, however, was ableto increase
revenue substantially from several legitimateand
illicit sources. Iraq started to receive the revenues of
OFF in January 1997. Revenuesfrom this program
increased from $4.2 hillion in 1997 to a peak of
$17.87 billion in 2000 (see the Regime Finance and
Procurement chapter).

« According to hisformer science advisor, ‘Amir
Hamudi Hasan Al Sa'adi, Saddam, by mid-to-late
2002, had concluded that sanctionshad eroded
to the point that it wasinevitablethey would be
dropped.
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« The Regime al so sought diplomatic support for the
lifting or easing of sanctions by tying other coun-
tries' intereststo Iraq's through all ocating contracts
under the OFF program and entering into lucrative
construction projects to be executed when sanctions
werelifted. In addition, Irag held conferencesto
recruit and cultivate " agentsof influence™ to build
pressurefor lifting sanctions.

* Irag negotiated a $40 hillion agreement for Rus-
sian exploration of severd oil fields over a 10-year
period. Follow-on contracts called for the construc-
tion of a pipeline running from southern to north-
ern Irag. Performance would start upon the lifting
of sanctions. Under OFF, 32 percent of the Iraqi
contracts went to Russia. The Iragisgave preferen-
tial treatment to Russian companiesmainly to try
to gain Russia's support on the UNSC. The Rus-
sians, French, Ukrainians, and others succeeded in
reducing the amount of OFF money Iraq paid to the
UN Compensation Committee (for Gulf war repara-
tions) from 30 to 25 percent thus adding signifi-
cantly to Irag's income stream.

* The Regime sought afavorablerelationship with
France because France was influential as a perma-
nent member of the UNSC and wasin a good posi-
tion to help Iraq with lifting sanctions.

* Irag awarded short term contracts under G to
companies around the world. As of June 2000,
French companies had contractstotaling $1.78 bil-
lion.

* 'Aziz personally awarded severa individuals
substantial oil allotments. All parties understood
that resale of the il was to be reciprocated through
effortstolift UN sanctions, or through opposition
to American initiatives within the UNSC.

Miscalculation (2002-2003)

The Miscal culation phase was marked by a series
of poor strategic decisionsthat left Saddam isolated
and exposed internationally. This period was trig-
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gered by theill-consideredreaction of the Regime—
driven personally by Saddam—to the 9/11 terrorist
attack. Thisrefusal to publicly condemn the terror-
ist action led to further international isolation and
opprobrium. This wasthefirst of severa miscalcula-
tionsthat inexorably led to Operation Iragi Freedom
in 2003.

Following President GeorgeW. Bush's State of the
Union speech on 29 January 2002, senior members

of the Iragi Government were nervous about both
Irag's inclusionin the" Axisof Evil," and the promise
that 'the United States of Americawill not permit

the world's most dangerous regimesto threaten us
with the world's most destructive wegpons.” Some
ministersrecognized that the United States intended
to takedirect unilateral action, if it perceivedthat its
national security was endangered, and argued that the
best course of action was to " step forward and have
atalk with the Americans.” Also concerned with the
assertion of aconnection between Irag and its' terror-
ist dlies' they felt they must " clarify" to the Ameri-
cans that "'we are not with the terrorists.” Saddam’s
attitude, however, toward rapprochement with the

UN was well known and remained unchanged. He
had posed to his ministerson numerousoccasionsthe
following rhetorical question: "We can have sanctions
with inspectorsor sanctions without inspectors; which
do you want? The implied answer was ' we're going
to have sanctionsone way or the other for along time
becauseof the hostileattitude of the United States
and Great Britain."

Iragi statements on renewing cooperation with the UN
varied, perhapsindicating a clash between the private
views of someofficialsand Saddam’s policy. Vice
President Ramadan on 10 February 2002 told journal -
ists at the opening of the Syrian Products Exhibition
in Baghdad that Iraq was ready to entertain adialogue
with the UN Secretary-General for 'return of interna-
tional inspectorsto Irag without any preconditions."
Four days later Iragi Foreign Minister Ngji Sabri
"ruled out that Irag would send any signalsto the UN
regarding its readinessto agree on the return of inter-
national inspectors."

Diaogue, however, did begin between Irag and
the UN. Senior-level talks occurred in March and
May 2002 at UN Headquartersin New York among
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Secretary-General Kofi Annan, UNMOVIC Execu-
tive Chairman Hans Blix, |AEA Director General
Mohammed El-Baradei and an Iragi delegation
headed by Ngji Sabri. The resultsof these meetings
were mixed, although both Ngji Sabri and Annan
agreed that the talks had been a positive and construc-
tiveexchange of viewson the Irag-UN relationship.
In July 2002, Ngji Sabri and Annan met again for
talksin Vienna, and Ngji Sabri noted that it would
take a while to reach agreement on issues wherethere
had been" 12 years of lack of contact™ and" 12 years
of conflict." Despite the positivetone of these meet-
ings, very little substantive progress was made: Irag
till refused to accept UNSCR 1284 or to allow UN
weaponsinspectorsto return. As aresult, UNSCR
1441 imposed sanctions more harsh than those of
UNSCR 1284.

President Bush's speech to the UN General Assem-
bly on 12 September 2002, emphasizing the threat
Irag' sWMD posed to global peace and security,
unsettled Saddam and the former Regime's leader-
ship. Mot chilling to them was the promisethat

" the purposesof the United States should not be
doubted. The Security Council resolutions will be
enforced—the just demands of peaceand security
will be met--or action will be unavoidable." Accord-
ing to 'Abd-al-Tawab ‘Abdallah Al Mullah Huwaysh,
Saddam was'' very stiff' when he discussed this
situation with his ministers some three weeks later,
and was obviously still **feeling the pressure.” Col-
lectively, there was an even greater fear among the
Regime's ministersthat the United States unilaterally
would attack Irag, than when Bush made his" Axis
of Evil" speech in January 2002. Saddam told them,
"What can they discover, when we have nothing?
But some of the ministers were not as sure. Huwaysh
said he began to wonder whether Saddam had

hidden something: "'l knew alot, but wondered why
Bush believed that we had these wegpons,”* he said.
Huwaysh could not understand why the United States
would challenge Iraq in such stark and threatening
terms, unlessit had irrefutable information.

The UNSC’s unanimousdecision on 8 November
2002 to adopt UNSCR 1441, which found Irag in
"material breach of dl itsobligations under relevant
resolutions,’ clearly demonstrated the seriousness of
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the international community. UNSCR 1441 required
that Iragq " provide UNMOVIC and the IAEA imme-
diate, unimpeded, unconditional, and unrestricted
accessto any and all, including underground, areas,
facilities, buildings, equipment, records, and means
of transport which they wished to inspect, as well

as immediate, unimpeded and private accessto all
officialsand other persons whom UNMOVICor the
IAEA choseto interview in the modeor location of
UNMOVIC’s or theIAEA’s choice pursuant to any
aspect of their mandates.” UNMOVICand IAEA
wereinstructed'to resumeinspections no later than
45 daysfollowing adoption of thisresolutionand to
updatethe Council 60 days theresfter."

Having held out for so long, Saddam initially did

not accept much of what UNSCR 1441 required.
Although Russia and France were putting pressure

on Iraq, Saddam felt therisk of war and even inva-
sion warranted re-acceptanceof inspections. Accord-
ing to Vice President Ramadan, Saddam eventualy
permitted UNMOV I C greater latitude than he had
initially intended. Military leaders wereinstructed at a
meetingin December 2002 to ** cooperate compl etel y**
with theinspectors, believing full cooperation was
Irag's best hopefor sanctionsrelief in theface of US
provocation. According to aformer NMD official, one
of the Regime's main concerns prior to UNMOVIC
inspectionswas interviewsof scientists. When asked
why theformer Regime was so worried if there was
nothing to hide, the source stated that any such meet-
ing with foreigners was seen as athreat to the security
of the Regime.

Irag's cooperation with UN inspectorswastypically
uneven, and ultimately the Coalition considered the
Regime's efforts to be too little, too late. By January
2003, Saddam believed military action was inevi-
table. He alsofelt that Iragi forces were prepared

to hold off the invadersfor at |east a month, even
withoutWMD, and that they would not penetrateas
far as Baghdad. He failed to consult advisors who
believed otherwise, and hisinner circlereinforced his
misperceptions. Consequently, when Operation Iragi
Freedom began, the Iragi armed forces had no effec-
tive military response. Saddam was surprised by the
swiftnessof Irag's defeat. The quick end to Saddam’s
Regime brought a similarly rapid end to its pursuit of
sanctionsrelief, agoal it had been palpably closeto
achieving.



Renewing UN Inspections

Iraq allowed the IAEA and UNMOVICto resume

inspectionsin November 2002 in the face of growing
international pressure while apparently calculating a
surgeof cooperation might bring sanctionsto an end.

 Asit wasduring the period of the UNSCOM
inspections, the Higher Committee was re-estab-
lished in 2002, this time headed by Vice-President
Ramadan, in order to preparefor the UNMOVIC
missions. According to Tariq 'Aziz, Saddam
believed that the goal of theseinspectionswas to
deprivelraq of any scientific, chemical or advanced
technology. Saddam said, "' These people are play-
ing agame with us—well play a game with them."

« Saddam assembled senior officialsin December
2002 and directed them to cooperate completely
with inspectors, according to aformer senior
officer. Saddam stated that the UN would submit
areport on 27 January 2003, and that this report
would indicate that Iraq was cooperating fully.

He stated that dl Iragi organizationsshould open
themselvesentirely to UNMOVIC inspectors. The
Republican Guard should make all records and
even battle plans availableto inspectors, if they
requested. The Guard was to be prepared to have
an ""open house" day or night for the UNMOVIC
inspectors. Husam Amin met with military leaders
again on 20 January 2003 and conveyed the same
directives. During this timeframe Russiaand France
were also encouraging Saddam to accept UNSC
resolutionsand to allow inspections without hinder-
ing them.

e The Higher Committee gradually addressed UNSC
concerns as Ramadan relaxed Baghdad's original
opposition to the UN resuming U-2 flightsand
conducting private, unmonitored interviewswith
Iragi scientists. These actions eliminated major
stumbling blocksin potential Iragi cooperation with
UNMOVIC.

¢ Saddam hoped to get sanctionslifted in returnfor
hosting aset of UN inspectionsthat found no evi-
dence of WMD, according to statements ascribed
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to him by aformer senior officer. The govern-
ment directed key military unitsto conduct special
inspectionsto ensure they possessed no WMD-
associated equipment.

* Upon the direction of UNMOVIC, Baghdad started
destroying its Al Samud II ballisticmissiles 1
March 2003 despite disagreementsover the actual
operational range of the missile.

* Beginning on 27 November 2002 until the UN
withdrew al its personnel on 18 March 2003,
UNMOVIC completed 731 inspectionsat 411 sites,
including 88 sitesit had visited for thefirst time.

* TheNMD published the Currently Accurate, Full,
and Complete Declaration on 7 December 2002,
and it attempted to resolvethe pending i ssues of
the UN’s Unresolved Disarmament |1ssues. Irag’s
Proscribed Weapons Programmes until the begin-
ning of the war.

Iragi military industriesseveral timesrequired scien-
tists to sign statements acknowl edgingthe prohibi-
tion on conducting WMD research. At a minimum,
theforms would have provided documentsto offer
the UN, but they may aso have stopped "' free lanc-
ing" and thereby ensured that any WMD research
underway wastightly controlled to avoid inadvertent
disclosures.

* MIC on 20 January 2003 ordered the general direc-
torsof itscompaniesto relinquishal WMD to the
NMD and threatened severe penalties against those
who failed to comply, according to documentary
evidence.

¢ The NMD director met with Republican Guard
military leaders on 25 January 2003 and advised
them they wereto sign documentssaying that there
was no WMD in their units, according to aformer
Iragi senior officer. Husam Amin told them that
the government would hold them responsibleif
UNMOVIC found any WMD in their unitsor areas,
or if there was anything that cast doubt on Irag's
cooperation with UNMOV IC. Commanders estab-
lished committees to ensure their units retained no
evidence of old WMD.
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Irag's National Assembly passed alaw banning
WMD, a measure that had been required under
paragraph 23 of the Ongoing Monitoring and Verifica-
tion Plan approved under UNSCR 715—and onelrag
had refused to pass despite UN requestssince 1991.
On 14 February 2003, Saddam issued a presidential
directive prohibiting private sector companies and
individualsfrom importing or producing biological,
chemical, and nuclear weaponsor material, according
to documentary evidence. The directivedid not men-
tion government organizations.

Irag's Other Security Concerns

Iraq engaged in denia and deception activitiesto
safeguard national security and Saddam’s position

in the Regime. Thesesurveillanceactivitiesand the
suspect vehicle movementsin and around sensitive
sites madeit difficult for Western intelligence services
to distinguish innocul ous security-rel ated measures
from WMD conceal ment activitieswhich added to the
suspicion of Iragi actions.

According to aformer senior SSO officer, prior to
any UN inspection visits, the SSO leadership would
instruct the chiefs of each SSO directorate to con-
cedl anything to do with the President or hisfamily,
any documents referring to the Scientific Director-
ate, documents pertaining to human rights viola-
tions, documents pertaining to prisonersin custody,
and photos of senior Regime personnel.

TheIIS was determined not to allow UN inspection
teams to gather intelligence at sensitivesites, which
the Iragisfeared had been donein the past. Mem-
bers of the Directorateof Counterintelligence (MS5)
heightened their physical observationof UN per-
sonnel during site visitsto prevent this, according
to sensitive reporting from a source with excellent
access.

Huwaysh instructed MIC general directorsto
conceal sensitive material and documentsfrom

UN inspectors. This was done to prevent inspec-
torsfrom discovering numerous purchases of illicit
conventiona weaponsand military equipment from
firmsin Russia, Belarus, and the Former Republic
of Yugodavia

* Saddam was convinced that the UN inspectors

could pinpoint his exact location, allowing US
warplanesto bomb him, according to aformer
high-level Iragi Government official. As aresult,

in late 1998 when inspectorsvisited aBath Party
Headquarters, Saddam issued orders not to give
them access. Saddam did thisto prevent the inspec-
torsfrom knowing his whereabouts, not because he
had something to hide, according to the source.

In order to preserve hisdignity and security, Saddam
wanted to ensure that he had absolutely no con-

tact with UNMOVIC inspectors. SSO " minders'

used radiosto alert Saddam’s security personnel of
UNMOVIC'’s actions so he could avoid contact with
inspectors. According to aformer senior Iraqgi official,
on one occasion when inspectors arrived at a presi-
dential site, Saddam left through the back gate.

Sorting Out Whether Iraqg Had WMD Before
Operationlragi Freedom

ISG has not found evidencethat Saddam Husayn
possessed WM D stocksin 2003, but the available
evidencefrom its investigation —including detainee
interviews and document exploitation—leaves open
the possibility that some weaponsexistedin Irag
although not of a militarily significant capability.
Severa senior officersasserted that if Saddam had
WMD available when the 2003 war began, he would
have used them to avoid being overrun by Coalition
forces.

e 'Amir Hamudi Hasan Al Sa'adi told an emissary

from the RG leadership, on 27 January 2003, that

if Saddam had WMD, he would useit, according to
aformer officer with direct knowledgeof Iragi mili-
tary ground operations and planning.

According to aformer senior RG official, Irag had
dismantled or destroyed all of itsWMD assets and
manufacturingfacilities. Had Saddam possessed
WMD assets, he would have used them to counter
the Coalition invasion.

If he had CW, Saddam would have used it against
Coadlition Forcesto savethe Regime, accordingto a
former senior official.



« |ragi military planning did not incorporate the
use--or even the threat of use--of WMD after
1991, according to ‘Ali Hasan Al Majid. WMD was
never part of the military plan crafted to defeat the
2003 Codlition invasion.

Senior military officers and former Regime officials
were uncertain about the existence of WMD during
the sanctions period and the lead up to Opera-

tion Iragi Freedom because Saddam sent mixed
'messages. Early on, Saddam sought to foster the
impression with hisgenerals that Irag could resist a
Coadlition ground attack usingWMD. Then, in aseries
of meetingsin late 2002, Saddam appears to have
reversed course and advised various groups of senior
officersand officialsthat Irag in fact did not have
WMD. His admissions persuaded top commanders
that they really would haveto fight the United States
without recourse to WMD. In March 2003, Saddam
created further confusion when heimplied to his
ministersand senior officersthat he had some kind of
secret weapon.

* Prior to December 2002, Saddam told hisgenerals
to concentrate on their jobs and leave the rest to
him, because he had "' something in his hand" (i.e.
""something up hisdeeve"), according to Minister
of Military Industrialization '‘Abd-al-Tawab ‘Abdal-
lah Al Mullah Huwaysh.

» Saddam surprised his generals when he informed
them he had noWMD in December 2002 because
his boasting had led many to believelraq had some
hidden capability, according to Tariq 'Aziz. Saddam
had never suggested to them that Iraq lacked WMD.
Military morale dropped rapidly when hetold
senior officersthey would haveto fight the United
States without WMD.

¢ Saddam spoke at several meetings, including those
of thejoint RCC-Bath National Command and the
ministerial council, and with military commanders
in late 2002, explicitly to notify them Irag had no
WMD, according to theformer presidential secre-
tary. Saddam called upon other senior officiasto
corroborate what he was saying.
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Irag's Movement of Critical Defense Assets

Fromthe mid-1990sto Operation Iragi Freedom,

Iraq continued to move and conceal key air defense
equipmentand other military assetsto ensuretheir
survivability. Interviewswith former Regime officials
indicatethat the Iragisfelt threatened after President
Bush's" Axis of Evil" speech on 29 January 2002, and
they increased movementsof critical military equip-
ment soon afterward.

* Thebiggest perceived threat to Iraq'smilitary
equipment was cruise missiles; so militaryitems
were moved fromlocationto location. The Higher
Committee never thought that these movements
would be seen as suspi ciousbecause they were car-
ried out to preservemilitary equipment, according
to former Deputy Prime Minister Tariq ‘Aziz.

* Between August 2002 and early January 2003, the
Iragi military had taken measuresto preparefor an
anticipated US military attack on Irag, according
to a former IS official. These measuresincluded
the movement and hiding of military equipment and
weapons. Army leadersat basesthroughout Irag
were ordered to identify alternatelocationsand to
transfer equipment and heavy machinery to off-base
locations, taking advantage of farms and homesto
hide items.

A recovered 2002 document outlinesthe Iragi evacua-
tion planto protect key militaryindustriesand equip-
ment from Coalitionair strikesor threats. The former
Regime developed these conceptsin responseto les
sonslearned after Desert Sormand Desert Fox The
report outlinesthe importance of utilizing a properly
concealed Iraqi railroad systemalong with trucks and
pre-equipped trailersto move important laboratories,
equipment, and machinery.
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¢ |n Saddam’s last ministers' meeting, convened in
late March 2003 just before the war began, he told
the attendees at |east three times, "' resist one week
and after that | will take over.” They took thisto
mean he had some kind of secret weapon. There are
indications that what Saddam actually had in mind
was someform of insurgency against the coalition.

¢ Just beforethe war began, Saddam reiterated
the same message to his generals. According to
Huwaysh, Saddam told them *'to hold the coali-
tion for eight days and leavethe rest to him. They
thought he had something but it was al talk."

» Saddam believed that the Iragi people would not
stand to be occupied or conquered by the United
States and would resist —leading to an insurgency.
Saddam said he expected the war to evolvefrom
traditional warfareto insurgency.

AlternativeHypotheseson Iraq's Nonuse of WM D
During OperationIragi Freedom

Theview has been advanced widely that if Saddam
had WMD at the time of OIF, he would have used it.
In the event, thereare no indicationsthat WM D was
used during OIF.

If Iraq possessed WMD Saddam nay have con-
cluded, given his perceptionof the Coalition threat,
he would not need to useWMD. Military command-
ers consistently over-reportedtheir combat capability
and Saddam had concluded most Iragis would fight
to defend the country. He may not haverealized that
his Regime could not be saved until it wastoo late

to deploy CW from existing storage areas to opera-
tional forces. Saddam told hisdebriefer that it was
clear to him, some four months before the war, that
hostilities wereinevitable. Despite this knowledge, it
seems that Saddam and those around him misjudged
the nature and intensity of the conflict. It is possible
that Saddam’s public statementsand thoseto his
chief lieutenants wereintended to reassure rather than
confide.

Negative | ndicators—What Iraqi PreparationsWere
Not Observed?

Aformer Iraqi army officer familiar with ground
operationsand planning compared ground CW activ-
ity required during the Iran-Iraq war to the absence
of similar preparationsfor Operation Iraqi Freedom
inthe 2nd RG Corps area. He noted that standard
operating procedures for CW had been validated
during the Iran-Iraq war by experience, with many
accidents, as many shells were defective. Unlike
during the Iran-Iraqg war, during Operation Iraqi
Freedomthere were:

 No ordersfrom Baghdad to bring any artillery
piecesfromindirect support to a special handling
point.

« No meetingsto carefully fix friendly and enemy
positions.

* No decontamination unit assigned to the unit
engaging in chemical fires.

» No special security officer informing any com
mander that a chemical ammunition convoy was
coming.

* No S$SO handlers ready to receive convoys.
* No messages warning chemical battalions to don

protectivegear and to prepareto receive chemical
weapons.

* Former Director of the DGMI, Staff Gen. Zuhayr
Tdib 'Abd-a-Satar: **Two to three months before
the war, Saddam Husayn addressed a group of 150
officers. He asked why the Americanswould want
to come here. Why would they come here when
they don't need anything from Irag? They have
aready fulfilled the goals that the military estab-
lished in the first Gulf war. They wanted to occupy
the Gulf States and look it has happened. Everyone
except for Saddam Husayn, hischildren, and his
inner circle, everyoneelse secretly believed that
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the war would continue al the way to occupation.
Saddam and hisinner circle thought that the war
would last afew days and then it would be over.
They thought there would be afew air strikesand
maybe some operationsin the south."

» Former Minister of Defense Sultan Hashim
Ahmad Al Tdi: ""We knew the goal was to make
the Regimefall . . .. We thought the forces would
arrivein Baghdad or outside Baghdad in 20 days
or amonth. We accepted that the cities on the way
would belost. All commanders knew this and
accepted it. Saddam Husayn thought that the people
would, of their own accord, take to the streets and
fight with light arms, and that this would deter the
USforcesfrom entering the cities."

¢ Former commander of the Nebuchadnezzar Repub-
lican Guard Division, Staff Mgj. Gen. Hamid
Ismalil Dawish Al Rabali: "We thought the Coali-
tion would go to Basrah, maybeto Amarra, and
then the war would end. . . Qusay Saddam Husayn
never took any information seriously. He would
just mark on the map. He thought most of us were
clowns. We pretended to have victory, and we never
provided trueinformation asit is here on planet
earth. Qusay alwaysthought he'd gain victory. Any
commander who spoke the truth would lose his

» Saddam’s draft speechesand public addresses con-
veyed this theme—an attack was unlikely, accord-
ingto Tariq 'Aziz.

« Saddam was convinced that a show of force would
be sufficient to deter an invasion. The United States
would seek to avoid another Vietnam, according to
aformer senior Bath party member.

« Saddam had concluded time was on hissideand
that the Coalition would never be allowed to attack,
according to the former science advisor.

IfWMD stocks existed, timing was the problem,
The Coalition attack moved so rapidly that Saddam
was unable to exerciseany optionsto useWMD
and when herealizedthe end of the Regimewas
near, he was not prepared tactically to use any

Tariq ‘Aziz on Saddam’s Overconfidence

Debrief, 23 June 2004

Debriefer: You appeared confident. Your public state-
mentswere exactly what you said—that Iraq was
prepared to defeat any Americaninvasion.

'Aziz. Of course | said thesethings: How could |

say " | think we are making a mistake; we are not
prepared for an attack?" That would be impossible.

| had to say these things because this was my govern-
ment's position, but it wastrue. A few weeks before
the attacksSaddam thought that the USwould not use
ground forces; he thought that you would only use
your air force.

Debriefer: Wasn't he aware of the buildup of forcesin
the region?

'Aziz. Of course he was aware, it wasall over the
television screen. He thought they would not fight

a ground war because it would betoo costly to the
Americans. He was overconfident. He was clever; but
his calculationswere poor: It wasn't that he wasn't
receiving the information. 1t was right there on televi-
sion, but he didn't understand international relations

perfectly.

WMD he might have had. Based on the statements
of former senior officers, the Iragi military—includ-
ing the RG—adllegedly had no plansfor employing
WMD, had not practiced tactical use of WMD since
1991, had no available stockpiles of WMD, had not
deployed any WMD to tactical units, and had no spe-
cial infrastructurein placefor handlingWMD.

* The 2nd RG Corps had chemical defense battalions,
according to the former Al Quds Forces Chief-
of -Staff, but these battalions|eft their equipment
intheir barracksduring Operation Iragi Freedom
because the corps commander was confident the
Coalition would not use CBW against Iraq. They
probably would have retained this equipment had
the commanders envisioned using CBW munitions
in the 2nd RG Corps.

* The RG did not useits special ammunition distribu-
tion system before either the Gulf war or Operation
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Iragi Freedom, according to aformer senior Iragi
artillery officer. This system — speciaizedchemical
battalions; replacement of company driverswith
chemical battalion driversand ammunition han-
dlers; and use of special MIC depots—had served
it well during the Iran-lraq war. The source com-
mented that all systems brokedown and there was
no chemica ammunition distribution system during
OIF. Even if units had received chemical ammuni-
tion, they would have buried it, not fired it.

* Genera 'Amir Husayn Al Samarrai, commander of
the Iragi chemical corps, said the Iragi army had no
plansto usechemical weapons during OIF, accord-
ing to reporting. If there had been a strategy for
regular army forces to use chemical weapons, he
would have known about it.

e The Commander of 2nd RG Corps stated it was his
firm belief that Iraq did not have chemical weapons.

IfWVD existed, Saddam may have opted not to use
it for larger strategic or political reasons, becausehe
did not think Coalition military action would unseat
him. If he used WMD, Saddam would have shown
that he had been lying all along to the international
community and would lose whatever residual politi-
cal support he might haveretainedin the UNSC.
From the standpoint of Regimesurvival, once he
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used WMD against Coalitionforces, he would fore-
close the chance to outlast an occupation. Based on
hisexperience with past coalition attacks, Saddam
actually had more options by not usingWMD, and
if thosefailed, WMD alwaysremained as thefinal
aternative. Although the Iragi Government might
be threatened by a Coalition attack, Saddam —the
ultimatesurvivor —believed if he could hold out
long enough, he could create political and strategic
opportunitiesfor international sympathy and regional
support to blunt an invasion.

* Asked by aUS interviewerin 2004, why he had
not used WMD against the Coalition during Desert
Storm, Saddam replied, "'Do you think we are mad?
What would the world have thought of us?We
would have completely discredited those who had
supported us™

Iragi use of WMD would deeply embarrass France
and Russia, who cultivated Irag.

Use of WMD during OperationIragi Freedom
would serveto justify US and UK prewar claims
about Irag's illegal weapons capabilities. Such a
justificationwould also serve to add resolveto
those managing the occupation.



Annex A
The Quartet —Influence and Dishar mony
Among Saddam’s L ieutenants

The Quartet comprised four of Seddam Husayn’s most senior lieutenantsin thelast yearsof hisruleand
provided high-level adviceto Saddam on challenges facing Irag. The four wereas experienced, commit-

ted and loyal individuals as Saddam had available. Nonetheless, little of their advice wastaken that did not
conformto Saddam’s existing views. That a group as senior asthe Quartet had so littleinfluence onthe
Regime's strategic policy indicates that the strategicintent of the Regime was Saddam’s alone. The Quartet
had differing viewson Iraq's way forward onWMD, but the more cautious preferences within the group had
little influence over Saddam’s actions.

This portion of the Report islargely based on testimony from former Regime afficials who wereactivein
many of Irag's former governing, economic, security and intelligence organizations. While they werecritical
to our assessment of the former Regime's WMD strategy, the detainees would often minimizetheir involve-
ment or knowledge of sensitiveissues. The placement of blame or knowledge with individuals, who were not
in a position to contradict their statements, such as deceased or fled to another country, wasalso a common
occurrence. Notwithstanding, most detainees were very cooperativeand providedinsight into the inter-work-
ings of the former Regime. Original documentation captured during Operation Iragi Freedomhas servedto
confirm, supplement, and reinfor ce detainee statements.

A Coreof Lieutenants

‘lzzat Ramadan Tariq ‘Aziz

In 1996, Saddam Husayn formed a committee of senior Regime figures, known asthe Committee of Four, or
Quartet, to advise himon foreign policy and other national issues. For all but thelast monthsof its exis-
tence it was comprised of Vice President TahaY asin Ramadan Al Jizrawi, Revolutionary Command Council
Vice Chairman 'lzzat Ibrahim Al Duri, Deputy Prime Minister Tariq 'Aziz 'Issa and ‘Ali Hasan Al Majid (aka
Chemical "Ali).

The Quartet was not a uniform group. Ramadan, in an organizational sense, and 'Aziz, philosophically, repre-
sented old-style Bathism. 'lzzat |brahim wasincreasingly atribalist as well as an advocate of a morereligious
complexion for the Regime. 'Ali Hasan was Saddam’s closest relativein the government before the appoint-
ment of Qusay to the Ba'th |eadership and he sewed as thefamily's man in the Quartet.

69

=
o
[¢]
-
©
T
-~
(%]
(]
£
o
Q
oc

Intent




How Much Power and I nfluence?

The Quartet comprised some of the Regime'smost
senior and experienced individuals, but it did not
have a significant impact on the Regime's policy on
any critical issue. Instead, the Quartet had only the
appearance of power. It did not command its own
agenda; instead it advised Saddam only on issues
hechoseto refer to it. Likewise, the Quartet offered
no proactive advice and had no executive power or
policy-determiningrole, and it lacked a dedicated
staff to conduct analysis or write assessments.

« Personal divisionsin the group hindered any
attempt to influence Saddam as US pressureon Iraq
began to mount, particularly after 2000. Two Quar-
tet membersclaim to have been private dissenters
from the policy of obstructing WMD disarmament,
but thereis no evidence they attempted to press
Saddam on the issue through the Quartet. Quartet
members were personally distrustful of colleagues
to the point of fear. Mutual distrust and the group's
widely varied experience of the outside world lim-
ited its ability to speak decisively on strategic and
foreignissues.

« Longstanding conflicting lines of communication to
Saddam further eroded the Quartet's effectiveness
and solidarity. Backchannel communicationsto
Saddam were afixture of hisrule. Saddam’s grow-
ing reclusivenessafter the mid-ninetiesincreased
this practice and the Quartet was immune neither
to its members using backchannels against col -
leagues nor to disrupting effects of such practices
on the body's effectiveness. 'l zzat Ibrahim reported
his summary of Quartet recommendations, often
only to have them contradicted by Tariq in separate
discussions with Saddam.

» The Quartet, however, was solidly united on issues
unrelatedto Irag's external problems. All Quartet
members espoused hate of Shi‘a, Kurds, democrats,
communists, clerics, monarchists, free marketsand
most other Arabs. This unity did not transfer to a
common coherent view of the wider world or create
acommon assessment of how to deal withlrag's
confrontation with the Coalition, or how to manage
thecrisis.

» Despitealimited ability to shape policy, the Quartet
till carried considerabl e prestigeamong more
junior levelsof the Regime. The Quartet's exis-
tence reassured Regime supportersthat Saddam’s
decisions had the benefit of the best mindsin the
leadership. Conversely, theindividual networksof
subordinates and followersof Quartet members
meant that there was some transmission of Sad-
dam's intentions through government. The Quartet
was seen from below as powerful, even though—as
the Regime evolved —senior lieutenants such as the
Quartet members were personally little more than
reflectionsof Saddam’s own authority.

Chainsof Command

Saddam was formerly an able administrator within
standard civil service and military structures, but
starting in the mid-1990s, his methodschanged dra-
matically. Saddam duplicated his mastery of formal
administration with increasing resort to a network
of family and personal relationships, using verbal
instructions heedless of formal chains of command.
His motivesappear to have been a combination of
increasing obsession with personal security and a
prioritization of personal interests.

 This development blurred Irag's formal mecha-
nismsfor devel oping state policy. Saddam had
aways retained the prerogativeof final policy
determination, but the process by which heformed
policy became progressively less clear, even to
senior participantsin the system.

» AsSaddam becameless wedded to formal pro-
cesses, the Quartet—an advisory body to begin
with—was poorly placed to lock into formal chains
of command and determine outcomes.
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Per ceptions of Threat and Challenge

The striking feature of the Quartet'smemberswas
their inward focus. They were not cosmopolitan

and their insularity hurt their ability to appreciate or
assess what other countries saw as their interestsand
how Irag's behaviour might create conflict. The Quar-
tet, including 'Aziz, had amindset of Irag versusthe
world, rather than Iraq as part of the world. Even the
globetrotting ‘Aziz remained focused on Saddam’s
will and hisexclusive power to determinelrag's
course.

With the partial gxception of Taria ‘Aziz, th .
tet j,q0nlya limited an. I?azy view o}'{he le]rgtlglr

States, its interests and how policy was formed and

driven in Washington. At no stage did the Quar-

tet demonstrate a strategic concept of what the US
wanted with Iraq, where ... ground and dif-
ferences really lay, and the nature of the challenge
the US or Coalition presented. Nor did they havea
strategy for dealing withthe West, apart from tactical
gamesat the UN.

* Saddam shared this myopic view. Saddam had a
view of USgoals, but it was wideof the mark: he
said he believed the US had achieved al it wanted
in the Gulf after Desert Storm and that a continuing
"Vietnam syndrome™ about casualties precluded
afull invasion of Irag. Only in very late 2002 did
Quartet members Ramadan and Tarig cometo pro-
foundly disagree with Saddam’s view of USinten-
tions and conclude that Irag's ability to manage
Coadlition pressure was collapsing. But Ramadan
and Tariq have since been concerned to portray
themselvesas, by then, too frightened and power-
lessto avert Saddam’s collision with Washington.

» Saddam may have been closer to the mark in his
sensethat ultimate US policy in Irag was Regime
change. According to 'Aziz, Saddam decided at the
timeof Irangate (the covert supply of missilesto
Iran in 1987) that the United States could not be
trusted to support Baghdad. 'Ali Hasan said that
in the 1990s Congressional calls for the overthrow
of Saddam meant that there was no prospect of a
strategic dialogue with Washington.

* The Quartet had little appreciation of global change
sincethe end of the Cold War or how it affected
Irag's interests and options. Instead, they focused

unilaterally on Irag's deteriorating relationship with
the West, which was coincidental with such change.
They did not seek to capitalizeon Iraq's potential
significancein global tradethroughitsplacein

the oil market. The Quartet never deliberated over
globalization as a concept and how to position Irag
within it.

The Quartet'sview of therest of the Arab world was
almost as limited. Most membersof the Quartet had
negotiatedfor Irag with other Arab states, but the
Quartet had no strategy for buildingan Arab constitu-

€ncy from 1996 to 2003. The Arab world was not
considered aresourcefor Irag, either to bolster efforts

against Iran or to act as intermediaries with the West.
Instead, the Quartet seems to have shared Saddam’s

aversion to some Arab states, Saudi Arabia, in particu-
lar, and to some extent Egypt. The Quartet was not
pan-Arabist like Nasser or Ghaddafi. Yet ‘Ali Hasan
was surprised in 2003 that no Arab state protested
against the attack on Iraq.

¢ |nstead, the Quartet's concept of who werelrag's
'friends' harked back to Baghdad's perception
of the different circumstancesof the Cold Wer
(Russia); of the UN as the pivota player (France
and Russia) and (very rarely) Malaysia, which was
at the time Chairman of the Organization of the
Islamic Conference.

Regime Strategic Goals

The Quartet had a common set of strategic goals,
which weredriven by Saddam. All Quartet mem-
bers prioritized security against Iran beforeall else.
They saw Iran as bigger, hostileand that it had in
the years sincethe Iran-lraq war overtaken Iraq

in WMD devel opment. The Quartet recognized no
progresstoward containing I ran would be possible
without first getting out of sanctions.

¢ The Quartet did not publicly advocatea particular
strategic rolefor Irag. Privately, it was not a propo-
nent of regional hegemonism, whether over Kuwait,
or theregion, nor did it consider the use of WMD to
that end. Ramadan and 'Aziz had thought the attack
on Kuwait was folly and Ramadan opposed it in the
RCC.
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Opposition to Israel was ritualistic. Quartet mem-
bers saw Israel as a secondary threat compared to
Iran. Israel had no land border with Iraq and was
unlikely to mount a sustained attack on Irag.

Shaping Regime | ntent--Saddam,WMD and the
Lieutenants

All Quartet members were convinced that WMD had
saved Iraqin the war against Iran. ‘Ali Hasan and
'Izzat 1brahim were personally involved in the use

of chemical weapons (CW) in securing the Regime
during the Shi'a Intifada by virtue of having held area
commandsin the region of unrest, although much of
the physical organization of CW uselay with Husayn
Kamil. But none saw the Quartet as an originator of
WMD poalicy, nor saw themselvesas promotersof

WMD.

 Nuclear weapons (rather than WMD generically)
were not a Quartet issue. Among the leadership,
nuclear weapons as a goal appearsto have been
aparticular priority of Saddam himself. 'Aziz
believes Saddam was 'fully committed to obtain-
ing a nuclear weapon' throughout his career, but
thereis no evidence that Quartet memberswere
enthusiastic about a nuclear program and no hint
of Saddam refemng the issueto the Quartet at any
stage.

Ramadan said that he, and to alesser extent Tariq,
opposed WMD in thelater sanctions period because
it created more problemsthan benefits. Ramadan
during UNMOVIC tried to ensure Irag had no
WMD, in particular by pursuing an untrammeled
access policy, but alleges he was frustrated by
Saddam and hisrelatives.

Indeed, it was on the costibenefit analysisof WMD
intermsof Irag's economy and diplomatic relations
that the most distinct policy cleavagein the Quartet
emerged. Ramadan, and to alesser extent Tariq,
believed strongly that Iragq's advantagelay in get-
ting rid of WMD. Such a move would lift sanctions,
normalizerelations with the West and then allow
reassessment of how to deal with Iran. Ramadan
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and 'Aziz would not haveruled out areturnto

WMD, but they were morefocused on the outcome
of containing Iran rather than the means. 'Ali Hasan
and 'lzzat | brahim were more motivated by catering
to Saddam’s views, and neither advocated any alter-

native thinking about WMD and containing Iran.
Therefore, there was a divergenceof ends versus
means, with Saddam having a totemic attachment
toWMD despite the costs, a view not shared by all
Quartet members.

The ever present danger of Iran was the most
important long term factor in Quartet thinking. The
Quartet thought Iraq was losing an arms race with a
hostilelarger neighbor. To the extent that there was
support for WMD development among Saddam’s
subordinates, Iran was the most important driver.
Those prepared to support WMD disarmament to
achieve peace with the UN, would probably not
have ruled out WMD rearmament if it was neces-
sary subseguently to counter Iran.

There was also some acceptanceof Saddam’s
notion that WM D was theright of al nationsand
his opposition to multilateral counterproliferation.
Quiartet thinking was influenced by a belief that
WMD isinseparablefrom industrializationand that
dual useisinevitable.

Fear and L oathingin Baghdad

Saddam did not trust the Quartet in a personal secu-
rity sense. Only 'lzzat |brahim was alowed to drive
himself to meetings with Saddam (the others were
collected and driven in darkened limousines), though
his mobility seems to have been curtailed toward the
end. Quartet members were physically frightened of
Saddam. Ramadan recallsa continuing fear of incar-
ceration and that his son-in-law wasjailed for two
years. 'Aziz's son Zayyid had also been jailed for a
period. ‘Ali Hasan also was seen by his peersasfear-
ful, despite his blood relationshipand toadying.



Annex B
Irag's Intelligence Services

Overview

Iraq used multipleintelligence servicesto collect on the Regime's variousinternational and loca concerns.
Thelragi Intelligence Service was theformer Regime's largest intelligenceservice; the Directorateof General
Military Intelligence and the Directorateof General Security supported the Regimeon asmaller scale.

Iraqi Intelligence Directorate of General Directorate of
Service Military Intelligence General Security

Thelragi Intelligence Service (IIS) served the Regime as a conventional intelligence service, but it also
undertook denial and deception operationsto thwart UN inspectorsand for theillicit procurement of dual-use
materiel and military equipment. The Directorate of General Security (DGS) and Directorate of General Mili-
tary Intelligence (DGMI), however, generally performed intelligenceand security operationsin acomparable
fashion to other countries' intelligence services. This annex will provideaview of the most recent organi za-
tional structures of these security services.

There are afew particular intelligence entities specifically involvedin the WMD story:

* [ISM4 collected overseasintelligence against UN Missions dealing with Iraq

1S M4/4/5 provided support to sensitive, and sometimesillicit, procurement

[1SMS5/4/14 conducted surveillanceof all UN missionswithinlrag

1S M9 and M 16 conducted " specia substances' research and devel opment

[1SM17 collected signalsintelligence against the UN

1S M20 assisted the af orementioned directorates in human surveillance

1S M23 provided security to Military Industrialization Commission and Iragi Atomic Energy Commission
facilities

This portion of the Reportislargely based on testimony from former Regime officials who were active in many
of Irag's former governing, economic, security and intelligence organizations. While they were critical to our
assessment of the former Regime'sWMD dtrategy, the detaineeswould often minimize their involvement or
knowledge of sensitiveissues. The placement of blame or knowledge with individual s, who were not

ina positionto contradict their statements, such as deceased or fled to another country, was also a common
occurrence. Notwithstanding, most detaineeswere very cooperativeand provided insightinto the inter-wor k-
ings of the former Regime. Original documentation captured during Operation Iraqi Freedom has served to
confirm, supplement, and reinforce detainee statements.

2
o
4]
2
T
e
=
n
(]
£
o
o
o

Intent




The Iraqi Intelligence
Service

I1S Structureand Functions
Theoriginal mission of the
Iragi Intelligence Service
(11S), commonly known as
the Mukhabarat, was foreign ‘
intelligencecollection, domes- | 288
tic counterintelligence, and F
clandestine operations—stan-
dard activitiesfor intelligence
services worldwide—but the former Regime al so used
the service, beginningin late 1997, asatool for the
Military Industrial Commission (MIC) and itsillicit
procurement efforts. Thel1S consisted of over twenty
compartmented directorates, under the leadership

of Tahir Jalil Habbush. ThellS aso assisted in the
obstruction of UN inspection missionsand conceal -
ment of sensitive materials, equipment, and documen-
tation for theformer Iragi Regime.

M1, Officeof the Director

M1 was the executivedirectorate of the IIS. Subor-
dinate branches provided administrativefunctions,
public relations, the creation of cover documentation
for field agents, and general support to the entire
service. The most recent director of M1 was Khudayr
Ismalil Ibrahim Al Mashhadani.

M2, Directorateof Administrationand Accounting
This directorate managed daily administrativeaffairs
and provided thefollowing services: salaries and
retirement services; logistic support, including vehi-
clesand medical services; and liaison with govern-
ment ministriesand directorates. M 2 al so supervised
houserentalsfor each I1S directorate. Every director-
ate maintained at |east one safehousefor relocating
operationsfrom regular directorate offices. Husayn
Muhsin Hasan, M2’s director, held his position for the
eight years prior to OIF.

M3, Directorateof Data Processingand
Information Security

Commonly referred to as the Computer Director-
ate, and often mistakenly trandlated as Finance, M3
focused on the training and use of information tech-

Structured M}

» M4/1 Arab Countries
-M4/1/1 Syria, Lebanon, and Jordan
-M4/1/2 Egypt and Sudan
-M4/1/3 Morocco, Tunisia, and Algeria
-M4/1/4 Saudi Arabia, Kuwait, and the Gulf States
* M4/2 Iran and Turkey
* M4/3 Palestineand Israel
* M4/4 United States and Europe

—-M4/4/5 Scientific and Technical Intelligence
Department

e M4/8 Special Projects
-Commercial Section
-Accounting Section
-Liaison Section

nology in theIIS. Sald 'Abd-a-Razzaq Al Majid Al
Tikriti was responsiblefor theinformation, documen-
tation, and file storage for the IIS.

M4, Directorateof Foreign Intelligence

M4 was the primary directoratefor foreign intel-
ligence collection and foreign operations—itis also
referred to as the " Secret Service Directorate," when
literally trandlated. Collection primarily focused on
political and economic information; however, infor-
mation regarding the military, media, health, and the
administrativecapabilities of foreign countrieswas
also collected.

M4 was headed by Hasan |1zbah Thalij Al 'Ubaydi
until 2003. Asthedirector, Hasan reportedto 11S
Deputy Director Khalil 1brahim Al Sultan, who was
responsiblefor M4, M5, M40, and monitoring (pos-
sibly M-20) directorates. Previously, Hasan had been
the M2 Director and the Office Director of M1.

A fifth division within M4 targeted Iraqi opposi-

tion groups operating outside of Irag. That division,
however, was separated from M4 in 1997 and re-des-
ignated M40. The M4 and M5 directoratesexchanged
information whenever members of either directorate
discoveredintelligence related to the other director-
ate's responsibilities.
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The Scientific and Technica Intelligence Department
headed by Muthanna Muhammad Ahmad Al Bayatti
aided MIC’s "' Special Office" to facilitate the procure-
ment of sensitiveitemsand material through foreign
channels (see Regime Finance and Procurement
chapter for additional information).

MS, Directorateof Counterintelligence

M5 conducted domestic monitoring and counterintel -
ligence operations within Irag. Five divisions within
M5 focused on specificregions of interest—similar
to M4, its sister directorate. Muhammad ‘Abd-al-
Wahhab Fada'am was the M5 Director from 2000
until thefall of the former Regime; he was preceded
by Maad Ibrahim Al Duri (1996-2000) and Khalil
Ibrahim 'Abdallah Al Nasiri (1994-1996).

Section M5/4/14 monitored all international orga-
nizationsoperating withinIrag, including the UN.

Asstated by aformer manager within the M5 Direc-
torate, "It [M5/4/14] monitored the UN inspectors
because that was its misson." Shakir Karhut headed
this section until OIF and worked under Mu'ayyid
‘Abd-al-Jalil, the head of M5/4. Accordingto high
level officialswithin the former Regime, thesetwo
were heavily involved in collection efforts against the
UN.

ThellS General Affairs Division (M5/5) is the most
recent sub-directorate. It was specificaly created to
act asthe" catch-dl" for M5 operations within Iraqg.
Section 18 operated more than 40 domestic busi-
nesses within Irag, such as restaurants, hotels, travel
services, souvenir shops, and truck service centers, in
order to collect information on foreignersroutinely
entering Irag. Other sections reportedly monitored
foreign journalists, the media, and foreign students
withinlrag.
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Structure of M5

M5/1 Iran, Turkey, |srael

-Section1-1Iran
-Section 2 — Turkey
-Section 3 —Israel
e M5/2 Syria, Lebanon, Jordan, & The Gulf Sates

-Section 4 - Syriaand Lebanon
-Section 5 -Jordan

-Section 6 — The Gulf Sates
M>5/3 North African and East Asia

-Section 7 — Non-Arab Satesin Asia
-Section 8 —Arabian Satesin Africa
— Egyptian Embassy Department
— EgyptianCitizensand Businessin Iraq
Department

— Sudan and Somalia Department
— Algeriaand Libya Department
—Morocco and Tunisia Department

-Section 9 - Indian Continent and Non-Arab States

in Africa
— Department | - India

— Department 2 — Pakistan, Afghanistan, and
Bangladesh

— Department3 - Africa

-Section 11 —Europe (Eastern, Western, or Central)
-Section 12 —Europe (Eastern, Western, or Central)

-Section 13 - North and South America

-Section 14 —International Organizationsin Iraq

(United Nations)
* M5/5 General Affairs

-Foreign Journalist Surveillance
-Inter-agency Relations
-Embassy Security
-Section 18 — Domestic Projects
—1 - Cover Businesses within Baghdad
—2 - Cover Businesses outside of Baghdad

M5/4 Europe, the Americas, and the United Nations
-Section 10 - Europe (Eastern, Western, or Central)

IIS Regional Directorates

The IIS had regional offices for local collection, which
carried out thefunctions of various national-level IS
directoratesin the local governorates. These regional
offices were called directoratesdespite their small
sizeand limited capabilities. While they were not
subordinateto the M5 Directorate, they fell under M5
administratively.

e M51 The Northern Directorate(Ninawa)located in
Mosul

* M52 The Al Ta'mim Directoratelocated in Kirkuk

* M53The Al Anbar Directoratelocated in Ramadi

e M54 The Central Euphrates Directorate(Karbala’)
located in Karbala'

* M55 The Western Directorate (Al Muthanna)
located in Al Samawah

* M56 The Southern Directorate (Basrah)located in
Basrah

¢ M57 The Eastern Directorate(Diyala)located in
Ba'qubah

¢ M58 The Salah-al-Din Directoratelocated in Tikrit

e M59 The Wasit Directoratelocated in Al Kut

The I1S functional directorates, such as M4, M5, M20,
and M22, had liaison offices within these regional
directorates. Tasking would be passed down fromthe
national-level to the local offices for collection or

_protection missions.




M6, Directorateof Internal Security

Khalid Najim 'Abdallah Sultan Al Tikriti directed

a staff of approximately 200 security officerswho
acted as political minderswithin the IIS. Personally
appointed by Saddam, the M6 director had sweeping
powers of investigation and financial authority.

Like a satellite office of the SSO, M6 and itsthree
divisions monitored the loyalty of al 11S employees.
Thefirst division supplied liaison officerstoeach 11S
directorate and was responsiblefor technical monitor-
ing, the archives, and security of the MIC; the second
division was responsiblefor political mail, diplomatic
couriers, and information security; and the third was
responsiblefor the physical security of 11S headquar-
tersand itsarsenal.

M7, Directorateof Investigationand Prosecution
M7 oversaw the Hakamiyah prison facility in Bagh-
dad and waslast headed by Haythim Khalil Ibrahim
Al Rawi. M7 had sub-directoratesto investigateArabs
and foreigners, as well asfor prison management and
administration. M6 and M10 often provided addi-
tional support in internal investigationsand interroga-
tions.

MS, Director ateof Liberation M ovements

In the opinion of aformer I1S officer, the M8 Direc-
torate was a political officeinstead of an intelligence
collection or exploitation directorate. Formerly
directed by Khalid Al Duri, M8 was responsible

for supplying administrative support for approved
Pal estinian organi zations, receiving guests, provid-
ing hospitality,and arranging visits with officials.
The source a so stated that the M8 director reported
directly to Tariq ‘Aziz on mattersconcerning Palestin-
ians coming to Irag from Syria.

M9, Director ateof Communications

M9 dealt with landline and wirelesscommunications
requirementsbetween all US directorates. The IIS
primarily used landlinesfor communications security;
wirel esscommunications were used only as an alter-
nativeif theland lines weredown. The last director
of M9 was Shibli Muhammad ‘Ali. Informationis

not yet availablein regardsto when M9 assumed its
benign role of communications.

Structured M9/7 (1980to 1990)

M9/J, headed by Dr. Muhammadfrom1980 to 1987,
consisted of at least five sectionsuntil 1984: Admin-
istrationand Archives, Analysisand Biology Testing
and Conceal ment, Eval uations, | mplementation,

and the Special Material sections. After 1984, M9/J
restructured its five branches:

e Administrationand Archives Section
¢ Secret Communi cationsSection

¢ Physiochemical Analysisand Criminal Investiga-
tions Section

* Special MaterialsSections

-Chemical Production
-Analysisand Implementation
* ExplosivesSection
-Explosives Preparation
-ExplosivesInvestigation

The Secret Communi cationssectionhandled the
monitoring of postal communicationsand the devel-
opment of invisible or secretinks. The Physiochemi-
cal Analysisand Criminal Investigationssection
conducted scientific analysisand research. The
Explosives section was an independent unit that was
located separate from the rest of M9/J to keepit as
compartmented as possible. It conducted both explo-
sive preparationsand investigations for both offensive
and defensive purposes.

Dr. Al Azmirli, after leaving M9/J in 1987, acted as

a technical and scientific consultant who reported
directly to the IIS director Dr. 'Ali Mukhlifreplaced
Al Azmirli ashead of M9/J, however by 1988, Dr.
Mukhlifcould not directly report to the IIS director
asin the past. He wasrequired to report to a General
Director (directoratelevel) and a "technical advisor"
Mukhlifwould see the departmentthrough its next
transformationin 1990, but he was replaced by Dr.
‘Amir ‘Awan Juma'a Al Tikriti in 1991.
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From 1980-1990, M9 devel oped chemical and
biological weapons, produced toxins, poisons, and
lethal devices for intelligence or assassination
operations, and tested its productson prisoners. In
the early 1980s M9 was known as the IS Science and
Technology Directorate, which had four divisions:
Engineering, Chemical, Mechanical, and Electronics.
M9/, asubordinate section headed by Dr. Muham-
mad 'Abd-a-Mun'im Al Azmirli, established labs
after the start of the Iran-IraqWear for the devel op-
ment of chemical and biological weapons. Accord-
ing to Nu'man 'Ali MuhammadAl Tikriti, aformer
department director within M9/J, prisonersfrom Al
Hakamiyah Prison were used and killed by M9’s
productsin late 1983 (see Irag's Chemical Weapons
Program and Irag's Biological Weapons Program
chaptersfor additiona information).

M9/J was removedfrom M9 in 1990, and it was
assigned asits own directorate, M 16. It retained most
of its previousstructure except for the Explosives
Section, which was removed from its ranks entirely
and also assigned as its own directorate, M21 (Seethe
M16 and M21 sectionsd thisannexfor additional
information).

M10, Directorateof Studiesand Resear ch

M10, aso referred to as the andytic directorate,”

was responsiblefor seeking, compiling, translating,
and publishing open source materialsfrom foreign
governments, agencies, and organi zations. Research-
ersinvestigated political, economical, social, interna-
tional, and military topics and in-house linguists made
trandlations. The director of M10 was Anmar L atif
Nusayyif Jasim Al Dulaymi.

M11, TheTrainingand Preparation | ngtitute

The Training and Preparation staff, approximately 70
employees, prepared lectures and intelligence courses
for both new and current |1S officersand employees
on ayearly cumculum. The director of M11 was
Mu'affiq Saleh Al'Ali Al Tikriti.

M 12, Directorateof Accounting

Headed by Nazar Yasn Al Maslawi, M12 was
responsiblefor domestic and foreign bank accounts
and 1S financial matters. Sub-directorates managed
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expenditures, financial archives, and salaries, as well
as supporting the comptroller. Each |1 S directorate
had an M 12 officer to handleal accounting affairs of
that directorate, such as the distribution of salaries,
purchasing of equipment, food, clothing, and other
directorate specificitems.

M 13, Directorateof ClandestineOperations

M13 was responsiblefor operational support ser-
vices, such aslock-picking, surveillance photography,
€l ectronic eavesdropping, and counterintelligence
functionsat Iragi embassies abroad. When atarget
was identified and approved for collection, M13
conducted the operation. Analysisof the collected
information, however, was | eft to the requestor. M5
most likely tasked M 13 to collect against UN inspec-
tors, who were monitored through wiretaps, listen-
ing devices, and hidden cameras at the Canal Hotel,
which sewed as the UN Headquartersin Baghdad.
After Desert Storm, the High Technology Photogra-
phy and Electronics Research and Development Proj-
ect was subsumed into the Directorateof Clandestine
Operations. For thisreason, M13 is also commonly
referred to as the Technical Operationsor Technica
Monitoring Directorate.

M 14, Directorateof Special Operations

M 14, directed by Muhammad K hudayr Sabah Al
Dulaymi, was responsiblefor training and conducting
specia operationsmissions. It trained Iragis, Pales-
tinians, Syrians, Y emeni, L ebanese, Egyptian, and
Sudanese operativesin counterterrorism, explosives,
marksmanship, and foreign operationsat itsfacilities
at Salman Pak. Additionally, M14 oversaw the "' Chal-
lenge Project,” a highly secretive project regarding
explosives. Sources to date have not been able to
provide sufficient detail s regarding the " Challenge
Project.”

M15, Directorateof Legal Affairs

M 15 provided theIIS officersand employees with
legal advice, handled all employees lega cases,
reviewed al new lawsthat pertainedto I1S officers,
and implemented the laws and regulationswithin the
IIS. Whileit sewed all of IS, M15 primarily assisted
M1 and M2.



Structureof M14

* Special Operations Department, composed of a
foreign and a domestic section, performed govern-
ment-sanctioned assassinations inside or outside of
Iraqg.

e The"Tiger Group" was similar to ecial Opera-
tions, except that it was primarily comprised of
suicide bombers.

* The Training Department provided training for all
1S officers going abroad.

* The Counterterrorism Department handled coun-
terterrorismactivitiesin Iragand at embassies;
reportedly, it disarmed terrorists hijacking a Suda-
nese airliner from Saddam International Airport.

* The Administrative Department provided support
services such asadministration, finances, communi-
cations, and logistics.

e The Anti-Iranian Department injiltrated operatives
into Iran for intelligence collection and operated
against Iranian groups attempting to enter Irag.

M 16, Directorateof Criminology

M 16 was created when M9/J was extracted from M9
and designated asits own directoratein 1990. The
directorate retained the organizational structure of
M9/J except for the Explosives Section, which was
also designated as its own directorate, the Al Ghefiqi
Project (M21). The services M 16 provided in the
fieldsof chemical and biological science, criminal
investigation and forensic sciences, chemical and
poison production, and intelligence support offer
insight to its nickname, the* Directorateof Special
Logigtics.”" Nu'man 'Ali Muhammad Al Tikriti was
M16’s last director having served from 1996 until
2003.

In late 2001 or early 2002, M 16 requested assistance
from the 11'S Scientific and Technical Intelligence
Department (M4/4/5) to acquire speciaized equip-
ment for M16. Devices were requested for atomic
absorption, infrared, and ultraviol et spectrophotom-
etersfor the analysisof chemical substances; x-ray
and bomb detection devices which were planned for
usein Iragi embassies; materials used to detect and
exploit latent fingerprintsfor criminal investigations,
and adevice used to test for forged or falsified docu-
mentation requested by the Secret Communications
Directorate.

Structure of M16 (2000to 2003)

* The Secret Communications Division was respon-
sible for document seals and stamps, document
authentication, and mail security. The division also
worked on improving secret and invisibleinks.

* The Physiochemical Analysisand Forensic Crimi-
nal Investigations performed varioustesting on
foodsand medicines, e.g. it tested for bacteria and
virusesin food, dairy products, and water. The
forensicsdepartment specialized in fingerprints,
ballistics, forgery, and the protectionof diplomatic
mail.

* The Chemical Preparation Division conducted
theoretical and practical research on toxic materi-
als, poisons, and anesthetics for operational use by
other IIS directorates, suchas M4 or M5.

* The Explosives Division, also known as " Section
27" was responsible for detecting and disabling of
explosive devices relating to the mail or vehicles,
aswell as producing such devices for the I1S. This
division was a hybrid between M16’s former explo-
sive ordinance disposal section and the former M21
Al Ghgjiqi Project.
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M17, Directorateof Signalsintelligence

M17 monitored, collected, and analyzed external
signals and voice communications. The signalsintel-
ligence project, formerly known as'* Project 858,"
was almost compl etely destroyed during thefirst Gulf
War. Following the war, the project was resurrected
and re-designated the""Hadi Project.” Responsibil-
ity for it was passed between Irag's intelligence and
security services until apresidentia decreein thelate
1990s brought it permanently into theIIS asM 17.
Thedirectorate wasthelargestin the 1S, consisting
of four divisions and two branches, and employing
between 2,000 to 2,500 personnel. Khalid Karim
KhalifaBraish Al 'Ajili wasthedirector of M17 from
1995 to the beginning of OIF.

M17 was the pinnacle of Iragi signasintelligence. It
monitoredinternal Iragi communicationsto ensure
communi cations security, interceptedforeign mili-
tary communications, and collected against foreign
embassies, UN Headquarters, and, from 1995 to
1998, UN inspectors.
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The Evolution of the Former M9/J Department

After M9/J was reassigned asM16 in 1990, it was
headed by Dr. 'Amir 'Awni Juma'a from 1991 until
1996, when he was replaced by the last M 16 director:
Nu'man. M16's organizationfromitsinceptionuntil
early 2000 consisted of the following four sections:

Administrationand Archives Division

Secret CommunicationsDivision

Physiochemical Analysisand Criminal Investiga-
tions Division

Foecial MaterialsDivision

—Chemical Production Section

-Explosivesand Radiation Detection and Treat-
ment Section

According to captured documentation, on 29 Sep-
tember 1999 the |1S Director approved the decon-
struction of the Special MaterialsDivision, aswell
asM21, the Al Ghafigi Project. The Special Materi-
al's Section was reorganized so that the Explosives
Detectionand Treatment Section could merge with
the Al Ghafigi Project under M16 for the “unification
of technical specialties...since the defensivework is
so closelytied with offensive work™ The Radiation
Detection utility wasto remain with M16.

A consulting agency for the I1S Director proposed
that the Chemical Production Section becomean
independent division subordinateto M16, comprised
of a Chemical Supply Department and an Intelligence
Applications Department. Its duties at the time of
reorganization consisted of preparing substances
which paralyzesthe individuals’ functionaliry, prepar-
ing tranquilizersand hypnoticsfor intelligenceuses,
preparing safe instant lethal substances, and cam-
ouflagingthese substancesby various means such as
drinks or medicine. Thiswasthe last restructuring of
M6 prior to OIF. (Seethe M21 section for additional
information on the Al Ghafigi Project.)
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Structure of M17

M17/1 Serviceand Administration Division

-M17/1/1 Personnd

-MI 7/1/2 VVehicle Maintenance

-MI 7/1/3 Building Maintenance

M17/2 AnalysisDivision

-M17/2/1 Algorithmic Encryption Design
-M17/2/2 Electronic Cryptanalysis
-M17/2/3 Manual and Mechanical Cryptanalysis
M17/3 OperationsDivison—Intercept, Jamming,
and Direction Finding

-Central SGINT Sation at Al Rashidiyah
-North SGINT Sation at Mosul

-South SGINT Stationat Basrah

-West SGINT Sationat Al Rutbah
—CommunicationsSecurity Monitoring
M17/4 Technical Support Division
-SgnalsResearch

-Technical Analysis

—Satellite |ntercept

e Computer Branch

Analysisand Production Branch
—-Administration

-Trandation

—-Military Communications

-Civilian Communications

-COMSEC Analysis

-Encrypted CommunicationsAnalysis




M18, Directorateof Residency

M18 issued visas, determined residency status, and
enforced immigration lawsfor al Arabs and foreign-
erslivingin Irag.

M 19, Director ateof Commercial Projects

The Directorate of Commercial Projects ran front
companiesto helpillicit procurement and importation
of dual-use materiel and other prohibited itemsinto
Irag. The Foreign Branch oversaw the management of
trade with overseasfront companies, such as MIC’s
Al Bashair Trade Company, Ltd., and the Syrian
firms SES Trade Company and the MAS Economic
Group. The Domestic Branch oversaw the manage-
ment of numeroussmall businessesthroughout Irag
tofinancially supplement 1S operations, usage by
theIIS, such as print shopsfor forgery, and strategic
surveillance of foreign interests.

In 1997, M19 director Mana 'Abdallah Rashid
ordered a halt to all Foreign Branch operations as
aresult of thefailure of one of its companiesto
deliver spare parts, tires, batteries, el ectronic equip-
ment, and vehicles. At the same time, the manager
of the Domestic Branch was jailed for attempting to
smuggle copper out of Irag. These two incidents led
to the permanent closure and subsequent salvage of
the Directorate of Commercial Projects. M19 was
disbanded and its sections were reassigned to the M4
and M5 Directorates. The Foreign Branch projects
were re-designated as M4/8 under the Directorate of
Foreign Intelligence. The Domestic Branch projects
were re-designated as M5/5/18 under the Director-
ate of Counterintelligence (see Regime Finance and
Procurement for additional information onillicit
procurement).

M 20, Dir ector ateof Surveillance

The Directorate of Surveillance monitored individual
targets with human surveillanceand may have been
involved in collection against UN inspectors. M 20,
with threefield intelligence unitsand an adminis-
trative branch, was directly subordinate to the 1S
Deputy Director. Support requests had tofirst be
approved by the Deputy Director before tasking

was executed. Requests al so had to provide specific
information on targetsand the intended location of
surveillance. Restricted manpower and resources,
however, limited collection periodsto approximately
seven to ten days. Akram 'Umar Salih Al Tikriti was
thedirector of M20 from 2000 to OIF.
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Structure of M18

* M18/1 The Arab Division: responsiblefor all Arab
immigrants regardless of country

* M18/2 The ForeignersDivision: responsiblefor all
non-Arab immigrants

* M18/3 The Airport Division: a satellite office
located at the point-of-entry

* M18/4 The Regional Division: satellite office
located at the various regional governoratesand
pointsof origin.

M21, TheAl Ghafiqi Project

The Al Ghafigi Project existed to make explosive
devicesfor the IIS to be used in assassinationand
demolition operations. The ExplosivesSection of
MO9/T was extracted from the M9 Directoratein 1990
and assigned as its own directorate, M21; at the same
time, the remainder of M9/J was a so extracted and
designated as M16. The name Al Ghafiqi, referring to
a geographic area between Saudi Arabiaand Kuwait,
was most likely attached to the projectin 1990 as it
was designated as an independent directorate. The
project is aso known as" sheen 27,” where 'sheen' is
thefirst letter in the word for Section, however, this
was not seen until after 2000.

Khalil Ibrahim Fayad Al Sabahi was the director

of theformer Explosives Section since 1986, and

he continued to head the organization as the M21
Director until hisdeparturein 1996. Dr. 'Amir "Awni
Juma'a, who was previously the M 16 director until
1996, was the superintendent of the Al Ghafiqi Proj-
ect during the negotiationsto integrate Al Ghafigi into
M16in 1999. Badi'a Muhammad Salih was the direc-
tor of the project, which was decommissionedin 2000
and reassigned to M 16.

No one person constructed an entire explosivedevice
alone. The construction processdrifted through the
sections of the directorate. An improvised explo-
sivedevice (IED) began in the Chemistry Depart-
ment which devel oped the explosive material sfor
the device, the Electronics Department prepared the
timersand wiring of thelED, and the Mechanical
Department produced the igniters and designed the
IED. Al Ghafigi constantly invented new designsor
methods to conceal explosives; books, briefcases,
belts, vests, thermoses, car seats, floor mats, and
facial tissue boxeswere all used to conceal PE4, C4,
RDX. or TNT.
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M 22, Dir ector ateof Protective Services

The Directorate of Protective Services was similar

in composition to alight infantry battalionand it
protected 1S facilities along with the Bath Party
national leadership. Its most recent director prior to
OIF was Khassam Ibrahim Omar Ayyub Al Tikriti.

M 22 provided external security at 11S sites, while M6
handled internal security issues—similar to the way
that the SRG and SSO handled security at presidentia
palaces.

Three subordinate divisionsin M 22 carried out vari-
ous physical security missionsfor the [1S Headquar-
tersin Baghdad, the Mujahiddin ¢ Khalig (Iranians
opposed to the current Iranian Regime), and thellS
Regional Offices(M51 throughM59). M 22 personnel
guarded dl 11S safehouses, and M 22 personnel may
have been present in the event of the transportation of
WMD materiel, becauseit had previously provided
convoy security for the shipment of light weapons.

M 23, Directorateof Military Industries

Also known as" Al Munzhumah,” M 23 provided secu-
rity for al MIC and |AEC sites, and it assisted the
Natioal Monitoring Directorate (NM D) with purging
MIC facilities of documents to be safeguarded from
the UN. An Iragi Regular Army unit was commonly
co-locatedat MIC facilitiesfor external protection,
but M23 handled security within the facility, as well
as the security staff manning gates at industrial com-
plexes, weapons manufacturing plants, chemical pro-
duction plants, and MIC offices. M23 also provided
limited security for three MIC companies: Armos,

Al Bashdir, and Al Mufakhir—al front companies
for illicit MIC procurement. We do not know to what
extent M 23 provided security for these companies.
Thelast director of M23 was ‘Abd-al-Hamid Sulay-
man lbrahim Al HuraymisAl Nasiri.

M23 officersalso wereinvolved in NMD document
concealment and destruction efforts. In August 1998,
Saddam ended cooperation with UNSCOM inspec-
tions, and soon after he ordered the creation of a
NMD committeeto purgeal MIC records of sensitive
documentation related to past prohibited programs.
While many documents had already been declared,
some were given to M23 agent '‘Ayad Qatan Talab,
the director of M23/6/1 Counter-EspionageSection,
to keep in alockbox. These documents have not yet
been recovered.

Structured M23

e M23/1 Human Resources
-M23/1/1 Military Personnel
-M23/1/2 Civilian Personnel
-M23/1/3 Personnel Management
-M23/1/4 Passports and Visas

* M23/2 Internal Security

* M23/3 Investigations
-M23/3/1 Interrogations
-M23/3/2 Investigations
-M23/3/3 Jail

* M23/4 Nuclear Energy
-M23/4/1 Companies
-M23/4/2 Opposition Group Activities
-M23/4/3 Counter-Espionage

* M23/5 Maintenance Division
-M23/5/1 Management Section
-M23/5/2 Building Maintenance
-M23/5/3 Vehicle Maintenance

* M23/6 Counter-Espionage Division
-M23/6/1 Counter-Espionage
-M23/6/2 Companies
-M23/6/3 Opposition Group Activities

M40, Director ateof Opposition Group Activities
M40 targeted opposition groups based overseas, such
asthe Al Dawa Party, the Communist Party, and the
Wahhabis. M40 tasked its satellite of ficesaround Irag
to monitor coalition forces prior to OIF, but limited
resources prevented any measurablesuccess. A civil-
ian, ‘Isam Khudhayr 'Abbas Al Dulaymi Al Awani,
was the director of M40 from 1990 to 9 April 2003.
At that point, according to aformer M40 officer, al
M40 officers weretold to bum their documents and
go home. "It was over,” the source said, 'theIIS did
not exist anymore.”



Structured M40

* M40/1 Monitors the Al Wafaq Party, Communist
Party, and Separatists

* M40/2 Monitors the Al Dawa Party, Al Majlis Party,
and the Wahhabis

e M40/3 Monitors the Kurds

e M40/4 Monitors external threats, Al Mu’tamar, and
I ndependents

* M40/5 Operationsagainst the Kurds

e M40/6 Monitors the Al Yazidis, Al Saabiah, and Al
Ashurin

The Directorateof
General Military Intelligence

TheDirectorateof General Military
Intelligence(DGMI) was Irag's
main military intelligenceservice.
The DGMI collectedintelligence
on the military capabilitiesof the countriesadjacent
tolrag, as well as Kurdishforces. The director of
DGMI, Staff Lt. Gen. Zuhayr Tdib 'Abd-al-Settar,
reported directly to the Presidential Secretary,despite
the subordinationof the DGMI to the Ministry of
Defense.

In addition to military analysisand targeting, the
DGMI acted as an internal policeforce within the
Iragi military by assigning DGMI Intelligence Offi-
cersto each military unit down to the battalion level.
Technically, the officer's mission was intelligence
support, but the mgjority of the officer's work cen-
tered on controlling corruption and theft within the
unit. Just as the SSO placed political officers within
the Republican Guard, the DGMI placed intelligence
officers within the military servicesto monitor troops.

This organization has also been recognized asthe
Genera Military IntelligenceDirectorate (GMID),
General Directorateof Military Intelligence (GDMI),
Directorateof Military Intelligence(DMI), Military
Intelligence Directorate(MID), and the | stikhbarat,
the shortened version of its Arabic name: Mudiriyah
Al Istikhbarat Al ' Askriah Al ' Ammah.

TheDirector ateof
General Security

The Directorateof General Secu-
rity (DGS) provided local intelli-
gence collectionand prosecution of
Regimeoppositiongroups within the
individual governorates of Irag. Littlereporting exists
about its composition and structure, but minor refer-
encesto the DGS dl reflect an effort focused against
theinfiltration of Iranian, Turkomen, and Kurdish
oppositionists.
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Annex C
Iraq's Security Services

Overview

The former Regime's security services protected the President, secured the presidential palace grounds,
and guaranteed loyalty to the Regime. These organi zations, however, also conceal ed information and mate-
rial from United Nations weapon inspectors. This annex will providea view of the most recent organizational
structureof these.security services.

Special Security Republican
Organization Guard

(Crest of the Republic)

The Special Security Organization, using personal escortsand protection units, maintained the innermost secu-
rity levels surrounding the President and the Regime. The Republican Guard, comprised of the Specia Repub-
lican Guard and the Republican Guard Forces Command, served as the outer ringsof Regime and national
security. Prior to 1996 the Special Republican Guard was specifically tasked to conceal WM D-related material
in collaborationwith the Specia Security Organization.

This portion of the Report islargely based on testimony fromformer Regime officials who were active in many
of Iraq’s former governing, economic, security and intelligence or ganizations. While they were critical to our
assessment of the former Regime'sWMD strategy, the detainees would often minimize their involvement or
knowledgeof sensitive issues. The placement of blame or knowledge with individuals, who were not in a posi-
tion to contradict their statements, such as deceased or fled to another country, was also a common occur-
rence. Notwithstanding, most detaineeswere very cooperativeand provided insight into the inter-workings of
the former Regime. Original documentationcaptured during Operation Iragi Freedom has served to confirm,
supplement, and reinforce detainee statements.
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‘Izzat Ibrahim Al Duri
Chairman

Zuhayr Talib
‘Abd-al-Sattar
Director, DGMI

The National Security Council

Qusay Saddam
Husayn
Director, SSO

The National Security Council provided a forum for
cooperation between Irag's security and intelligence
agencies regarding overlapping issues among the
agencies and joint-service projects. It was comprised
of ‘Izzat |lbrahimAl Duri, 'Abd Hamid Mahmud Al
Khatab Al Nasiri, and the directors of the four main
security and intelligence organizations— the Special
Security Organization (SSO), the Iraqi Intelligence
Service (11S),the Directorate of General Military
Intelligence (DGMI), and the Directorate of General
Security (DGS).

‘Izzat |brahim, Vice-President and theVice-Chair-
man of the Revolutionary Command Council (RCC),
acted asthe chairman, and 'Abd acted asthe Secre-
tary General of the National Security Council. The
Council did not have regular preplanned meetings,
but it met periodically at ‘Izzat’s headquarters at

Al Admani Palacein Baghdad to address any prob-
lems or issues that had emerged since the last meet-
ing. Despite these meetings most problems—big or
small —were brought directly to Saddam by the agen-
cies directors.

‘Abd Hamid Mahmud
Al Khatab Al Nasiri
Secretary General

Tahir Jalil Habbush
Director, /IS

Rafi''Abd-al-Latif
Tulfah Al Nasiri
Director, DGS

The presidential secretary, 'Abd, screened almost all
of the reporting sent to the Presidential Office by the
S0, 1iS, DGMI, and DGS. The directors of these
organizations, including Qusay Saddam Husayn, who
headed the SSO, reported directly to 'Abd, who chose
what should proceed to the President. The correspon-
dence from the SSO and |1Swas opened by the presi-
dential secretary himself, and not the staff 'Abd then
evaluated whether it was for the President's action or
Daily Brief. If the matter related to routine adminis-
tration, the Secretary acted on the correspondence,
himself, and then he returned it to the originating
office. Howevel; thisdid not include the hiring and
firing of department directors.

The presidential secretary had a higher statusthan
Qusay prior to 2001. Qusay, as Director of the SSO,
still had to report to 'Abd despite being the Presi-
dent's son. Qusay was no longer within ‘Abd’s chain
of responsibility after Qusay was elected to the Ba'th
Party Leadership in May 2001, howevel; the SSO was
still requiredto report to the presidential secretary.
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The Special Security
Organization

Saddam Husayn formed the Specia Security Orga
nization (Jihaz al-Amn al-Khassin Arabic) shortly
after he became President in 1979. The assurance of
Regime stability required a wide spectrum of support
and services, and Saddam relied on the expertise of
the Specia Security Organization (SSO) until 2003.
Saddam used the SSO, which consisted of over 5,500
personnel, to reveal any threatsto him and his
position.

L eader ship of the Organization

Husayn Kamil Hasan Al Maiid
Husayn Kamil Hasan Al
Maiid headed the SSO
from asearly as 1983
until 1989, according

to a senior Republican
Guard officer. By 1987,
he was also the'over-
seer” of the Military
Industrial Commission,
the Republican Guard
(including the Specia
Republican Guard),
Saddam’s Special Presi-
dential Guard, and the
Ministry of Qil.

usayn Karnil

Husayn Karnil did not appear to rely on deputies. He
had the power, because of hisfamily tiesand proxim-
ity to the President, to have anyonefired or have them
placed under suspicion. A former subordinate noted
"Husayn Kamil did not have a right-hand man, as

he was too arrogant.” Many of the senior leadership
believethat al of Irag's problems with the United
Nationswerethe result of hisunilateral decisions.

He was briefly appointed to and eventually fired
asthe Minister of Defensein 1991, after which he
was appointed by Saddam to be the Minister of the
Military Industrial Commission. Histransfer from the
SSO in 1989 created a gap in SSO leadership (See
the " Husayn Kamil™ textbox in the Regime Strategic
Intent chapter for additional information).

87

Fannar Zibin Al Hasan

During thefirst Gulf War, Fannar Zibin Al Hasan,
acousin of Saddam, directed the SSO. Fannar was
afigurehead. Qusay Saddam Husayn, who was
appointed by Saddam to be the deputy director, actu-
aly led the organization. Littleis known about the
SSO leadership from 1989 to 1991.

Qusay Saddam Husayn
Qusay became SSO
Director in late 1991 or
early 1992. The security
organization lost much
of itsinfluence without
Husayn Kamil. Many of
the responsibilitieswere
not passed to Qusay
because he was viewed
asinexperienced—he
was approximately

24 yearsold when

?ﬁep gé}éwéﬂg;eﬁas a Qusay Saddam Husayn
graduate of the College of Director, SSO

Law; he was not given military rank and alwayswore
civilian clothes. For this reason Qusay enlisted the
assistance of Husayn Kamil for |eadership guidance.

With the assistance of Husayn Kamil from 1991-1995
and under the leadership of Qusay, the SSO under-
took many functions, such as protection, collection,
and deception operations. Together, these two used
the assets at their disposal to orchestrate adenia and
deception program against the United Nations.

After the departure of Husayn Kamil in 1995, Qusay
supervised the command authority of the Republi-
can Guard and the Special Republican Guard while
simultaneously serving as director of the SSO. In title,
Qusay was referred to as the' Honorable Supervisor
of the Republican Guard,” but he was never referred
to as''thecommander.” Qusay was able to manage
the SSO, though he did not have the seniority, experi-
ence, or depth in military mattersto command troops.
Commandersfeared and respected Qusay because,
much like Husayn Kamil, he had almost-absol ute
power in the Regime. When he spoke to military com-
manders, however, he would generally issue vague
managerial directives.
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Qusay stepped down as the Director of the SSO after
he was elected one of two deputiesin chargeof the
military branch of the Bath Party on 19 May 2001,
three days after being elected to Bath Party member-
ship. Managing his new responsibilitiesin addition to
hisrolein the SSO was reportedly a heavy burden on
Qusay.

Walid Hamid Tawfiq
Staff Maj. Gen. Walid
Hamid Tawfiq held the
position of SSO Direc-
tor from June 2001
until September 2002.
Wadlid, a staff major i
general at thetime, was ||
selected tofill Qusay's |
position because he was |-
the most senior officer |
within the SSO. Qusay
wanted to appoint the
Director of Republi-
can Guard Security to the position of SSO Direc-

tor, but that officer wasonly a colonel. Qusay never
completely relinquished control of the SSO. Qusay
ordered Walid to report directly to him, though the
normal chain of reporting for the SSO Director was
to report security mattersto the presidential secretary,
'‘Abd Hamid Mahmud Al Khatab Al Nasiri.

Qusay eventually relieved Walid of duty and returned
as the Director of the SSO in September 2002. The
circumstances around Walid's reappointment to the
Governor of Al Basrah are uncertain. Walid claims
that he was removed one week after he receiveda
letter from Saddam admonishing him for monitor-
ing an individual who was, without the knowledge of
Walid, close to Saddam.

Walid Hamid Tawfiq

Structur eof the Organization

Unlike the Iragi Intelligence Service (IIS), the direc-
torates and branches of the SSO did not have a coded

nomenclature.

Himayah— The Presidential Bodyguards

The first tier of security closest to Saddam took no
direction fromthe $SSO, asthis responsibility was
removed fromthe SSO during the late 1980s. The
Himayah (Arabicfor "Protection"),a general term
for the Department of Senior Escorts (al-Murajiq
al-Qadim) was composed of two groups, the Special
Protection (Amnal-Khas) and the Special Guard
(Harasal-Khas), which were directly accountable to
the Secretary of the President, 'Abd Hamid Mahmud
Al Khatab Al Nasiri. The Special Protection waswith
the President 24 hoursa day, seven days a week to
provide personal security. The Special Guard had
more of a logistic role, providing personal services
such as laundry, food, and shopping. The SSO picked
the candidates and monitored the membersof this
group to ensure loyalty to Saddam.

The Office of the Director

The Officeof the Director contained the staff clos-
est to Qusay and daily SSO operations. Qusay relied
lesson the established officialsof the organization,
and by 1998 he devel oped hisown close circle of
personal aides much as hisfather had done. Among
them were ‘Ali Husayn Al Rashid, Qusay's longstand-
ing personal bodyguard; Hani 'Abd-al-Latif Tulfah Al
Nasiri, thefirst cousin of Qusay's mother; and Suhayl
Muhammad Sultan Al Duri, Qusay's secretary, Direc-
tor of Public Relations, and by default, the Official
Secretary of the SSO Director (OfficeManager).
Suhay! replaced Sulayman 'Ulwan lbrahim Al Huray-
mis Al Nasiri who served as Qusay's secretary since
1991 and OfficeManager until 1997, when Qusay
dismissed him.

Thedirector's office had four sections that handled
allocation of residential propertiesfor SSO employ-
ees, administration of SSO computers, financial over-
sight, and the inter-officeand outgoing mail.

TheDirectorate of Security Affairs

The Directorate of Security Affairs, the second tier of
presidential protection, consisted of two sectionsthat
were charged with the security of presidential palaces,
the office of the presidency, and Bath Party offices
and headquarters. Made up of over 1,700 personnel,
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The Special Security Organization.

the Directorate of Security Affairswasthe largest
directorate and last headed by Col. Muhammad Rijab
Al Haddushi. It supplied protectiveservicesto the
Presidential Diwan and Ba'th Party Regional Com-
mand, as well as the support contingency known as
"Group 40" which was composed of drivers, cooks,
and launderers who traveled with Saddam.

The Directorateof Republican Guard Security
Hani 'Abd-al-L atif TR -
Tulfah Al Nasiri, one of
Qusay's most capable
deputies, headed this
directorate, which
monitored loyalty to
the Regime within the
Republican Guard. In
2001 Qusay told Staff Lt
Maj. Gen. Walid Hamid
Tawfiq, despiteWalid's
appointment to SSO
Director, that he would
not have control over
Hani or hisdirectorate. Hani retained his position of
Director of the Directorate of Republican Guard (RG)
Security as he ascended the ranks of the SSO. Three

Hani 'Abd al-Latif

months after Walid was appointed as SSO Director,
Qusay appointed Hani, his preferred choicefor SSO
Director, to the position of Assistant Director.

Three departments within thisdirectorate closely
watched the SRG, the Allahu Akbar Operations
Command (1" RG Corps), and the Fat'h Al Mubayyin
OperationsCommand (2'* RG Corps). While not
large enough to warrant their own departments, two
SSO Security Officersscrutinized the RG Missile
Command and the RG Airbase at Al Rashid, as well
(see The Republican Guard section, below, for addi-
tional information).

Prior to 1991 the SSO used security officersto moni-
tor, educate, and discipline the military troops in an
effort to protect against enemy intelligence. After
1991 the SSO shifted its focus to monitor the military
commandersto guarantee their loyalty and politi-

cal reliability. These security officers, reminiscent of
Soviet commissars, were embedded within Republi-
can Guard units down to the battalion level, and they
did not answer to the RG chain of command.

SSO Security Officers underwent a special three-
month course held by the SSO, commonly wore
civilian attire or military uniform without rank and,
by nature of their positions, were not commonly liked



Dutiesof the SSO Palace Security

The Directorate of Security Affairsoversaw the secu-
rity detailswithin the presidential palacesand facili-
tiesof the Iragi Regime.While the Special Republican
Guard (SRG) maintained the perimeter and main
entrance gate security, the Directorate of Security
Affairs provided close-protectioninternal security
measures:

Accesscontrol for incoming and outgoing palace
visitors, to include verifying authorizations, secu-
rity badges, personal and vehicular searches.

Verifying personnd records for all inside and
outside palace workers with the assistanceof the
Directorate of General Security (DGS).

Escorting or monitoring all workers (janitors, wait-
ers, contractors, etc.) in the presidential palaces.

Requesting and validating annual security clear-
ances fromthe Directorate of General Security for
all enlisted and commissioned SRG personndl.

by the other soldiers. In the event of disloyalty or

a security breach, the security officer would report
the event directly to the director of RG Security. For
example, asecurity officer at the battalion level would
not be required to pass the information through the
brigade and division security offices. The Director of
RG Security could bypassthe SSO Director because
of hisspecial link with Qusay.

The Directorateof Communications

Secure communications between strategic Regime
facilities was the responsibility of the Directorate of
Communications, directed by Head Engineer Safa
Shakir Taha. This directorate established and main-
tained landline and wirelesscommunicationsfor all
palaces, directorates, presidential and Diwan offices,
and Republican Guard headquarters. Two depart-
mentswithin the directorate specialized in wireless
and landline communications systems. The Landline
Department was headed by Engineer Salam ‘Aziz; the
Wireless Department was headed by Engineer ‘Abd-
al-Rahman.
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The SSO Security Branch

Similar in mission to the RG Security Directorateor
a policedepartment's Internal Affairsdivision, the
SSO Security Branch monitoredthe personnel of the
Special Security Organization. A cousin of Qusay,
Fatik Karim Sulayman Al Mgjid, was the last known
director of this branch. Fatik had almost constant
access to Saddam, becausethe SSO Security Branch
was Saddam’s window into Qusay's inner circle.

Saddam appointed strong loyalists, al of whom were
membersof his personal guard staff, to each of the
security and intelligence services near the beginning
of 2001. All of these positionsreported the activi-
tiesof their variousagenciesto Fatik, Director of

the SSO Security Branch. Khalid Ngjim 'Abdallah
Sultan Al Magjid Al Tikriti was appointed to head the
IIS Security Branch (M6), Haytham Sulayman Al
Majid was appointed to head the Security Branchfor
the Directorate of General Military Intelligence, and
Salim 'Abd-al-Qatar Sulayman was appointed to head
the respective security element of the Directorate of
General Security.

Cross-checking of the variousservices placed the
SSOin asuperior position over these agencies. For
example, the 11S was not informed of SSO operations,
but the SSO would be informed of all IIS operations;
only theliaison officersbetween the two organiza-
tions would communicateofficidly. If the I1S became
awareof aBath Raty member plotting action against
the Regime, the case would be passed directly to

the SSO. However, if the 11 S wished to keep a case,
Saddam most likely would have been consulted.

The Surveillanceand I nfor mation Branch

The Surveillance and Information Branch was tasked
with monitoring Iragi officias, al employeeswithin
the office of the presidency, and other designated
targets, to identify individualsof questionableloyalty.
Thedirector of this branch, Rafi' Hamid M uhammad
Al Sagmani, oversaw the operationsof two sub-sec-
tions, the TelecommunicationsM onitoring Section,
headed by Muhammad Raluf Ghassub, and the
Human Surveillance Section, headed by Harith Al
Duri. Rafi* was another of Qusay's close associates
withinthe SSO.



Structure of the SSO Security Branch

¢ The OrganizationSection monitored all assigned
SSO personnel except those on the presidential
detail. It had one officer assigned to each of the
other branchesand directorateswithin the SSO.
This section was headed by Mu'ayyid ‘Abd-al-
Hamid.

* The Special Section monitored all assigned person-
nel to the presidential detail, including the protec-
tion detail, those who housed and provided logistics
to the protectiondetail, and those who provided
support services to Saddam (Group40, shepherds
for live meat, chefs, tailors, and day laborers). This
section was headed by Sa'd 'Abdallah Zahran.

* The Investigation and Interrogation Section con-
ducted investigations,interrogations, and deten-
tion of personnel for crimesranging fromtheft to
treason. Itsjurisdictionwas determined by Saddam
or Qusay. This section was headed by Col. 'Adil
Hamid Jamil.

* The Informationand Identification Section main-
tained personnel files, marriage approval, weapons
accountability,and organizational identification
and passports for SO personnd. The Informa-
tion Section, also referred to as " Personndl,” was
headed by Samir 'Awad, and the Identification Sec-
tion was headed by Muhammad Wahadi.

* The Separated Employees Section monitored all
former SO officers. Also known asthe "Veterans
Section,” this sectionwas headed by Tha'ir Al Duri.

AdministrationBranch

The administrative branch of the SSO, which was
headed by Wasfi Mukhlif Al Ajili, had four subordi-
nate sections: Supplies, Services and Maintenance,
Personnel (Human Resources), and Accounting,
which handled salaries and promotions.

VehiclesBranch

Despite having its own motor pool and vehicles, the
SSO attempted to acquire parts or maintenancefor its
own vehiclesfrom the Special Republican Guard. Lt.
Col. ‘Isam Mahmud 'Abdallah Al Tikriti headed the
transport assets of the SSO.

The ScientificBranch

The SSO operated a laboratory specifically to test the
President's food. All food, clothing, and presidential
supplies were acquired through the Ministry of Hedlth
or the Ministry of Trade. This branch was headed

by Dr. Sabah Shuhab Ahmad Al Sumaydi. Histwo
immediate subordinateswere Dr. 'Adnan |brahim,
Head of the Department of Chemistry, and Dr. Mujaz
Tawfiq, Head of the Department of Biology.

The lab tested anything specifically for the presi-
dent, including clothing, and its function was very
secretive, even within the SSO. For example, Qusay
planned to refuse acknowledgement that the lab
belonged to the SSO, even if confronted by UN
inspectors about the lab. The lab was previously
declared as belonging to the Ministry of Trade, which
originally set up thelab for the SSO. Therefore, UN
inspectorsexamined the [ab under the assumption that
it belonged to the Ministry of Trade, yet, fully aware
of thelab's truefunction with regard to Saddam.

Had the SSO acknowledgedits ownership of thelab,
it would havefurther increased the level of distrust
between inspectorsand Irag.

The Special Security I ngtitute

While many SSO officerswere aready seasoned from
prior intelligence service positions, all SSO officers
weretrained in Baghdad at the Special Security
Institute, directed by Khalid Kulayb ‘Awani. The
Ingtitute's primary mission wasto educate SSO, SRG,
and presidential officeemployeeson al aspectsof
governmental security, including military training,
political indoctrination, and security of presidential
sites. It operated on a yearly schedule with classes
beginning on the seventh day of January, a two-month
vacation in July and August, and completion of the
annual curriculumin December.

The basic course for Specia Security Officerslasted
three monthsat the Institutein the Al-Jihad district of
Baghdad. The course consisted of physical security
training relating to different types of facilitiesand
premises, personnel security and search techniques,
the debriefing of casua contacts, and methods used
by hostile intelligence servicesto recruit sources.
This course turned company-gradeRepublican Guard
officersinto SSO Security Officers, who subsequently
were embedded into military units.
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The Security Unit

The SSO had a battalion-sized unit responsiblefor
the security of strategically important roads around
Baghdad and Tikrit. Hasan Naamah Hamid Al Alus
replaced Col. 'Uday Al Habbus as the commander of
the Security Unit in 2001. The unit consisted of four
companies and a command element. Thefirst com-
pany was composed of police patrol cars, the second
company were a so police vehicles, including recov-
ery vehicles, for traffic enforcement, the third and
fourth companies werefoot-patrols mainly recruited
from the SRG.

The unit's main focus was the route between the
Baghdad International Airport and the Republican
Palace in Baghdad. Similar service was provided

by the unit on other routes, but with less manpower
requirements. These security operations were, gener-
aly, permanent assignments; the Security Unit was
rarely tasked with other assignments.

Public Opinion Department

The Public Opinion Department collected informa-
tion on al rumorsregarding the Regime. This depart-
ment, headed by Suhayl Muhammad Sultan Al Duri
who simultaneously held the position of Manager of
the Director's Office, maintained sourcesin all mgjor
cities who would report on al facets of public opinion
regarding Saddam or the Regime.

L egal Department

TheLega Department, led by Judge Basim 'Umar Al
Tikriti, was responsiblefor all legal casesinvolving
employees of the SSO.

Resear ch Department

The Research Department, headed by Dr. Mu'ayyid
Al Tikriti, conducted a joint computer project with the
Military Industrial Commission, according to former
senior officerswithin the SSO command leadership.
Allegedly, this section was comprised of four or
fiveemployeesin addition to Dr. Mu'ayyid and was
financed through the SSO. Neither Walid nor Hani,
despite their senior positions within the SSO, knew
much about the department's sensitive activities.

CollaborationWith Other Services

The SSO collaborated with every I ragi security or
intelligence service on a limited scale--each service
had a specific charter but overlapping responsibili-
ties were common. Moreover, dl of Irag's services
were monitoredfor loyalty to the Regime.

The 850 had links to every security and intelligence
service of Iraq for political reasons, but it did not
vet the reporting of the variousagencies. All of the
services shared similar reporting chains, however.
Onceareport had been seen by the director of the
relevant service, it followed one of two paths: if the
report related to administrativeor financial matters, it
went to the Presidential Diwan; if the report related
tointelligenceor security, it went to the Presidential
Secretary.

The security and intelligence servicesrelied on each
other for operational missionsas well. The SSO
would beinformed if an agency had a security breach
or suspected disloyalty among its ranks. Alternatively,
the SSO tasked the Directorate of General Security
for background checks and the Iragi Intelligence
Service and the Directorate of General Military Intel-
ligencefor collection strategies and technol ogies.



The Republican Guard

The Republican Guard (RG) consisted
of two military branchescharged with

divergent missionsoutlined below.
n Nonethel ess, both branchesof the

RG received orders from the RG
Secretariat, which was directly subordinate to Qusay
Saddam Husayn. Thelast officer to hold the position
of Secretariat General, more commonly referred to as
Secretary General, was Staff Lt. Gen. Kama Mustafa
'Abdallah Sultan Al Nasiri.

Thesmaller RG branch, the Special Republican
Guard, was thethird tier of presidential security after
the Presidential Bodyguards and SSO. The Special
Republican Guard's primary mission was the physi-
cal protection and security of the presidential grounds
and other sites sensitiveto national security.

Thelarger contingent,
the Republican Guard
Forces Command, was
often recognized as the
"eitefightingforce

of Iraq" and was aso
the group most often ‘
referred to when speak- [+
ing of the Republican |
Guard. The Republican
Guard ForcesCom-
mand would be consid-
ered thefourth, and final,

tier of the Regime security services.

Kamal Mustafa

Qusay, in the role of the “Honorable Supervisor" of
the Republican Guard, like hisfather, kept a keen
eye on the military forces closest to the Regime. No
iece of military equipment could be moved—even
or repar—by abrigade, division, or corps com-
mander without the prior written permission of Qusay
through the RG Secretariat. Security officersfrom the
SSO wereembedded within the Republican Guard to
ensure that this was strictly followed and report if it
was contradicted.

The Special Republican Guard

The primary mission of the Special Republican Guard
(SRG) was to secure and protect presidential areas

and other sites sensitiveto nationd security. Although
tasked with guarding presidential grounds, the SSO
officersalso conducted dl personal and vehicular
searches and internal security. The SRG was responsi-
blefor manning gate guards and securing the grounds,
perimeter, and surrounding areas. Even the SRG
Commander, Brig. Barzan 'Abd-al-Ghafur Sulayman
Al Mgjid, was not permitted to enter any presidential
grounds without prior approval. Saddam ensured that
al military units were kept far enough away in order
to prevent any potentia coup.

The SRG was originaly
alarge brigade com-
posed of seven battalion-
sized elements referred
to as Regiments. The
SRG bulked up to the
sizeof adivisionin 1992
when the threat to the
government increased,
although it had never—
before or after the

threat —been trained for
coup suppression. The
SRG maintaineditslarge
stature until early 2000, when the branch could not
support its own logistic requirementsand was reduced
from four brigadesto one. It was again augmented to
divisiona size before OperationIragi Freedom, but
the SRG units played no rolein combat as maneuver
units during Operations Desert Storm or Iragi Free-
dom.

Barzan ‘Abd al-Ghafur

Thechain of command within the SRG was strictly

controlled, given the proximity of military troops to
Saddam. Orders could only bé passed down from the

RG Secretariat to the SRG commander, The SSO at
times would attempt to commandeer SRG assets for
ad hoc tasks, but the SRG Commander would refuse

to allocate a single vehicle without an official written
order from the RG Secretariat.

The SRG, under thedirection of the SSO, partici-
pated in WM D-reated concealment activitiesfrom
1991 to 1995. Equipment, documents, and other
unidentified sensitivematerialsfrom the Mili-
tary Industrialization Commission wer eloaded

on trucksand stored at SRG facilitiesin order to
prevent their discovery by UNSCOM inspectors,

according to numerous sources.
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The Republican Guard Forces Command

Intent

The primary mission -
of the Republican
Guard ForcesCom-
mand (RGFC) was

to safeguard Regime
stability and to protect
the Regimefrom both
foreign and domestic
enemies. RGFC units
helped repd the Iranian
invasion in the mid to
late 1980s, invaded L. a8, W
Kuwait in 1990, sup- Sayf Al-Din

pressed the Shi'a and

Kurdish uprisingsin the 1990s, and briefly defended
the approachesto Baghdad in 2003. The mission of
the RGFC resembled that of the Regular Army—tac-
tical defense of the Regime and nation.
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The RGFC was composed of two corps-sized ele-
mentsthat were" supervised by Qusay, but Staff Lt.
Gen. Sayf-a-Din Fulayyih Hasan Taha Al Rawi, as
Chief of Staff, was the operational commander. The
original corps, the Allahu Akbar Operations Com-
mand (1" RG Corps), was dispersed in the northern
half of Irag and the other, the Fat'h Al Mubayyin
OperationsCommand (2™ RG Corps), in the south-
ern hdf of Irag. Each corps had three division-sized
elementsreferred to as a"* Forces Command™ and an
independent Special Forces Brigade.

Two of these divisionswere garrisoned in Mosul

and Krikuk to support the Regular Army in the

north, three heavy (armored) divisions protected the
approachesto Baghdad, and one infantry division was
garrisoned in Al Kut. The RGFC was thelast and the
heaviest armed tier of Regime security. Whileit was
essential to the protection of the Regime, Saddam
kept the units away from Baghdad to prevent their
involvement in any military-led coups.
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Annex D
Saddam’s Personal | nvolvement
in WMD Planning

The Iraq Survey Group recovered this recording of Saddam and senior officials discussing the use of VAWD.
Thisdiscussion was part of a more general meeting which would appear from the content to have taken place
during the second week of January, 1991. Thisis of particular interest as it provides a compelling demonstra-
tion of Saddam’s personal interest and involvement in VWAMD planning and preparation.

Saddam’s Personal | nvolvement in WM D Planning

Saddam: | wastalkingto 'Abd and | told him thereis
no need to make a big fuss about these suits because
we are going to use them in this specia occasion,
even if it isaChinese design the collar, the neck line
should belower than this.

Speaker 2: The suit, Sir, will havea neck linelikethe
Dishdasha (Traditional dress of Arabia), so wecan
use normal whiteshirt with it.

Saddam: Why did they bringit to uslike this then?

Speaker 2: No, | saw the state minister wearing the
Suit.

Husayn Kamil: Sir, formally, we are wearing it, but
you seem to be cold sir (everyone was laughing).

Saddam: | think the people who designed that suit
will not make that mistake: First, because you wear it
right on the body, so it will get dirty soon; secondly,
out of elegance, the hand shouldn't appear from the
suit like this.

Speaker 2: Sir, the design of the suit is with a white
shirt and acollar (neck line) like dishdasha.

Saddam: Then my designis right.
Husayn Kamil: Absolutely right, sir.

Saddam: Then work on it and make the corrections to
the sizes.

Speaker 2: Sir, we will amend it to be exactly with the
neck line.

Saddam: Even if it appearsalittle bit. Now when
some one wears a suit, of course the shirt line will
appear alittle bit, but here| prefer not to have it
obvious.

Speaker 2: Sir, you can seethat hobody is wearing it.

Saddam: It's forgotten, but now | will ask Abu Muth-
anna, because heis the best at remembering [ shack-
ling noise]. Since 1958 the Iragi army has been using
thesekinds of suits[people commenting and talking
in the background)].

Saddam: | want to make sure that-close the door
please [door dams)] —the germ and chemical war-
heads, as well as the chemical and germ bombs, are
availableto the " concerned people,' so that in case we
ordered an attack, they can do it without missing any
of their targets?

Husayn Kamil: Sir, if you'll alow me. Some of the
chemicals now are distributed, thisis according to the
last report from the Minister of Defense, which was
submitted to you sir. Chemical warheadsare stored
and are ready at Air Bases, and they know how and
when to deal with, as well as arm these heads. Also,
some other artillery machinesand rockets (missiles)
are availablefrom the army. While some of the empty
"stuff' isavailablefor us, our positionis very good,
and we don't have any operational problems. More-
over, in the past, many substantial items and materi-
as wereimported; now, we were able to establisha
local project, which was established to comply with
daily production. Also, another bigger project will be
finalized within a month, as well asathird projectin
the coming two to three monthsthat will keep uson
the safe side, in terms of supply. We, Sir, only dedl in
common materialslike phosphorus, ethyl alcohol and
methyl [interrupted].

Saddam: Etc. . . . thisis not important to me.

Husayn Kamil: So, Sir, regarding the germsand [he
pauses].

Saddam: And the Chemicals.
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Husayn Kamil: No, we have some of the chemicals
available[interrupted].

Saddam: So, we qualify that the missiles, by tomor-
row, will be ready on the 15th.

Husayn Kamil: Sir, we don't havethe germs.
Saddam: Then, whereare they?
Husayn Kamil: It's with us.

Saddam: what is it doing with you, | need these germs
to befixed on the missiles, and tell him to hit, because
starting the 15th, everyoneshould be ready for the
action to happen at anytime, and | consider Riyadh as
atarget.

Husayn Kamil: Sir, let me explain to you. What we
produced now are the rocket heads and the containers,
and wedistributed them undergroundin three differ-
ent locations. We considered these locations the best
places we have, and that if we had a chance to scatter
and to find morelocations, then we would have done
it. These locations are far away from Baghdad, this

is problematic because of transportation which will
take seven days to commute, but we minimized all the
transportation proceduresin a way. However, when
we want to commute it, we cannot do it within one
day Sir, and if wewant to do it by plane, then, Sir, we
haveto go for the method [paused].

Saddam: Let's talk about it later [waitersentered the
room, sound of plates banging and side talksto the
waiters].

Husayn Kamil: (door ams) Sir, we havethree types
of germ weapons, but we have to decide which one
we should use, some types stay capable for many
years[interrupted].

Saddam: we want thelong term, the many years kind.

Husayn Kamil: Sir, thisoption is availableand all
other options are availableas well.

Saddam: You mean at which time should we useit
and at which moment!

Husayn Kamil: Yes sir. That is why there hasto bea
decision about which method of attack we use: amis-
sile, afighter bomb or afighter plane.

Saddam: With them all, dl the methods.

Husayn Kamil: Sir, we haveto calculate now [inter-
rupted].

Saddam: Husayn knows about those.

Husayn Kamil: Sir, there are some cal culations we
have to do, since we have modified fighters. The
bombs or the warheadsare dl available, but the
moment for using them at zero hour is something
we should indicatesir; we will say that this will be
launched (interrupted).

Saddam: At the moment of use (zero hour), you
should launch them all against their targets.

Husayn Kamil: All of the methods are available, sir.

Saddam: We don't want to depend on one option. The
missileswill beintercepted and the planes, at |east
one will crash, but whenever the missilesor planes
fall down over theenemy land, then | consider the
goal is achieved and the mission fulfilled.

Husayn Kamil: Sir, it is availableand stored "' some-
where," but if you, Sir, order us to transfer it, we are
abit worried it will cause contamination. It has been
stored for 45 to 47 years, and yet has not been certi-
fied as being safe (uncontaminated). Sir, it had been
experimented on only once and some of the employ-
ees, Sir, were contaminated.

-Time07:36-08:20, Saddam: | want as soon as
possible, if we are not transferringthe weapons, to
issue aclear order to the" concerned people' that the
weapon should bein their hands ASAP. | might even
givethem a'' non-return access. “ [ Translator Com-
ment: to have access to the weapons; to take them
with them and not to return them]. | will give them an
order stating that at **one moment,” if | ‘m not there
and you don't hear my voice, you will hear somebody
else's voice, so you can receive the order from him,
and then you can go attack your targets. | want the
weapons to be distributed to targets; | want Riyadh
and Jeddah, which are the biggest Saudi cities with all
the decision makers, and the Saudi rulers livethere.
Thisisfor the germ and chemical weapons.

Husayn Kamil: In termsof chemical weapons, we
have an excellent situation and good grip on them



[Translator Comment: they are in good control of
them].

Saddam: Only in case weare obliged and thereis a
great necessity to put them into action. Also, all the
Israeli cities, all of them. Of course you should con-
centrate on Td Aviv, sinceit istheir center.

Husayn Kamil: Sir, the best way to transport this
weapon and achieve the most harmful effects would
come by using planes, likea crop plane; to scatter it.
Thisis, Sir, athousand times more harmful. Thisis
according to the analyses of thetechnicians (inter-
rupted).

Saddam: We should consider aternativesHusayn (He
called Husayn Kamil, Husayn). Meaning that if the
planes don't arrive, then the missilewill, and if the
missileis intercepted, the plane will arrive.

Husayn Kamil: Sir, it is rare that the missilesare
intercepted.

Saddam: Anyways, it isour duty to think of &l the
bad scenarios of this mission. Then Israel first, and if
the Americansattack us with unconventional, harmful
types of weapons, or at the moment we seeit feasible
to attack, but asfor now, put Riyadh and Jeddah as
targets.

Saddam: Air Force Commander [Muzahim Sab
Hasan Muhammad Al Nasiri, at the time], you should
coordinate with the Minister of Industry to get access
to the weaponsin the shortest time possible, of course
with alot of considerationfor the technical and safety
factors. Also, | want to give a written authorization
tothe " concerned people” that is signed by me, in
case something happensto me. You know thisisa
life and death issue, al the orders about targetsare
sealed in writing and authenticated. Furthermore, for
the officialsfrom the missile (rockets) authority, you
should coordinate with them so that they takethe mis-
sileto locations. They areto inform the chief of staff,
or operations commander deputy, to go to Husayn,
Minister of Industry and go with the same necessary
procedures. Regarding the chemical weapon [inter-
rupted].

Husayn Kamil: We are really in good control of it sir.

Saddam: No, | mean it should be with the " taking
action™ people. [Translator Comment: the people who
will execute the command; implementers.]

Husayn Kamil: Sir, the chemical is available and our
establishment is the one responsiblefor commuting
the weapon and supervising how it is used.

Saddam: Excellent. Do you have anything stocked in
the establishment stores?

Husayn Kamil: We have (empty) heads but we also
have productionall over. Not only in the factories; it
is scattered.

Saddam: | want you to kegp in mind that by the 15%
nothing should be stored in your factories that the
"enemy"' can have accessto.

Husayn Kamil: Sir, the Ministry of defense should
pull that " Stuff' out. The Ministry of defense aready
ordered 25% of that stuff. When and if they ask usfor
the rest, we will have no problemsupplyingit. Sir,
weare in an excellent & prepared situation regarding
the missile warheads and fighter's bombs. They are
al modified and ready for launching any time, the
chemical and the germ.

No conversation (sound of plates banging).

Saddam: Where are the most American forces and
troops gathered and concentrated?

Speaker 2: Sir, itisin Khalid Military city ‘“Madinat
Khalid," located 60 kilometers past Hafr Al-Baten
in Saudi, where thefront General Command and Air
Force Command arelocated. Most of the American
army sectors, Sir, are by the coastal sidein Al-
Dammam, where most of the camp complexesexist.

Saddam: | want these big gatheringsand complexes to
be allocated properly and given to the Air Forcecom-
mander to be added to the above targetsof the germs
weapons. This should be done by an order to Muza-
him. Thisis by adirect order and it has the green light
from me, since this missiondoesn't fall into daily
regular operations. | will issue aletter, signed by me,
listing the commandsand the dternative plans and
probabilitiesof this mission, which should befol-
lowed literally.

Speaker 2: Sir, Economically important targetssuch
asrefineries, power plants & water reservoirs, should
we includethem in the mission?

Saddam: These locations should be put under the
regular Air Force operations, and included in attacks
not on this particular mission.
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Husayn Kamil: Sir, these vita locations must be
added to the mission and become priority targetsto
the biological & chemical weapons, because this will
end all sortsof life. People are drinking water from
these desalination plants and getting their fuel from
refineries, thus ending the mission.

Saddam: Muzahim has already written these locations
down and will take care of it, Refineriesand [inter-
rupted].

Muzahim: The Refineriesand desalination plants, Sir.

Saddam: May God help usdo it. Then there was no
conversation.

Saddam: We will never lower our headsaslong as we
are alive, even if we haveto destroy everybody.

The recording continues after thisfor a further 48
minutes, in which the participants discuss other mili-
tary matters, such as senior command appoi ntments
and low-level defensive preparations. There was no
further discussion of WMD.
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Regime Finance
and Procurement

We have said with certainty that the embargo
will not be lifted by a Security Council Resolution,
but will corrode by itself.

Saddam speaking in January 2000
to mark the 79th anniversary
o the Iragi armed forces.
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A Word on the Scopeof This Chapter

This chapter of the Comprehensive Report details the evolution of Irag's campaign to evade and overcome the
UN ban on itsimport of material related to Weapons of Mass Destruction and conventional military forces. It
also describes Irag's effort to use the sale of itsoil to hasten the end of the entire sanctions regime. Because
this chapter deals with Irag's international trade and finance, half of the picturerests with entities outside
Irag--countries, companies, and individuals.

Totell the story, 1SG had to describe—usually naming—Irag's trade partnersor entities Iraq thought sympa-
thetictoits plight. Most of thoseindividualsor entities are clearly identifiedin Iragi documents, some of which
were substantiated through interviews with former Iragi Regime officials. |SG names those individuals and
entities herein the interest of candor, clarity, and thoroughness. But it is not in ISG’s mandate or capabilitiesto
investigate or judge those non-Iragi individualsor entities. And in many cases, the Iragi documents and detain-
ees stop short of confirming that a particular transaction was consummated, or that a courted foreign govern-
ment official said "'yes" to Iragi blandishments.
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ISG also must point out that some Iraqi trade was legal and | egitimate under the UN Qil-For-Food Program.
It isimportant to understand that the Iragi Regime used both sanctioned and unsanctioned trade to buy influ-
enceand gain alies. But Irag's intent to circumvent sanctions by no meansincriminates those who may have
in some cases unwittingly provided unsanctioned commodities to Irag. 1SG would like to emphasize that this
report does not intend to analyze or assess the legal implicationsfor non-Iragis.
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Key Findings

Throughout the 1990s and up to OIF (March 2003), Saddam focused on one set of objectives: the survival of
himself, his Regime, and hislegacy. To secure those objectives, Saddam needed to exploit Iragi oil assets, to
portray a strong military capability to deter internal and external threats, and to foster hisimage as an Arab
leader. Saddam recognized that the reconstitutionof 1ragi WMD enhanced both his security and image. Conse-
guently, Saddam needed to end UN-imposed sanctionsto fulfill hisgoals.

Saddam severely under estimated the economic and military costs of invadinglran in 1980 and Kuwaitin
1990, as well as underestimating the subsequent international condemnation of hisinvasion of Kuwait. He did
not anticipate this condemnation, nor the subsegquent imposition, comprehensiveness, severity, and longev-

ity of UN sanctions. Hisinitial belief that UN sanctions would not last, resulting in hiscountry's economic
decline, changed by 1998 when the UNSC did not lift sanctions after he believed resolutionswere fulfilled.
Although Saddam had reluctantly accepted the UN's Qil for Food (OFF) program by 1996, he soon recog-
nized its economic value and additional opportunitiesfor further manipulation and influenceof the UNSC Iraq
661 Sanctions Committee member states. Therefore, he resigned himself to the continuation of UN sanctions
understanding that they would becomea' paper tiger" regardlessof continued US resolveto maintain them.

Throughout sanctions, Saddam continually directed his advisors to formulate and implement strategies, poli-
cies, and methodsto terminate the UN's sanctions regime established by UNSCR 661. The Regime devised an
effective diplomatic and economic strategy of generating revenue and procuringillicit goods utilizing the Iragi
intelligence, banking, industrial, and military apparatus that eroded United Nations' member states and other
international players resolve to enforce compliance, while capitalizing politically on its humanitarian crisis.

* From Saddam’s perspective, UN sanctions hindered his ability to rule Irag with complete authority and
autonomy. In thelong run, UN sanctions also interfered with hisefforts to establish a historic legacy.
Accordingto Saddam and his senior advisors, the UN, at the behest of the US, placed an economic
stranglehold on Irag. The UN controlled Saddam’s main source of revenue(oil exports) and determined
what Irag could import.

< UN sanctions curbed Saddam’s ability to import weapons, technology, and expertiseinto Irag. Sanctions also
limited his ability to finance his military, intelligence, and security forces to deal with his perceived and real
external threats.

* In short, Saddam considered UN sanctions as aform of economic war and the UN's OFF program and
Northern and Southern Watch Operations as campaigns of that larger economic war orchestrated by the US
and UK. His evolving strategy centered on breaking free of UN sanctionsin order to liberate his economy
from the economic strangle-hold so he could continue to pursue his political and personal objectives.

Oneaspect of Saddam’s strategy of unhinging the UN's sanctions against Irag, centered on Saddam’s efforts
toinfluence certain UNSC permanent members, such as Russia, France, and Chinaand some nonpermanent
(Syria, Ukraine) membersto end UN sanctions. Under Saddam’s orders, the Ministry of Foreign Affaws
(MFA)formulatedand implemented a strategy aimed at these UNSC membersand international public
opinion with the purposeof ending UN sanctionsand undermining its subsequent OFF program by diplo-
matic and economic means. At aminimum, Saddam wanted to divide the five permanent members and foment
international public support of Irag at the UN and throughout the world by a savvy public relations campaign
and an extensive diplomatic effort.

Another element of this strategy involved circumventing UN sanctions and the OFF program by means of
""Protocols” or government-to-governmenteconomic trade agreements. Protocols allowed Saddam to gener-
ate alarge amount of revenue outside the purview of the UN. The successful implementation of the Protocols,
continued oil smuggling efforts, and the manipulation of UN OFF contracts emboldened Saddam to pursue his
military recongtitution efforts starting in 1997 and peaking in 2001. These efforts covered conventional arms,
dual-use goods acquisition, and some WM D-related programs.
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< Once money began to flow into Irag, the Regime's authorities, aided by foreign companies and someforeign
governments, devised and implemented methodsand techniques to procureillicit goods from foreign suppli-
ers.

* Toimplement its procurement efforts, Irag under Saddam, created a network of Iragi front companies, some
with close relationshipsto high-rankingforeign government officials. These foreign government officials,in
turn, worked through their respective ministries, state-run companies and ministry-sponsoredfront compa-
nies, to procureillicit goods, services, and technologiesfor Irag's WMD-related, conventional arms, and/or
dual-use goods programs.

 The Regime financed these government-sanctioned programs by several illicit revenue streamsthat
amassed morethat $11.2 billion from the early 1990sto OIF outside the UN-approved methods. The most
profitablestream concerned Protocol s or government-to-governmentagreementsthat generated over $8
billion for Saddam. Irag earned an additional $1.5 billion from kickbacksand $230 million from surcharges
associated with the UN’s OFF program; and $1.5 billion from smuggling oil and dry cargo " cash sales” or
barter to privatesector buyers.

Analysisof Iragi Financial Data

The Iragi revenue analysis presented in this report is based on government documentsand financial databases,
spreadsheets,and other recordsobtained from SOMO, the Iragi Ministryof Oil, and the Central Bank of Iraq
(CBI),and other Ministries. These sourcesappear to be of good quality and consistent with other pre- and
post-Operationiragi Freedominformation.When Iragi informationwas not available, the |SG developed its
own estimate.

Saddam directed the Regime's key ministries and governmental agenciesto deviseand implement strategies,
policies, and techniquesto discredit the UN sanctions, harass UN personnel in Irag, and discredit the US. At
the same time, according to reporting, he a so wanted to obfuscate Irag's refusal to reveal the nature of its
WMD and WMD-related programs, their capabilities, and hisintentions.

* Saddam used the Iragi | ntelligence Service IIS to undertake the most sensitive procurement missions.
Consequently,the IIS facilitated the import of UN sanctioned and dual-use goodsinto Iraq through coun-
trieslike Syria, Jordan, Belarusand Turkey.

» ThelIS had representativesin most of Iragq's embassies in these foreign countries using a variety of official
covers. Onetypeof cover wasthe' commercial attaches' that were sent to make contacts with foreign busi-
nesses. The attaches set up front companies, facilitated the banking processand transfers of funds as deter-
mined, and approved by the senior officialswithin the Government.

» The MFA played acritical rolein facilitating Irag's procurement of military goods, dual-use goods pertain-
ing to WMD, transporting cash and other valuable goods earned by illicit oil revenue, and forming and
implementing a diplomatic strategy to end UN sanctions and the subsequent UN OFF program by nefarious
means.

 Saddam used the Ministry of Higher Education and Scientific Research (MHESR) through its universities
and research programsto maintain, develop, and acquire expertise, to advance or preserve existent research
projects and developments, and to procure goods prohibited by UNSC sanctions.



» TheMinistry of Oil (MoO) controlled the oil voucher distribution program that used oil to influence UN
membersto support Irag's goals. Saddam personally approved and removed all names of voucher recipi-
ents. He made all modifications to the list, adding or deleting names at will. Other senior Iragi leaders
could nominateor recommend an individual or organization to be added or removed from the voucher list,
and ad hoc allocation committees met to review and update the allocations.

Iraq under Saddam successfully devised various methodsto acquire and import items prohibited under UN
sanctions. Numerous Iragi and foreign trade intermediuriesdisguised illicit items, hid the identity of the end
user, and/or changed the final destination of the commaodity to get it to the region. For acut of the profits,
these trade intermediaries moved, and in many cases smuggled, the prohibited items through land, sea, and air
entry pointsalong the Iragi border.

By mid-2000 the exponential growth of Irag's illicit revenue, increased international sympathy for Irag's
humanitarian plight, and increased complicity by Iragi's neighborsled elements within Saddam’s Regimeto
boast that the UN sanctions were slowly eroding. In July 2000, the ruling Iragi Ba'thist paper, Al-Thawrah,
claimed victory over UN sanctions, stating that Iraq was accel erating its pace to develop its national economy
despite the UN "blockade™ In August 2001, Iragi Foreign Minister Sabri stated in an Al-Jazirah TV interview
that UN sanctionsefforts had collapsed at the same time Baghdad had been making steady progresson its eco-
nomic, military, Arab relations, and international affairs.

» Companiesin Syria, Jordan, Lebanon, Turkey, UAE, and Y emen assisted Saddam with the acquisition of pro-
hibited items through deceptive trade practices. In the case of Syriaand Y emen, thisincluded support from
agenciesor personnel within the government itself.

» Numerous ministriesin Saddam’s Regime facilitated the smuggling of illicit goods through Irag's borders,
ports, and airports. The lragi Intelligence Service (I1S) and the Military Industiralization Commission (MIC),

however, weredirectly responsiblefor skirting UN monitoring and importing prohibited items for Saddam.
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Chapter Summary

The Regime Finance and Procurement chapter focuses on the economic means, key actors and organizations,
foreign suppliers, and procurement mechanisms used by Saddam to pursue hisset of objectives: survival of
himself, hisRegime, and his legacy. The first section of the chapter providesan historic background divided
into key economic phases. The chapter then examines Saddam’s major revenue streams outside the UN sanc-
tionsregime: bilateral trade Protocols, UN OFF oil surcharges, commodity kickbacks, and **cash sales" or ail
smuggling activities. | SG estimates the total amount of revenueearned between 1991 and 2003, while paying
special attention to money earned after the introduction of the OFF program. | SG a so addresses how the
Regime used its 0il assets to influence non-Iraqi individualsby meansof an institutionalized, secret oil voucher
program.

Following the revenue section, the chapter identifiesthe Iragi Regime's key individuals, ministries, orga-
nizations, and privateentities within the Regime that were involved in Saddam’s procurement and revenue
activities. Next, the section identifies foreign suppliers— governments, state-owned and privatefirms, and/or
individual agents that engaged in the export of goodsin contravention of UN resolutions. In some cases, |SG
has uncovered foreign government activity and knowledge that ranged from tacit approval to active complic-
ity. In other cases, firms engaged in the illegal activities without their government's consent or knowledge.
Moreover,|SG's investigation exposed Iragi and foreign trade intermediaries’ deceptive methods used to pur-
chase, acquire, and import UN-banned items.

Finaly, thischapter provides several annexesthat give more detail on the spectrum of issues examinedin the
procurement chapter of ISG's report. Annex A consists of trandationsof Irag's major trade Protocols; Annex B
isan ail voucher recipient list that |SG obtained from Irag's State Oil Marketing Organization (SOMO). Annex
C relatesto Irag's normal governmental budgetary process, while Annex D providesgeneral Iragi economic
data. Annex E outlines ISG's illicit earnings sources and estimation methodol ogy, and Annex F providesan
illustrative oil smuggling case study. Annex G explainsirag's banking system, and Annex H lists Iraqgi-related
UN Security Council Resolutions. Annexes| and J reveal suspected Iragi dual-use and conventional weapons
procurement transactions, while Annex K lists suspected companies engaged in military-relatedtrade with
Irag. Finally,Annex L providesalist of procurement acronymsfound throughout this section.
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The Regime Timeline

For an overview of Iragi VWAMD programs and policy
choices, readers should consult the Regime Time-
line chart, enclosed as a separate foldout and in
tabular form at the back of ISG report. Covering the
period from 1980 to 2003, the timeline shows specific
events bearing on the Regime's efforts in the BW,

CW, delivery systems and nuclear realms and their
chronological relationship with political and military
developments that had direct bearing on the Regime’s
policy choices.

Readers should also be aware that at the conclusion
of each volume of text, we have also included foldout
summary charts that relate injection points—criti-
cal turning pointsin the Regime' s\WMD policymak-
ing—to particular events, initiatives, or decisions the
Regime took with respect to specific VWMD programs.
Injection pointsare marked in the margins of the text
with a gray triangle.

Ambition (1980-91)

During the Ambition phasein Irag, Saddam and his
Regime practiced open, traditional procurement of
conventional weapons and devel oped clandestine
methodsfor obtaining WMD materialsand dual-use
items. Irag's oil wealth allowed Saddam to overcome
theinherent inefficienciesof acentrally planned
economy. After the costly war with Iran, Saddam’s
procurement efforts focused primarily on restocking
Irag's war materials. These defense-related procure-
ment goal's, however, were hindered by economic
weakness. In the later part of this period, the Iragi
economy began to falter, saddled with a high interna-
tional debt from the war, rising costs of maintaining
agenerous welfare state, low international oil prices,
and the high cost entailed in weapons and WMD
programs. Saddam’s ill-conceived, shortsighted eco-
nomic reformsin 1987 and reactionary price controls,
nationalization, and subsidies in 1989 pushed the
Iragi economy further into crisis. Capping the Ambi-
tion phase, Saddam chosetofight hisway out of
economic crisesby invading K uwait.

Decline(1991-96)

In the post-Gulf war decline phase, the possession of
WMD remained important to the Regime. Saddam’s
procurement of conventional weaponsand WMD,
however, was hindered severely by a potent combi-
nation of international monitoring and a collapsing
oil-based economy. These constr aintswer e com-
pounded by the decision not to makefull WMD
disclosur esand the subsequent attempt to remove
WMD signaturesthrough unilateral destruction.
The poor handling of the WMD disclosuresfurther
hardened the international community. UN sanc-
tions, resulting from Saddam’s refusal to comply with
UN resolutions, froze the Regime's export of oil and
import of commodities-cuttingoff Saddam’s ability
to generate the revenue needed for illicit purchases
on international arms and dual-use markets. The Iragi
economy also suffered under UN sanctions during
this period as gross domestic product (GDP) per
capitafell from $2304in 1989 to an estimated $495
in 1995. Thedeclinein the street-valueof the Iragi
Dinar rendered the averagelragi citizen's savings
worthless, casting the Iragi middle-classinto poverty.
Simultaneously, this period of decline exhibited an
increase in corruption, incompetence, and patronage
throughout Saddam’s Regime.

Husayn Kamil’s flight to Jor danin 1995 and
Saddam’s handling of theissue led to further WMD
disclosures and subsequent international opprobrium.
Saddam retained a desire for WMD, but economic
growth and the ending of sanctions becamethe over-
riding concern as the economy hit rock bottomin
late 1995. The combination of these factors moti-
vated Saddam’s decision to accept UNSCR 986, the
UN OFF programin 1996.

Recovery (1996-98)

The Recovery phasewasushered in by Saddam’s
acceptanceof UNSC 986 and the UN OFF Pro-
gram. Trade fostered under the OFF program starting
in 1997 allowed Saddam to pursue numerousillicit
revenue earning schemes, which began generating
significant amounts of cash outside of the auspicesof
the UN. With the legitimate side of the OFF program
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providingthe Iragi population with economic relief,
Saddam wasfreeto developillicit procurement pro-
gramsto arm his Regime against perceived and real
threats. By theend of this period, Irag had developed
agrowing underground network of trade intermedi-
aries, front companies, and international suppliers
willing to trade oil or hard currency for conventional
weapons, WMD precursors, and dual-use technol -
ogy. After 1996, the state of the Iragi economy no
longer threatened Saddam’s hold on power in Irag,
and economic recovery underpinned a more confident

Regime posture.

Transtion and Miscalculation (1999-2003)

TheTransition and Miscal culation phases opened
with Irag's suspension of cooperation with UNSCOM
and IAEA.. The subsequent lack of effective moni-
toring embol dened Saddam and his procurement
programs. The Regime successfully manipul ated
Irag's oil production and sales policiestoinfluence
international political actors and public opinion.
However, during this period, Irag's long-neglectedail
infrastmcture began to falter, resulting in an inabil -
ity to meet demand. As aresult, the growth in the
legitimateside of the Irag economy slowed. Mean-
while, Saddam’s increasing illegitimate revenue and
profitsfrom UN oil sales compensated for legitimate
revenueloses. Illicit oil revenue provided Saddam
with sufficient funds to pay of fhisloyalistsand
expand selectedillicitprocurementprograms. From
1999 until he was deposed in April 2003, Saddam’s
conventional weapons and WMD-related procure-
ment programssteadily grew in scale, variety, and
efficiency. Saddam invited UNMOVIC and IAEA
back into Iraq in September 2002, in the face of grow-
ing international pressure, calculating that asurgein
cooperation might have brought sanctionsto an end.

10



Directing and BudgetingIraq's
[Hlicit Procurement

Overview

Throughout the 1990s and up to OIF (2003), Saddam
continually directed his advisorsto formulate and
implement policies, methods, and techniquesto termi-
nate the UN’s sanctions and obtain prohibited conven-
tional military and WM D-related goods.

* Saddam directed and approvedillicit procurement
by his Regime.

» The Diwan and presidential secretary facilitated
Saddam’s procurement directivesby processing
nonbudget funding for conventional military and
WMD programs.

The Iragi budget process wasdivided into two
different systems: aformal budget that served asa
common governmental budget and a supplemental
or secret budget that was controlled by Saddam

and the Economic Affairs Committee (EAC). This
supplemental process, which emerged in its most
efficient form after 1995, used illicit hard currency
tofinance prohibited procurement programs.

Presdent and presdential secretary'sRdein
[llicit Procurement

The highest levels of the government, including

the President and the presidential secretary, used
trade Protocolsand other cooperativeagreements
after 1991 as vehiclesto circumvent UN sanctions
and to facilitatethe continuedarming of Iraqg. Iraq
negotiated bilateral trade agreements called "' Proto-
cols" with Syria, Jordan, Turkey, and Egypt and less
formal cooperativetrade agreements with several East
European countries such as Belarus, Poland, Ukraine,
and Russia

» The Syria, Jordan, Turkey, and Egypt Protocols
were official bilateral cooperative agreements
approved by officialsof the countriesinvolved (see
Annex A: Trandationsof Irag's Bilateral Trade
Protocols).

* According to pressreporting, Tariq 'Aziz 'Issa trav-
eled to Moscow on 25-26 January 2002. Recovered
documents also indicate that 'Aziz delivered a letter
to Moscow in person, and he met with senior Rus-
Sian leaders.

« Belarusian President L ukashenko and Saddam
developed a special relationshipin which Lukash-
enko agreed to support Saddam because of the Iragi
President's support of the 2001 Belarusian Presi-
dential elections.

Saddam approvedand directed the illicit procure-
ment relationships that | raq had with other coun-
triesin order toimprove Irag's military capabilities
against regional threats. The presidential secretary,
'Abd Hamid Mahmud, was a member of the commit-
tee that wasformed to task the I1S viall S Director
Tahir Jalil Habbush to procure technology for the
MIC. In accordance with Saddam’s instructionsto
the Minister of Military Industrialization to improve
Irag's missile capabilities, the MIC-IIS joint effort
was to emphasize the support to Irag's missile pro-
grams.

Theoil vouchersthat the Regime would giveto those
who supported his Regime goals further emphasized
Saddam’s influence over thesetrade agreements.
The presidential secretary along with Vice President
TahaYasn Ramadan facilitated the issuance of these
vouchers and approved other trade arrangements by
handling the paperwork involved and giving approval
on behalf of Saddam for allocation of theoil shares.

Reportedly, Russian, Ukrainian, and Belarusian
individuals, who in Baghdad's view, had contributed
in some specia way to Irag's security, received il
vouchersat the request of Saddam (for the full list,
see Annex B: Known Qil Voucher Recipients). Some
of these persons have also beenidentifiedin Iragi
military procurement efforts (see Table 1).
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Table 1

A Selection of Oil Vouchers Awarded by Saddam Husayn

Name

Position

Rudan Khazbulatov

$oeaker d the SupremeSoviet Parliament under President Boris
dtsn's adminidration

Gennadiy Zuganov

Head ¢ Communigt Party d the Russian Federation

Sergey Rudasev

Chairmand the Russian Solidarity With Iraq organization

Vledimir Zametdin and Nikda Y evanyinko

Chairmand the Federation d Trade Unionsand Former Presidential
Adminidration Deputy Chief

Dr. Vidtor Shevtsov Director. d Infobank and Head d Belmetdenergo (BME)a mgor
Belarusan foreign trade company

Yuri Shebrov Director @ BH_ FARM enterprise

Aleksandr Roboty EHGIBC)G in the Belarusian security network (possibly the Belarusian

Oleg Papirshnoy Director d private Ukrainian company

ProfessorYuri Orshansky Director d MontElect, a Ukrainian fim

Olga Kodriavitsey Unknown

Leonid Kazek Belarusan Federationd Trade Unions

Presidential Diwan's Rolein Illicit Procurement

The Presidential Officeof Saddam comprised two
sections: the presidential secretary, and the Presidency
Officeor Presidential Diwan. The Diwan was cre-
ated in July 1979 to research and study specificissues
requested by the President, the Council of Ministers,
the Economic AffairsCommittee (EAC), and the
Revolutionary Command Council (RCC). The Diwan
was purely an administrative presidential bureau with
no policymaking authority. It had several departments
representing a variety of issues (see Figure 1). There
was also an Administrative Department and a Finan-
cial Accounts Department.

Diwan's Rolein Supplemental Funding of
Government Ministries

Military and security service entities such asthe IS
and the MIC could submit requestsfor additional
fundsto the Presidency. Theinformation on this
procedureis often contradictory.

 According to the Minister of Finance, the Iragi
security organizations submitted written requests
for additional funds either to the Chairman of the

Presidential Diwan, or to the head of the Presi-
dential Secretariat. The latter, who was also the
Secretary of the National Security Council (NSC),
probably handled all requests from any security
organization and may have been preferred by some
organizational heads as he was considered to be
closer to the President.

The head of the MIC, the Minister of Defenseand
the Director of the Central Bank of Irag (CBI) have
also described approaching the Diwan for supple-
mentary funds. The Chairman of the Diwan and
presidential secretary were sometimes unaware

of requests madeto one another. Saddam report-
edly did thisto limit the number of peoplewho

had accessto expenditure data. Requests sent to

the Presidential Diwan were sometimes sent to the
Diwan's Financial Accounts Department for study.
The Chairman of the Presidential Diwan sometimes
directed the head of the Financial Accounts Depart-
ment to discuss the request with the concerned min-
ister. (Both Khalil Yasin Al Ma’ muri, the Secretary
of the Council of Ministers (CoM), and Muhammad
Mahdi Salih, the Trade Minister, were former heads
of the Financial Accounts Department.)
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Figure 1. Organization of the presidential Diwan,
March 1991.

* Organizationsseeking budget supplements could
also schedule a personal appointment with Saddam.

Extent of Knowledgeof the Former President of
the Diwan

The Chairman of the Diwan, Ahmad Husayn Khudayr
al-Samarra’i, maintains that he authorized payments
to bodies such as the MIC only on the orders of the
President through the presidential secretary without
knowingthedetails of the projects being financed.
However, the head of the MIC and Minister of
Financeidentified him as having been involved in the
processing of requestsfor extra-budgetary payments
to the military and security services. Moreover, the

Minister of Finance stated that documentscontain-
ing details of the request, such as project informa-
tion or justification, were kept at the Chairman of
the Diwan's office, or with the presidential secretary,
depending on where the request had been submitted.
In addition, captured documents suggest the Chair-
man of the Diwan had at least some knowledge of
military and security matters.

* InApril 1996, al-Samarrai provided a cover note
for paperwork covering Protocols with a Georgian
entity for amilitary aircraft industrialization com-
plex.

* InApril 2002, al-Samarrali provided acover note
for paperwork concerning problemswith a contract
between the M1C and the Moldavian company Bal-
combefor an assault rifle (7.62 x 39mm) ordinance
production line.
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Budgeting I raqi Procurement

Off-budgetand secret budget planning bypassed
large government forum and was processed directly
between the Ministry of Finance (MoF) and the
Presidency, between the requesting organization and
the Presidency, or between the requesting organiza-
tion and Saddam. Theformer Regimerelied heavily
on liquidating assets (forcing the Central Bank of

Iraq to print more money) to meet its yearly budget
shortfalls.

General Government Budget

The general government budget, made up of current
and capital spending, however,does not represent
the total Iragi budget because sensitiveissues, such
asdefense, intelligence, and security were excluded.
Asaresult, government expenditures and debt prob-
ably were higher than what was listed in the budget.

* In 2001, according to statisticsfrom the CBI, the
former Regime spent over $1.1 hillion (constant
2001 dollars). This represents an increase of 49.5
percent over 2000.

» Complete data about Iragi government budget
spending after 2001 are unavailable. A common
refrain among government officialsand detaineesis
that many of these records perished during looting
and fires after the US invaded Baghdad.

Because of the economic constraintsfollowing the
war with Iran (see Economics Section), it became dif-
ficult for the Regime to draft and adhere to an accu-
rate budget. Figures estimated in January diverged
considerably by theend of the fiscal year. Also,
because of Saddam’s patronage policies, the Presiden-
tial accounts were reportedly routinely overdrawn by
15 percent, and about 50 percent of the infrastructure
expenditure was spent by Saddam.

Sour cesof Gover nment Revenue
On-budget revenue—revenue included in the general
government budget—came from sources such as:

* Income and property taxes.
e Customsdutiesand tariffs.

A percentagedf the profits from government-owned
institutions and businesses such as banksand insur-
ance companies.

» Therevenuesof leased state properties.
» The municipalities.

Not all-Iragi governmentrevenue wasaccounted
for in the general government budget. Some of these
off-budget fundsincluded income earned through:

» The Syrian, Turkish, and Jordanian trade Protocols.

* Kickbackson UN OFF Program import contracts.

Supplemental Budgetary Process

The procurement programs supporting Irag's WMD
programs and prohibited conventional military equip-
ment purchases werefinanced via a supplemental
budget processthat occurred outside of the publi-
cized national and defense budgets (for detailson the
devel opment, approval, and execution of the common
national budgets, see Annex C: Irag's Budgetary
Process). The approval process and disbursement of
funds from the supplemental budget illustrate who
was distributing the money into theillicit procure-
ment programs and reflect, in quantitative terms, the
intent of the Regime.

Supplemental Budget Submission Procedure
There were two methodsfor ministries and organiza-
tionsto obtain fundraising for specific projectsor
procurement activitiesthat were over and above the
scope of their annual budgets:

* One method was through the EAC.

» The other wasto go directly to the Presidential
Diwan or the Presidential Secretariat.

14



Irag's National Budget 1991-2002

Asillustratedin Figure 2, from 1991 to 1995, Iraqi
revenuesdecreased by an average of 34.3 percent.
From 1996 to 2001 revenuesincreased by an aver-
age of 42.3 percent. The reason for the 143.7-percent
increasein revenuesin 1996 is unclear because sig-
nificant 0il revenuesfromthe UN Oil-for-Food Pro-
gram (OFF)would not have been realized until early
1997. Some of thisincrease, however;is probably

a result of revenuesrising fromsuch a low base. In
1997, there was a 66.8-percent increasein revenues

over 1996—a large increasethat would be consistent
with an increasein revenuesfrom OFF. Expenditures
also decreased from 1991 to 1995, but by an aver-
age of 28.2 percent. From 1995 to 2001, expenditures
increased by an average of 16.8 percent—highlighted
by a 49.5-percentincreasein 2001. At the same time,
over the 10 years since 1991, the government budget
deficit decreased from $1.6 billionto $410 million
(seeAnnex C: Iraqg's Budgetary Process).

Figure2. The Iraqi state general government budget,
1991-2002.
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The Economic AffairsCommittee (EAC)

In late 1995, Saddam reestablished the EAC to handle
economicissuesthat would have normally gone

to the Presidential Diwan (the EAC existed inthe
1980s but was abolished at an unknowndate). The
EAC had influenceover fiscal and monetary policy
issues such as government spending, taxation, and
importation and interest rates. Only the head of the
committee, rather than presenting themto the other
committee members, handled some presumably sensi-
tiveissues.

The first method, which was common for most min-
istries and organizations, was to apply for approval
from the EAC for the allocation of additional funds
(seeFigure 3).

* These requests may have been submitted to the
Chairman of the Presidential Diwan or the Secre-
tary of the Council of Ministers (CoM), who would
submit the requests to Saddam. It is unclear how
much control Saddam exerted during this phase of
the process.

If the EAC voted positively, the Minister of Finance
would send a directiveto the CBI to send the pre-
scribed amount to the domestic or overseasaccount
or accounts of the concerned ministry.

If there were adispute regarding the approval, the
issuewould be elevated to the CoM for approval. If
the dispute were resolved in the requestor's favor,
the Minister of Finance would direct the CBI to
complete the transaction.

The second method was reserved for the military and
security service entities such as the IIS, the MoD,
MIC, and other security organizations that submitted
requestsfor additional funds to the President. The
information on this procedure is often contradictory
(seeFigure4).

* According to the MoF, the Iragi security organiza-
tions submitted written requests for additional funds
to the President, through either the Chairman of the
Presidential Diwan or the head of the Presidential
Secretariat. Thelatter, who was also the secretary
of the NSC, probably handled all requestsfrom any
security organization, and may havebeen preferred
by some organizational heads as he was considered
to be closer to the President.

* The head of the MIC, the Minister of Defense,
and the Director of the CBI have also described
approaching the Diwan for supplementary funds.
The Chairman of the Diwan and presidential secre-
tary were sometimes unawareof requests madeto
one another. Saddam reportedly did thisto limit the
number of peoplewho had accessto expenditure
data. Requests sent to the Presidential Diwan were
sometimes sent to the Diwan's Economic Depart-
ment for study. The Chairman of the Presidential
Diwan sometimes directed the head of the Eco-
nomic Department to discuss the request with the
concerned minister. Both Khalil Yasin Al Mamuri,
the Secretary of the CoM, and Muhammad Mahdi
Salih, the Trade Minister, wereformer headsof the
Economic Department.

* Organizations seeking budget supplementscould
also schedule a personal appointment with Saddam.

Approval and Authorization of Supplemental
Funding

While Saddam was the primary approval authority
for requestsfor extra funds, signed authorizations
werealso issued from the Chairman of the Presiden-
tial Diwan or the presidential secretary (both were
authorized to represent Saddam).

If the supplement request were made during a per-
sonal meeting between Saddam and the head of an
Iragi security organization, Saddam would immedi-
ately approve or disapprove the additional funds.

* Thisverba approva was put in writing and sent to
the requesting ministry, and a disbursal order was
sent to the MoF.

 Confirmation of these paymentswould usually be
presented asan order from the presidential secre-
tary to the Chairman of the Diwan.

Approvalsfor al other ministrieswould beissued in
writing to the concerned ministry and the MoF (It is
unclear whether thisincludes thel1S, MoD, MIC, and
Iragi security organizations).

o Disbursal orders sent to the MoF contained the
date, signature of approving authority, amount, but
no information about the request. Documents con-
taining details of the request, such as project infor-
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mation or justification, were kept at the Chairman
of the Presidential Diwan's office or the presidential
secretary's office, depending on wherethe request
had been submitted.

I SG has collected information concerning the nature
of paymentssought by the military and security ser-
vices through the Diwan. However. thisinformation
generally lacks detail.

* For example, the 1S successfully sought addi-
tional fundina of nearly 48.5 million Iragi dinars
($25,000—a conversion rate of 1,950 ID to the
dollar was used to convert 48.5 million D to
$25,000) to provide weaponry and ammunition for
the Jalal Al-Talibani Group in early 2002.

According to MIC Director and Deputy Prime Min-
ister, ‘Abd-al-Tawab ‘Abdallah o] Mullah Huwaysh,

the MIC would approach the Diwan for additional
hard currency funds. Examples of such occasions

occurring from 2000-2002 included:

* A payment of $42 million for an unsuccessful
deal to purchase the Belarusian S-300 Air Defense
System, with payment split evenly between the
MoF and President Diwan.

* $25 millionfor the purchase of 7.62-mm ammuni-
tion from the Former Federal Republic of Yugoda-
via(FRY) and Syria.

+ $25 millionfor the purchaseof light weapons
and ammunition (including RPG-7 and KORNET
ATGMs) from Russia viaa Syrian company.

¢ $20 millionfor a maintenancefacility for helicop-
tersand the purchase of Mi-17 and Mi-25 helicop-
ter engines.

« $8.5 millionfor acontract with the FRY company
ORAOfor a maintenancefacility for MiG-21
engines.

* The purchase of 3,000 night-vision goggles from
ine.

Disbursal of Supplemental Funds

As stated by the Minister of Finance, the preferred
method used to disburse requests for extra-budgetary
funds was for the EAC to add the additional funds to

the requesting ministry’s budget. However in excep-
tional cases, such as when requests were time sensi-

tive, thefunds would be paid directly to the ministry.
Most transactions were conducted using accounts at

the Rafidian bank. Additional accounts were located

at the CBI.
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Financing Iraq's llicit
Procurement

Overview

Iraq devel oped four major mechanismsfor rais-

ing illicit funds outside the legitimate UN OFF
program. These included the sale of Iragi il to
neighboring and regional states via trade Protocols,
theimposition of surcharges on oil sold through the
UN OFF program, and the receipt of kickbackson
UN-approved contracts for goods purchased under
the UN OFF program, and so-called " cash-sales™ or
smuggling.

From 1996 through 2000 a combination of the
UN OFF Program, bilateral trade, and illicit oil
profiteering allowed the Iragi economy to recover
from the post-1990 depression. This recovery
ended the threat of economically induced Regime
instability and provided Saddam with sufficient
resourcesto pursue costly procurement programs.

After the economic recovery waned in 2000,
Saddam’s revenues continued to amass via
increasingly efficient kickback schemesand illicit
oil sales. | SG estimates Saddam generated $10.9
billion in hard currencythroughiillicit means
from 1990 to 2003 (see Figure 5).

The 1996-2003 UN OFF Program opened many
opportunitiesfor Saddam’s Regime:

* It provided $31 hillion in needed goods for the
peopleaf Irag, relieving the economic pressureon
Regime stability.

* Saddam was able to subvertthe UN OFF pro-
gramto generatean estimated$1.7 billion in
revenueoutside of UN control from 1997-2003
(seeFigure6).

» The UN OFF oil voucher program provided
Saddam with a useful method of rewarding
countries, organizations and individualswilling to
co-operate with Irag to subvert UN sanctions.

Iragi Economy's Rolein Illicit Procurement

During Saddam’s rule, Irag adopted the Soviet
Union's centrally planned economic model. Saddam
sought to centrally plan all facets of the state
economy and utilized " FiveY ear Plans" to optimize
the use of national resources. Viewing the I raqi
economy from Saddam’s per spective, ISG assesses
it underwent distinct phases from 1980through to
OIF: "ambition," "decling," "'recovery," "'transition,"
and "miscalculation." Readers may find it useful to
refer to the Timeline summary chart at theend of the
chapter.

Economic Ambition (1980-91)

Given Irag's largeoil revenuesof the 1970sand early
1980s, Saddam was able to ambitiously pursuea
state-controlledeconomy without having to choose
between solvency and other priorities, such as health
and welfare programs, infrastructure devel opment and
development of hisarmed forces (see Annex D: Iraq
Economic Data 1989-2003). I raq's oil wealth allowed
Saddam to overcomethe inefficiencies of the
economy until the war with Iran. Even with thewar,
his cash reserves and borrowed money from friendly
Arab states allowed Saddam to continue his ambitious
policiesinto the mid-1980s.

The Iran-Iraqwar, however, exhausted and crippled
the Iragi economy:

* Irag had been free of foreign debt and accumulated
$35 hillionin foreign reservesby 1980. These
reserves, however, could not bear morethan the
opening salvosof the war with Iran, which over 9
yearscost an estimated $54.7 billionin arms pur-
chases aone.

* Followingthe war, Irag was under pressureto pay
off high-interest, short-term debts to Western credi-
tors estimated between $35-45 billion. Saddam,
however, never paid off this debt [see Annex D: Iraq
Economic Data (1989-2003)].

The economicburdensresulting from the Iran-
Zraqwar led Saddam to abandon Ba'th-socialist
economic policies that dominated in the 1960s and
1970s. In 1987, Saddam attempted to turn the Iragi
economy around with abrupt economic reforms,

-
[1}]

S G
mE
ce
=
(4]

=
.aa
o 2
mm




2,814,000,000
|

1,512,383,1
229,000,

710,000,000
[

1,ssz,?bo,ooo 33,000,000

0O JordaninanProtocol Revenue
Syrian Protocol Revenue

O Turkish Protocol Revenue
Egyptian Protocol Revenue

O Border & Private Sector Cash Sales

O lllicit OFF Oil Sales Surcharges

O Kickbacks from Commercialf
Hum anitarian Goods Contracts

Figure5. Iraqi illicit revenue sources (US $), 1991-2003.
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Figure 6. Iraqi illicit earnings by type (million US $, 1997-2003.

20




including abolishing universal employment labor laws
and privatizing key government industries.

» Asaresult, thousands of government workerswere
jobless.

* Buscompanies, gas stations, department stores,
agricultural businesses, and factories were | eft out-
side the responsibility of the government.

Rather than shocking the Iragi economy into perform-
ing, these measures, by 1989, deepened the economic
crisisand accelerated the collapse of living standards
for most Iragis. Sensing athreat to the viability of
the Regime, Saddam again imposed price controls,
renationalized some former state enterprises, and
raised industrial and agricultural subsidies. The Iragi
economy was pushedto crisisby Saddam’s inability
to address or resolve a number of economic reali-
ties:
* Therising cost of maintaining the Iragi welfare
state, which was among the more generous and
comprehensive systemsin the Arab world.

 Low ail priceson the international markets, which
Saddam associated with Kuwait and its conducting
""economic warfare' against Irag.

* Thelingering debt from the war with Iran.

* The cost of rebuilding his military and expanding
hisWMD programs.

Saddam choseto fight hisway out of economic crisis
by invading Kuwait.

Economic Decline (1991-96)

Rather than rescuing the Iragi economy, theinva-
sion of Kuwaitresulted in even greater fiscal strains
as Saddam found himself in a second costly war,
thistimefacinga US-|ed Coalition. After Saddam’s
defeat in Kuwait, the UN trade sanctions placed

on Irag following the invasion remained in place.
These sanctions, supported by over 150 nations, cut
Irag's ability to export ail, its main revenue genera-
tor. After Desert Storm, Saddam also had to contend
with compensation claims madefor reparations of
damage inflicted during the invasion and occupation
of Kuwait.

21

Collecting Compensation for the First Gulf War

The United Nations Compensation Commission
(UNCC)was responsible for processing and collecting
such claimsas authorized by UNSCR692. With the
insistenceof Moscow, the UN readdressed the revenue
allocationof Iraqi oil revenue. In June 2000t voted
for the UNSC-adopted UNSCR 1330 that changed

the percentageof oil allocated to the UNCC from

30 percent (UNSCR705)to 25 percent. The UNCC
estimatedthat the reductionto 25 percent would
generate an extra $275 million in Phase XII of the
OFF programfor the Iragi Regime. As of 7 May 2004,
claimstotaling $266 billion have been adjudicated,
and claimsworth $48 billion have been awarded by
the UNCC. Additional claimsworth $83 billion need
to be resolved.

As Saddam stubbornlyrefused to comply with UN
Resolutionsin the early 1990s, the | raqgi economy
crashedtoa low pointin 1995.

» From 1989 to 1995, Irag's GDP per capitafell from
$2304 to $495. Some estimates reved that the Iragi
per capita GDP never rose above $507 from 1991 to
1996.

« Inflation between 1989 and 1995 increased from 42
percent to 387 percent.

» Simultaneoudly, the street dinar exchange rate rose
from 10 ID per $1in 1991 to 1674 ID per $1in
1995.

During this same period, income inequality became
alarger problem because the limited wealth was
concentrated in the hands of Regime loyalistsand
elite traders, while the average Iragi subsisted on
much lessincome. Equally significant, by 1995

the plummeting dinar consumed the savings of

the averagelragi, causing the Iragi middleclassto
virtually cease to exist.

This period of economic declinealso resulted in
adramaticincreasein corruption, incompetence,
and patronagein all facetsof government. A good
example of the Regime's incompetence in economic
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matters wasillustrated when the government set up a
Directorate in 1992 to combat economic crimes under
Ibrahim Al Battawi, who reported directly to Watban
|brahim Hasan Al Tikriti, the Interior Minister and
Saddam’s brother. The task of the Directorate wasto
punish merchants and traders guilty of **profiteering.”
In July 1992, the Regime summarily executed 42
merchantsin front of their shopsin Baghdad's market
district. Saddam felt that the duty of the private sector
wasto provide goods and servicesto the Iragi people
while constraining priceincreases. These merchants
werefound to be shirking their "duty."

Economic Recovery (1997-99)

| SG judgesthat the harsh economic conditionsfrom
1995 to 1996 werethe primary factorsin Saddam’s
decision to reluctantly accept the UNSCR 986 (see
UN OFF Program section).

. Saddam wanted per petuate the image that his

people were suffering as "' hostages™ to the interna-
tional community under the UN sanctions.

UN-approved il exports from Iraq began in -
ber 1 56. Thel;:'ladepfoste{ed undeg thég UN Oge em
programopened the door for Iraq to develop numer-
ouskickback and illicit monev earning schemes,
possibly beginning as early as-1998. These legitimate
and illegitimate revenue streams bol stered the Iragi
economy enough to raiseit out of depression, at least
for the Iragi leadership and the elite.

o Inthe 1996 t 2000 period, Iraq’s GDP increased
from $10.6 billion to $33 billion.

 Accordingto the UN International Children's
Emergency Fund (UNICEF), Irag's chronic malnu-
trition rate dropped from 32 percent in 1996 to just
over 20 percent in 1999.

* Iragi oil production jumped from under 1 million
barrels per day (bbl/d) in 1997 to 2.5 million bblld
in mid-2000.

Economic Transition and Miscal cul ation (1999-
2003)

After 2000, Irag's economic growth slowed for a
number of reasons, most involving the production
and sale of ail. Asthe Iragi economy improved,

Saddam began to restrict oilproduction to influence
the price of oil in the world market and to leverage
political influence. Additionally, Irag's oil sector
could not meet demand because of years of poor
reservoir management, corrosion problemsat various
oil facilities, deterioration of water injection facili-
ties, lack of spare parts, and damage to oil storageand
pumping facilities. These petroleum infrastructure
problemslimited Saddam’s ability to export oil and
hampered the Regime's ability to sustain the eco-
nomic growth shown in 1997 to 2000.

* Irag's GDPdlipped from a pesk of $33 hillionin
2000 to $29 hillion in 2001.

* Iragi oil productiondropped from 2.5 million bblld
in mid-2000to under 2 million bbl/d in 2002.

Nevertheless,from the late 1990s until OIF, Saddam
steadily strengthened the fiscal position of the Regime

ehsolOg &y At Hefate Sd8Bm R had
enough revenueat hisdisposal to keep hisloyalistsin

the Regime well paid. In short, after 1996 the state of
the Iragi economy no longer threatened Saddam’s

hold on power in Iraq.

» The budget for the MIC, akey illicit procurement
organization, grew from $7.8 millionin 1996 to
$500 million in 2003.

« Degpite Irag's economic problems, MIC Direc-

tOr Huwaysh stated that Saddam went on a palace
and mosque building spree in the late 1990s that

employed 7,000 construction workers.

Iraq's Revenue Sources

Duri \ i

O oS a8 s R tsve arned
an estimated$11.3 billion utilizing four primary
illicit sources of hard currency income. The UN

oar R eerate Ty e s ol o 1PB B2 g-

ures7, 8, and 9):
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Behind the scenes, the Iragi governmentillegallly generated billions of dollarsin
revenuethrough illegal surchargesit placed on UN approval oil sales, kickbacksit
secretly received on top of UN approval contractsfor purchaseof commercial goods,
and from illegal/secret cash border salesand smugglingof ail.

1 5 Main Revenue Sources for the |
1 Former traqi Regime ]
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Figure 7. Saddam’s legitimate and illicit oil revenue process.
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Figure 8. Summary of illicit Iraqi revenue, 1997-2003.
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* Illicit barrel surcharges (10-30 cents per barrel) on
oil sold through the UN OFF program, hereafter
referred to as surcharges.

* Ten-percent kickbacks from imports authorized
under the UN OFF program, hereafter referred to as
kickbacks.

» Exports, primarily petroleum, to private-sector
buyersoutside the Protocol and UN systems, here-
after referred to as private-sector exports.

The Regime filtered the majority of the illicitly
earned monies through foreign bank accountsin
the name of Iragi banks, ministries, or agenciesin
violation of UN sanctions. According to senior Iragi
officialsat SOMO, ail suppliers and traders, who
sometimes brought large suitcases full of hard cur-
rency to embassies and Iragi Ministry offices, so that
the paymentswould be untraceable, filled theseillegal
bank accounts.

During 1997 to 2003, Saddam generated enough
revenue to procure sanctioned military goods

and equipment, dual-use industrial material, and
technology as well as some legitimate uses. These
sanctioned goods transactions will be described in
detail in later sections. He used those funds to sow
theerosion of his conventional military capability in
contraventionof UNSC resolutions. Availableinfor-
mation also indicates Irag used trade Protocol s with
variouscountriesto facilitate the delivery of some
dual-useitemsthat could be used in the development
and productionof WMD.

Bilateral Trade Protocols

Irag's bilateral trade Protocols with neighboring
states provided Saddam with hislargest source of
illicitincomeduring UN sanctions. The Protocol
with Jordan ensured the Regime’s financial survival
until the UN OFF program began in December
1996. Tota income from the Protocolsis estimated at
$8 hillion.

 Baghdad coordinated Protocols with Syria, Turkey,
Jordan, and Egypt. These governments werefull
partiesto all aspects of Iragq's unauthorized oil
exportsand imports (see Annex A: Trandlations of
Irag's Bilateral Trade Protocols).

Analysis of Iragi Financial Data

The following revenueanalysisis based on govern-
ment documentsand financial databases, spread-
sheets, and other recordsobtained from SOMO, the
Iragi MoO, and the CBI, among others. These sources
appear to be genuine, of good quality, and consistent
with other pre- and post-OIF information. This hard
data isaugmented, put into context, and explained by
statementsfrom former and current Iragi government
officials, particularlyfrom SOMO, the MoO, the MoT,
and the CBI (for more details, see AnnexE: lllicit
Earnings Sourcesand Estimation Methodology).

» Accordingto SOMO records, Irag earned approxi-
mately $3.5 billionfromiillicit oil salesto Syria,
Turkey, and Egypt under the Protocolsfrom 2000
until the recent war, exclusive of trade with Jordan.
| SG estimates Protocol trade with Jordan added an
additional $1.4 billion since 2000 and $3 hillion
from 1991 through 1999.

Jordan Trade Protocol. Jordan wasthekey to Irag's
financial survival from the imposition of UN sanc-
tions in August 1990 until the implementation of

the UN’s OFF program. Jordan was|rag's largest
single source for income during the sanctions period.
Oil salesto Jordan under Protocols began asearly as
1983. Terms were negotiated annually, including 1991
and every year thereafter during sanctions. The UN
Sanctions Committee'"took note™ in May 1991 of Jor-
dan's ail importsfrom Irag. Essentially, the Commit-
tee neither approved nor condemned Jordan because
of its dependence on Iragi oil at the time (see Annex
A: Trandations of Irag's Bilateral Trade Protocols).

* |raq trucked both crude oil and il products—fuel
oil, gasoil, LPG, base oil, and gasoline—to Jordan
under the agreement, according to SOMO records.
Crude shipments rose from about 45,000 barrels per
day (bbl/d) in 1990 to 79,000 bbl/d by 2002. Qil
product shipments rose from 13,000 bbl/d to 20,000
bbl/d over the same period.

* Jordan wasto receive up to 90,000 bbl/d of crude
oil that year. The difference between this number
and the 79,000 bbl/d figure announced in 1993
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for what they imported in 1992, probably was the
roughly 20,000 bbl/d that Irag shipped to Egypt
through Jordan during the first half of 1992.

* Jordanian officialsal so agreed to import nonpetro-
leum Iragi productsin 2001, including sulfur, urea,
and barley, but |SG has no information to know if
these goods were actually imported or what Irag's
earnings were from them.

I SG does not have complete I raqi data for Iraqg's
effective earnings frem the Jordan Protocol during
the sanctions period but estimatethem at $4.4 billion
(see Annex E, Illicit Earnings Sources and Estimation
Methodology).

« ISGjudgesthat Irag's earnings amounted to about
$400 million annually from 1991 through 1995
for atotal of $2 hillion. Thisestimate include
trade approved under the Jordanian Protocol which
averaged to appromiately $200 million annually.
Thisestimate al so takes into account Irag's dept to
Jordan which increased by $1 billion after 1995.
This $1 billion dept was aresult of the addtional
importsfrom Jordan above and beyond the goods
paid for through the Protocol. These additional
goods averaged another $200 million a year.

* |SG used announced trade Protocol levelsto esti-
mateearnings in 1996 to 1998 amounting to $730
million.

« A combination of SOMO invoice and collections
data was used to estimate earnings from 1999 to
2003 totaling $1.7 billion.

* Irag's earnings under the Protocol primarily were
deposited in an Iragi MoT account in the Central
Bank of Jordan (CBJ) (seeFigure 10).

Jordan deposited its credit paymentsfor Iragi oil, into
an account at the CBJ on behalf of the CBI. Funds
were then disbursed to suppliers by the CBJ by order
of the CBI.

* In March 2003, prior to OIF, Irag had an estimated
$444 milliondollarsin its trade account in Jordan.
With total deposits to the wade account during the
sanctions Regime estimated at about $4.4 billion
and $444 million remaining at the end of the war,
Irag would have spent almost $4 billion on Jorda-
nian origin goods and reexports under the Protocol
agreement.

The Jordan Protocol is generally referred to (by
Jordanian and Iragi officials) asa 100 percent credit
account, with no cash being provided to Iraq. SOMO
information and a senior MoT official, however,
indicated a small portion of the trade was 60 percent
credit and 40 percent cash.

« SOMO documents list oil sales to the Jordanian
Ministry of Energy and Minerals on a 60-percent
credit, 40-percent cash basis. Contracts of thistype
are listed only for 2002 and are valued at only $6.2
million.

* A high-level Iragi MoT official stated that Jordan's
paymentsto Iraq for the cash portion of thetrade
Protocol was negotiated between the CBI and
Jordan and provided specific written instructions
about how to transfer the fundsto Irag. |SG hasno

further information on this aspect of the Jordan-lraq

trade Protocol.

* A MoO official stated his ministry had two
accountsin Jordan funded by the Protocol. This
could refer, in part, to the 40-percent cash portion
of the trade, although the accounts held almost $80
million while thistrade only earned $6.2 million.

* According to SOMO’s database, the 60-percent
earnings were deposited in the Jordan National
Bank. The 40-percent cash earnings were deposited
in the Ahli Bank, where much of Irag's cash earn-
ings from other Protocols were deposited. These,
along with cash earnings from other sources, could
account for the funds in the Ministry's accounts.

* Itispossible, maybeeven likely, that Iraqi oil sales
under the 60140 arrangement, sales to the Jordanian
military, and purchasesthat resulted in $1 hillionin
debt owed to Jordan are not technically part of the
trade Protocol. Neverthel ess, given the government
to government nature of these transactions, they
were accounted for hereinstead of as private-sector
exports.

SyriaTrade Protocol. Irag's trade Protocol with
Syriawas Iraq'sprimaryillicit income source from
2000 until OIF in March 2003. With Syriafacing
increased political pressurefrom the US, opening
relations with Irag seemed attractivefor both politi-
cal and financial reasons. Negotiations began, and the
Protocol was signed before former President Hafiz
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al-Asad died on 10 June 2000. The relationship prob-
ably accelerated when al-Asad’s son, Bashar al-Asad,
became President on 17 July 2000. For Baghdad, the
relationship was attractive because Syria could buy
significantly more oil at better financial termsthan
Irag's other availableillicit marketsand Damascus
was more willing than any other neighboring state to
allow military goods to be shipped to Iraq throughits
temtory.

* SOMO and the Syrian Oil Marketing Office negoti-
ated the bilateral trade Protocol in Baghdad from
27 to 29 May 2000. Contracts were written under
the Protocol from June 2000 through March 2003
(see Annex A: Trandations of Irag's Bilateral Trade
Protocols).

* Under the agreement, Iraq exported crude, gas oil,
fuel oil, gasoline, base ail, L PG and asphalt to Syria
by pipelineand/or tanker truck.

Iraq'stotal earningsover the life of the Protocol
were about $2.8 hillion (see Figure 11).

* Irag charged Syria roughly $6 |ess than the autho-
rized pricefor crude under the UN OFF program.
Gasoil was sold for $75 per metric ton and fuel oil
was sold for $20 per metric ton, both significantly
discounted from world prices. These shipments
allowed Syria to export its own crude oil at market
pricesinstead of havingto useit for domestic con-
sumption.

* Under the Syrian Protocol, 60 percent of Irag's
earnings were deposited in a SOMO account in the
Commercial Bank of Syriafor usein buying Syrian
goodsor foreign-made items purchased through

Syria.

* Iragi sources statements concerning the disposi-
tion of the remaining 40 percent cash payment are
not clear. The best information, however, seemsto
indicate the cash wasfirst deposited in a Commer-
cial Bank of Syria cash account. Once this account
reached $1 million, the funds were transferred to an
account at the Syrian L ebanese Commercial Bank
in Beirut, Lebanon. One source states this account
wasin Lebanon, another in Damascus. SOMO
eventually transferred the money to CBI accountsin
Baghdad, possibly by courier.

* According to SOMO records, $1.18 hillionin con-
tracts were written drawing on the SOMO (presum-
ably credit) account with Syria. If 60 percent ($1.68
billion) of Irag's total earnings of $2.8 hillion were
deposited in that account during the existence of
the Protocol, there would be $500 million remain-
ing in unspent funds at the end of the war. All of
these contracts probably had not been completed
before OIF. This, and the possibility of other small
accounts, probably explains the $842 millionin
total Iragi funds remaining in Syria at the outbreak
of OIF.

Turkey Trade Protocol. Trade under the Turkey-Iraq
Protocol was a significant source of illicitincome
for Iraq from 2000 until OIF in March 2003. The
Protocol was a rationalization and expansion of pre-
existing Iragi-private-sector contracts. Iraq wasable
toincrease the volumeof its exports and earnings.

« Themain details of the Turkish Protocol were
agreed to at meetings between Iragi and Turkish
delegationsin early 2000. Minutes of meetings
weresigned on 16 January 2000, 29 February 2000,
and 16 May 2000. The 16 January document was
signed by ‘Amir Muhammad Rashid Al ‘Ubaydi,
MoO, Republic of Irag, and by a Turkish trade offi-
cial, Republic of Turkey. It wasdecided ajoint team
of expertsfrom the two sides would meet every
three monthsto review the progressof theimple-
mentation of the Protocol (seeAnnex A: Tranda-
tionsof Irag's Bilateral Trade Protocols).

* For 2000, Irag agreed to export 2.75 milliontons
(54,247 bbl/d) of crude oil to four Turkish buyers:
Oz Ortadobgu, Ram Dis, Tekfen, and the Turkish
Petroleum International Company (TPIC) during
2000. TPIC wasthetrading arm of the Turkish
National Oil Company and was granted the right
to contract for additional oil abovethe 2.75 million
metric tons.

* Contracts were written under the Protocol from July
2000 to February 2003.

Iraq'stotal earnings over thelife of the Protocol
were$710 million (see Figure 12).



1991 (o 1993 1996

1997 1998

1999

2000 2001 2002 2003

Total

$400 in each year $255 | $294 | $481 | $319 | $537 $4,446
Figure 10. Iraq's estimated earnings from the Jordan
Protocol (millionUS $).
$45 $1,102 $1,242 $425 $2.814

Figure 11. Irag's estimated earnings from the Syria
Protocol (millionUS $).

| $51 ‘ $300 \ $329 i $30 } $710 '

Figure 12. Irag's estimated earnings from the Turkey
Protocol (million US $).

Irag charged Turkey roughly $6 less than the autho-
rized pricefor crude under the UN OFF program.
Thelow priceserved as an incentivefor Turkey to
participatein the scheme.

Under the Turkish agreement, 70 percent ($497
million) of Irag's earnings were to be deposited
into an account at the Turkey Halk Bankasi A.S.
The account was under the name of TPIC, but the
control of SOMO. Thisaccount wasto be used by
SOMO to pay Turkish companies for goods and
services delivered and rendered to Iragi organiza-
tions.

According to a senior SOMO official, some of these
funds were transferred to interest bearing accounts.
Asof January 2004, SOMO held $157 millionin
these accounts and had earned almost $7.7 million
in interest since October 2000.

Iragi statements about the amount of cash deposited

* Iragi statements about cash deposits are again

inconsistent, but a SOM O foreign account bal-
ance sheet showed the TPIC (70 percent) account
containing over $195 million just prior to OIF.
Another report states Turkish entitiesowe lrag
$265 million but also mentions an account balance
in January 2004 of $234 million. At least in the
case of the $234 million, the accounting included
both the Protocol credit account ($52 million) and
some savings accounts ($182 million). If 70 percent
($497 million) of Irag's total earnings of $710
million were deposited in this account, and $195
million (assuming the lower figure) was remaining
at theend of the war, Irag would have spent about
$302 million on Turkish goods and reexports under
the Protocol agreement. The value of contracts
signed using SOM O accounts amounted to $303.5
million according to SOM O records. Some of these
contracts almost certainly were not completed prior
to OF.

areinconsistent, but the best information indicates
the remaining 30 percent in cash ($213 million) was
deposited in a SOM O account at the Saradar Bank
in Lebanon. Some of these funds may eventually
have been transferred to a CBI account at the Syrian
L ebanese Commercial Bank. SOMO eventually
transferred the money to CBI accountsin Baghdad,
possibly by courier.

Egypt Trade Protocol. Iraq and Egypt participated
in arelatively short-lived Protocol fromlate 2001 to
early 2002. 1SG does not have access to documents
outlining this agreement, but, according to a senior
Iraqi official, the deal involved the MIC-related com-
pany, Al-Husan.
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* Thefirst contract under the Protocol wassigned in
August 2001 and the last contract in June 2002.

 Thetradeinvolved primarily crude oil, but the last
two contracts were for fuel ail.

» Thetrade reached an estimated peak of 33,000
bbl/d in May 2002. The cargo was shipped by truck
from Irag to Agaba, Jordan, whereit wasloaded on
shipsfor transport to Egypt or Y emen.

Irag'stotal earningsover thelife of the Protocol
were $33 million according to SOMO records. All
but $1 million was earned in 2002.

* Irag generally charged Egypt about $7 per metric
ton less than the authorized pricefor crude under
the UN OFF program. The first two contracts were
$15 per metric ton off the UN price.

 The Protocol was 60-percent credit and 40-per-
cent cash. The credit account was under SOMO’s
name at the National Bank of Egypt and the cash
proceedswere deposited in the Ahli Bank (Jordan
National Bank) in Jordan.

United Nations OFF Program

The UN OFF program saved the Iragi Regime from
Jinancial collapse and humanitarian disaster.\When
Irag began exporting oil under UN OFF in Decem-
ber 1996, the Regime averted economic conditions
that threatenedits survival The programalso pro-
vided I raqwith unprecedented opportunitiesto earn
significant amounts of hard currency outside the
control of the UN.

Phasesaof the UN OFF Program

The UN OFF Program was run in phases. Each phase
was approved by a UNSCR and was designed to

last for 180 days, although the length was adjusted
at times as deemed necessary. Phase 1 ran from 10
December 1996 to 7 June 1997. Thefirst oil was
exported on 15 December 1996, and the first con-
tracts financed from the sale of oil were approvedin
January 1997. Thefirst shipments of food arrivedin
Iraq in March 1997 and the first medicinesamved in
May 1997. Thefinal oil exporting period (phase 13),
authorized by UNSCR 1447 (2002), wasin effect

from 5 December 2002 through 3 June 2003 (see
Figure 13).

Dispositionof UN OFF Funds

Asaf 19 November 2003, Irag's oil exports under the
program had earned over $64 billion. After deducting
the costs of the UN’s administering the OFF program
and WM D monitoring mission, as well as, the Com-
pensation Fund, $46 billion was availablefor Iragi
humanitarianimports. Of this amount:

* $31 hillion worth of humanitarian supplies and
equipment were delivered to Iraq including $1.6
billion of oil industry spare parts and equipment.

* $3.6 hillion was approved for projectsto beimple-
mented by UN agencies.

* $8.1 hillion had been transferred to the Develop-
ment Fund for Iragq as of 19 April 2004.

« Theremainder of this revenue was uncommitted

and in the UN-Irag accounts awaiting further distri-
bution.

* In addition to the $46 hillion, an additional $8.2
billion in approved and funded humanitarian goods
werein the production and delivery pipelineand
under review by the UN and Iragi authorities.

Oil Vouchersand Allocations

Throughoutthe UN OFF Program, Iraquseda
clandestineoil allocation voucher program that
involved the granting of oil certificates to certain
individualsor organizationsto compensatethem for
their services or effortsin underminingtheresolve
of the international community to enforce UNSC
resolutions. Saddam also used the voucher program
asameansof influencing people and organizations
that might help the Regime. By the end of the final
phase (13) of the UN OFF Program, Irag had allo-
cated 4.4 billion barrelsof oil to approvedrecipients.
However, only 3.4 billion barrelswere actually lifted
(loaded and exported)--the same figure reported by
the UN.

* Theoil alocation program wasimplemented
through an opague voucher program overseen and
approved by Saddam and managed at the most
senior levelsof thelragi Regime.



1987 UN OFF
PHASES1&2

1998 UN OFF
PHASES384

1999 UN OFF
PHASES588

2000 UN OFF
PHASES788

2001 UN OFF 2002 UN OFF
PHASES9810 PHASES118 12

2003 UN OFF
PHASE 13

Figure 13. Oil earnings for each calendar year
(13 phases of the UN OFF Program), 1997-2003.

» Starting in Phase 3 of the UN OFF program, until
OIF, the Iragi Regime began to politicizethe alloca-
tions process by giving quantities of oil toindividu-
alsand political partiesit favored.

 Accordingto Tariq 'Aziz, TahaYasin Ramadan,
and Hikmat Mizban Ibrahim Al 'Azzawi, the oil
voucher program was managed on an ad hoc basis
by the Regime officialslisted in Figure 14.

* ThellS, Ambassadors, and other senior Iragi
officialsalso commonly made nominationsfor oil
allocations.

Oil Voucher Process

The MoO normally distributed the secret oil alloca-
tionsin six-month cycles, which occurred in synchro-
nization with the UN OFF phases (see Figure 15).
Senior Iragi leaders could nominate or recommend an
individual or organization to be added or subtracted
from the voucher list and an ad hoc alocation com-
mittee met to review and update the allocations (see
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Annex B: Known Oil Voucher Recipients). However,
Saddam personally approved and removed all names
on the voucher recipient lists.

This voucher program was documented in detail

in acomplete listing maintained by Vice President
Ramadan and the Minister for Qil, ‘Amir Rashid. If a
change was requested by telephone by Saddam or any
other top official, either the MoO or SOMO rendered
adetailed memofor the record of the conversation. A
senior Iragi official, ambassador, the IIS, or Saddam
himself would recommend a specific recipient (i.e.
company, individual, or organization) and the recom-
mended amount of the allocation. That recommenda-
tion was then considered by the ad hoc committeeand
balanced against the total amount of oil availablefor
export under the UN program disbursement. When
former Vice President Ramadan finalized the recipient
ligt, it was sent to‘Amir Rashid. The official at SOMO
in charge of issuing the final allocation vouchers
(making the disbursements) stated that Tariq 'Aziz
would givethe final list to him. He believed that it
was 'Aziz that finalized the list upon the direction of
Saddam.
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Tariq‘Aziz Issa Former Deputy Prime Minister. He was personally involved
i in the handling of Western expatriates and companies.

Former Vice President, Bath party head, and Director d the
Iraqi Oil for Food Program Committee.

Former Minister of Oil. He ensured that the Ministry and its
marketing arm, SOMO, kept detailed records on the oil allo-
cation program.

| Former Minister of Trade.

| Former Minister of Finance.

| Former Minister of Information.

| Form)er Director of the Military Industrialization Commission
| (MIC).

Figure 14. Senior Iragi leaders who managed the Oil
Voucher Program and were authorized to offer vouchers.

Secret Voucher Recipie nts _ _
In general, secret oil allocations were awarded to:

* Traditional oil companiesthat owned refineries.

« Different personalitiesand parties, which were
labeled " specia allocations™ or "gifts" Thisgroup
included Benon Sevan, theformer UN Chief of the
Officedf Irag Program (OIP), numerousindividuals
including Russian, Yugodav, Ukrainian, and French
citizens.
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[Joil Voucher Allocations Lifted

Total Oil Voucher Allocations

Figure 15. Large differencesin the laterphases
between the amountallocated under the voucher system
and the amount actually lifted was due to disruptions in
Iraq's oil exports.

B Rusasiaen approx. 30%

ERemh Recipients approx. 15%

H Chinese approx. 10%

DO Swiss approx. 6%

W Malas lan approx 6%

El Syrian spprox. 6%

W Jodanian approx. 4%

& Egyptian approx. 4%

B Racipie nts in Other Nations approx. 20%

Figure 16. The nationality of secret oil voucher recipients
by volume of oil allocated.

'The Russian State" with specific recipients identi-
fied (see Annex B: Known Oil Voucher Recipients).

Recipients could collect their alocation vouchers

in person at SOMO or designate someone to collect
them on their behalf. The oil voucher was a negotia-
ble instrument. Recipients, especially those not in the
petroleum business, could sell or trade the allocations
at adiscount to international oil buyers or companies
at a10 to 35 cent per barrel profit. Frequent buyers

of theselarge allocationsincluded companiesin the
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UAE aswell asElf Total, Royal Dutch Shell and
others.

Figure 16 reflectsthe general proportion of the
nationalitiestargeted to receivelrag's oil allocations
by volumedf oil allocated, according to aformer gov-
ernment official with direct access to the information.
Thetop three countries with companies or entities
receiving voucherswere Russia (30%), France (15%),
and China (10%) —three of the five permanent mem-
bersof the UNSC, other than the US and UK.
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Millions of

President of Indonesia

as a recipient of oil allocations.

Millions of
Barrels
Barrels Allocated Lifted
: | Russian
Mr. Zierbek Communist Party 110.10 87.391
Mr. Azakov and Rus Naft Ambix and the Russian Presi-
Mr. Velioshia dential Office BhaTh 516
A former senior official in the Iraqi govern-
axgﬁg";%zggm‘gﬁgs ment stated that Zhirionvsky visited Iraq 53.0 79.8
f - on a regular basis
“Russian Foreign
__ Ministry” %50 i 4a.122
| Iraq considered Maugein a conduit to
e French President Chirac, according to a
RatrickiMaugein former Iraqi official in a claim ISG has not 148 13159
; confirmed.
Allocations were made to an individual
listed as Raomin who is further described
“Raomin” in the voucher allocation list as the son of 13.5 13.071
the former Russian ambassador in Bagh-
dad.
Mr. Nikolayi Ryzhkov | Members of the Russian
and Mr. Gotzariv Parliament (Duma) 120 11.88
. : Businessman and former French
Charles Pasqua Interior Minister 10 10.751
& | Former Iraqi officials say he received his
‘Benon Sevan, illicit oil allocations through various com-
UN Chief of the Oil for | panies that he recommended to the Iraqi 13.0 7.291
Food Program government including the African Middle
| East Company.
~ Governmentof
____Namibia_ 7.0 7.123
Gomrnment of Yemen 5.0 4713
Sukarnoputri - ) . .
Megawati Iragi documents list President Megawati 6.0 3.779

Figure 17. Selected secret oil voucher recipients.
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Iraqgi Oil VouchersProvided to International
Leaders

The following select individuals (see Figure 17)
include world leaders, senior politiciansand corporate
officials, were approved by the ad hoc committee as
recipientsof oil vouchersunder this program (see
Annex B: Known Qil Voucher Recipientsfor a more
complete listing).

The voucher list provided by SOMO includes Rus-
sian members of government, politicians, and busi-
nessmen. Theformer Iragi Vice President Ramadan
stated that he believed the Russian Government was
sympathetic to the plight of Irag and strongly against
the sanctions imposed upon it and that most of the
partiesof the Russian Parliament (Duma) supported
Irag's position. He stated that many Russian compa-
nies were dealing with the Iragi ministriesin charge
of exports, and that this was no secret because many
of the Russian Ministers visited Iraqg regularly to aid
this activity.

American and British Oil Voucher Recipients
According to aformer high-ranking Iragi official with
direct access to the information, there are two Ameri-
cansand one UK citizen listed as recipientson the
list of Irag's illicit oil allocation program (although
at least three names are annotated "' American™ on the
Iragi lists). Deputy Prime Minster Tariq ‘dziz was
the principalpoint of contact for handlingall high
prafile foreign recipients, all American recipients
and most other non-Arab voucher recipients, called
"internationals" , who lived in countriesoutside of
the Arab world.

Benon Sevan's Use of Iraqgi Oil Vouchers

At the center of the day-to-day operationsof the
UN’s $64 billion OFF program, Sevan who spent
hisentire career at the UN, received oil allocations
through various companiesthat he recommendedto
the Iraqi government. This arrangement reportedly
began soon after the OFF program started in Decem-
ber 1996. An investigation by the Iragi Governing
Council has uncovered a letter linking Sevan to a Pan-
amanian-registered company called African Middle
East Petroleum Company. The letter, dated 10 August
1998, from Saddam Zayn Hasan, the executive man-
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ager of SOMO, and addressed to 'Amir Rashid, the
former Iragi Oil Minister, implicates Muwafiq Ayyub
in playing arolein setting up the deal. The letter says:
"Muwafiq Ayyub of the Iragi missionin New York
informed us by telephonethat the above-mentioned
company has been recommended by his Excellency
Mr. Sevan, director of the Iragi program at the UN,
during his recent trip to Baghdad." A second page
detailed the"" Quantity of Oil Allocated and givento
Mr. Benon Sevan," listing atotal of 7.3 million barrels
of ail asthe" quantity executed."

A sourceat SOMO confirmed that Sevan received
allocationsby way of a Cypriot company or the
Panamanian registered, the African Middle East
Petroleum Company. According to the source, when
the Chairman of the Iragi UN OFF Committee,
Ramadan, saw any company with Sevan's namein
parenthesisnext to it (they were numerous, according
to the source) on the proposed voucher recipient list,
Ramadan automatically gave approval to issue the
vouchersassociated with that account.
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* SOMO voucher documentsonly list Sevanin rela-
tion to the African Middle East Petroleum Com-
pany. |SG has no further information on the role of
a Cypriot company or any other company.

Accordinga high-level sourceat SOMO, Sevan
never received hisoil allocationsin person. Sevan's
voucherswere always picked up by Fakhir ‘Abd-
al-Nur (Abdul Noor), an Egyptian now residingin
Switzerland and connected to the African Middle East
Petroleum Company, who would sigh documents on
Sevan's behalf and pick up hisalocationsat SOMO.
Fakhir conducted this businessfor Sevan for each
phase of the UN OFF MOI starting in the fourth
phase and ending in the ninth phase. Sevan's alloca-
tions ended after the ninth phase when SOMO rep-
resentativesinformed Fakhir that the African Middle
East Petroleum Company owed money under the oil
surcharge program and the payments werein arrears.

Iragi IntelligenceSer viceNominationsfor Oil
Vouchers

Those who were nominated by theIIS and placed

on the master voucher list were most likely placed
therefor their service in an intelligence capacity for
the former Regime. Two individual s were nominated



Irag'sQil Allocation Voucher Process

The UN allowed Iraqto sl a certain amount of oil
under the Oil For Food Programand the proceeds
would go to Iraqthrough an UN approved bank,

the BNP. The UN did not monitor Iraq’s oil voucher
systemand, according to senior Iraqi officials at
SOMO, Baghdad made every effort to keep the details
of the system hidden fromthe UN. During Irag's
negotiationswith the UN concerning the OFF pro-
gram Baghdad fought hard for the right to determine
to whomit could séll its 6il and Baghdad considered
the UNS concession on this point an important vic-
tory. The UN approved the final contract between Iraq
and the lifting company, ensured the company was

on the register of approved lifting companies, and
monitored the actual lifting of the oil to make surethe
amount lifted fir within the approved contract amount.
The UN also made sure that the total amount lifted
matched the OFF allocation.

by the 1S and approved for inclusion on thelist (see
Figure 18).

Oil Export Surcharges

In addition to incomefrom the trade Protocolsand
the UN OFF program | raq demanded a surcharge
feefor each barrel of oil it exported under the UN
OFF program because of therelatively large built-
in profit margin allowed by the UN Oil Overseers.
Buyerswerewilling to pay Irag a surcharge, usually
25 to 30 cents per barrd of oil, because they made
sufficient profit to do so. Irag reduced theamount it
charged in 2002 as the Sanctions Committeegradu-
ally eliminatedthe profit margin; thelas SOMO
invoicefor a surcharge was dated September 2002.

» The surcharge system began in the 8th phase of the
UN OFF program. Accordingto SOMO records,
the surchargewascharged on 1,117 million barrds
of oil between phases8-12. Thetotal contract value
for the surcharges was $265.3 million.

* Iragactually collected only $228.6 millionin
surcharge paymentsfrom September 2000 until
March 2003 (see Figure 19). Iraq was unable to
collect $36.7 million in surcharges. (see Annex E:
[llicit Earnings Sour cesand Estimation Methodol-

ogy)

The Legality of Oil Voucher Allocations

The Qil Voucher Allocation system was set up by

the former Regime of Irag in order to allocatetheir
exportsunder the UN Oil-For-Food (OFF) Program
to entities that would gain Iraq the greatest benefit.
Using the voucher programasa method of rewarding
and/or influencing entities or countriesreally did not
begin until about Phase 3 of the OFF Program. Phase
3ran from5 December 1997 to 29 May 1998. At the
time, thisinternal Iragi processwas unknown to the
UN and was not addressed in any UN resolutions.

The UN approved all companieslifting oil under

the OFF program and accounted for all the Iraqi oil
lifted by authorized ail lifting firms. However; some
entitiesand individualsmay have abused this system
by using an intermediaryto lift and sdll the oil allo-
cated to themby Iraq under the voucher system. For
example, according to oil voucher registersrecovered
from SOMO and statementsby Iragi authorities,
several privateindividualsand political organiza-
tionswere listed asa voucher recipient. However; an
intermediary (aUN registered oil lifter) was used to
pick these vouchersand actually lifted the oil under a
UN approved contract. In this example, the UN was
not aware that an individual or political organization
was involved in, and was prafiting from, the transac-
tion. Consequently, if individuals or organizations
knowingly received profits fromthese oil salesthey
were taking part in actions which were not sanctioned
by the UN OFFprogram. ISG has no direct evidence
linking these individualsor political organizationto
actually receiving the proceeds fromthese oil alloca-
tions. However; individualsand organizationsare
named as being on the list for oil allocations, state-
ments from Iragqji officials support the fact that these
entitiesrecelved oil allocations, and evidence that
Iraq entered into contractswith the intermediaries
that actually lifted these allocationsexist. In conclu-
sion, the Oil Voucher Allocation programis another
example of how Saddam’s Regime strove to under-
mine UN sanctionsand the OFF process while
garneringfavor with well placedindividualsand
entitiesthat would be able to favorably act on Irag's
behalf on the political scene.




» Paymentswere usually madeto SOMO bank
accountsin Jordan and Lebanon, but $61 million
wasdelivered in cash to Iragi embassies, usually
Moscow by Russian entities, according to SOMO
documents. Ten other Iragi embassies were used
in thisway including: Hanoi, Vietnam, Ankara,
Turkey and Geneva, Switzerland.

» Some companies preferred to pay Iragi embassies
directly out of fear for public disclosure of theille-
gal arrangements. This may explain the preference
to conduct such business with cash.

* Paymentswere mostly madein USdollars, but a
few times they were madein Euros. The cash was
later moved to Baghdad from the embassies viadip-
lomatic pouch and deposited in the SOM O accounts
at the CBI or Rafidian banks.

A former senior Iragi official with direct accessto the
information stated that Saddam first ordered compa-
nies be charged aflat rate of 15 percent of their profits
asthe surcharge, but the companies refused to pay.
Saddam then pursued a 50-cent per barrel surcharge
that his advisors warned him was not workable. When
Saddam redlized they were right, he allowed the
surchargeto be dropped to 30 cents and then finally

to 10 cents. Ten cents was the amount first charged by
SOMO in September 2000.

» Some companies, particularly the French, refused
to pay the surcharge.

» However, some companies used a'middieman’ to
hide the link between the originating company and

Irag.

Iraq tolerated the refusal of some companiesto pay
the 10-cent per barrel surcharge until the end of the
8th phase (5 December 2000) in order to avoid their
refusal to ship the oil and reduce Irag's projected
exports.

* The 10-cent surcharge was increased in January
2001 during the 9th phaseto 35 cents a barrel for
salesto the US and 25 cents per barrel for sales
to other countries. The surcharges continued into
phase 12 at 15 cents per barrel to all customers (see
Figure 20).

The surcharge system was an open secret. The subject
was discussed by the mediaand by worldwideail
market. It was known the former Regime received
income from its sales that were deposited in special
accounts outside of Irag.

* The system continued until October 2001 when the
UK and US took unilateral action to eliminate the
excess profit that allowed surchargesto be paid.

How Surchar gesWere Collected

The buyersagreeing to the surchargesdid so with a
pledgeto pay. Irag's main leverageto enforce pay-
ment was to deny the buyer future contracts until he
made good on his debt. Iraq exercised this option

in the case of the African Middle East Petroleum
Company, according to SOM O documents. By the
12th phase, there were 42 entities receiving oil export
allocations that were not allowed to sign contracts
because they had not fully paid their surcharges.

Kickbackson Commercial Goods|mport
Contracts

The fourth revenue source for Saddam’s Regime
was kickbacksfrom UN OFF program commercial
goods contracts being imported into Iraq. According
to aformer senior MoT official, beginning with the 8t
phasein June 2000, Iraq began to demand a kickback
on all UN OFF program import contractsto generate
illicit income. The amount of the kickback could vary,
but generally was around 10 percent. | SG suspects,
however, that Iraq had been receiving similar types

of kickbacks since the beginning of the UN OFF
program to varying degrees.

Contracts were writtenfor 10 percent abovethe

actual price and the supplier company would deposit
thisamount into Iragi accounts. Thefee was often
included for spare parts or after salesservice. Thefee
was often applied, particularly in Jordan, through the
mechanism of the supplier providing a 10 percent per-
formance bond in advance, which was then automati-
cally transferred to an Iragi account when the supplier
was paid for the goods.
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Millions Mitlions
of Barrels of Barrels
Allocated Lifted
Fa’iq Ahmad . : e T g
Sharif A former senior Iragi officid with direct accessto the informa-
60.756 43.614 | tion believed Sharif to be a Malaysian resident and an owner or

“A “td " high level executive of the company Mastek.

Mastek

Hamad Bin Ali A Qatari national and owner of the private airline Gulf Eagle
Al Thani 27.359 19.215 | (not a regular commercial enterprise). Al Thani was responsible
for opening an air link between Baghdad and Damascus.

Figure 18. 1IS oil voucher recipients.

$4 $150 $74 $0 $229

Figure 19. Irag's estimated earnings from OFF oil sur-
charges (million US $).

[Jsales to Other Countries : Europe and Far East Markets
@ Salesto US Companies

PHASES PHASEQ PHASE 10 PHASE11 PHASE11 PHASE 12
(late)

Figure 20. Surcharge amounts charged in US cents per
barrel for each OFF phase.

« A sourcedescribed how it often worked for one * 1SG does not haveinformation from Iragi sources
front company. For instance, the Al-Eman Group regarding the revenue earned from these kickbacks,
would sign acontract with Iraq and deposit the 10 but ISG estimates, using a 10 percent average,
percent performance bond in an escrow holding that these kickbacks totaled approximately $1.512
account. When the goods were delivered to Irag, the billion from late 2000 until OIF (see Figure 21).
UN lIrag account would pay thefull contract price For more information on the methodology used to
to Al-Eman. At that point, the Jordan National Bank generate this estimate, see Annex E: Illicit Earnings
would automatically kick back the performance Sources and Estimation Methodology.

bond to an Iragi account instead of returning it to
Al- Eman, as would normally bethe case.
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According to senior MoT and official sources,
kickback payments were deposited into temporary
accounts controlled by the Iragi ministry involved
with the contract at banks in Jordan and L ebanon.
These " bridge' accounts were not in the name of the
ministry, but used false namesto disassociate the Iragi
government from the transaction. Within 24 hours, the
funds were transferred to a CBI account at the same
bank. At the end of each day, the ministry bridge
accounts had a zero balance. Kickback paymentsalso
were madeto at least two Iraqgi front companies: Alia
in Jordan and Al-Wasel & Babel in the UAE. Ulti-
mately, the kickback funds were couriered back to the
CBl inIrag.

Each individual ministry that engaged in the import
kickback contract scheme had copies of their respec-
tive contracts or deals. The MoT was responsiblefor
monitoring these contracts but was not involved in
negotiating the terms. The ministriesillustrated in
Figure 22 engaged in the 10 percent scheme.

Although the kickback was paid to the particular min-
istry that entered into the contract, those ministries
were not able to use the funds—they usually were
transferred to the CBI as mentioned above.

* In order to encourage kickback collections by the
ministry, and in order to compensate the ministry
for the difficultiesinvolved with the scheme, the
CBI returned 5 percent of the 10 percent kickback
to the ministry collecting the kickback.

* These funds were distributed to the employees of
the particular ministry as an incentiveto collect the
kickbacks.

Another method of generating kickbacks from UN
OFF import contracts emerged in the later years of
the UN OFF program. This method was based on
deceiving the UN over the quality of theitems being
imported to Irag. For thisillicit revenuescheme,

Iraq arranged for a co-operative supplier to obtain
alegitimate UN OFF contract specifying “first-
quality" humanitarian goods. Iraq would then be
authorized under UN OFF to pay top quality prices
for the items via the UN OFF-controlled accounts.

In reality, however, the co-operative supplier sub-
stituted cheap, poor-quality goods for the contract.
This generated very high profitsfor the co-operative
supplier. Saddam then arranged for the excess profits
to be returned to Irag viadiplomatic channels, after
the co-operativesupplier took its"'fee" This revenue
scheme was particularly nefarious since it left the
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peopleaf Irag with second-quality, sometime useless,
humanitarian goods (seethe Use of Foreign Banks
sections).

Private-Sector Oil Sales

Iraq'strade with private-sector businessmen during
the sanctions periodprovided a $1.5 billion supple-
ment toillicit money earned from kickbacksand
surchargesrelated to the UN OFF program and
Protocolswith neighbor states (see Figure 23). Iragis
also refer to this trade as'" border trade™ or " smug-
gling." (see Annex F Iragi Oil Smuggling for acase
study on thistopic.)

These sales began almost immediately after sanc-
tions were implemented, with examples dating back
to at least 1993.

* Irag exported crude oil, petroleum products, and
dry goods such as dates and barley. | SG has very
little information about the volume or earnings
from the dry goods portion of the trade, but esti-
mates earnings of about $30 million annually.

* |SG estimates Iraq earned about $439 million annu
ally from 1991 through 1998.

Private-sector sal es were made by SOMO, but outside
the UN OFF oil export program and the trade Proto-
cols with Jordan, Syria, Turkey, and Egypt. SOMO
information on these sales coversfrom 1998 until

OIF. SOMO information on these sales cover part of
1998 until OIF. According to SOMO, payment for
these sales amounted to $992 million, and was made
inthree ways:

» Some contracts were listed as" cash."" According to
the SOMO Invoiceand Contract Data Base, these
contracts were signed from June 1997 through
March 2003 and werefor all typesof petroleum
products (gasoil, fuel ail, asphalt, etc.) aswell as
small amounts of crudeoil. These cargoes were
shipped through the Arabian Gulf, Turkey, Jordan,
Syria, and possibly Lebanon. The contracts were
valued a $560 million and $523 million was actu-
ally collected.

Another category of contracts was “goods/barter.”
These contracts were signed from January 1998
through March 2003 and were primarily for fuel

oil and gas ail. Like the cash contracts above, these
cargoes were shipped through the Arabian Gulf,
Turkey, Jordan, Syria, and possibly L ebanon. The
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contracts were valued at $469 million. Because
these were barter contracts as payment for goods
to be received by specific Iragi ministries, SOMO
received no cash in payment.

Thefinal category of contractswas" Iragi Dinars."
These contracts were signed from May 1999
through December 2002. They were all for fuel

oil and al were sold to the""North," probably the
Kurds. Theincome wasin dinars and when trans-
lated into dollars at prevailingexchangerates only
amounted to about $2 million. Because this was not
hard currency income, it is not counted in the total
hard currency income mentioned elsewherein this
section.

SOMO listsits cash, barter, and dinar contracts as
being destined for the "' North," ""Wes," or ** South."

« Based on the buyer's names, shipmentsto the North
almost certainly were mostly destined for Turkey.
One of the mgjor purchasers paying with cash was
the Asia Company, which bought ailmost 11 million
barrelsfor $174 million from May 1999 through
January 2003. According to ‘Amir Rashid, Irag's
Oil Minister, Barzani, the leader of the Kurdish
Democratic Party, controlled this company. The
dinar contracts probably were destined for the
Kurdsin the three Northern Governorates. Some of
the shipments to the North could havefound their
way to Iran. The total value of private-sectortrade
with the North was $538 million.

» Based on the buyerslisted, shipmentsfor the West
were destined at least for Jordan and Syria. Some
of these shipments probably also found their way
to Lebanon. Thetotal valueof private-sectortrade
with the West was $95 million.

* Based on the buyerslisted, shipmentsfor the South
were destined for export by small vesselsthrough
the Arabian Gulf, with most probably destined
for the UAE and other nearby bunkering markets.
Some probably wound up in India and perhaps
other destinations. The total value of private-sector
trade with the South was $359 million.

According to a number of Iragi officials, the money
earned from private sector border trade was primar-
ily deposited into accountsin L ebanon and Jordan
controlled by the CBI (seeFigure 24).
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The accounts were kept in US dollars, except for
one account in Eurosthat was closed after one
month.

One account was maintained in the Rafidian Bank,
Mosul, Irag branch. This account handled earnings
from the private-sector trade through the North.

* The'"SOMO Office' in Basrah handled earnings
from privatesalesthrough the South. 1SG does
not know if this meansthere was a corresponding
Rafidian Bank account to handle these earningsin
the South.

Roleof theSOMO

Iragq's SOMO isthe state-run monopoly that controls
all of Irag'scrudeoil exports. It isoverseen by the
Iragi MoO and functions asthe Ministry's marketing
arm. SOMO maintained all records for salesunder
the UN OFF program; cash border sales, sales
through the Protocol agreements, and oil allocation
(vouchers) arrangements.

* According to the procedures agenda approved by
the UNSCR 986, SOM O was responsiblefor the
marketing processof Iragi oil and was eventualy
permitted to sell as much oil asit could. However,
these sales contracts were only allowed to com-
panies registered with the UN as approved buyers
of Irag's crude oil. These companies were only
to make paymentsto Irag into the UN supervised
escrow account in the Banque Nationale de Parisin
New York.

According to SOMO officials, Saddam demanded
that Iraq keepthe priceof itsoil aslow as possible
in order to leaveroom for oil tradersto pay Iraqthe
illegal surcharges. A salesdirector at SOMO stated
that they wereinstructed by the government to get the
lowest price. Under normal circumstances, SOMO
would have sought the highest pricefor Irag's oil, its
only legal source of rea revenue.

Among the companieslisted in SOMO’s records

as havingpaid illegal surchargesare some of the
world'slargest refineriesand oil trading companies.
SOMO maintained detailed financial records listing
invoicesand collectionsfor each contract. These com-
panies, when questioned about surcharge payments,
deny they were the parties that made them.



8375 $687 $399 $50 $1.512

Figure 21. Iraq's estimated earnings from OFF import
kickbacks (million US $).

Ministry of Oil (MoO) Ministry of Housing Ministry of Education
Ministry of Water & Sani- - Ministry of Telecommuni-
lation TheElectricityBoard cations

Ministry of Health Ministry of Trade Ministry of Agriculture

Figure 22. Iragi ministries involved in OFF kickbacks.

1991 to 1997 1998 1999 2000 2001 2002 2003 Total

Figure 23. Iraq's estimated earnings from private-sector
oil sales (million US $).

Curre ncy Amount
Ahli Bank-Jordan US$ $287,120,131.61
Rafidian “Filfel” (Mosul) US$ $146,648,012.00
Jordan Bank-Jordan Euros converted to US$ $47,026,041.80
Ahli Bank-Jordan US$ $42,035,812.95 |
Iraqi Embasses US$ $930,000.00
Fransa Bank-L ebanon US$ $48,000.00
Total US$H $523,807,998.36
Figure 24. Total amounts received in Iraqi bank @This SOMO information is different by less than $1 million from
accounts under private sector "cash sales™? the SOMO data base informationcited above.The reason for the

discrepancy is unknown.

For example, according to SOM O records, one around and resell it for profits could have been

of the most active purchasersof Iragi crude was anyone from small-inexperiencedoil dealersand

a Swiss-based company named Glencore. It paid companies, or even businessmen and companies
$3,222,780in illegal surchargesduring the period being bribed or rewarded for variousreasonsby the
of the program. The company denies any inappro- Iragi government.

g;%%jegléggsrg\gixe Iragi government outside of * According to SOMO records and senior MoO

officials, oil surcharges weredeposited into Irag's
bank accounts. Only designated, trusted Oil Minis-
try employeeswithdrew the cash and brought it to
Baghdad on aregular basis.

Determining who paid surcharges, and for what
amountsfor each oil transaction will take sometime.
Iragi oil shipments passed through many parties
before being delivered to end recipients, the large oil
refineriesand companies outside Irag. The parties
or oil agentsthat first bought the oil only toturn

39

)
3]
c
<

=

iC
o

E
o
@

c

=
c
]
£
o
S
S
Q
o
o
o
T
=
©




* Anestimated $2 billion is believed to be left from
theillicit funds deposited in foreign Iragi bank
accounts.

* Asof February 2004, over $750 million had been
recovered from these accounts and returned to Irag,
according to the US Treasury Department.

Saddam directed SOMO to set up accountsat the
National Bank of Jordan, also known asthe Ahli
Bank of Jordan. SOM O created separate accounts
both for surcharge payments and for Protocol-gener-
ated revenue. Three surcharge accounts were created,
oneeach for the deposits of US dollars, Francs, and
eventually Euros. The two required signatories on
these accounts were SOM O employees.

Fundsfrom SOM O accounts had to be released by
aSOMO order. Payments from accounts holding
the credit portion of earnings from the Protocol with
Syria (at Syrian Commercial Bank) and the credit
portion of earnings from the Protocol with Turkey
(the TPIC account on behalf of SOMO at the Halk

Bank) required authori%ations_from various ministries
and the Presidential of!Ce (Diwan). When SOMO

received the appropriate approvals, it generated a
|etter directing the banks to make payments.

e SOMO had at |east thirteen accounts that were used

to receive and/or hold the 10 percent fee amounts
received from the various ministries.

« The MoO had no authority over these accounts and

they werelocated in Jordan, Syria, Lebanon, and
the UAE.

SOMO's Relationship to the MoO

While SOMO’s role wasto sell Irag’s oil and handle
some of the funds derived from those sales, the
MoO’s role was primarily to procure goodsand
services needed by the oil sector. As part of this effort
the MoO would collect the 10 percent fee on import
contracts.

« A former Oil Ministry official in charge of contract-
ing for mai ntenance equipment and spare parts
stated they would accept alow bid and require
another 10 percent be added to the contract. Iragi
officialsbelieved 10 percent could be easily hidden
from the UN. For example, if the bid werefor

$1 million, the supplier would betold to makeit
$1.1 million. This scheme was quite effectivefor
generatingillicit revenue.

« TheMoO has bank accounts at several differ-
ent locationsand in several different countries.
SOMO's 13 accounts were separate from the MoO.
According to a high-level source a the MoO, the
Ministry had only basic information relativeto the
SOMO accounts, such as the name of the financia
institution, the account holder's name, and the name
of the person who had signatory authority on the
account.

The source stated that the MoO had thisinforma-
tion so that they could transfer fundsto the accounts
when oil was sold. Accordingto a source at the
Ministry, the MoO is currently trying to recover
funds from some of these accounts, particularly in

Jordan, and return the money to Baghdad.

Ira%’s MoO currently hag two active bank accounts
at the Jordan National Bank, Queen Noor Branch,

N0 T e o ST vaa years Thefra
account is a joint account held in the name of the
MoO and Jordan Petroleum Refinery Co., Ltd. Itsbal-
m~ on 30 November 2003 was approximately $78.4
million. The second account is called the Ministry
personal current account. Its balance on the same date
was $3.9 million.

* The source of these funds was from the sale of
crudeoil and oil productsto Jordan under the Trade

Protocols.

* The Qil Ministry claims that the funds in these
accounts wereto be used to purchase engineering

PR SISTSH AS T ARSOR o

Official Oil Accounts

SOMO held a variety of bank accounts to manage
and control Irag's legal and illegal oil revenues. These
accounts have been categorized as non-surcharge
accounts (including Protocol revenues), il surcharge
accounts, and cash sales accounts. Figure 25 shows
the bank accounts that SOM O opened for non-sur-
charge purposes.
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SOMO Account Balances Outside of Iraq

Account Balance in
Country Account Name Bank Name Type US §
Saddam Zibin, ‘Ali Rajab & .
Jordan Yagdan Hasan Ibrahim Ahli Bank, Jordan Cash Account 5,247,427
Saddam Zibin, ‘Ali Rajab & :
Jordan Yaqdan Hasan Ibrahim Ahli Bank, Jordan Cash Account 33,190
Saddam Zibin, ‘Ali Rajab & ;
Jordan Yaqdan Hasan Ibrahim Ahli Bank, Jordan Cash Account 5,138
Saddam Zibin, ‘Ali Rajab & ;
Jordan Yagdan Hasan Ibrahim Ahli Bank, Jordan Cash Account 991,544
Jordan ‘Ali Rajab & Yaqdan Ahli Bank, Jordan Trade Account 2,987,054
Lebanon SOMO Fransabank, Lebanon Cash Account 241,052
Lebanon SOMO Fransabank, Lebanon Cash Account 46,583
Lebanon SOMO Fransabank, L.ebanon Cash Account 41,010,787
Egypt SOMO National Bank of Egypt | Trade Account 19,710,881
Syria SOMO Commercial Bank of Syria | Trade Account 790,361,517
Syria SOMO Iragi Embassy in Syria Cash Account 1,223,401
Syrian Lebanon Account
unknown SOMO Commercial Bank Cash 251,949,039
Turkey TPIC Halk Bank, Ankara Trade Account 195,697,846
Russia SOMO Iraqi Embassy, Moscow Cash Account 1,342,975
Vietnam SOMO Iragi Embassy, Hanoi Cash Account 406,805
: Iraqi Embassy, Kuala
Malaysia SOMO Lumpur Cash ﬁg%ﬂ"t 250,000
n
Switzerland SOMO Iraqi Embassy, Geneva | “ash ) 710,000
TOTAL 1,312,182,052

Figure 25. SOMO accounts balances outside of Iraq
(data providedby SOMO in January2004).

Saddam Zibin Hasan

Yagdan Hasan Tbhrahim
Al Kharkhi

"Ah Rajub Hasan

believed to still be there.

A cousin of Saddam Husayn and the head of SOMO
from 1995 or 1996 until the start of the war. According
to one source, Zibin recently fled to Jordan and is

The former SOMO finance Manager. He was most
recently employed at the CPA in the Ministry of Oil
around June of 2003. He left Baghdad for Germany in
September of 2003 for medical reasonsand did not return

toBaghdad. Heisreportedly now residingin Jordan

the SOM O compound.

Employed, asof January 2004, a the MoO and resided at

Figure 26. Key individualsinvolvedin Iraqi oil accounts

in Jordan.
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* Thefirst five SOM O accounts are individually
named accounts at the Ahli Bank in Jordan. For
more detail on those names, see Figure 26.

Thefifth account listed at the Ahli Bank in the
nameof 'Ali Rajab & Yagdan wasa Protocol trade
account set up to receive paymentsrelated to the
Irag-Jordanian Protocol and was opened just afew
monthsbefore the start of OIF. This trade account
allowed 60 percent of oil proceedsto remain in the
trade account and 40 percent of the proceedsto be
utilized el sewhere. The signature authority on this
account was 'Ali Rajab and Y agdan Hasan |brahim.

There are two different cash accounts listed at
the Sardar Bank in Lebanon, both with the name
""Rodolphe" listed as the bank point of contact.

SOMO established another account at the National
Bank of Egypt that was used as a Protocol trade
account, similar to the one set up for Syria. Again,
a 60140 split allowed 60 percent of oil proceedsto
remain in the trade account and 40 percent of the
proceedsto be deposited into Ahli Bank account in
Jordan.

The Commercia Bank of Syria cash account
received the 40 percent of the oil proceeds. The
bank was instructed that when the account balance
exceeded $1 million, it wasto instantly transfer the
extraamount to the Syrian Lebanon Commercial
Bank account.

The Turkish Petroleum I nternational Company
(TIPC)isatrading arm of the Turkish National

Oil Company and the SOM O equivalent in Turkey.
SOMO funds were deposited at the Halk Bank
located in AnkaraTurkey.

The account was actually in the name of TPIC "in
thefavor of SOMO. Currently SOMO is request-
ing to havefunds still held at the Halk Bank
released.

The SOMO amounts listed at the Iragi Embassies
werereceived directly from oil contract holders.
These paymentswere sometimes delivered directly
to the Embassies and other times deposited firstinto
an Ahli Bank account.
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As noted in Figure 25, the accounts at the Ahli Bank
in Jordan arein the names of Saddam Zibin, Y agdan
Hasan |brahim Al Kharkhi, and 'Ali Rajab Hasan.
The accountsall havethe same prefix of 501333 and
suffix range from 02 to 12. Senior sources at SOMO
were not sure of the reason for this.

Figure 27 showsthe SOM O non-surchargeaccounts
through TPIC maintained at the Halk Bank in Turkey.
The cumulated interest earned for these accounts,
according to SOMO, was $7,678,946.70. Seven of
these accounts (shown in green) remain open. The
current Iragi Embassy in Turkey has been in con-
tact with the TPIC representatives about the current
account balanceof SOMO with TPIC. The embassy
wasinformed that TPIC believesthat the amount due
to SOMO isonly $100 million. A sourceat SOMO
stated that TPIC must have allowed unauthorized
withdrawal sfrom these accounts.

In the eighth phase of the UN OFF program, Iraq
began to impose a 10-cent per barrel illicit surcharge
on al oil salescontracts to foreign entities with the
exception of Syria (seethe Oil Surcharge section). A
summary of the surcharge amounts due collected, and
left outstanding for phases eight through twelve are
displayed in the chart below (see Figure 28).

These oil surcharge payments were deposited into
several accounts at banks located in Jordan and L eba-
non. Namesof these banks included the Jordanian
National Bank (Ahli Bank), the Sardar Bank, and

the Fransabank in Lebanon (see Figure 29). Escrow
accounts were opened in the name of SOMO how-
ever these other numbered accounts were opened by
Director General of SOMO, Rafid ‘Abd-al-Halim
Jasim or hisDeputy and the Director of Financeor his
Deputy for the deposit of surcharges.

The variousaccounts at the Ahli Bank were created
to receive cash, which flowed in from surcharges,
the Protocol accounts, and from paymentsreceived
through border trade cash sales.

. Theamountslisted for the CBI and the Rafidian

Bank are accounts that weretill openin early
2004.

* The two al-Wasel & Babel accounts were for US

Doll d . They were only open for. o
or t\/\?/l(gsrﬁgnt gf)%?ore %vnvg%!iose&, (o] 'E?\l-\rﬂaggl

& Babel isapartialy state owned oil and banking
enterprisein the UAE 51 percent of which is state



Date Opened

Amount Deposited

on Opening Date

Amounts in SOMO Accounts
Still Open at the Halk Bank

10/11/2000 7.276,493
11/14/2000 6.000,000 6,573,267
11/30/2000 7.000.000 gt
01/02/2001 10,000,000 § £
01/18/2001 10.000.000 iL 5
02/06/2001 5,000,000 5,.394.637 °§’ 2
02/27/2001 10.000.000 g0
02/26/2001 15,000,000 T s
03/30/2001 16,000,000 18,286,958
04/18/2001 10.000.000
04/26/2001 _ 13,000,000
05/18/2001 15,000,000 15,815,025
11/22/2001 30,000,000 30,656.975
07/15/2002 50,000,000 50,386,807 |
12/13/2002 30,000,000 30,000,000

Total Remaining (according to SOMO) 157,113,671

Figure 27. SOMO bank accounts at the Halk

Bank in Turkey.

Amount

Uncolleeted

Quantity

Amount Due in

Phase Exported in Thousands of Collected in Amount in
# Thousands of l’)c)ll;n's l‘JS Thousands of Thous;mds ‘«)I'
Barrels C Dollars US Dollars US
8 185,618 18,562 11,197 7.365
9 291,996 81,588 72,187 9,401
10 301,188 85,699 82,712 3.528
11 288,943 64,059 53,959 10,100
12 89,331 13,400 8515 4,885
Total 1, 097,076 263308 228, 028 .21

Figure 28. Summary of amounts collected/received
under surcharge accounts.



Bank

Account Name

Amount in SUS

Ahli Bank — Jordan Saddam Zibin & Y akdhan 65.537
Ahli Bank — Jordan Saddam Zibin & Y akdhan 88.562,718
Ahli Bank - Jordan Saddam Zibin & Yakdhan 726,389
Ahli Bank — Jordan Saddam Zibin & Y akdhan 684,887
Ahli Bank — Jordan Saddam Zibin & Y akdhan 25,260,332
Ahli Bank — Jordan Saddam Zibin & Y akdhan 17,786,725

Fransabank - L ebanon SOMO 26.441,309 .
Fransabank - Lebanon SOMO 3,983,518

Sardar Bank — Lebanon SOMO 520,778 |
Central Bank of Irag (CBI) SOMO 260,000
Rafidian Bank — Baghdad SOMO 60,000
Iragi Embassies SOMO 60,963,548

Iragi Embassies SOMO 110,323
Al-Wasel & Babel - UAE SOMO 1,092,345
Al-Wasel & Babel - UAE SOMO 6,872,870
Fransabank — L ebanon? 10,098,394
TOTAL 243.489.676

aRepresents additional crude sales outside of the OFF Program.

accounts, September 2000-March 2003.

Figure 29. Total amounts received under surcharge

program.

VariousBank Account Digtributions of Total Sur char ges Revenues

O054.7% Ahli Bank, Jordan

251% Iragi Embassies

a Represents additional crude sales outside of the OFF

[012.5% Fransabank, Lebanon

@ 4.2% Fransabank, Lebanon’
33% Wassel & Babd, UAE

B 2% Sadar Bank, Lebanon

W .1% Central Bank of Iraq

n .02% Rafidain Bank, Iraq

Figure 30. Bank account distributions of surcharge

revenues.




owned while UAE investorsown the other 49 per-
cent. This business was used to movegoods outside
of the UN MOU and is still in operation.

« Three accounts are shown at the Fransabank in
L ebanon. They were Euro accounts, however, the

bﬁlances have been converted to US Dollars for this
chart.

» Two of these accounts were set up to receiveail
surcharge amounts while the third account (marked
with an *) showsthe total proceedsreceived by Iraq
for the sale of crude oil outside of the UN MOU
and not just for the surcharge amounts.

Figure 30 is agraphic representation of thedatain the
chart above. It illustrates how the surcharge revenues
weredistributed among the associated SOMO bank
accounts.

Figure 31 liststhe Iragi bank accounts, which were
established to receivecash paymentsfromillegal
border sales of crudeoil.

* Sources at SOMO explained that the account a the
Jordan bank was set up for Euros and was closed
after just one month. The balance of this account
was shifted over to the Ahli Bank accounts.

 The Rafidian “Filfel”/Iraq account represents
aSOMO account at the Rafidian Bank branch
officelocated in Mosul which collected surcharge
amountsfrom the border sales of oil to the areasto
the north. The SOM O officein Basra handled the
areas to the south.

Figure 32 depicts the allocation of the cash sales rev-
enue in the various banks.

Bankingand the Transfer of Financial Assetsfor
Procurement

Iraq manipulatedits national banking structureto
finance theillicit procurement of dual-use goods
andWMD-related goods, as well as other military
goods and services prohibited by the UN. Through
its national banking system, Iraq established inter-
national accounts to financeitsillegal procurement
network. Irag's international accounts, mainly located
in Jordan, Lebanon and Syria, were instrumental in

Statements by ‘Isam Rashid Huwaysh,
Former Director of the CBI

Custodial debriefingsrevealed that:

The CBI funded gover nment departmentsthrough
payMentsto the Ministry of Finance. The Presiden-
tial Diwan was the only department that received
money directly from the CBI.

» The CBI distributed cash only on the instruction
of the Minister of Finance to the Rajidianand
Rashid Banks. The Diwan transferred money to
their accounts. On instruction fromthe Minister of
Finance, Treasury Bonds wereissued to cover cash
taken from the CBI.
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Irag's ability to successfully transfer billionsof dol-
larsof itsillicitly earned oil revenuesfrom its various
globa accountsto international suppliers, front com-
panies, domestic government and businessentities,
and foreign governments (see Annex G: Irag's Bank-
ing System for more details on the origins of the Iragi
banking system).

CBI

The CBI was responsiblefor issuing and storing cur-
rency of the government, protecting against counter-
feit currency and disbursing funds based on directives
from the Minister of Finance. Individualsand com-
panies doing businesswith the government of Irag
would haveto go through the CBI, which handled all
official government transactions and funds. The CBI
iscomposed of three domestic branches, including
its headquartersin Baghdad as well as one officein
Basraand one officein Mosul. The Director of the
CBI before OIF was ‘Isam Rashid Huwaysh.

Accordingto a senior Zragifinancial efficial, the
CBI established overseasaccountsin 24 Lebanese
banks, seven Jordanian banks, and one Belarusian
bank to deposit cash fromtheten percent system

of kickbacks from foreign suppliersof goodsand
foodstuffs.CBI did not maintain overseasaccounts
in other countries because senior bank officersfeared
that such accounts would be frozen by the United
States. The financial official said that other Iragi gov-
ernment ministriesal so maintained overseasaccounts
of funds provided from the CBI overseasaccounts.
CBI did not maintain any overseas holdingsin real
estate, stocks, bonds, or diamonds.



Total amounts received in Iragi bank accounts from Border Trade

“cash sales™

Country Account Name

Bank Name Balance SUS

Figure 31. Total amounts received in Iragi bank
accounts from border trade "cash sales” as of
January 2004.

Saddam Zibin, ‘Ali Rajab & i
Jordan Y?:qda:":Hzlls::n lbrz:hi:f Ahli Bank, Jordan 287, ] 20, l 3 ]

Saddam Zibin, ‘Ali Rajab & ’
Jordan Y:qdaaTH;s::l lhmhil:;‘ : Ahli Bank, Jordan 42 ,03 5 ,8 12

Jordan SOMO Jordan Bank
60,992,256
Lebanon SOMO Fransa Bank. Lebanon 48.000
Iraqi Embassies SOMO Iragi Embassies 930,000
Iraq SOMO Rafidian “Filfel” /Iraq 146,648,012
TOTAL | B37774212 |

[27.3% Iraq Rafidain "Filfel”
Account

0 .02% Lebanon, Fransa Bank

[011.3% Jordan,Bank of Jordan

W .18% Iraqgi Embassy Accounts

[061.2% Jordan Ahli Bank

Figure 32. Total amounts received in Iragi bank accounts
from border trade "cash sales."

CBI's Rolein LicensingMoney Exchangers

Prior to OIF, the Exchange Department of the CBI
was responsible for licensing the approximately 250
licensed money exchangersin the businessof con-
verting currency of one country into the currency of
another country. Money exchangers were required to
obtain a license from the MoT, and present it to the
CBI in order to register as amoney exchanger. Some
money exchangers mark their currency for identi-
fication purposes and to assist in the prevention of
counterfeiting.

CBI’s Rolein Tracking Foreign Accountsfor Iraq
The CBI Investment Department maintained a book
that contained all foreign accounts opened by the
bank, including the numbered or bridge accounts
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opened in Lebanon and Jordan. The bridge accounts
concealed the fact that foreign companies were
making paymentsto Iraq. Under thissystem, illicit
foreign paymentsappeared to be going to an account
opened in a persona or numbered account. Then the
foreign banksimmediately transferred proceeds from
the bridge account to a CBI account.

CBI maintained accountsin foreign countries specifi-
cally for the transfer and distribution of fundsto third
parties. The Investment Department of the CBI did
not conduct normal banking activity after the United
Nationsimposed sanctionson Irag in 1990 becauseits
access to overseas accounts, and investment opportu-
nitiesin particular were tightly limited and controlled.



However, the Foreign Accounts section of the Invest-
ment Department still maintained vigilance over

the CBI accounts that had been frozen around the
world in order to track the accrual of interest in these
accounts.

* This section also maintained the hidden overseas
accountsin Lebanon and Jordan, which the former
Regime used for earnings from the ten percent
contract kickback scheme and oil surcharges
payments. An Investment Department officer of
the CBI wasdirectly responsiblefor transferring
foreign currency funds from the CBI’s hidden over-
seas accountsin Lebanon and Jordan to separate
accounts held by the former Regime leadership and
theIIS in overseas banks.

In late 1999, the state-owned Rafidian Bank took over
the CBT’s role in managing Iragi government funds
abroad, mostly through Rafidian's Amman branch.

The Central Bank of Iragdid notpossess any

authority for auditing the foreign currency account

activitiesof overseasassetsof the Rasheed Bank,
the Rafidian Bank, or the Iragi government min-
istries. In 1994, the Cabinet of Ministersdecided to
givethe Rasheed and Rafidian Banks aswell as Iragi
government ministries the authority to open their
own overseas accountsindependent of CBI controls
or authority. Asaresult, the CBI was no longer able
to determine the foreign currency holdingsof these
ingtitutions.

When directed by the EAC, CBI would transfer for-
eign currency funds from its overseas accountsin Jor-
danian and L ebanese banksinto ministries’ accounts,
often those held at the Rafidian Bank in Amman,
Jordan or Beirut, Lebanon. In theory, the EAC would
only direct CBI to transfer funds into another govern-
ment bank or ministry overseasaccount to fund an
import purchase. The EAC transfer of funds' request,
however, only indicated the recipient Iragi organi-
zation, the amount, and the bank account number

to which the funds were sent. CBI officialshad no
meansfor establishing the end use or final destination
of the transferred funds.

* CBI did not transfer any fundsinto personal
accounts from its overseas accounts. Any transfer
of government funds into personal accounts would
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have been possibleonly if conducted through the
oversess branchesof the Rafidian and Rasheed
banksor other government ministries accounts.

CBI Director ‘Isam Rashid Huwaysh wrote several
|etters to the cabinet ministers requesting increased
controls, or at least auditing capability, over foreign
currency transactionsconducted by the Rafidianand
Rasheed banks and government ministries. In early
March 2003, with the imminent threat of war, the
cabinet ordered government ministries with overseas
accountsto transfer al their foreign currency funds
to CBI accountsin overseas banks. This was done
inorder to providegreater security for government
fundsthat had been dispersed in these variousover-
seas accounts, but not yet utilized.

* In early 2003, Saddam convened a meeting during
which he ordered the removal of $1 billion from
the CBI in order to avoid the risk of all the money
being destroyed in one location in the event of an
allied attack. Present at the meeting were the Min-
ister of Finance, the Minister of Trade, the Director
of the MIC, the presidential secretary, the Chairman
of the Presidential Diwan, and the Director of the
CBI.

» Two weeks before the outbreak of thewar in March
2003, Saddam formed a committee that was respon-
siblefor the distribution of funds. The committee
consisted of the Minister of Finance, the Chairman
of the Presidential Diwan, the presidential secretary
and Saddam’s son, Qusay Saddam Husayn al-
Tikriti. The group visited the CBI and inspected the
boxesthat contained the $1 billion. The money was
stored in 50-kilogram boxesthat contained either
$100 notesor 500 notes.

* According to multipleIragi officias, including the
CBI Director, Qusay, along with SSO Assistant
Director Hani 'Abd-a-Latif Tulfah Al Nasiri, and
approximately 50 other people, appeared at the
CBI on 19 March 2003 and removed the boxes of
money. The money was then distributed to different
ministries, including the MoT, which received eight
boxesof money. After the war, the MoT boxeswere
turned in to the proper authorities through 'Adnan
Al Adhamiyyah, head of the MoT Legal Depart-
ment. Overall, most of the money was recovered
except for about $130 million.
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Central Bank of lraq
(Foreign Accounts
Only)
$769,468,110

34%

Banks with Total

Assets under $64 M
(19)
$192,652,418
9%
The Agriculture
Cooperative Bank
$64,948,549
)

Rafidian
$758,022,812

Rasheed Bank
$458,925,864
20%

Figure 33. Total assets in Iraq's banks for 2003.

Iragi Bank Holdings

Figure 33 summarizes the total assets accumulated by
Iragi's banks before OIF (for more details, see Annex
G: Irag's Banking System).

Funding of the Ministries

Prior to the sanctions resulting from the August 1990
invasion of Kuwait, the Iragi government would
financeits international trade and operations using let-
tersof credit, secured or non-secured and recoverable
or non-recoverable, in accordance with international
banking laws and regulations. The imposition of the
sanctionsforced the Iragis to seek aternative methods
to avoid having their assets frozen in accountsin the
name of their government or ministries. The two pri-
mary methods used to circumvent the sanctions were
to pay cash to intermediaries and the use of nominee
named lettersof credit.

The Finance Minister authorized individualsto take
currency out of Irag. Thiswas against the law for both
Iraqi citizens and non-citizens without the consent of
the Finance Minister. The Finance Ministry would
receivean order from Saddam, authorizing an indi-
vidual to take a certain amount of currency outside of
Irag. The Finance Minister would then arrange with
Iragi customsfor that individual to be allowed safe
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passage through the border, with the currency. Typi-
caly, thefunds authorized were not very large. Funds
ranged between $2,000 and $3,000, occasionally as
high as $5,000. Those authorized to take the currency
abroad werefriends of Saddam and supportersof the
Iragi cause.

At the beginning of 2000, each ministry and govern-
mental agency established accounts with banksin
Syria, Jordan and Lebanon, in the namesof selected
employeeswithin each of their respectiveorganiza-
tions. Thelragi government used its Rafidian and
Rasheed banksin these countries because of their
direct links to Baghdad. After MIC contracted for the
procurement of goods or materialsthey would send
instructionsto the bank to transfer the amount of

the contract value into an account for the supplier or
middleman. The recipient would be credited with the
funds, but the funds would not actually be released
until after delivery of the products.

TheUseof Foreign Banks

Before the 1991 Gulf War, the Regime had fundsin
accountsin the US, Europe, Turkey and Japan. After
1991, the Regime shifted its assetsinto accountsin
Jordan, Lebanon, Belarus, Egypt and Syria. An agree-
ment was drafted with Sudan but never compl eted.
Accounts appeared in the names of the CBI and the
SOMO.




The CBI’s Investment Department Director General,
Asrar ‘Abd-al-Husayn Muhammad was responsible
for management of these overseas accountsand main-
tained signatory power of the accounts, up to alimit
of $1 million. CBI Director ‘Isam Rashid Huwaysh
had final responsibility and supervisory authority
over these accounts. There were no restrictionson the
amounts ‘Isam could transfer or withdraw from the
accounts. The CBI Investment Department retained
information on account numbers and account activi-
tiesat itsofficein Baghdad on computer discs, and
the overseas banksforwarded account statement to
the Investment Department on a monthly basis. CBI’s
paper records of these accounts were burned, either
during OIF or afterwards when the bank officeswere
looted. CBI did not maintain records of other minis-
tries overseas accounts or records of Regime leaders
personal overseas accounts.

Since 1993, asaresult of thefinancial obligations
and economic strains of two consecutivewarsand the
freezing of its accounts in Western Europe and the
United States, CBI had virtually no foreign currency
in overseas accounts or its own vaultin Baghdad.

CBI then began increasing the number of its overseas
accountsin Jordan and Lebanon after Iraq accepted
and implemented the UN OFF Program and oil
exports started to flow in December 1996. CBI only
began accumulating large amounts of foreign cur-
rency in these accounts in 2001 after the introduction
of aformal system of illegal kickbacks from foreign
suppliersin 2000, according to asenior Iragi financial
officer.

Prior to 2001, the amount in these accounts was
minimal. CBI selected Jordanian and Lebanese Banks
for the establishment of overseasaccounts based upon
prior relations with the bank or based upon competi-
tive bidstendered by various banks that sent repre-
sentativesto Baghdad seeking the Regime's banking
business. When selecting a new bank, CBI would
consult international banking records and consider
the additional level of interest the foreign bank would
offer above the international bank interest rate. Usu-
ally, thisinterest rate would be between 0.5 and 0.8
percent abovethe international bank rate, usually the
London rate.

Accordingto asenior Iragi finance officer, when CBI
plannedto open a new account, the bank would send
two investment department officialsto either Jordan
or Lebanon with an official letter. When the Regime
requested CBI draw upon the accounts to transfer
foreign currency cash to Baghdad, CBI would send

adelegation of three CBI officials, one with account
signatory power, to the foreign bank with an official
letter from the CBI. It usually took aweek to ten days
for the banksto prepare the cash, since the banks
usualy did not maintain large amountsof foreign
currency cash on the premises. Then, the cash, the
amounts of which usually ranged between $5-10 mil-
lion, was delivered to the Iragi Embassy and putin
diplomatic pouchesfor transport back to Baghdad by
vehicle. CBI Director ‘Isam Rashid Huwaysh himself
once carried $10 millionin his vehicleon hisreturn
trip from Beirut to Baghdad.

Useof Banksin Lebanon

16 L ebanese banks were used to hide Iragi cash,
which was physically trucked to Baghdad by the IS
when accounts reached a predetermined level, accord-
ing to a high-ranking Iragi official. A committee
consisting of the Ministers of Trade, Treasury, Com-
merce, the director of the CBI and the Diwan sec-
retary sent CBI officialsabroad to collect this cash,
according to theformer head of the Diwan.

Useof Banksin Jordan

Much of Irag's money in Jordan was held in private
accounts operated by the lragi Embassy in Amman
or the Iragi Trading Office. It was standard prac-

tice to have two signatories for the accountsasa
security measureto prevent theft. Double-signatory
Iragi accountsin Jordan could only be government
accounts. Of particular interest was the Jordanian
Branch of the Rafidian Bank, which was established
purely for use of the Iragi government; the United
Bank for Investment was also important, because of
its establishment for use by Saddam’s family. Trans-
actions were never made by telex or electronic trans-
fer, becauseit wasfeared these would be detected by
the US or UK. Instead, those wishing to buy oil, or
other commoditiessuch as sheep, outside of the OFF
program would pay cash to an account at Rafidian
Bank in Amman. Further cash transferswould then be
made to other banks, including the Hong Kong and
Shanghai Banking Corporation (HSBC) in Amman,
where possibleRegime money remained. Transfersof
cash to other countries would be hand-carried using
the diplomatic bag to avoid the need to send money
electronically. Money was sent to Europein order

to procuregoods for Iraqg, but was never sent there
for secrecy, asthe controls over the financial system
madeit too difficult.
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According to aformer high-ranking Iragi government
officia, when Jordanian officials approved a transac-
tion, the Jordanian Ministry of Industry and Trade
notified the Central Bank of Jordan to verify the
availability of funds. Jordanian suppliers werethen
required to post a performance bond and the Iragi
importerswere required to obtain aletter of credit
from the Rafidian Bank. The Letter of Credit required
specificationof payment terms according to the Iragi-
Jordanian Protocol. After the receipt of goods, the
Iragi importer would verify acceptance so payment
could be released.

In order to make paymentsto Iraq for the cash, an
arrangement was negotiated annually between the
Central Banksof Iraq and Jordan. There were written
instructionsconcerning the processfor transferring
fundsto Irag. In order to transfer funds, the Rafidian
Bank served as anintermediary between the Central
Bank of Jordan and the CBI. Jordan was a unique
case; trading with Irag was ongoing since the early
1980s so the trade credits Iraq earned from this Proto-
col were controlled by the Central Bank. Funds were
dispersed by the Central Bank of Jordan by order of
the CBI or by specific Protocol designed for payment
for goods and services. This Protocol included auto-
matic paymentsto Jordan for Iragi air travel and Iragi
telephonecalls as well as salaries for the employees
of the Iragi embassy in Jordan.

According to a high-ranking Jordanian banking offi-
cial, the CBI had no accounts with the Central Bank
of Jordan and the only relationship between the two
was through the implementation of the bilateral oil
for goods barter Protocol. The CBJ worked diligently
with the MoT, industry and the Customs Director-
ate to ensure proper valuation of Protocol shipments,
because over-valuation had been a problem.

Useof Banksin Syria

The Syrian connection became much more widely
used after the February 1999 ascension of King
‘Abdallah II in Jordan and the June 2000 ascension of
Syrian President Bashar al-Asad. King 'Abdallah IT’s
government began to create more problemsfor the
Iragi Regimewith regard to importing productsfrom
Jordan. Consequently, Irag turned to Damascus who
offered a much friendlier atmosphere for goods not
sanctioned by the UN.

The Commercia Bank of Syria was the repository of
funds used by thelragi government to purchase goods
and materials both prohibited and allowed under UN
sanctions. Thefair market valueof oil and oil prod-
uctswould be deposited by Syrian buyersinto an
account in the Commercial Bank of Syria. Each min-
istry in the Iragi government had use of these funds;
however, there were quotas set for the amounts they
would be able to use. The top four ministrieswith
access to thesefunds in descending order included the
MoO, the MoT, the Ministry of Industry (MoI) and
the MIC. The ordersto disburse funds through this
account would comefrom the Iragi Minister of Qil. It
isestimated that there could be $500 million held in
this account.

Useof Banksin Turkey

SOMO and the Turkish Petroleum International
Company (TIPC) had an agreement to maintaina 70
percent account in the Halk Bank in Turkey and inter-
est bearing accounts.

Use of Banksin Egypt

A high-rankingofficial in Iragi banking stated that
this trade agreement began around 2001 and contin-
ued through 2002. SOM O set up bank accountsat
the Al Ahli Bank in Egypt through which payment
was madefor the purchase of oil from Irag. SOMO
officialshad signatory authority over the accounts.
This trade agreement was set up by the MoT and
MoO and was not within the guidelines of the UN
OFF program.

Some Egyptian government officials helped the
government of Irag to obtain hard currency illegally
viathe UN OFF program. It is unclear whomin the
Egyptian Government was providing the assistance
and who was awareof thisactivity. Under thisillicit
system, the Egyptian government officialswould sign
acontract with the Government of Iraqg to purchasea
certain amount of approved humanitarian goodsfor
aset price under the UN OFF Program. The contract
would specify that the goods shipped would be first-
quality merchandise. In actuality, the goods shipped
would be second-quality goods. When the UN paid
the Egyptian Government officialsfor the first-qual -
ity goods, the Egyptian Government officialswould
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distributethe funds for the second-quality products,
takeasmall margin of profit for them, and convert the
remaining money into US dollars or gold bullion and
deposit the money into the Rafidian Bank or directly
into the CBI. When this hard currency was received in
Baghdad, the Iragi government would pack bundles of
US one hundred dollar billsinto bags and boxesand
distributethem to the Iragi embassies abroad. How-
ever, after the arrest of the Iragi 11S Chief of Station
in Amman, the Iragi government moved their primary
transit point to Damascus out of fear that the couri-
ers would be arrested while crossing the Jordanian
border.

Use of Banksin Belarus

The CBI used Infobank in Belarus to hideRegime
assetsin employee-named accounts. These accounts
held funds accumulated through the kickback of funds
from import contracts under the UN OFF program.
Huwaysh, former Director of the MIC, estimated that
therewas $1 million in this account and the Iragi MIC
had $1.5 million for procurement of Belarusian goods
in this account. However, that actual total was$7.5
million (seelrag's Illicit Revenue section).

Regime AttemptsTo Recover FundsPrior to OIF
A high-ranking government official stated that
Saddam ordered all fundslocated in foreign banks
brought back to Irag in 2001. ZSG judgesthat
Saddam took this action to prevent hisassets from
being frozen or seized by the international commu-
nity. This order indicates that Saddam knew he might
come under international pressurein 2001, possibly
asareaction to the Al-Samud missile project or the
illicit profiteeringfrom the OFF program.

* A committee was formed to accomplish the transfer

of these Iragi funds. The committee consisted of the
Finance and Trade Ministers, the Chairman of the

Presidential Diwan, and the Director of the CBI.

« Theroleof the Diwan Chairman was mainly to
provide funds to those individuals, known as" cou-
riers", selected by the Finance and Trade Ministers
and CBI Director to travel to retrievethe funds.
Most couriers were trusted employees of their
respectivegovernment entities.
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* At the committee's second meeting, the Director of
the CBI stated that Irag had already brought back to
Irag up to $200 million worth of gold. The gold was
purchased through an unidentified bank in Beirut
and secured in CBI vaullts.

TheRoleof Cash Transactions

The CBI provided foreign currency in cash to Saddam
through an official funding mechanismestablished

to release cash from CBI reservesto the Presidential
Office. The Presidential Officedid not have afixed
budget, and CBI often received messages requesting
foreign currency for release to the Presidential Office.
The amountsranged from thousands of US dollars

up to $1 million, which were alwayspaid in cashin
foreign currency. The Presidential Office wasthe only
entity that would ever request money in cash from the
CBI, but the requests never exceeded $1 million. The
Presidential Office stated that the cash was used for
overseastravel, for government business, and medi-
cal reasons. The CBI Credit Department accounted
for the cash sent to the Presidential Officein the same
way that it accounted for funds used by Iragi minis-
tries. The ministries, however, never received foreign
currency cash. If the ministries needed Iraqi dinars
for domestic purposes, they would obtain it from their
respective Rafidian bank accounts.

Saddam seldom interfered in the affairsor business
of the CBI. Asastandard practice, CBI intra-govern-
menta relationsfocused on the Cabinet of Ministers,
the Ministry of Finance, and the Presidential Office
Staff. The authorization for CBI to release cash to
the Presidentia Office usually came from either the
Presidential Office Chief of Staff or theViceChair-
man of the Cabinet of Ministers. Some notable
exceptions were Saddam’s post-1993 annual specia
requests for cash and his last request for cash on 19
March 2003, when he authorized Qusay to withdraw

$1 billion from the CBI.

Iraq's Gold Reserves

The CBI vaultscontained four tons of gold reserves
asof early June 2003. The value of these gold
reserves wasinsignificant in comparison to the bank's
level of cash reserves. CBI began accumulating these
gold reserves in 2001 by purchasing gold in relatively
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small quantities on a frequent basisfrom L ebanese
banksin which the former Iragi Regime had large for-
eign currency deposits. As a standard purchase pro-
cedure, the respective L ebanese banks supplying the
gold would deliver it to the Iragi Embassy in Beirut
for shipment to CBI vaultsin Baghdad via diplomatic
pouch. The CBI bought gold in amounts ranging from
100 to 500 kilograms per purchase. Thisamount of
gold could be shipped easily by diplomatic pouch.
Also, CBI bought gold in small quantitiesin order

to avoid raising the market level of gold in Lebanon
and to avoid scrutiny by the US. The Regimedid not
removeany of the gold from CBI vaults during the
war with coalition forces.

* The CBI Investment Department Director General
Asrar '‘Abd al-Husayn wasdirectly responsiblefor
management of the gold purchasesusing cash from
the overseas accounts in Lebanon. CBI Director
Dr. ‘Isam Rashid Huwaysh, however, retained final
responsibility for supervision of the gold purchase
program.

* The Regime implemented the gold purchasein
2001 upon the recommendation of Dr. ‘Isam and
against the opposition of Minister of Finance
Hikmat Mizban Ibrahim. ‘Isam was concerned that
Saddam and his sons could easily removecash
reserveswhenever they wanted or could easily
use the cash reservesin purchasing weaponsfrom
foreign suppliers.
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* Gold, on the other hand, was heavy and could not
be easily removed, ensuring that the CBI would
retain these reserves, even if the Regime decided
to removethe cash reserves. ‘Isam, however, could
not use this argument to convince Saddam to begin
agold purchase program, and heinstead argued
that the gold reservescould not be destroyed in the
event of bombing and fire at the bank during a war.

Saddam accepted this |atter argument and autho-
rized the gold purchased beginningin 2001. Prior to
the outbreak war with coalition forces, the Regime
did not have any plan for dispersing the gold upon
commencement of hostilities.

The Rafidian Bank central officein Baghdad had an
unknown but relatively small quantity of gold in its
vault asof 19 March 2003. Under the former Regime,
Iragis were not allowed to sell their gold oversess,
but many people attempted to smuggle their personal
gold out of Iraq to take advantage of the higher prices
in overseas marketsand to secure foreign currency.
When these smugglers were caught, the govern-
ment confiscatedthe gold and put it in the vault of
the Rafidian Bank. Iragi ministriesdid not retain any
gold.



Executing Illicit Procurement in
Iraq: Minigries, Commissions,
and Front Companies

Overview

Saddam used his complete control over the Iragi
Government to facilitate hisillicit procurement pro-
grams. Almost every Ministry in the Regime assisted
with procurement in some way. Directed by Saddam,
the Ministries of Foreign Affairs, Oil, and Trade
helped the former Regime orchestrate its primary
foreign objective of ending UN sanctions (see Annex
H: UN Security Council Resolutions Applicableto

Iraq).

* The MFA curried favors at the UN. Among
other techniques and tactics used by the MFA, it
bestowed oil allocations to nationals of the UNSC
permanent members to influence and divide the
council in order to erode sanctions. For additional
details on the MFA role in influencing the UNSC,
see the RSI chapter.

* TheMoT established bilateral trade Protocols that
were used to hide prohibited trade. The Ministry
used commercia attachesto pay for illicit procure-
ment.

» TheMoD developed requirements, hosted and
conducted foreign visits, and procured conventional
military goods, the export of which breached UN
sanctions.

* The banking system established foreign accounts to
hold illicit hard currency until it could be used for
procurement or smuggled into Baghdad.

» The MHESR conducted dual-use research; pro-
cured and developed technical expertisein WMD-
related fields and procured key technologies
through university systems.

Saddam, however, relied on three organizations in
particular for the procurement of prohibited materials

toinclude potentially-WMD related or dual-useitems
(see Annex |: Suspected Iragi Dual-Use Procurement
Transactions):

* TheMIC, headed by 'Abd-al-Tawab 'Abdallah Al
Mullah Huwaysh since 1997, and its associated
front companies led Iragi efforts to obtain prohib-
ited military hardware and dual-use goods.

» ThellS was directed by Saddam to assist the MIC
with procurement in 1998.

* Thelragi Atomic Energy Commission (IEAC) pur-
sued its own illicit procurement goals, occasionally
with MIC assistance.

Ministry of Foreign Affairs

Directed by Saddam, the MFA helped the former
Regimein its quest to end UN sanctions. To pursue
those objectives, the MFA implemented aforeign
economic strategy first aimed at ending UN sanctions
(established since 1990) and subsequently eliminat-
ing the UN’s OFF program. Another important MFA
mission focused on supporting the Regime's illicit
procurement mechanism. In particular, the MFA
played a critical supporting rolein facilitating Iraq's
procurement of military goods, prohibited dual-use
items, transporting cash and other valuable goods
earned by illicit oil revenue, and forming and imple-
menting a diplomatic strategy to end UN sanctions
and the subsequent UN OFF program by nefarious
means. The MFA facilitated, established, and main-
tained foreign government and business contacts and
provided Iragi officialsinvolvedinillegal interna-
tional trade with financial and political sanctuaries.

The MFA aso assisted the implementation of finan-
cid transactions and provided physical sanctuaries
and political/diplomatic/commercial coversfor other
Iraqi intelligence officialsinvolvedin procurement
activities across Irag's borders. According to aformer
chief of the lragi interests section in Syria, it was
common practicefor embassies to forward foreign
cash from the CBI overseas accounts in Lebanon, to
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its vault in Baghdad viadiplomatic pouch and courier
system.

» Hegpecifically mentionsthe Iragi Embassy in
Beirut, Lebanon and the Iragi interestssection at
the Algerian Embassy in Damascus, Syria, under-
taking such activity.

» Thelragi Embassy in Beirut would transfer cash to
Damascus by diplomatic-plated vehicles.

» Thelragi Embassy in Moscow assisted, anong
other deals, a Russian company called AlfaEcho in
signing contracts for importing oil from Irag.

Moreover, the MFA possessed an indigenousintel -
ligence capability, its Research and NewsAnalyzing
Office (RNA) that kept senior Iragi leadership, such
as the President, Deputy Prime Minister and Foreign
Minister informed about global events. The MFA
managed this office and had branchesin many of its
key embassies. It is not certain whether personnel in
the MFA’s Research and NewsAnalyzing Officewere
I1S agents or actual MFA officials. Nonetheless, the
RNA focused primarily on collecting information of
economic and political consequenceto Iraq by means
of open sources and other news reporting. MFA’s
RNA paid special attention to political, military and
economic developmentsin the Middle East (special
attention to Isragl), global oil production and market
devel opments, Eastern Europe, and the United States.

Acting asIrag's plenipotentiary, Tariq 'Aziz (see
Figure 34) often facilitated business meetings
between foreigners and Iraqi officials. Foreign busi-
ness representatives and government officialswould
contact him in order to gain accessto key Iragi
officialsthat werein charge of approvingoil and arms
contracts.

* On 27 December 2002, the president of the Russian
company Russneft, Michail Gutserviev, informed
'Aziz and the former Oil Minister ‘Amir Rashid
that he planned to travel with a five-man delegation
to Irag via private plane to negotiate with the Iragi
Oil Minister for oil and gas contracts. The Russian
business del egation was supposed to fly into Irag
inaTupolev 134 (flight number AKT 1351136) and
expected to stay in Irag on January 13-15,2003.

* In 2002, Baghdad sent a scientific delegation to
Belarusand Chinaiin order to stay current on al
aspectsof nuclear physics and to procure a Chinese
fiber optics communication system.

Figure 34. Tariq ‘Aziz—
Irag’s plenipotentiary.

MFA-11SConnections

The MFA also supported 11S operations by offering
its agents political and economic cover to conduct
economic and political espionage. Besides providing
traditional coversfor I1S agents, the MFA cooperated
closely with thellS on other functions. A former 11S
officer also stated that all MFA diplomatic couriers
were 1S officersand were monitored by thelIS’s
Directorate of Internal Security (M6). Moreover,

at Iragi consulates and embassies where 1S officer
presence was absent, MFA personnel filled in astheir
representatives. While | SG does not know the full
extent of MFA’s rolein assisting the|1S in conduct-
ingillicit activity, it hasfound other indicators of the
breadth and nature of the IIS* activitiesfrom captured
documents.

* According to one document on MFA letterhead,
the MFA transferred two known IIS agentstoits
embassy in Belarus under pseudonymsin June
2002. Another document in the samefile, an 1S
"Ministerial" Order, acknowledgedthe transfer, the
agents' job descriptions, their salaries, aswell as
sent copies of [1S order to other directorates.

* One month prior to OIF, at least seven |1S officers
were reassigned to the MFA to cover up their true
positionsin the government. They were given new
identities and positions. This activity wassimilar
to giving agents cover stories operating outside of
Irag, according to oneformer 11S agent.

* QOutsideof Irag, Iragi embassies providedthellS
with the only meansof secure communicationsout-
side of the diplomatic courier services. Iragi embas-
siestransmitted ciphered faxesto foreign posts.
However, the mgjority of postshad manual code-
books while major postslike Washington, Paris,
Moscow and South African were given machines



necessary to accommodate the large amount of
incoming faxes. TheIIS personnel deciphered al
faxes, according to aformer 11S officer.

MFA’s UN Sanctions Counter-Str ategy

The MFA formulated and implemented a strategy
aimed at ending the UN sanctionsand breaching

its subsequent UN OFF program by diplomatic and
economic means. Iraq pursued itsrelated goals of
ending UN sanctionsand the UN OFF program

by enlisting the help of three permanent UNSC
members. Russia, Franceand China. Iraq believed
it managed to varying degrees of successto influ-
ence these permanent UNSC membersfrom strictly
enforcing previously agreed UN resolutionsand from
initiating additional resolutions that further debili-
tated the Iragi economy. By offering permanent and
non-permanent Security Council memberseconomic
""carrots and sticks," Iraq belived it managed to par-
tially influence voting at the UNSC. Irag's economic
""carrots" included offering companies from those
countries lucrativeoil, reconstruction, agricultural and
commercial goods, and weapon systems contracts. In
contrast, the Iragi "' sticks™ included not only redirect-
ing those contracts to other more ' pro-lragi' compa-
nies, but held the threat of forfeiture of foreign debts
—totaling between approximately $116-250 hillion.
Saddam expressed confidencethat France and Russia
would support Irag's effortsto further erode the UN
sanctions regime.

« According to one source, using "' semi-diplomatic
cover," the IIS attempted to recruit agentsfrom the
UN headquartersin New York to provideinforma-
tion or influence public opinion and their national

policy toward Irag.

* Besides attempting to co-opt certain permanent
UNSC members, under cover of MFA sponsored
international conferences, Iraq tried to recruit sym-
pathetic eastern European politiciansby publicly
lauding their pro-1ragi sentiments and support in the

Iragi-Russian Relations. Saddam’s Regime needed
both Moscow's political clout in the UN and its eco-
nomic expertise and resourcesto sustain his Regime
from the 1990s until OIF. Numeroustrips taken by
then Iragi Deputy Prime Minister Tariq 'Aziz to
Moscow served asagood indicator of the Russians
opinion of Irag's dependence on Russia.

Smart Sanctions

In early July 2001, the US and the UK withdrewtheir
joint-proposal to revamp the UN existing sanctions
regime, called " Smart Sanctions,” because of Rus
sian, Chinese, and Frenchopposition. The US/UK
proposal attempted to restructuretwo key elements
of the existing sanctionsregime: illicit procurement
of weaponsand dual-use goodsand illicit genera-
tion of revenue fromIragi oil salesoutsidethe UNS
OFF program. In contrast, the Russian draft resolu-
tion proposed to reducethe current percentageto the
Compensatiorf und another 5 percentto 20 percent
of total value of Iraqi oil exports—and increasethe
total amount in frag’s escrow account to $600 million
to pay other expensesin accordancewith UNSCR
1175(1998) and 1284 (1999) (see AnnexH: UNSCR
Applicableto Iraq). The UN estimated that each 5
percent reduction in paymentsto the United Nations
Compensation Commission (UNCC)added about
$275millionin Irag’s coffers per each UN OFF six-
month phase.

* According to news reports, in July 2001, Tariq
'Aziz expressed gratitude to Russiafor itseffortsto
pass UNSCR 1360 which continued the UN’s OFF
programfor atenth phase. Moreover, Iraq promised
to economically reward Russia's support by placing
it a the head of thelist for receiving UN contracts
under the UN OFF program.

Iragi-Chinese Relations. | SG judges throughout

the 1990s, the PRC consistently advocated lifting
Iragi sanctionswhile privately advising Baghdad

to strengthen cooperation with the UN. In October
2000, Baghdad continued to seek Chinese support for
the removal of UN imposed economic sanctions. By
November 2000, Chinese Vice Premiere Qian Qichen
stated that China would support Irag's effortsto end
the sanctions, and work for an early resolution to the
Iraqi issue according to pressreporting.

* According to diplomatic reporting, Chinese Premier
Zhu Rongji and Vice Premier Qian Qichen met with
Iragi Deputy Prime Minister Tariq 'Aziz on 27-28
January 2002. Softening Beijing's earlier stance
for ending sanctions, Premier Zhu Rongji report-
edly told 'Aziz that China was willing to continue
its effortstoward an early solution to the Iragi issue
and that it had been advocating that the sanctions
issue be settled at an early date. China also hoped
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that Irag would strengthen its cooperation with the
UN and improve relations with its neighbors.

« Iragindirectly threatened to end trade relations with
Chinaif Beijing agreed to the goods review list (see
Annex H: UN Security Council ResolutionsAppli-
cableto Irag).

Iraqi-French Relations. Unlike the relatively
predictablerelationships with China and Russia,

the Iragi-French relationship was more tumultuous.
Saddam recognized the important rolethat France
played on the international stage, and in particular in
the UNSC. Consequently, Saddam ordered the MFA
and other ministriesto improve relationswith France,
according to recovered documents. The documents
reveaed that the |1 S devel oped a strategy to improve
Iragi-French relations that encompassed inviting
French del egations to Baghdad,; giving economic
favorsto key French diplomats or individual s that
have access to key French leaders; increasing Iragi
embassy staff in Paris; and assessing possibilitiesfor
financially supporting one of the candidatesin an
upcoming French presidential election.

Moreover, the IIS paper targeted a number of French
individualsthat the Iragi's thought had close rela-
tionsto French President Chirac, including, accord-
ing to the Iragi assessment, the official spokesperson
of President Chirac's re-election campaign, two
reported"' counselors™ of President Chirac, and two
well-known French businessmen. In May 2002, 11S
correspondence addressed to Saddam stated that a
MFA employee (quite possibly an 11S officer under
diplomatic cover) met with French parliamentarian to
discuss|rag-French relations. The French palitician
assured the Iragi that France would useits vetoin the
UNSC against any American decision to attack Irag,
accordingto the I1S memo.

From Baghdad's perspective, the MFA concluded

that the primary motivefor French continued support
and cooperation with Irag in the UN was economic.
According to Tariq 'Aziz, French oil companies
wanted to secure two large oil contracts; Russian
companies not only wanted to secure (or lock in) oil
contracts, but also sought other commercial contracts
covering agricultural, electricity, machinery,food, and
automobilesand trucks products.

* France competed with Russian agricultural products
for Iragi contracts.

* In May 2002, a representativefrom a French water
purificationcompany requested projectsfor his
company in lrag.

MFA and Irag's Bilateral Protocols

Concurrent with Irag's overarching strategy to break
UN sanctions, the MFA, with the gpproval of Saddam,
attempted to mitigate the economic effectsof UN
sanctionsand at the same time to by-passthe scrutiny
of theUN’s OFF program by arranging varioustypes
of economic bilateral agreements. These countries, in
particular, Syria, Turkey, and Jordan (see Figure 35),
were willing to enter into such agreements.

Geographic proximity, cultural affinity, and a histori-
cal and interdependent economic relationship with
Iraq explain why Turkey, Jordan, and Syria reached
formal Protocolswith Irag outside the UN OFF
program and in contravention of UN resolutions. Irag
would sell oil and oil productsto these countriesin
exchangefor cash and goods. Kuwait, Saudi Arabia,
and Iran did not enter into any economic arrange-
mentswith Irag, but Iran had reportedly assisted
Irag's oil smuggling operationsin the Arabian Gulf
region throughout the 1990s and up to OIF.

Ministry of Trade

The MoT coordinated economic activities between
other Iragi Government ministries as well as for-
eign companies and foreign ministries. The MoT
accomplished these tasks by consolidating the import
requirementsfrom all ministries, obtaining approval
expenditures by the MoF, and negotiating overseas
trade agreements. The MoT generally accomplished
tradefor Irag through:

. * Legitimate channels under the auspicesof the UN

sanctions regime and the UN OFF.

* Cooperativepreferential trade protocol agreements
with Syria, Jordan, Turkey, and Egypt.

» Common trade agreements, albeit in contravention
of UN sanctions, with other partners.

In addition to these traditional procurement roles,
the MoT provided a limited role in the procurement
of illicit goods such as military weaponry or WM D
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Figure 35. lraq and surrounding countries.

technologies for the Regime. To supplement this
procurement activity, the MIC and MoD used their
own methodsto procure communications systems,
ammunition, security equipment, and computers.
'‘Abd-al-Tawab 'Abdalah Al Mullah Huwaysh, Direc-
tor of the MIC, however, stated that the MIC was able
to import the reaw materialsit needed and did not need
to use any other ministry's funds to purchase goods
and services abroad.

Nevertheless, the importance of theMoT inillicit pro-
curement should not be dismissed. The MoT’s trade
deals with willing countries and foreign companies
provided Iragi military and security entities, such as
the MoD, Special Republican Guard (SRG), IIS, and
the Diwan, with the access and connections needed
to ultimately procure dual-use and sanctioned goods
and services. In contravention of UN sanctions and
resolutions, the MoT provided " cover"' contracts for
ammunition, communication systems, and other mili-
tary materiel for the MoD, SRG, |1S, and the Diwan.

< :

MoT’s Rolein Procurement

For the most part, the MoT procured legitimate
civilian goods both legally under UN OFF, as well
asillicitly through bilateral trade protocolsand other
unregul ated trade agreements. The MoT played one
of its most important rolesin the execution of the UN
OFF Program, including:

* Coordinating other ministries import requirements
into a" DistributionPlan." After UN approval, this
consolidated plan served as the basicimport sched-
ulefor goods and servicesimported under each six
month UN OFF phase.

* A few non-ministerial organizations, including the
MIC and Iragi Atomic Energy Commission (IAEC),
were not permitted to purchase items under UN
OFF. These ministriesor departments relied on the
MoT to procure common goodsfor them viaUN
OFF.
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Muhammad Mahdi Salih, the former Minister of
Trade, claimed the MoT supported the lragi military
through the OFF program only with legitimatecivil-
ian items. Typica goods procured by the MoT for the
MIC and MoD via OFF included: stationery, office
computers, generators, civilian trucks, water tankers,
fuel tankers, and building materials. For example, Al
Salih recalled that the MoT had purchased 100,000
uniformsfor the lragi police and vehiclesfor the
SSO. The trade minister, however, later admitted

to importing ammunition, communication systems,
and other military itemsfor MoD, IIS, SRG, and the
Diwan outside the UN framework.

TheMoT also played an important rolein executing
the Jordanian trade protocol. Under this agreement,
the MoT gathered and forwarded all Iragi contracts
to Jordan for approval. These records were, however,
inadvertently destroyed with the rest of the MoT
buildingin the opening hours of OIF. Both the MoT
and MoO shared responsibility for negotiating the
bilateral Protocol agreementswith Syria, Turkey, and
Jordan. The MoO, however, was the prime negotiator
inthe case of Syria and Turkey, and controlled the
trade under these Protocols.

» TheMoT purchased goods under the Syriaand
Turkey trade Protocols, particularly for military and
security services that did not have their own alloca-
tion of funds under the agreement.

» Captured documents reved the MoT paid for
""goods and services'" through these protocolsfor
the Directorate of General Security, General Police
Directorate, Directorate of General Military Intel-
ligence, MoD and SSO.

» There are noindications of the natureof the items
procured by the MoT for these organizations other
than a reference to MoD contracts with the General
Company for Grain Manufacturing, which suggest
that the MoT was procuring for food.

According to Muhammad, in addition to the UN OFF
and the trade protocols, the MoT coordinated trade
outside of UN sanctions with a number of other
countries, including UAE, Qatar, Oman, Algeria,
Tunisia, Yemen, and Sudan. These were essen-

tially frameworksfor cooperation and free trade that
allowed for the import and export of domestically
produced products without license or tax.

Facilitatingllicit Procurement With Cover
Contracts

Thereis some debate among Iragi sources regarding
the MoT’s rolein providing fal se cover contractsfor
sensitiveimports. According to one former official,
the MoT provided" cover" contracts for military-
related goods, such as communications equipment,
computers, and military clothing obtained viathe
Jordan, Syrian, and Turkish trade Protocols. Con-
sidering the political sensitivity surrounding these
agreements, none of Irag's neighbors wantedto be
scrutinized by the international community for doing
businesswith the Iragi military, either for civilian
(dual-use) or overtly military goods. False cover con-
tracts would have been easier to hidein the flow of
trade occuning over Irag's borders with Syria, Jordan
and Turkey.

» This sourceis corroborated by annotationson cap-
tured tablesof Syrian and Turkish trade contracts,
which reveal that every entry listing theMoT asthe
sponsoring government agency was concealing the
MIC and MoD as the true end usersfor the goods.

* Captured records also show that MoT contracted
with the Syrian firmSES International (aknown
provider of military and dual-use goods to Iraq) for
$11.3 million of goods from December 2000, over
80 percent of which wasfor goods and services for
two M1C manufacturing companies.

« Muhammad Mahdi Salih, the former Minister of
Trade, recalled that the MoT had conducted busi-
nesswith SES, but only for civilian goods, includ-
ing deformed bars and timber under UN OFF, and
for Mitsubishi pickups under the Syrian trade Pro-
tocol. He denied that the MoT ever procured goods
for MIC manufacturing companies.

» Theformer head of the MIC, Huwaysh, who did
not believethat the MoT had ever procured goods
for these two companies, later corroborated Al
Sdlih's denial.

Facilitatinglllicit Trade Through Commercial
Attaches

According to the former Minister,, the MoT’s com-
mercial attache (CA) program began in 1983. CA’s
were eventually posted in Jordan, Syria, Turkey,
Egypt, Sudan, Algeria, Moscow, Belarus, and



China. In many of these offices, therewasonly a
singleemployee, but the officein Jordan ultimately
employed four individuals, headed by a Commer-
cial Counselor and included a CA and a dedicated
accountant. According to aformer high-ranking Iragi
Government official, these individual s were managed
and paid for by the MoT, but reportedly acted inde-
pendently and were not required to report back to the
MoT.

CAs worked from Irag's embassies abroad and served
as special trade ambassadors workingin Irag's inter-
est. Common roles for CAs included:

» Working in the Iragi Embassy to register foreign
companiesfor trade with Irag.

* Checking to see whether foreign companies should
be blacklisted for dealings with Israel.

Facilitating trade with foreign suppliers.

According to reporting, some IIS officers worked
under cover as CA. | SG assessesthat it is possible
theMoT was not aware of thisIIS presencein its
ranks.

« According to the trade minister, CA in the trade
protocol states (Jordan, Syria, and Turkey) were
awareof the bank accounts used to transfer protocol
cash profits (30 to 40 percent of al contracts) into

Irag.

» CAs inJordan, and to alesser extent, Syria and
Turkey, also followed up on all Iragi Government
financial transactions from the trade Protocols.

In the mid-1990s, the Jordan desk was the most
important CA for Irag. The Amman Commercial
Counselor and hisdeputy were responsiblefor
facilitatingall UN OFF contracts, the trade protocol
business (the Syria and Turkey protocolsdid not
exist until after 1999), and any additional private
tradefrom the military and security service entities.
Facilitating these contracts focused on opening letters
of credit in Jordanian banks and following up with
payment when receipt of the goods was confirmed
in Baghdad. The CA accountant followed contract
implementation, tax collection, and tracked any fees.

» Asan example, captured documentation detailsthat
individualsat the CA's officein Amman opened let-
tersof credit for the payment of $2.275 millionto a
L ebanese company in 2000.

* Supporting documentation showsthat this wasfor
BMP-2 WV 30-mm cannon barrel-manufacturing
technology from the Former Federal Republic of
Yugodavia(FRY).

¢ Thereis noindication, however, from the docu-
mentation that the CA staff was awareof the exact
nature of the contract.
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* Inthe late 1990sthe importance of the CA's office
in Jordan declined. A year before OIF, the MIC
removed cash from the CA's officein Jordan
because of weak activity, and appointed a military
representativeto represent its interests.

According to the former Minister of Trade, theMIC,
and SOM O arranged contracts with Syriadirectly
through the CA in Syria and the Commercial Bank

in Syria. Itismore likely, however, that the CA in
Syria had aless active role with MIC and SOMO,
particularly in the payments process, because business
in Syria was conducted through payment on supply
rather than lettersof credit.

* Supporting intelligence showsin one case that
SOMO authorized the 5th Syrian Commercial Bank
in Damascus to transfer funds directly to a Syrian
middleman working for the Syrian-based SES with
no mention of the CA.

* In May 2002 Irag's Al-Bashair Trading Company
instructed SES where and how to distributefunds
received from Irag's Oil Ministry (probably on
behalf of Iragi military).

Aswith the Syrian Protocol, the January 2000 Turkish
Protocol operated on a payment on supply basis, and
therefore probably did not involvethe CA in Turkey.



Jordanian Case Study

Commercial attaches worked on behalf of the MICto  eventsrelated to a purchaseof and payment transfer
make purchases and transfer money for payment in for materials from Jordan, according to translated
foreign countries. The timeline in Figure 36 showsthe documents.

. Arequest was made [ 0 the Directorate d MIC Commercial

=% Affairs { 0 contractfor the purchase of Antimony Trioxide,

30 DEC 1997 ~ 280 kilograms, which is an industrialchemical that can
abo be used as a missile propellant The end user for t he
chemical was AlKarama State Establishment

05 JAN 1998 = Committee recommends entering into contracttb obtain

the chemical material from Al\\Wad ha Commerdal
- Contracting and Export for the amountof $13,357.00.

08 JAN 1998 ==«

h_A request for fore@1_a-'r1;1cy_is made.

Notice o f Depositinto t he account o f AkWadha
" CommercialAgenciesand Export Company of $12,047.93
- ($15537.00 —($1,353.70 tax — one percentof contract

17 JUL 1998
amount as afine fordelay $135.37 = $12,047.93).

21 JUL 1998 <552 Arequestis made fromt he Commercial Department tot he
MC Director for pemmission to release $1404793 to Al-
Wadha Co.

VMC sends dimctionst 0t he Commercial Attachéin Amman

26 JUL 1998
Wadha Co.

! to take the necessary actions to pay $12,047.93to Al-

02 AUG 1998 == Arequ;st ismadet 0 the Jordan National Bank/Special
Ban Kng Department to transfer $12,047.93 to Al-Wadha
l_Tra'l hg Co.and related debt memo.

One and ahalfy e a laterdirections aresentt 0 the
05 DEC 1999 << | > Commercial Attache in Amman againt 0 settle the payment
of $1326.70 to Al-Wadha Co. per cash voucher.

Figure 36. Timeline to support Jordan CA case study
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MoD’s Procurement Leadership at the Onset of
Operation Iragi Freedom

Minister of Defense: Staff Gen. Sultan Hashim
Ahmad Al Ta’i. Asthe Minister of Defense, he
approved all MoD procurement proposals submitted
by the Chief of Staff. Sultan wasalso a member of
the "Committee of Three" which had oversight and
control over the Iraqi defense budget.

Chief of Saff: Saff. Gen. IbrahimAhmad ‘Abd-al-
Sattar Muhammad. Ibrahimwasdirectly responsible
for MoD procurementactivities. He could reject, but
not grant final approval on MoD procurement deci-
sions.

Director of Weapons and Supplies: Staff Maj. Gen.
Talib'Uwayn Juma’h Taha Al Tikriti. Taleb was
responsiblefor coordinating MoD weapons procure:
ment via the MIC from 1999 to 2003.

Director of Armamentsand Supplies: Staff Maj.
Gen. Nabil Rahman Akmad. Nabil was responsible
for the procurementof productssuch asmilitary uni-
forms, supplies, and other consumable items used to
support military operations.

Ministry of Defense

UN sanctions after Operation Desert Storm severely
hindered the MoD’s overt procurement of weapons,
ammunition, and other military goods. The Regime,
however, did not abandon conventional military
procurement, developing instead anillicit procure-
ment program based on supplemental budgeting, the
MZC, and the use of other ministriesto conceal the
procurement of dual-use goods.

* ThePresidential Diwan, presidential secretary, and
Saddam Husayn developed a supplemental process
to fund numerous programsoutside of the state
budget, including the MoD’s illicit conventional
procurement.

Saddam empowered the MIC to pursue his continu-
ing illicit procurement, using front companies and
tradeintermediaries to avoid international scrutiny.

Asthe UN OFF program opened additional trade
opportunities, non-security ministrieswould pur-
chase dual-use items and redirect them to the MoD.
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 This mutualy supporting relationship between the
MoD, MIC, and Saddam’s illicit funding mecha-
nism also supported the procurement needs of the
RG and SRG.

MoD Procurement L eader ship

The Minister of Defense reviewed all MoD procure-
ment and, in coordination with the Presidential
Diwan, could approve MeD procurement require-
ments up to$2 million. The MoD Chief of Staff
(CoS) and subordinate supply directors processed and
coordinated procurement requirementsfor approval
at higher levels, but could not approveMoD procure-
ment. For procurement requirements greater than $2
million, the Minister of Defense was required to par-
ticipate in a more deliberative processinvolvingthe
MIC, presidential secretary, and the President. The
MoD did not havefinal approval authority for these
high cost procurement programs.
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MoD Procurement Director ates

According to Sultan Hashim Ahmad Al-Tali, the
former Minister of Defence, the MoD was divided
into directorates, the two largest being the Director-
ate of Armament and the Directorate of Weaponsand
Supplies. Thesetwo Directorates were the MoD’s
primary procurement organizations (see Figure 37).

Directorateof Armament and Supplies. According
to Saff Gen. Sultan, the Directorate of Armament
and Supplies procured non-weapons related supplies
necessary for the military to carry out its missions.
These consumableitems included, but were not lim-
ited to, officesupplies, military rations, and military
uniforms.

Directorateof Weaponsand Supplies. According
to Staff Gen. Sultan and 'Abd Hamid Mahmud Al
Khatab Al Nasiri, the former presidential secretary,
the Directorate of Weapons and Supplies had two
key procurement-related roles: acquiring weapons
and ammunition and supporting foreign procure-
ment delegations. Prior to 1990, the Directorate of
Weaponsand Supplies directly procured weapons
and materialsfor the MoD from both domestic and
foreign sources. After theimposition of UN sanctions
with UNSCR 661 in 1990, the directorate was no
longer able to obtain weapons abroad and depended
on the MIC to execute foreign procurement.



Minister of Defense
Staff Gen. Sultan Hashim
Ahmad Al Tdi

Chief d Staff
Staff Gen. Ibrahim Ahmad
'Abd-al-Sattar Muhammad

1

Staff Maj. Gen. Talib 'Uwayn
Jumah Taha Al Tikriti

Staff Maj. Gen.
Nabil Rahman Ahmad

Figure 37. Ministry of Defense leadership hierarchy
(from 1997 to 2003).

According to the Minister of Defense, the MIC
was responsiblefor 95 to 99 percent of MoD
procurement. Data from the Syrian trade protocols;
however, indicate that this percentage was probably
closer to 70 percent. In any case, the MIC negoti-
ated contracts, identified foreign and domestic
sourcesfor prohibited items (often viaits front
companies), and arranged the delivery of goodsfor
theMoD.

After 1997, Staff Gen. Sultan dealt directly with
the head of the MIC, 'Abd-al-Tawab 'Abdallah Al
Mullah Huwaysh, and his two deputies, Daghir
Muhammad Mahmud and Muzahim Sa'b Hasan
Muhammad Al Nasiri, on substantive procurement
issues.

The Directorate of Weaponsand Supplies coordi-
nated with the MIC on MoD procurement projects
viaregular meetings. These meetings addressed a
rangeof day-to-day procurement issues, includ-
ing the mechanics of reguesting and delivering
items, financing procurement contracts, addressing
complaintsover late deliveries, and adjudicating
problemsrelated to poor quality equipment.

According to Staff Gen. Sultan, the Directorate

of Weaponsand Suppliesparticipatedin several
MZC-coordinateddefense procurement delegations
each year, providing expertisein weapons pricing
and how foreign systemscould best improve Irag's
defensecapabilities.

* When Irag hosted these del egations, the MIC han-
dled, negotiated, and signed procurement contracts
on behalf of the MoD.
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* Taleb Uwayn Al-Jumaa, the Chief of the Director-
ate of Weaponsand Supplies, usually sewed asthe
MoD delegate for these visits. When accompanying
the MIC abroad Staff Mgj. Gen Talib was subordi-
nated to the MIC leadership.

The only time MoD procurement was not coor-
dinated by the MI1C was when the Minister of
Defense or his Chief of Staff headed the Iragi
delegations.

Talib devel oped some overseas procurement con-
tactsfrom MIC sponsored travel to 'Y ugodaviaand
Russia. He also traveled to Syria two or three times,
on one occasion with Huwaysh.

Budgetingand Financing Military Procur ement
As with the other Iragi ministries, the MoD operated
two budgetary processes: one deliberate and the other
supplemental. The formal MoD budget was small,
preplanned, and approved via a deliberative process
involving multiple ministriesand commissions. The
MoD’s formal budget was used to purchasenon-sanc-
tioned items and fund the basic operation of theforce.

* According to data from a captured general govern-
ment budget document, containing only operating
expenditures, Iragi defense spending was $124.7
millionin 2002. Thisfigure, however, does not
represent true Iragi defense spending, astheformer
Regime did not list defense spending in its general
budget during the 1990-2003 sanctions regime.

In sharp contrast to the MoD’s formal budget,
the supplemental MoD budget was controlledby
Saddam and was used for illicitprocurement of
prohibiteditems.

* Typicaly, Iragi military unitsidentified require-
ments and forwarded them up the chain of the com-
mand to the directorate head.

» Thedirector reviewed and forward procurement
requirementsto the Chief or Deputy Chief of Staff
who would review the procurement recommenda-
tions and forward them to them to the Minister of
Defense.



Although other Iragi ministrieswere required to work
within their formal budgets, the defense minister
could request more money from the Presidential
Diwan. On some occasions, however, the MoD
supplemental budget requests were routed through
Saddam’s secretary, 'Abd Hamid Mahmud Al Khatab
Al Nasiri, who could make decisions more rapidly
than the Diwan.

« Although 'Abd has stated that he had no rolein
MoD procurement, | SG judgesthat he played arole
in high-priority procurement for the MoD, based on
his position and statements by another high-level
Iragi military officer. This officer asserted that a
September 2002 supplemental request for Internet
satellite communications for the MoD was routed
through the presidential secretary. The Secretariat
subsequently arranged for the purchasethrough a
Syrian company.

Ultimately, Saddam personally approved the funding
for classified MoD, MIC, and IIS projects; informed
the governmental bodiesof hisapproval via his secre-
tary, and used 'Abd to distribute supplemental funding
for the projects.

MoD Procurement Process

After 1991, MoD procurement depended on the
nature of theitem required. If the UN prohibited the
goods, theillicit procurement process accomplished
the procurement. If the items were dual -use goods,
they were procured viathe channels described else-
wherein the chapter.

[llicit Procurement for the MoD. After the UN
imposed sanctionsin 1990, member states were pro-
hibited from exporting conventional military goods
toIrag. Asaresult, Saddam tasked the MIC to obtain
prohibited materialsand equipment on behalf of the
MoD. According to Staff Gen. Ibrahim, the former
MoD CoS, the Minister of Defense coordinated all
foreign illicit procurement directly with the MZC.

* The MIC and MoD negotiated specific weapons
procurement requirementsat a'* Coordination
Conference" held every three monthsat the MIC
headquartersin Baghdad.

Dual-Use Goods Defined

" Dual-Use Goods” are items that might be of use
to the military, but were not specially or originally
designed or modified for military use. Theterm
"goods" includesequipment, chemicals, materials,
components (including spare parts), technology, and
SO, are.

The term"dual-use goods" can be contrasted with
"military goods' that were speciallyor originally
designed for use by the military.
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UN Sanctionson the Procurement of Conventional
Military Goods

All member statesof the United Nationswere prohib-
ited fromexporting conventional military goodsto
Irag by UNSCR 661, 670, and 687. Some countries,
however ; failed to abide by these international agree-
mentsand permitted their nationalsto participate

in the sale of conventional military goodsto Irag.
Some nationals involved inthisillicit armstrade were
associated with. or in some casesdirectly related to,
their national leaders. For more detailed information
see and Annex H, UN Security Council Resolutions
Applicableto Iragand AnnexJ: The Procurement of
Conventional Military Goods in Breachof UN Sanc-
tions

According to aformer high-rankingMIC offcial, a
Special Committee for Procurement for the MIC,
MoD, and SRG was established in mid-2002(see
Figure 38). The Special Committee reviewed and
recommended security-related procurement require-
ments, which were then approved by Huwaysh, and
ultimately passed to Qusay for approval.

» The committee's first task wasto develop Irag's air
defense system.

* 1SG hasfound very little corroborating evidence of
the existence of this committee. Even if it coordi-
nated significant procurement in the nine months
before the regime was removed, it is likely Saddam
still retained the final approval on expensiveor
politically sensitive procurement projects.



Name o Par_ent‘ Role
rganization
Qusay Saddam Husayn Diwan Oversight/Liaison between
committeeand Saddam

'AM-al-Tawab ‘Abdallah Al Mullah Huwaysh MIC Head
Talib 'Uwayn Juma‘h Taha Al Tikriti MoD Member
Mahmud Rashid Ismail Al ‘Ani SRG Member

Hadi Tarish Zabun MIC Technology/Economics Analyst

Daghir Muhammad Mahmud MIC Member

Figure 38. The MIC-MoD Special Committee for Procurement.

Dual-Use Goods Procurement for the MeD.

For routine procurement requirements, the Diwan
reviewed the Minister of Defense's requisitionsand
identified an appropriate ministry to prepare the con-
tract to purchase the items domestically or through
foreign sources.

* Most Iragi ministries served as false end-users for
MoD dual-use goods procurement. For example,
the Building Ministry purchased engineering equip-
ment and heavy machinery, the Health Ministry
procured medical equipment, and the Transporta-
tion Ministry obtained trucks for the MoD.

When possible, the MoD initiated contracts in coor-
dination with the MIC. For example, if the MoD
needed vehiclesit would go directly to the MIC
vehiclesupplier.

Once the items were purchased and the delivery
made, the purchasing ministry would notify the
MoD that its equipment had arrived. The MoD
would then arrange to deliver the shipment toiits
subordinate units.

The MoD reimbursed these other government min-
istries, via the Diwan, with money fromthe general
MoD budget—concealing the source of the money.
The MoO, through SOMO, also helped the MoD by
funding purchases via the UN OFF program or with
illicit oil revenue schemes.

Procurement for the Republican Guard and Spe-
cial Republican Guard

The RG and SRG requested weapons systems and
other military goods via the MoD. The MoD and
MIC, in turn, used their associated _front companies
and trade networks to procure conventional mili-
tary equipment for the RG and SRG from foreign
sources. Qusay Husayn, as the' HonorableSupervi-
sor" of the RG and SRG, ensured they received the
most modem military equipment in the lragi Army
(seelraq's Security ServicesAnnex for additional
information on the RG and SRG).

RG and SRG Procurement L eader shipand
Budget, From 1996 until the fall of the Regime, M4.
Gen. Mahmud Rashid Ismalil Al 'Ani served asthe
Director of Electrical and Mechanical Engineeringin
the RG and the Chief Procurement Advisor to both
the RG and SRG. He reported directly to the RG
Chief of Staff, Staff Lt. Gen. Sayf-al-Din Fuliyyah
Hasan TahaAl Rawi.

* Mgj. Gen. Mahmud also monitored the manufacture
of suppliesfor the RG. Consequently, he attended a
monthly meeting at the MIC with the Commander
and Directors of the RG.

* Qusay reportedly respected Mahmud's. technical
expertise as evidenced by choosing him to represent
the RG in overseas delegations.

* Mahmud also enjoyed a close relationship with
'Abd-d-Tawab 'Abdallah Al Mullah Huwaysh, the
head of the MIC, most likely because they were
related.



From 2000 onwards, the RG’s annual budget was
derived from the national military budget. Although
the mandated budget at the MoD-level fluctuated
yearly, the RG budget never exceeded 40 percent

of the overall Iragi Armed Forces budget. The SRG
budget never exceeded 10 percent of the overall RG
budget. The RG budget was Qusay's responsibility,
but the Office of the Secretariat submitted requisitions
to the Chief of Staff's officeto obtain fundsfor the
RG.

RG and SRG Procurement Process. According to
Staff Lt. Gen. Kamal Mustafa'Abdallah Sultan Al
Nasiri, theformer RG Secretary, RG commanders
met with the RG Headquartersstaff twice per fiscal
year to prepare a requisition list for equipment short-
ages and spare parts. This list wasthen forwarded to
the Officeof the Secretariat, via the Officeof the RG
Chief of Staff for action. The SRG sent its shortage
list directly to the Secretariat for inclusion in the over-
all RG requirements list. The Director of the Office of
the Secretariat managed the flow of resourcesfor the
RG and SRG. Healso coordinated budgetary matters
between the RG and the rest of the Iragi military com-
munity. After the Officeof the Secretariat approved
the procurement requirements, the MoD Directorate
of Weaponsand Supplies, led by Staff Maj. Gen.
Talib 'Uwayn Jumah TahaAl Tikriti, obtained the
itemsin accordance with standard MoD procedures.

* According to a former high-ranking MIC offi-
cial, the RG and SRG had their own additional
procurement channel s after 1999 and had wide
authority to procure items ontheir own. Qusay's
prominent rolein the RG organizations gave them a
predisposition for obtaining illicit goods via Syria,
according to one source.

Between 2000 and 2002, the Iragi Government
purchased thousands of supply andpersonnel
transport vehicles for the RG and SRG by the
Ministry of Transportationand Communication
(MoTC). Turkey, Russiag, France, Germany, and
South Korea supplied these vehicles, according to a
former senior Iragi cabinet minister.

According to captured documentsand other evi-
dencethe MoD, MIC, and its associated front com-
panies obtained conventional goods for the RG and
SRG from Russia, Syria, and Belarus. (For more
details on these breaches of UN sanctions see Annex
J: The Procurement of Conventional Military Goods
in Breach of United Nations Sanctions). The RG and
SRG mogt likely used their operational budgetsto
purchase common military supplies and consumable
materials. As with the rest of the MoD, the RG and
SRG also benefitedfrom other ministries purchasing
dual-use goodson their behdf.
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After the requested equipment wasdelivered to Irag,
the MoD Directorate of Weaponsand Supplies sent
the Office of the Secretariat an official letter notify-
ing that the equipment was available. Once the goods
were delivered to the RG and deemed acceptable, the
Secretariat authorized the MoO to pay the appropriate
ministry or commission.

Military IndustrializationCommission

By the late 71990s, |raq was eagerly trying to acquire
foreign military goodsand technical expertise for its
conventional military and missile programs using a
network of Iragi front companies, some with close
relationships t0 high-ranking foreign government
officials. Thebillions of dollars of revenuegener-
ated by the various protocols, illicit surcharges, and
oil smuggling schemes drove the explosivegrowth in
military imports. This allowed MIC to smuggle mil-
lions of dollars worth of military equipment into Irag
in contravention of UN sanctions.

Procurement L eadershipin the MIC

Fromits foundingin 1987, the MIC was directly
subordinate to the Office of the Presidency. It even-
tually consisted of 10 research companies, 36 manu-
facturing companies, eight training centers, two
stand-alone units; three front companiesand the
headquarters office (see Figure 39). The headquar-
ters, located in Baghdad had two deputiesand nine
directorates: administrativeand financial, commerce,
research and development, projects, technical, inter-
nal monitoring, legal, training and procurement, and
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the National Monitoring Directorate. The Minister's
office consisted of the Secretary's Office, the Secret
Correspondence Office, the Special Correspondence
Office handling mail between MIC and the ministries
and between the headquarters directorates and the
individual companies.

MIC: Beneficiary of Illicit Funds

Revenuesfrom oil protocolswith Jordan, Syria, and
Turkey increased the MIC budget by approximately
6,400 percent between 1996 and 2003. During this
period, MIC Director and Deputy Prime Minister,
'Abd-al-Tawab 'Abdallah Al Mullah Huwaysh (see
Figure 40), transformed the MIC into a more efficient
and profitable bureaucracy.

According to a high-level MIC official, the MIC
budget grew from $7.8 millionin 1996 to $350
millionin 2002 to $500 millionin 2003. The MIC
covered its operating costs through internal minis-
try-to-ministry sales of goods and services, includ-
ing a 3 percent surcharge on itemsimported for the
MoD by Al-Bashair—aMIC front company.

According to the same official, the MIC also had a
hard currency budget of approximately $365 mil-
lion, of which $300 million came fromiillicit oil
trade with Syria, Jordan and Turkey. The remainder
of the hard currency budget came from the Presi-
dency, sales to foreign companiesin Irag, profits
from the Arab Company for Detergent Chemicals
(ARADET), and foreign investment (see Figure 41
below for more detail).

el avery R SRR e T oo SeraReaY
Companies gathered their plansfor production,
procurement, and salaries for the upcoming year and
submitted them to the Directorate of Administration
and Financein the MIC headquarters. The Directorate
of Administration and Finance compared the figure
with the historical figuresand tried to reduce the size
of the budget. Then the Technical, Project, Trade, and
Research Directorates were asked to review and com-
ment on the company figures.

When the Directorate of Administration and Finance
had processed the companies’ budgets, the 21 direc-
tors-general of MIC discussed them during budget
meetings. These budget meetings were conducted
much like court proceedings, and the group made
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decisions on each proposed budget. The budget figures
were adjusted accordingly, and afina budget for each
company wasissued.

The company budgetsfor the 51 subordinate MIC
companies, for MIC headquarters, and for the eight
MIC training centers were consolidated into one
budget. Unlike other ministries, the MIC did not
have to submit its budget to the Finance Ministry,

but it did send a summary report to the Secretary of
the CoM. The summary report did not contain detailed
figures or descriptions. Huwaysh had the discretionary
authority to reallocate funds within the budget, as he
felt necessary.

MIC Bankingand Financing

TheMIC had several foreign bank accountsin Jordan
and Lebanon that it used to store hard currency.
Rather than having the purse strings controlled by
many peoplein the organization, there were actually
only three men most responsible for thetransfer of
fundsfromthe Iragi Governmentto the supplying
companies. JasimAhmad Hasan, Muhammad Salih
'Abd-al-Rahim, and Hashim Karim ' Abbas, of whom
wereall membersof the MIC’s Commercial Direc-
torate. The Commercial Directorate was concerned
mainly with payment and payment methods, and with
delivery of the contracted items after MIC and the
supplier signed contracts. The MIC could authorize
paymentsfor small contract amounts, but for larger
amounts Huwaysh sought permission from presiden-
tial secretary 'Abid Hamid Mahmud or through the
Presidential Diwan.

* Captured documents also include bank statements
and correspondence directing MIC to releasefunds
to suppliers.

* Accordingto two sourcesin the Commercial Direc-
torate, their department was funded with a monthly
budget of approximately $2 million.

Funds originated at the Presidential Palaceand were
authorized to be transferred by Saddam. On behal f

of Saddam Husayn, Ahmad Husayn Khudayr al-
Samarra’i, Chairman of the Diwan, authorized the
funds to be sent to the CBI. The Director of CBI,
‘Isam Rashid Huwaysh (no relation to 'Abd-al-Tawab
‘Abdallah Al Mullah Huwaysh), forwarded the funds
to the MIC accounts at the Rafidian Bank in Bagh-
dad. 'Abd-a-Tawab 'Abdalah Al Mullah Huwaysh
controlled the Rafidian accounts. He determined how



Research Companies

Manuflacturin

o Companies

Al Milad General Company Al Quds General Company
Al Battani General Company Al Khawarizmi Genera Co.
Ibn-Sina‘ General Company A| Raya General Company
Al Kindi General Company Al Basil General Company
Al Fat‘h General Comp my Al Razi General Company

Jabir Bin-Hayyan General Conipany Al Hadir General Company
Salah-al-Din General Company Al Zahf Al Kabir General Co.

Al Karamah General Company Al 'Tzz General Company
Ibn-Firnas General Company Al Salam General Company

Al Mansur General Company Al Nida' General Company

Al Nu‘man General Company Sab'a Nissan (7th of April) Gen. Co.
Al Yarmuk General Company Al Samud General Company

Al Majid General Company Al Faw General Company

Al Walid Generial Company Al Radwan General Company

Al “Ubur General €ompany Tariq General Company

Saddam General Company Al Shahid General Company
Hittin General Company Umm-al-Ma'arik Gen. Co.
Al Rashid General Company Al Qa'ga’ General Company
Badr Generar Company Sinharib General Company
Ibn-Rushd General Company Sa'd General Company
Ibn-Majid General Company Tabuk General Company

Al Nasr Al 'Azim Gen. Co.

Al Harith General Compariy |
Al Basha'ir Al Mufakhir
Armos

Figure 39. Structure of the MIC.
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Time

Name

Frame

Husayn Kamil Hasan Al Majid 1987-1995 | Director
‘Abd-al-Tawab ‘Abdallah Al Mullah Huwaysh! 1997-2003 | Director
Muzahim Sa'b Hasan Muhammad Al Nasiri | 1997 First Deputy Minister
Daghir Muhammad Mahmud 2001-2003 | Second Deputy Minister
Hazim ‘Abd-al-Razzaq Shihab Al Ayubi 1997-2000 | Second Deputy Minister
Muyassar Shallah 2000-2001 | Second Deputy Minister
Muyassir Raja Shalah Hassun Al Tikriti 1997-2008 | General Director of Research and
Development Directorate
Sa'dun Al Dulaymi Chief of Staff
Jasim Ahmad Hasan 2001-2003 | General Director of the
Commercial Directorate
Raja Hasan al-Khazraji Manager, Commercial Directorate
Hashim Karim ‘Abbas Accountant & Signatory
Muhammad Salih ‘Abd-al-Rahim Commercial Director & Signatory

Figure 40. MIC leadership.

much was to be sent to each foreign bank account
based on project funding, and ordered transfers of
exact amounts to specific banks and account numbers.
Huwaysh was responsible for authorizing each trans-
fer to each account in Jordan and L ebanon. Following
the transfers, Muhammad, Hashim, and Jasim then
controlled the funds in the Jordan and Lebanon bank
accounts.

All of these accounts were related to Iragi trade con-
tracts, for the payment of foreign suppliersto the Iragi
government. When a contract was signed with a sup-
plier, a bank letter-of-credit was opened on behalf of
the supplier. The goods were delivered to acompany
owned by MIC or working for the MIC. The goods
wereinspected, and Huwaysh was notified. Huwaysh
notified the Commercial Department at MIC, and then
the Commercia Department sent a memo to Hashim,
Muhammad, and Jasim. The three of them then sent
amemo to the Jordan or Lebanon bank to release the
fundsin theform of aletter of credit to the supplier.

The MIC used accountsin the Al-Itihad and Al-Ahay
banksin Beirut. According to a high-level official
with the MIC, approximately one month prior to
OIF, Huwaysh dispatched Jasim and Munir Mamduh
Awad al-Kubaysi,, Director of Al-Bashalir, to Beirut

on a mission t7 recover MIC funds still held in Beirut
banks. Their instructions were to travel to Beirut,
secure the funds, transfer them to the Iragi Embassy
in Damascusand then return to Baghdad. Huwaysh
had ordered areview of outstanding contracts more
than ayear old and as a result was able to identify
$100 to $150 millionin these banksthat had not been
disbursed.

* According to two sourcesin the Commercial Direc-
torate, prior to OIF there was a meeting in Baghdad
with membersof the Commercial Section and the
Legal Section of the MIC. They claim that Jasim
and Muhammad were ordered to remove $47 mil-
lion from the banksin Lebanon and Jordan.

* They attempted to withdraw funds from the Jordan
National Bank but were informed that they did not
havethat amount of funds available because of
unauthorized withdrawal sfrom suppliers.

« Oneof thetwo sourcesin the Commercial Direc-
torate stated that Jasim and 'Ali Jum’ah Husayn
Khalaf canceled approximately 60 lines of credit
and were able to withdraw $6 millionin currency
from the Jordan National Bank, which they then
took to thelragi Embassy in Syria.



Theinformation provided by these two sources
contradicts Huwaysh's statement that in early April
2003, hetraveled to Syria to determine why Jasim
and Munir Mamduh 'Awad had not returned to Bagh-
dad. According to Huwaysh, he had not been ableto
determine what had happened to the two gentlemen or
thefunds.

Items Procured by the MIC via Front Companies

Irag's MIC had two primary avenuesfor procuring
materialsand manufacturing equipment outside of
UN OFF channels. One avenue involved the use of
import committees and the other a straightforward
contracting process to purchase items from for-

eign suppliers. The MIC obtained large amounts of
imported materials and production equipment through
a processdescribed by a senior Iragi:

* During the annual budget formulation process,
managersof MIC facilities identifiedimported
productsthat their enterprises needed to support
their production plansfor the following year. After
the MIC approved the annual budget at the begin-
ning of each calendar year, the managers prepared
tendersfor the required imports. The MIC then
distributed the tenders at the annual Baghdad Trade
Fair and advertised them in Iraqi trade papers.

» The MIC received bids on the tendersfrom poten-
tial suppliersindicating price, terms; for example,
X" offered to provide some eguipment for $1 mil-
lion. Bids on the tendersfrom potential suppliers
were submitted to a MIC import committee. Origi-
nally there was just oneimport committee, but the
volumeof imports grew in later yearsto the point
where a second import committee was established
to handle the volume. The import committees met
every night at the Baghdad International Trade Fair
site.

< Theimport committees would then take the original
tenders and subject them to a rebidding process.
For example, company Y" could offer to supply the
same equipment as company X, but for $500,000
less than its competitor's bid, alarge saving com-
pared to the original price. Through this process,
the import committees saved the MIC millions of
dollars. The committees issued quarterly reports on
the amounts of money saved. Huwaysh was very
proud of this bidding processand often gave the
committee members bonuses based on the amount
of money saved.

* The MIC issued acontract when the import com-
mittee accepted a bid on the goods. | SG specul ates
that the contracted companies were then respon-
siblefor obtaining the goods—importing them from
Jordan, Syria, Turkey, or elsewhere as necessary—
and delivering them to the MIC customer.

* Engineersfrom the MIC Technical Directorate
always headed the import committees. Other mem-
bers of the committees included representatives
from the MIC Commercial, Administration and
Finance, and Legal Directorates, along withan I1S

representative from MIC security.

ItemsProcured viathe MIC’s Link to Iragi
Intelligence

The otherprocurement avenue operated through
the MIC" Special Office’” and enlisted the IIS to
locate suppliers of particularly sensitive or obviously
military items, such as weapons and ammunition
(for more details see the 1S procurement section of
this chapter and the RSI 1S annex). Items purchased
through the Special Officewere then shipped to Irag
viathird countries using front companies as buyers.
MIC procurement companies played akey rolein
these import activities, as did several front companies
with tiesto top Syrian leaders. During the annual
budget formulation process, managers of MIC facili-
tiesidentified imported productsthat their enterprises
needed to support their production plansfor thefol-
lowing year.

The MZC and the IIS formed a special channel for
importing sensitive goods and services—dual-use

or related to weapons and munitions manufactur-
ing— particularly those that required the assistance
of foreign government officials. A source within the
MIC Commercial Directorate stated that thellS was
"involved in everything." The IS was the fina author-
ity on MIC contracts due toits direct relationship
with Saddam.

In November 1997, Saddam approved a MIC proposal
to enlist the 1S to develop new procurement, tech-
nology transfer, and technical assistancechannelsto
supplement the existing MIC Commercial Directorate
channels, according to a source with direct access.

* Huwaysh formed the MIC-I1Srelationship to sup-
port Irag's missile program after Saddam instructed
him to improve Irag's missile capabilities.
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* Tiesflourished after the death of 11S Director Rafi'
Daham |brahim Al Hasan Al Tikriti in October
1999 and the subsequent appointment of Tahir Jalil
Habbush asIIS Director. A Joint MIC—IIS nomi-
nation group initially directed the joint effort.

Dr. Hadi Tarish Zabun, the head of the MIC Research
and Development Office, led the MIC element of this
second procurement channel. Senior MZC officials
have described Dr. Zabun as very capable and pow-
erful. Dr. Zabun is clearly one of the key figures in
the Iraqi clandestine procurement story.

* Dr. Zabun's office handled all of the secret, spe-
cial contracts with Russia, Belarus, Y ugodavia,
Ukraine, and Bulgaria.

* Dr. Zabun attended all meetingsrelated to these
contracts, and managing these contracts became a
huge task for the Special Office.

Accordingto an Iragi official, theIIS’s procurement
activities operated through the 1S Scientific and
Technica Information Office, designated M4/4/5.
The Research and Devel opment Office cooperated
closely with M4/4/5 to find sellers of the sensitive
materialsand equipment sought by the MIC.

* Dr. Zabun coordinated MIC—IIS businessdealings,
with much of the coordination occurring directly
between the Director of M4/4/S and Dr. Zabun.

» M4/4/5 desk officersworked closely with 1S offi-
cersin overseas stations to find the suppliers. Desk
officershad specific country responsibilities.

* Directivesand other communicationswith the 1S
stations in embassies abroad were transported via
diplomatic pouch.

An Iragi official described the coordination process
(seeFigure 42).

* MIC requirements—forinformation, materials,
technology, or technical assistance—were sent
upward from MIC manufacturing establishments to
Huwaysh.

Dr. Hadi Tarish Zabun: The MIC’s Procurement
Expert

MIC Director Huwaysh considered Dr. Hadi Tarish
Zabun as his right-hand man for conducting foreign
procurementdeals. Dr. Zabun was the acting Direc-
tor General of the Al Milad Company (MIC’s largest
domestic researchand development company) prior
to taking over the MIC Directorateof Researchand
Development and the MIC Special Office. He also
served as Huwaysh's expert on the missile industry.

» Huwaysh then sent an official "' Secret, Confidential,
and Immediate" communication through Zabun to
[1S Director Habbush. Dr. Zabun strictly controlled
all communicationson MIC-11Sdealings. A specia
[1S courier element actually carried the correspon-
dence back and forth.

* The reguest then descended through the 1S M4
Directorate chain-of-commandto the IS Direc-
tor who sent it to the appropriate desk officer for
action.

» Thedesk officer then made arrangements with the
field stations, issued tenders, and so on.

When thefield officer located potential sellersor
received bids, the Director of M4/4/5 would work
with Dr. Zabun to broker a meeting between prin-
ciplesin MIC and the desk officer and others involved
in the procurement effort.

* Typical participantsin these meeting included Dr.
Zabun, the M4/4/5 director, their deputies, the M4/
4/5 desk officer who wasinvolved in setting up the
transaction, personnel from the MIC establishment
seeking the procurement, the heads of the MIC
Commercial and Finance Directorates, and often
Munir Mamduh Awad al-Kubaysi, head of the MIC
procurement company Al-Bashalir.

* Thisgroup probably considered the termsof the
proposed deal and discussed methodsof transport
and payment for the goods.

* Huwaysh probably madethefinal decision on most
major procurement actions.
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MIC Front Companies

The MIC used front companiesto accomplish those
businesstransactionsit could not conduct amid

UN scrutiny. Front companieshandledthe tasks

of smugglingail, funnelingUN OFF revenues,

and importing weapons and dual-use materials
sanctioned by the UN. The MIC formed many of
these companiesin 1991 to bypass UN sanctions and
spread the transfer of funds through a wider variety of
companies to avoid international attention (for alist
see Annex K: Suspected Front Companies Associated
With Irag).

» The MIC operated three primary procurement front
companies that were critical to Irag's clandestine
import activities: Al-Bashair, Al-Mafakher (Al-
Mufakhir), and ARMOS.

These companies aso had a close association with
the 1S and used connectionsthat the I1S had in
foreign countries to procure goods.

ThellS wasalso heavily involved in the opera-
tion of these companies by having IS personnel
in middle and upper management and in security
operations.

The most important of these companieswas Al-
Basha’ir, which was formed by Husayn Kamil and
managed by Munir Mamduh Awad al-Kubaysi. The
companiesARMOS and Al-Mafakher were created
later by the head of MIC, 'Abd-al-Tawab 'Abdallah
Al Mullah Huwaysh, to help facilitate competition
among MIC front companiesin importing banned
goods and to improve productivity. Apparently,
Huwaysh deemed these companies to be so important
to MIC that around 1998 he moved responsibilities
for the companiesfrom one of hisdeputies to the
Commercial Directorate. Thisallowed him to exert
greater control over the operation of the companies,
according to aformer Regime official.

» Therewasalarge network of international compa-
nies and banks with which these front companies
traded. Some were merely banks or holding compa-
nies, primarily in Syria and Jordan that purchased
itemsfrom the manufacturer and acted as middle-
men before sending theitems to Iraq under false
documents.
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The networks of these companiesstill exist through
their former employees, even asthe old offices now
stand empty. The owners and employees of former
front companies may be seeking to become a part of
the post-Saddam Iragi business community.

Bidding ProcessWith MIC Committees. According
to aformer civil engineer, the MI1C bidding process
began when a MIC facility generated a requirement,
called atender. There were two kinds of tenders,
regular or invitation.

* Regular tenders were open and could be bid upon
by any contractor or privatecompany approved by
MIC security, including foreign contractors.

* Invitation tenders were issued when specialty
itemswere required that could only be supplied
by specific companies. In addition to MIC secu-
rity approval, it ismost likely the 1S and/or MFA
also vetted these companies. The invitation tenders
wereissued directly to company agentsin Irag and
Jordan, not to the foreign companiesdirectly.

This approval process wasaresult of Iragi officials
concernsover foreign companies with hidden con-
nectionsto Israel. According to captured docu-
ments, the M1 C blacklisted a Bulgarian company
becausea Russian-Isragli businessman owned it.

Interested foreign and domestic supply companies
then offered bids for the tenders through the MIC
legal department. The MIC Procurement Commit-
tee, an informal seven-member panel, selected the
best bid based on the offered price and the preference
rating of the particular supply company. After atender
was awarded to a specific supplier, the MIC facil-

ity that originated the tender passed the contract to a
MIC trading company such asAl-Bashair, ARMOS,
or Al-Mafakher. These companies worked through the
approved supplier to conduct the actual procurement.

TheAl-Basha'ir Trading Company. The MIC estab-
lished the Al-Bashalir front company in 1991. The
company's names has been discovered on hundreds
of contractsfor weapons and dual-use materials, as
well as legitimate day-to-day goods and supplies.
Thecompany traded in items such as construction
materials, foodstuffs, and power generatorsto cover



its real activity, which was coordinating with neigh-
boring countries to facilitate the purchase of illicit
military equipment. The company was headed by
Munir Mamduh Awad al-Kubaysi, aformer 15-year
employee of theIIS. Because of hisconnections, rela-
tions between Al-Bashair and the llS were especially
closefrom the time he became Director of the com-
pany in the late 1990s.

« Contrary to some sources, Al-Basha'ir was owned
and operated by the MZC. Munir's history with the
IIS and the fact that many other membersof the
Al-Bashair staff werealso 1S officers, led many to
assumeAl-Bashalir wasan 1S front company.

» Thelast chairman of Al-Bashair's board of direc-
tors was the head of the MIC’s Administration and
Finance Directorate, Rgja Hasan Ali Al-Khazraji.

Z3G judges that several Regime members exerted
varying degrees of influence over the Al-Basha’ir
procurement process. Thereis, however, conflicting
reporting of who wasin control of Al-Bashalir pro-
curement. Several sources have stated that it wasthe
MIC Director, '‘Abd-al-Tawab 'Abdalah Al Mullah
Huwaysh. Reportedly, Qusay Saddam Husayn al-
Tikriti and a committee comprised of senior officials
of the SSO met with Al-Bashalir trustees to direct the
procurement of prohibited materialsand to authorize
payments.

Trustees included Munir Mamduh 'Awad, Jasim
Ahmad Hasan, and Muhammad Salih 'Abd-al-
Rahim. Qusay and his advisers would tell the Al-
Bashalir trustees what items they wanted purchased
about twice a month.

* Qusay madeall final decisionson procurement and
expenditures.

* Prior to Qusay, Husayn Kamil Hasan Al Mgjid,
Saddam Husayn's, son-in-law held this position.

Al-Bashair participated in the bidding processfor
the MIC by splitting the company into foreign and
domestic sections. The split allowed Al-Bashalir to
increaseits ability to communicate within the com-
pany and its officesabroad and for the import of
military and security-related equipment. One set of

documents would show the actual items to be pro-
cured and then the Al-Bashalir trusteeswould prepare
asecond set of procurement documents with benign
end-useitems to conceal the true nature of theillicit
activity.

* For example, Al-Bashair described spare tank parts
asair conditioning systems. Al-Bashair would
then prepare the bank transfersfor the seemingly
innocuousitems.

* Oneset of papersfor the actual items were either
given to the SSO, or in some cases taken to the
homes of some of the Al-Bashalir officials.

* The company would offer small contractsto the
Iragi companies, whilelarge contractswould be
based on a recommendation from the Director of
thellS, 'Uday, Qusay, Vice President Ramadan or
Saddam.

Munir Mamduh'Awad was largely responsible for
Al-Basha'ir's success, accordingto an Iraqi offi-
cial with direct access to the information. Heran
the company well and maintained a close relation-
ship with the ZZS Asaresult of thisrelationship,
Al-Bashair could useits|IS liaison, Majid Ibrahim
Sulayman, to facilitate purchaseswith IIS field sta-
tions around the world.

Munir also had a close relationship to the Shalish
family and with otherprominent personalitiesin
Syria, and he opened the connection with the SES
International in Syria. Dr. Asif Shalish was head of
the Syrian firm SES, while his uncle, Dhu-al-Himma
'Isaa Shalish, owned the company and is the Chief of
Presidential Security for hiscousin, President Bashar
al-Asad. Close relations with the Syrians allowed Al-
Bashalir to gamer the bulk of the trade through Syria,
which becamethe primary routefor Irag's illicit
imports over the last years before OIF.

* The SES and Lama companies are two of the mgjor
holding companies for Al-Bashair goodsin Syria.

* Fifty-four percent of all MIC purchasesthrough the
Syrian Protocol were through Al-Bashalir, accord-
ing to captured SOMO documents.
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TheIIS used the Al-Bashair front company to
facilitate adeal with the Bulgarian JEFF Company to
obtain T-72 tank partsand Igla MANPADS, accord-
ing to aformer MIC senior executive. The goods
were either flown to Baghdad under the guise of a
humanitarian mission or they were delivered via
Syria. If coming via Syria, illicit military goods typi-
caly arrived viathe Latakia Port and then were then
trucked to Irag in SES company vehicles.

Information from contractsfound and data derived
fromthe records of the SOMO indicatesthat the Al-
Basha’ir Company was also a major broker in Iragi
oil smuggling (see Figure 43).

* TheJordanian branch of Al-Bashair signed con-
tractsfor the export of oil and oil productsfrom
Irag, according to SOMO records.

* SOMO recordsindicate Al-Bashalir signed 198
oil contracts from November 1999 through March
2003. The contracts werefor fuel ail, usualy at $30
per ton, and gas oil, usualy at $80 per ton. Almost
all werefor export by ship through the Arabian
Gulf, although the destination of two contracts was
listed as"'North," which usually meant Turkey.

* Thevaluedf the contracts totaled $15.4 million.
Thisisthe amount to be paid to SOMO. |SG does
not have information about the amount of money
Al-Bashair earned from the trade.

ARMOSTrading Company. ARMOS, ajaint Iragi
MIC—Russian venture, wasinitially proposed by a
Russian general named Anatoliy |vanovich Makros.
Makros, aformer Soviet delegation leader in the
1980s, MIC, and I1Sfounded ARMOS in 1998.
Makros' original scheme wasto bring Russian tech-
nical expertsinto Iraq with cooperation from MIC
and I1Sthrough ARMOS. Despite the Russian ties,
however, MIC officialsdominated the company (see
Figures 44 and 45).

* Dr. Hadi Tarish Zabun, head of the MIC Special
Office, was chairman of the ARMOS Board of
Directors.

* Dr. Siham-al-Din Khayri Al 'Ali, aRomanian-edu-
cated economist who had worked in the MIC Com-
mercial Directorate, was the manager of ARMOS.

* Munir Mamduh Awed al-Kubaysi, manager of Al-
Bashalir, was also on the board of directors, along
with arepresentativeof the IS M23 Directorate
(MIC Security). (seethe I1S procurement section of
this chapter and the RSI 11S annex.)

ARMOS had a much smaller staff than Al-Bashalir.
But despiteits size, the company achieved good
results, according to an Iragi official with direct
accessto the information. ARMOS conducted
approximately 5 percent of the amount of business of
Al-Bashdir, but fivetimes more than Al-Mafakher.
In comparison to Munir, however, Dr. Siham-al-Din
wielded relatively little power.

* ARMOS served as the conduit for many Russian
contracts, including contractsfor aircraft engines
for the Iragi Air Force, according to another official.

* Captured documents show that ARMOS was
involved in a deal toimport M1-8 helicopter engines
from Russia through Syriain 2001.

Captured documents detail an agreement in 2002
between Irag and Russian experts, Mr. Shakhlov and
Mr. Yusubov for the procurement of Russian missile
technology and equipment in which ARMOS acted as
aliaison between them. The documents also mention
how the Iragis used the Russian organization for vic-
timsof nuclear disasters as a cover for the operation.
The use of a charitableorganization in thistransac-
tion highlightsthe variety of methodsused by the
Iraqi front companiesto conceal their activities. The
contract reads, "'asfor the second party (the Russian
Nuclear Disaster VictimsFund Institution) blockade
imposed on Irag will not be considered aforceful
circumstance.”

« Thevaueof the contracts wasfor atotal of
$600,000.

* Some $100,000 for the Russian Standard Military
Specificationssystem.

* Another $500,000 for the Schematic Diagram
System.

According to Huwaysh, although the company was
organized primarily t0 do business with Russia,

in 2002 the MIC granted ARMOS accessto other
potential markets, including Bulgariaand Ukraine.
This new access was similar to that of Al-Bashalir.
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In the Name of God, Most Gracious, Most
Merciful
ARMOS TRADING Co LTD

Number: 2461

Date: 15 Oct 02.

To: MAS Economic Group

Subject: Bids

With reference to your letter No. 4983,
dated 20 Aug 02, kindly present your bid
"price offer” for the chemical materials that
appear in the enclosed list. We hope that
we'll get a swift reply, and as fast as
possible. A competitive bid "price offer"
will be appreciated.

We're grateful for your co-operation, which
is quite appreciated.

enc. / alist

Dr. Siham-al-Din Khayri Al-'Ali

Figure 44. (a) Letter from the MIC front company
ARMOS to MAS referencing chemicals and (b) transla-
tion (enclosed list of chemicals are shown in Figure 45).
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CHEMICALS

1- Liquid fuel typec mixed Ammo-oz ('n-oz)
BP. 103C, F.P.:-72C,
Density at 20 C:0.835-0.855 gmlcm
Viscosity ut 20 €:1.04 mm m2/sce,
Vaper Pressure at 20C:33mm 8y
Xytidin by weights:48-515%
Tri Ethyl Amine by weight is:48-52%
Waier content Dy “cwht is|ess than 0.45%
Qty: 100 Tous
Price: USD 8716.00/Ton

Fakd I v IO
Liquid fuel type U.D.M.H., form N2H2(CH3)2

i~
1]

. Conc 99%, B.P. 63.3C, F.P.: -57.6C

5 un/em
Qty: 50 Tons
Trice: 200, OOfl‘ on

Vall Y ,-"

3- Liquid fuel type D.E.T.A., form H2N(CH2)2 Ni CH2)2NH2
Di Ethylene Tri Amine
Cones 99%, B. i‘.: 206.7C, RP: -3sC.

gm/cm
3 T ns

Price: USD 11900.60/Fon
< f ‘\ sim
4- Hydrogen Peroxide H202
Coiic: 98%
Qty: 50 Tats
Price USD 7?0'00.00Ron

I
5- |#ydrazin as a fucl (liquid)
Qty: | S Tous per year (Hydrazin 97%)
Price: USD 115000.00/Ton

Figure 45. Chemicals for liquid propellant for sale by the
MAS Economic Group to MIC.



* InMay 2002, ARMOS wasoffered Bulgarian elec-
tro-chemical gun-barrel machining (ECM) from a
Cypriot gray arms broker, Green Shield.

Al-Mafakher for Commer cial Agenciesand Export
Company. The MIC established the Al-Mafakher for
Commercial Agenciesand Export Company, Ltd in
2001. Adil Nafik, aformer Al-Bashair Deputy Direc-
tor, managed Al-Mafakher. According to aformer
MIC employee, the company was considered ineffec-
tive, mainly because of its inefficient staff and the fact
that it was a newly established business.

« Al-Mafakher was much smaller than Al-Basha’ir—
with just six employees—and conducted only 1
percent of Al-Bashair's business.

* Al-Mafakher had investment abroad, including a
50-percent sharein Elba House in Jordan and a
25-percent stake in a Tunisian company, possibly
named Parabolica, which manufactured leaf springs
for automobiles.

Iraqi IntelligenceService

Saddam used the I1S to undertake the most sensitive
procurement missions. Consequently, the IS facili-
tated the import of restricted dual-use and military
goods into Iraq through Syria, Jordan, Belarus, and
Turkey. The 1S had representativesin most of Irag's
embassies in theseforeign countries using a variety

of official covers. Onetype of cover wasthe " com-
mercial attaches™ that were sent to make contacts
with foreign businesses, set up front companies, and
facilitate the banking process and transfers of funds
as determined and approved by the senior officials
within the government (see MoT Section, Facilitating
[licit Trade through Commercial Attaches). In June
2002, two 11S employees were transferred to the MFA
and sent to work at the Iragi Embassy in Belarus
under the cover title of "attache," according to alet-
ters written between the [1S and MFA.

¢ From 1994-1997, the [1S M 19 Directorate of Com-
mercial Projects used front companies to import
prohibited items, according to reporting.

« A general order by Saddam in 1998 to collect tech-
nology with military applications|ed to the forma-
tion of acommittee consisting of the presidential
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secretary '‘Abd Hamid Mahmud, 11S Director

Tahir Jalil Habbush, MIC Director '‘Abd-al-Tawab
'‘Abdallah Al Mullah Huwaysh, and the head of the
Directorate of General Military Intelligence. This
committee tasked Habbush to procure technologies
when Huwaysh deemed the items to be of a sensi-
tive nature.

In 1998, after Saddam Husayn issued a general
order for the use of 11Sin developing new procure-
ment relationships, the I1S dissolved M19 and
transferred procurement effortsto the M4 Director-
ate of Foreign Intelligence who had more direct
access, infrastructure, and devel oped relationships
with foreign countries, according to multiples
SOUrces.
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I SProcurement L eader ship and Mission

[1S Procurement under the direction of Tahir Jalil
Habbush (see Figure 46) was part of a collaborative
effort headed by the MIC to obtain equipment, mate-
rials, and expertise for Irag despite UN sanctions. In
1997, Saddam approved aMIC proposal to enlist 1S
to develop new procurement, technology transfer, and
technical assistance channels outside of Irag. Within
thellS, primary procurement activitiestook place

in the Scientific and Technical Information Office
(M4/4/5).

* Prior to 1998, the IIS M-19 Directorate had both a
Domestic Branch that dealt with Iragi companies
and aForeign Branch that dealt with foreign trade,
according to aformer 11S officer with direct access.
The Foreign Branch was headed by Sadak Shaban.

In accordance with a 1997 mandate from Saddam
toimprovelrag's missile capabilities, the MIC and
[1Sformed ajoint effort to accomplish thisgoal,
according to asenior MIC official. The participants
included head of the IIS Scientific Intelligence Sec-
tion and the director of thelIS.

The IIS officers stationed outside of Zragwereina
goodposition to carry out the mission of the MIC
and IIS procurement without drawing the attention
of theinternational community. IIS officersgener-
ally reported back to the Scientific and Technical



—

Procurement Leaders

In 1997 ‘Abd-al-Tawab Mullah Huwaysh, became Min-
ister of the Military Industrialization Commission (MIC),
and he reinitiated links with the IS to join forces on
procurement. Dr. Hadi Tarish Zabun was an important
player in the MIC in terms of granting contracts to Iraqi
front companies as head of the 'Special Office, a staff
section within the MIC. Director Huwaysh determined
what items were needed and then Dr. Zabun acted as
a liaison between the (IS and the MIC to secure and
grant the contracts. According to Dr. Zabun the HS
controlled MIC security and MIC security controlled all
visas, foreign travel, and permissionto talk to foreign
companies for all MIC employees. Tahir Jalil Habbush
as head of the Iraqi Intelligence Service {lIS) was in
charge of placing lIS officers in locations internaland
externalto Irag. This facilitated the development of
business relationships with foreign countries purchas-
ing prohibited goods for Irag.

Figure 46. IS procurement
leadership.

Intelligence Section, designated M4/4/5. Dr. Zabun’s
" Specia Office" cooperated closely with M4/4/5 to
find sellers of the sensitive materialsand equipment
sought by MIC. M4/4/5 desk officersworked closely
with 11S officersin overseas stations to find the sup-
pliers. Desk officers had specific country responsibili-
ties.

After reorganizing the M 19 Directorateinto the
M4/8 Divisionin 1998, the 1S operated several
front companies in Syria, according to aformer
high-ranking I1S officer. The Director of M4/8 was
Hasan al-'Ani.

Dr. Zabun coordinated the entire MIC—IIS busi-
ness dealings, with much of the coordination occur-
ring directly between the Director of M4/4/5 and
Dr. Zabun.

For example, one officer was responsiblefor all
Syrian and Bulgarian procurement; another was
responsible for Russian and Y ugodav procurement,
whileothers handled actions with North Korea,
Egypt, and elsewhere. Directivesand other commu-
nicationswith the |1 S stations in embassies abroad
weretransported via diplomatic pouch.
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e ThellS, aong with an Armenian-Iragi named
Ohanes Artin Dosh, established afront company
in Switzerland with several subsidiaries, accord-
ing to a high-ranking Iraqi official with direct
access. Jaraco SA, afirm operated by Esfandiar and
Bahman Bakhtiar was another IIS front company.
Thelragi Government gave the Bakhtiars 150,000
Swissfrancs to establish this company. An unwrit-
ten agreement allocated equal shares of Jaraco to
the llS and to the Bakhtiars.

In someinstancesthe sensitivity of therelationship
between Iragand the foreign country was such that
it was easier for the companyto set up a branch
within Irag to broker dealsrather than for Iragto
operatewithin the foreign country. Most reporting
suggeststhat 11S did place officersin foreign coun-
triesto operate companies; however, oneformer I1S
officer with direct access stated that the 11S dealt with
foreign companies through brancheslocatedin Iraq
and exploited the employees of these companies.

* According to a high-level MIC official, Neptun
Trading Company had an officein Baghdad up until
OIF. An dleged Russian military intelligence offi-
cer suggested Neptun would be a good company for



the US to cooperate with to supply the Iragi army
with Russian items. Colonel Y evgeniy Turskiy, a
Russian Military Attache to Irag directed the com-
pany in Baghdad. A sourcefrom the Directorate of
General Military Intelligence Section 6 stated that
Neptun was run by Russian intelligence and was a
cover company run out of the Russian Embassy in
Baghdad.

IISM16 Directorateof Criminology.ThelISM16
Directorate of Criminology has been a major concern
to I SG because of its work with poisons and toxins.

I SG does not know thefull scope of M16’s activities,
and | SG does not know the degree to which the Tech-
nical Consultation Company's procurement efforts
contributed to these activities. Thereis conflicting
evidence that suggests M16 did procure banned items
for its labs throughiillicit channels. The Director of
M16, Nu'man 'Ali Muhammad Sulayman Al Tikriti,
and other reports suggest that M 16 was only involved
in research and development and that it did not pos-
sess prohibited chemicals after 1997, according to
multiple sources.

* In late 2001 or early 2002, IIS M16 Officer Khalid
‘Alawi met the director of M4/4/5 to discuss pro-
curing goods, including equipment used to analyze
chemical materials. M4 was unableto obtain the
equipment, and it was never delivered to M 16.

I1'S Procurement Cooperation with Foreign Intel-
ligenceServices

I1Salso used its connectionswithin foreign govern-
ment intelligence servicesto facilitatethe transfer
of illicit goodsinto Irag. Before the end of 2000, the
Iragi and Syrian Ministers of Transportation met to
establish the Iragi Organizing Officein the Syrian
port of Tartus to facilitate the shipment of goods to
Iraq vialand, according to aformer |1S officer with
direct access. The operating manager was an US offi-
cer from the Syrian Department of the |1S Directorate
of Counterintelligence (M5). The predecessor of the
Iragi Organizing Office was the Al-Noras Company
operated by Muhammad Tdad al-'lsa and a Syrian
intelligence officer. Iraq used this arrangement to
deliver heavy equipment transport vehicles, but 1SG
did not detect any weapons shipments.

« In 1999, secret exchanges occurred after Iraq sent

intelligence delegates from the 1S, represented
by '‘Abd Hamid Mahmud Al Khatab Al Nasiri, the

MIC, and the Presidential Bureau to Syria. The
discussionsyielded an agreement that Syria would
facilitate the transportation of material coming to
Iraq by changing shipping documents to makethe
military equipment look like ordinary civil items, as
well as changing end-user certificatesto the Syrian
Ministry of Defense.

* Irag had contracts with a Belarusian company—
Belmetalenergo (BME)—and a joint Russian-
Belarusian firm—Electric-Gaz-Com (EGC)—to
import missile technology, partsand expertise. All
contracted goods with Belarus were sent through
Syria. The SES International would implement con-
tractsfor transportation of the goodsto Irag under
the protection of Syrian intelligencefor afeeof 10
percent of the contract price.

ItemsProcured by thellS

In accordancewith Saddam’s instructionsto MZC
Director ' Abd-al-Tawab ‘Abdallah Al Mullah
Huwaysh, the MIC-IIS relationship was formed to
support Irag's variousmissile programs. Although

missile programs may have been the reason for

the cooperative effort, the IIS also procured for the
telecommunications industry, scientific research and

RN A ST A S S el fAvhives foa
procurement of such items:

* In February 2003, Saddam ordered Al-Bashalir
head Munir Mamduh Awad al-K ubaysi, Al-Milad
Company Director General Sa'ad Abbass, and I1S
M4/4/5 procurement officer for Syriaand Bul-
gariaMajid Ibrahim Salman al-Jabburi to travel to
Damascus, Syriato negotiatethe purchase of SA-
11 and Igla surface-to-air missiles, accordingto a
source with good access. Thisteam negotiated with
'‘Abd-al-Qadir Nurallah, manager of the Nurallah
Company, to purchase the missilesfrom a Bulgar-
ian firm, to provide end-user certificates, and to ship
the weaponsto Irag.

* In mid-2001, the Technology Transfer Department
of thellS procured between 10 and 20 gyros and 20
accelerometersfrom a Chinesefirm for usein the
Al-Samud ballistic missile, according to aformer
high-ranking official in the MIC. At approximately

the end of 2001, the IIS also aanged gor M.
Shokovan from China to teach a course on laser and

night-vision technology.
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» ThellS completely controlled al procurement from
North Korea, according to a senior MIC official.
Iraq signed a contract with North Koreato add an
infrared-homing capability to the Volga missile
to providejamming resistancein 1999. Iraq also
sought to improvethe accuracy of its Al-Samud
and Al-Fat'h ballistic missilesby obtaining inertial
navigation systems, gyros, and accel erometersfrom
North Korea. The 1S also completely controlled
procurement via a Russian and Ukrainian company
named Y ulisthat supplied small arms, Komet anti-
tank guided missiles, and night-vision equipment
between 1999 and 2000.

* Irag sought assistance from the Russian company
Technomashin developing a test bench for missile
engines, missileguidance and control systems, and
aerodynamic structures. The ARMOS Company
signed a contract with a company in Poland to
obtain Volga missileengines. The l1S completely
controlled this transaction, which sought approxi-
mately 250 Volga engines.

* ThellSfacilitated a visit by adelegation from the
South Korean company Armitel, and contracts were
signed to procure fiber-opticequipment for military
communications between 1997 and OIF, according
to aformer MIC senior executive. The contracts
were vaued at $75 million, and Iraqg received more
than 30 containers during two shipments, the first
via Syria and the second via L ebanon. Middle
companiesin Syriaand the UAE covered these
contracts.

* From 2000 until OIF, the I1S used the MIC Al-
Bashalir front company to facilitate adeal with the
Bulgorian JEFF Company to obtain T-72 tant parts
and |glaMANPADS according to aformer MIC
senior executive

I SFront Companies

TheIIS ran a number of front companiesthat were
used to procure specializeditemsfor its own use
and for other security elements. The primary 11S
Directorate handling these transactions was the M4/8

Directorate, previously known as the M 19 Director-
ate. Asof 1994, M4/8 was organized into three differ-
ent sections, the domestic section, theforeign section,
and the trading section (for moreinformation on the
I1S structure see the RSI 1S annex).

The Domestic Section, also known as Section One,
was primarily responsible for creating front com-
paniesinside Irag and facilitatingtrade with these
companiesto import/export 0il, batteries, copper
and food products. Section One al so maintained front
companiesin the restaurant and retail businesseson
behalf of the I1S Directorate of Counterintelligence
(M5) .These M-5 front companiesincluded the Al-
Zaytun and Al-Amhassi restaurants (see Figure 47).
Although M-5 owned these businessestablishments,
they wereleased to Iragi nationalswho were not
associated with the Iragi Government. Section One
managed atotal of eight companieswithin the trade,
travel, and hauling industries, but as of June 2003, Al-
Dalaand Al-Yarmuk travel companies werethe only
front companies still operating in Baghdad.

The Foreign Section, also known as Section Two,
conducted covert trade with overseascompanies.
Sadiq Shalban was the director of this section from
1994 to 1995 Salih Faraj wasdirector in 1995, Sadiq
Shabi from 1995 to 1997, and Husayn al-Ani from
1997 to 2003.

The Trading Section, also known as Section Three,
dealt with the import and export computers, electronic
equipment, listening devices, copper, and industrial
productsfor use within the 1S and other government
agencies. Starting in 1995, this section, whileit was
housed within the Projects Department, operated
directly under the management of the I1S General
Director. According to aformer high-leve official at
thellS, Walid Hadi, who served as the section's direc-
tor from 1989 until 2003, basically becameafigure-
head from 1995.

In 1997, M-19 Director Mana 'Abdallah Rashid
ordered ahalt to all the activitiesof Section Two,
becauseof the failure of one of the sectionscompa-
niesto deliver spare parts, tires, batteries, electronic
equipment, and vehiclesto the Office of the Presi-
dency. During this same period, Hassan Khushnaw,
the manager of a Section Onefront company, Al-Wadi
Al-Akhad Trading, was caught attempting to smuggle
copper out of Irag. Khusnaw was subsequently
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Name of the IIS Front Company

Manacement

‘ Cieneral Trade
TheMudiaf Company Hikmat Isma’il al-Ani
Al-Wadi Al-Akhab Company Zukar ‘Aziz |
Al-Mansurah Company Muhammad Yansim Al-Dayh S
Al-Awabi Company Awajadi Isma’il ]
Al-Nid Ghalib ‘Abd Al-Nasir

Al-Yarmuk

Al-Wasel & Babel

| Yusif Narmus

Kadum Al-Dulaymi

Restaurants

[ransportation

Walid Khalid

HS Compuanics m Svria

Al-Riat

Al:-Manuria

Al-Enbush

Figure 47. 1IS front companies.

Directors of M-4/8 (M-19) Special Project Depariment

1989-1990 'Abid Sattar al-Janah

| 1990-1991 Khalaf Al-Duylami
1991-1992 Sami Hanna
1992-1994 Mudafar ‘Abd al-Karim
1996-1997 Bashir Khalifa

Figure 48. Special Project Department M-4/8 (M19)

directors.
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arrested and jailed, along with the previousdirector

of M-19, Sami Hanna. These incidents resulted in

the permanent closure of the companies, except for
Al-Yarmuk and Al-Daa. Sections Oneand Two were
removed from M-19 and placed within the Counteres-
pionage Directorate (M-5) and Directorate of Foreign
Intelligence (M-4), respectively (see Figure 48). Sec-
tion Three remained under the 1S Director's office.

* Theterm "Trade Office' was used internally, but
when dealing with the outside world, the name
"Technica Consultation Company"* was used.

e TheTrade Officefell organizationally under Khu-
dayr al-Mashadani, the head of the Specia Office,
M1, but Walid Hadi reported directly to Tahir Jalil
Habbush, the head of the 1S, according to an Iraqgi
official.

TheM4/8 directorate operated several front compa-
niesin Syria. To manage these companies, the direc-
torate was broken down into three sections, including
commercial, accounting, and liaison sections. The
liai son section coordinated activities between the
commercial and the accounting offices. Some of the
cover companies operated by the directorate included
Al-Riat, Al-Manuria, and Al-Enbuah.

The IIS used companiesthat had contact with

the outside world as a means of collecting foreign
contact intelligence. The organization owned and
operated afront company called Al-Huda Religious
Tourism Company. Al-Hudawas aso known asthe
Al-Dhilal Religious Tourism Company, and was
established after the conclusion of the Iran-Iragq war
and subsequent exchange of prisoners.

» The company's ostensible purpose was to transport
religious touriststo holy placesin Iraqg, such as
Samara, Karbalaand Najaf.

» ThelIS created the company asaway to gain
accessto the lranian tourists once they were within
Iragq and collected information through casual illici-
tation.

* All of the employees of the company werellS
employees.

Special Security Organization

ISG hasfound ittle evidencethat the SSO was used
to procure WM D materials, prohibited or dual-use
goods. Thisfindingis consistent with the SSO’s
mission of domestic only operations and inherent
primary mission of securing Regime sites and leaders
and monitoring the citizenry to ensure loyalty. The
SSO associated laboratory, the Food Examination and
AnalysisLaboratory (FEAL), conducted food testing
but thereis no evidenceto date that FEAL used illicit
channelsto procure equipment for Irag.

» Amir Ibrahim Jasim al-Tikriti, a member of the
SSO and arelativeof Saddam, was sent to Poland
in 2000 to work on hisdoctorate in mathematics.
Although there he procured Volgaengines and
batterieson behalf of the 1S for Iraqg, according to
claims. The same source stated that this procure-
ment relationship was largely a result of Amir's
relationshipto Saddam and not because of his SSO
affiliation.

* According to authorization and shipping docu-
ments, between 1993 and March 2003, the State
Company for Marketing Drugs and Medical Appli-
ances, Kimadia, shipped dual-use chemicals and
culture mediato Irag's SSO. The items were sup-
plied to SSO’s Walid Khalid.



Iragi Atomic Energy Commission

According to multipleIragi sources, the IAEC was
responsiblefor the development and retention of
nuclear expertisein Irag. The [AEC most likely relied
on itsown procurement department for acquiring
materialsand technology.

* A foreign intelligence service revealed in 2002 that
the IAEC was pursuing procurement contractsfrom
a South African company for HF communications
systems and 16,000 channel receivers.

* Captured documents dated 2002 show direct nego-
tiations with several Indian institutions for medical
and chemical technology transfers.

« Other documents dated 2002 reveal contracts to
obtain vacuum furnaces manufactured in Russia.

Documentary evidence and debriefings, however,
revedl that the |AEC also used the MIC, MIC front
companies, and the I1Sto procure foreign materials
and technologies.

Internal memorandadated January 1995 reveal that
the IAEC was reviewing procurement contracts
with the Al-Bashair Company, the Latif Company,
and the Al Jubay| Office. These contracts were
based on oil bartering—common practice before
the UN OFF Program was accepted in 1996.

* In July 1996, MIC, Al-Bashair Company, Ministry
of Industry, and | AEC were passing correspondence
regarding overdue debts to Al-Bashalir totaling
$14.2 million.

* According to aformer Iragi scientist, the IAEC
asked the MIC to obtain $3.5 million worth of com-
puter cardsin 1998.

In January 2002, according to adetained senior MIC
official, Saddam directed the MIC to assist the IAEC
with foreign procurement. On afew occasions the
IAEC used MIC to procuregoods, ostensibly as part
of the| AEC modernization project. At thistime,
Saddam Husayn also directed the |AEC to begin
amulti-year procurement project called the IAEC
Modernization Program. This program, which was

still functioning up to the Coalition invasion in 2003,
stroveto revitalize the |AEC capabilities. The chief
improvements under the programincluded:

* Creation of new machinetoolsworkshopat
Tuwaithaoutfitted with new generic machinetools,
including CNC machines (see Figure 49).

* Improvement of the IAEC’s nonnuclear technical
and manufacturing capabilities.

* Budget increases that resulted in ten-fold salary
increasesand new recruiting effortsfor IAEC scien-
tists.
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TheIAEC’s procurement relationship with the l1S
dates back to the late 1990s. The I1S procurement
channel was reportedly reserved for sensitivefor-
eign technical information and items prohibited by
the UN sanctions. March 2002 11S internal docu-
ments describe the creation of a committeeto obtain
resourcesfor the IAEC.

Ministry of Transportand Communication

The Ministry of Transportation and Communication
(MoTC)also facilitated and participated in the pro-
curement of prohibited items for the former Regime.
The MoTC transshipped sensitive commoditiesinto
Iraqusing a range of deceptive practicesdesigned to
foil international monitoring efforts. The MoTC also
sewed as a benign end user cover for the acquisition
of dual-useitemsfor the MoD and other Iragi security
services. The MoTC procured prohibited fiber-optic
materialsto improve the Iragi telecommunications
infrastructure. By evaluating these contributions,

I SG judgesthat the MoTC played a small but impor-
tantrolein Iraqg'sillicit procurement programs.

Mission and Key Procurement Companiesunder
theMoTC

The MoTC was responsiblefor all internal movement
of commercial goods in and out of Irag. The MoTC
accomplished this mission through 14 state-owned
enterprises known as"' General Companies™. Three

of these stand out as playing key partsin facilitating
illicit procurement for Irag.



Thelragi Land Transportation General Company
(ILTC), which controlled all surface transportin
and out of Iraq with the exception of fuel transport
and railways.

The Iragi-Syrian Land Transportation Company had
offices near customs pointsat Tartus port in Syria
to assist in the movement of goodsinto Irag. This
ILTC subordinate company seemsto have been
established to handle theincreased transactions
resulting from the Syrian Trade Protocol.

The Iragi-Jordanian Land Transportation Company,
an OFF shipping company run by MoTC, had an
office in Aqaba, Jordan, and performed a similar
role as the Syrian Land Transportation Company.

| SG also suspects that the Iragi-Jordanian Land
Transportation Company was probably set up to
accommodate trade from the Jordan Protocol.

Ministry of Higher Education and Scientific
Research

Throughout the 1990s, Saddam Husayn used

the Ministry of Higher Educationand Scientific
Research (MHESR), through itsuniversitiesand
research programsto retain, preserve, and pro-
tect Iraq'sindigenousscientific andWMD-related
capabilities, includingitsresearch projects and

knowledge base. The MHESR had close working ties

with MIC, which supported the ministry by coordinat-
ing, directing, and n%%l ementing the Rrgg| r){]e's critical

research and devel opment activities, according to
former MIC director Huwaysh. | SG also has uncov-
ered one case where Iraq used the cover of its student
exchange program to procure goods.

University CollaborationWith MIC

TheMIC maintained close working ties with the
MHESR, links that entailed financial support for
academic research and the provision of academic
expertsfor MIC projects. These ties shaped MHESR
academic priorities, provided an opportunity for
MIC to directly commission academic research, and
facilitated an exchange of personnel between the two
entities.

The MHESR Research and Development Directorate,

headed by Hasan Sdlih (and later by Majid Ibra-
him Salman Al Jabburi) devel oped a close working
relationship with the M1 C Research and Devel op-
ment Directorate (headed by Dr. Hadi Tarish Zabun)
and the MIC General Director for Teaching. Hasan

Salih was responsiblefor all research and devel op-

ment activities and would frequently meet with the
Research and Devel opment Directorsfrom all the
ministriesto discuss work and research problems.

TheMIC’s interests were considered particularly

important in the selection of research projectsat the

universities.

* According to one source, prior to OIF, approxi-
mately 700 to 800 academicswere regularly sent to

work at the MIC or its companiesfor afew hours
per week.

¢ The MIC Director claimed that heincreased the

number of contracted university instructors working
with the MIC from a handful in 1997 to 3,300 by
2002.

» Twenty professors assisted the Al-Samud factory.
They worked to solve technical problemsand
providetraining for staff membersat the factory.
According to one source, however, many Iragis
considered the overall effort of limited value.

* MIC missile experts also worked closely with the
universities, in some cases supervising students

with araduate research and in other cases teaching
students at the universities.

Huwaysh involved himself in each phase of MIC-

sponsoredprojects with the MHESR, including

project applications, planning, development, and
implementation. Huwaysh reviewed and approved

all project proposalssubmitted by university deans,
department heads or faculty adviserswithin Irag.
After receiving Huwaysh's approval, the company
and the university staff would discuss and agree to the
parametersof the project. Then MIC opened the proj-
ect up toa normal bidding process, inviting different
institutions, including foreign nationalsfrom Jordan
and Syria, to tender bidsfor the project proposals.
After scrutinizing incoming bids, university depart-
ment heads conducted and then submitted a feasibil-
ity assessment of the proposal tothe MIC. The MIC
chose the final bidder; the contract price would be
discussed when the contract had been finalized.



MIC Research Support at Universities

Documentary evidence revealsthat MIC and its com-
panies divided their research projectsamong Iraq’s
major universities.

» Baghdad Universityand MustansiriyahUniversity
provided general multi-discipline supportto MIC
projects.

» Mosul University provided supportto the MIC in
the areas of remote sensing and chemistry.

* Inanother case, Basrah University provided sup-
port in polymer chemistry.

Other examplesof specific projects sponsored by MIC
companiesinclude:

o The Al Rashid Sate Establishment financed poly-
mer researchon thermal insulatorsfor the Sakm
Saddam (" Saddam's Arrow™") missile.

e The Al Hittin Company subsidized researchon
replacing brass shell casingswith polyethylene.

» The Al Hirtin Company also funded research on
heating rate problemsin induction furnaces.

 The Al Shahid Company jinanced research focusing
on energy loss fromthe safety dump of copper from
the furnace.

» The Al Qa'ga’ Company sponsored nitrocellulose
research.

» The Al Samud company paid for researchonan
inexpensivemethod to produce spherical iron
molds.

* MIC closely monitored its research projects. MIC
|eadership biannually held "' conferences' where
university staff conducting MIC-sponsored research
briefed the MIC Ieadership on the progress of their
work. These conferences afforded the M1C oppor-
tunities to monitor progresson research projects,
identify problems, and offer solutions to the
researchers.

Exploitation of AcademicExchangesfor
Procurement

Iraq' sacademic exchange program—for both
students andprofessors—was used to facilitatethe
transfer of dual-use technology, using home uni-
vergtiesas false end userstoillicitly acquire goods
in support of Irag'sWMD programs. By sending
studentsand professorsabroad, Iraq may also have
been using both students and professorsto transfer,
support and advancelrag's intellectual and WMD
"“infrastructure.”

* |n 2000, Amir | brahim Jasim al-Tikriti, a member
of the SSO, was sent to Poland to continue his
mathematicsdoctorate on the assumption that he
would return to the SSO upon completion of his
studies. During that timein Poland, 1SG judgesthat
the I1S recruited or tasked al-Tikriti to facilitate the
purchase of VVolgamissileenginesfor the Irag's Al-
Samud II missile program. | SG has corroborating
evidencethat the MIC trading company ARMOS
signed the contract(s) with a Polish firmfor the
Volgaengines, and that the 1S controlled the entire
acquisition.

* According to reporting, approximately 250 VVolga
engines were purchased from a stock of old mis-
silesand sent back to Iraq possibly with complic-
ity of thelragi Embassy in Warsaw. Al-Karamah
purchased the engines and originally stored them
at the Samud factory, and then moved them to Ibn
Al-Haytham.

Ministry of Agriculture

Throughoutthe 1996s, the Ministry of Agriculture
(MoA) procured controlleditems outside UN sanc-
tionsand then later outsidethe UN OFF Program
for special projects as well as legitimateagricultural
projects. The front company Al-Eman Commercia
Investmentsowned by Sattam Hamid Farhan al-
Gaaod had a special relationship with the Agricultural
Supplies Committee of the MoA. According to an
Iragi businessman, Al-Eman Commercial |nvestments
from 1990 to 2003 supplied MoA with seeds, pesti-
cide, veterinarian medicine, harvesters, tractors, water
pumps and spare parts of machinery.
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Before OIF, Al-Eman periodically sent shipments
from Jordan to Irag viathe Iragi Embassy. Jordan
allowed the shipment of one container a month
under diplomatic cover that did not require inspec-
tion.

In 1995, Al-Eman purchased a kit of reagents worth
$5,000 from the Swiss firm Elisa for an organiza-
tion named Al-IBAA, a special unit in the Iragi
MoA. Al-IBAA was connected to Saddam, had a
special research facility and was granted an unlim-
ited budget. Al-IBAA was able to obtain any equip-
ment and support within Iraq that it needed and
paid cashfor al its orders.

According to a high-level Iragi civilian official with
direct access, the MoA took control of one of the
food testing labs, which was used to test Saddam
Husayn's food. Equipment for the lab was pur-
chased through the Iragi —JordanianProtocol. Dr.
Sabah of the Veterinary College wasinstrumental in
these purchases (see Figure 50).

The MoA also used the MIC to obtain goodsthat
were deemed especially difficult to procure given the
restrictionsof UN sanctions. At the same time, the
MIC would occasionally identify the MoA asafase
end user to obtain restricted dual -use goods.

* Between 1992 and 1998, the MIC was responsible
for al chemical procurementin Irag. The MIC
brought activeingredients into the country using
false billsof lading, formulated the product, and
then distributed the final product to the appropriate
ministry. For example, the MIC smuggled insec-
ticides—probably Malathion and Parathion—into
Irag, formulated them at Al-Tariq, and subsequently
provided them to the MoA.

* In late 2002, MIC and IIS directed Iragi business-
man, Sattan Al Ga'awd (who may also be known as
Sattam Al-Gaaod), to approach a Croatian engineer,
Mirodav, and other Croatians to purchase restricted
precursor chemicals from Croatia. According to an
Iragi businessman with direct access, Al Ga'awd
was tasked for this activity due to his close work-
ing relationship in the past with the Iragi Govern-
ment. Theend user of the chemicals was reportedly
the MoA but the actual recipient wassaid to be
involved in CW activities, according to the same
source.

Ministry of Interior

ISG has not discovered evidence that the Ministry

of Interior (Mel) was involved in the procurement
of WMD materials, prohibiteditems, or dual-use
goods. This finding is consistent with the Mol inter-
nally focused mission. In addition, prior to OIF, the
MoD not the Mol administratively controlled security
groups that may have been involvedin illicit procure-
ment activities.

Front Company Conglomer ates. Al-Eman and
Al-Handal

In addition to the major front companies already
mentionedin thisreport, the Iragi Government and
itscitizensset up hundredsof other front companies
both within the country and aroundthe world for
the purpose of smugglingprohibited itemsintothe
country. ZSG now knows of over 230 of these front
companies, many of which were createdfor asingle
transaction and never used again. There were, how-
ever, several major front companiesthat participated
in the mgjority of thisillicit business, some of which
were government-sponsored and one large conglom-
erate, Al-Eman, which was privately owned.

Theterm "lragi front company" has become pervasive
intermsof Irag's procurement networks. One defini-
tion of an Iragi front company isan Iragi company or
Iragi controlled company, operating either within Irag
or abroad that knowingly partakesin international
commerce with the intent to acquire goods or services
for an Iragi client using deceptivetrade practices.
Deceptive practices could include misleading or
colluding with suppliers, intermediaries, or others
involved in the acquisition, shipping, or payment
processes. This would include such actions as mis-
representing the origin or final destination of goods,
or misidentifying the goods, the end user, or end use.
Complicating matters, many of these companies were
involved in legitimate trade, with illicit activity play-
ing alesssignificant role. The association of the IS
with acompany also suggested Iraqgi influenceand
front activity.



Machine type Model Country of Origin | Cost (USD)
Taiwan — Chen Ho
CNC Milling Machines 2 x MCV- 600E | Company 160,020
Surface smoothing 1 x KGC-84MSI | Taiwan 83,717
Wire cutting machine 1 x A300 Taiwan 155,228 "
Spark machine 1 x M50F Taiwan 86,427 8§
Taiwan — Chen Ho 55
CNC Milling Machines 2 x MCV-1200 Company 225,000 o3
CNC Copy Milling 1 x VTC-1400 g £
Machine CTC Taiwan 395,000 =
Lathe Machine 1 x MT528 Taiwan 90,000 3
Lathe Machine 1 x MTS52L Taiwan 95,000
Vertical Lathe Machine I xVL-12 Taiwan 268,926
Plasma Cutting Machine 1 x315A ROSSA | Bulgaria 165,400
3D Measuring Tool 1 x3D DEA10 Italy 115,000
Sorting Machine 1 x MI-400 Unknown Unknown
Lathe Machine TNC-30NL Unknown Unknown
Punching Machine Unknown Taiwan 67,000
Laser Pointed Drill Unknown Spain 67,000
Figure 49. Machinery purchased by the MIC for the
IAEC after 2001.
Stage 1 Plansfor production.
Technical department determines requirements.
Commercid department ensures adequate funding.
Stage 2 Funding approved by Technica Department and Commercid
Department.
Deputy Minister approval.
Stage 3 Minister receivesfunding and notifiesthe companiesinvolved in the
procurement of goods.
Stage 4 Companiesreceive Ministry requirements.
Threetypes of companies(international or Arabic companies, and Iragi
companies.
Stage 5 Companiesmake bid proposalsthat satisfy the technical and
commercial requirements.
| Stage 6 A sdlection committee determines the award of the contract.

Figure 50. The MoA used the following process to fill
requirements for goods and services.



The assumption and general appearance was that
many Iragi companiesinvolved in international trade,
asanorm, were aware of deceptivetrade channels
and took advantage of themin dealing with both
routine and sensitive acquisitions. However, the
government's association and influence with trade
companiesvaned. Some companiesmay not have
had a choice, but othersfoundit in theirfinancial
interest to get involved, and therefore approached
and competed for government contracts.

Al-Eman, directed by Sattam Hamid Farhan Al-
Ga'awd (Al Ga’aod) (see Figure5l) had its startin
the early 1990s, and up until OIF, was the |largest
network of Iragi front companieswith a number of
subsidiariesoperatingin Baghdad, | raq, Dubai in
the UAE, and Amman, Jordan. Al-Eman companies
have been observed for the last 10 years as they pro-
cured dual-use and military goods for the Iragi Gov-
ernment, and were heavily involved in the UN OFF
kickback scheme. Al Gaawd used his relationships
with Saddam and his son 'Uday, and Husayn Kamil
to both acquire contractsfor supplying the various
ministrieswith sanctioned materials, smuggling oil,
and he used those relationshipsto intimidate others.

e Al-Emanisessentialy afamily-run business, with
strong family tieslinking most of the subsidiary
firms,

» Theaccountantsin Al-Eman are key figureswith
the best overall knowledge of the company's activi-
ties.

* Al-Emandid considerable businesswith Syria
through the'" Syrian Protocol," an arrangement of
false purchases and kickbacks that laundered funds
for Iragi purchases.

The Al-Eman Group was aso involvedin the OFF
kickback scheme through the Jordan National Bank
and embassy commercia attaches. Upon completion
of services under UN OFF, the Banque Nationale de
Parisdeposited paymentsin the National Bank of
Jordan, which provided banking services to Al-Eman.
The National Bank of Jordan automatically deducted
a 10-percent performance/kickback from the UN OFF
payment. The National Bank of Jordan then depos-
ited the kickback amount into accounts controlled

Al Ga'awd's Tiesto Iragi Leadership

Al Ga'awd's was one of Saddam’s most trusted con-
fidantsin conducting clandestinebusinesstransac-
tions, often travelingabroad using an Ecuadorian
passport. Just prior to March 2003, he traveled to
Sweden and Ukraine on behalf of Qusay.

» Al Ga'awd also had a close partnership with 'Udav
and Husayn Kamil, and was a key player in the
MIC.

* Heassisted As'ad Al 'Ubaydi Hamudi, the
brother of Dr. Nazar Al 'Ubaydi Hamudi, a scien-
tist involved in producing chemical weapons, in
obtaining contracts with the Al Qa'ga’'a General
Company, The Atomic Energy Company, the Al-
Karamah Sate Establishment the Al Basil General
Company, the Al Muthanna Sate Establishment
and over 25 other companieswithin the MIC from
1992 until 2002.

e Al Ga'awd, Dr. Nazar, and Asad areall linked to
the Al 'Abud network described inthe CW section
ofthisreport.

by theIragi Regime. The CAs in the Iraq embassies
played a key rolein orchestrating procurement and
financial activity. The attaches arranged collection
and transferred kickbacks, and Al-Eman worked very
closely with them.

TheAl-Eman Network

Dozens of companies wereincludedin the Al-Eman
network, most of which were either owned or oper-
ated by membersof the Al-Gaaod family. Thefol-
lowing table (see Figure 52) is a sampling of some of
the Al-Eman companies and their rolein acquiring
materialsfor the Iragi government:

Key Al-Eman Owner s Sattam Hamid Farhan Al
Ga'awd and hisFamily. Extended family playsakey
rolein Al-Eman operations. As of March 2003, three
of Sattam Hamid Farhan Al Ga'awd's cousinsran
subsidiary or affiliated companiesin the network.

* Jalal Al Gaawd ownsthe subsidiary Sajaya.

* Talal Al Ga'awd functionsin a public relationsrole
for the family.



4] Figure 51. Sattam Hamid

| Farhan Al-Ga’aod.

Company

Al-Eman Commercial
Investments

Role in Acquisition s

Purchased a kit of reagents worth $5,000 from the Swiss firm
Elisa for an organizationnamed Elba, aspecid unit in thelragi
Ministry of Agriculture. Elbawas directly connected with
Saddam Husayn, had aspecial research facility, and was granted
an"unlimited" budget. Itsstated research aress werethe
breeding of animassuch as cowsand sheep and certain types of
crops. Al-Eman supplied Samarra Drug Industries (SDI) with
many Of the products used to manufacture pharmaceuticals.

Al-Wadha Company
(Aka Al-Anmar Company)

In 1998 vizs involved in thesale of antimony trioxide, reportedly
for the Ababil 100 missleproject. Thecompany sought X-
Ray equipment in August 1999 that could be used in missile-
rel ated nondestructivetesting. -

At-DohaGenerd Trading
Company

Owned by Na'im A Gaawd |

Al-Gheif Company far Owned by Mufid Khalif Unar Al Gaawd Ahmad Khalif ‘Umar
Trading Agencies Al Ga’sod Wasthe general manager.

Al-Salafa Ganerd Trading Owned by Mufid Khalif 'Umar Al Gaawd.

Co, Ltd.

Al-Enas Commercial

Agencies Co., Ltd.

| Owned by Aftan Farhan Al Ga*awd. Sattam Hamid Farhan al-

Gaaod retains 50 percent control over the company.

Technical Oilfield Services TOSSCO has offices in Amman, Baghdad and Paris. |t has
and Supply Company been involved in the procurement of machine tools, electronic
(TOSSCO) equipment, computer equipment, and other industria goods in
violationof sanctions.  Sattam Hamid Farhan Al Gaawd retains
: 100 percent control over the company.

Al-Bairaq Commercial Run by Sami Smarat. Sattam Hamid Farhan Al Ga‘awd retains 100
Investment Establishment percent control over the company.

Al-Arab Agencies for Run by Abd al-Salam Farhan Al Ga‘awd Sattam Hamid Farhan

Shipping Al Ga‘awd.

Figure 52. The Al-Eman Network.
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« Hamid Al Galawd isowner of the Al-Yanbu Com-
pany.

TheIragi Regime arrested both Talal and Hamid Al
Gaawd in 1996 as a result of unspecified financial
and contractual problemsrelated to deals with the
MoA. Asof late 2001, Sattam Hamid Farhan Al
Gaawd's brother, '‘Abd-al-Sadam Farhan Al Galawd
was running afirm called Al-Arab Agencies. This
company was used for shipping, operating primarily
out of Basrah. Al-Arab handled many of thefirm's
transport requirementsand petroleum exports viathe
Gulf.

* Another of Sattam’s brothers, Ngjib Al Galawd,
wasinvolved in the procurement of spare partsfor
Russian-made tanks as late as 2001. According to
captured documents, Ngjib Al Gaawd's company,
Al-Talh Office Co., provided an offer to the MIC
for 12 T-72 tank engines, dated 1 February 2000 for
anet price of 900,000 Euros.

« The same documents also included an offer dated 1
February 2001 for spare partsof T-55tanks.

» The company letterhead stated that it had officesin
Moscow, Y ugodavia, and Jordan.

Although Sattam Harnid Farhan Al Ga'awd has
admitted to an Iragi who wasinterviewed by ISG that
he would smuggle oil out of Iraq and foodstuffsinto
Iraq in violation of the UN OFF agreement, he has
stated that he believed thisto be legitimate business.
According to the interviewee, it was unnecessary to
alter the packaging of the goodsto conceal the true
nature of the contents, becauseit wasonly food. 1SG
judgesthat Al Gaawd's statements have routinely
been designed to overly downplay hisrolein the
former Regime.

Sattam Al Ga'awd's Relationshipwith thellS. Al
Gaawd hasdenied being involved in the Il S, while
other sources have claimed that he was an active
member at |east since 1993.

» Hisbrothers, Abd a-Salam Farhan Al Galawd, Abd
al-Salam Farhan Al Galawd, Abd al-Salam Farhan
Al Gaawd, and Ngjib Hamid Farhan Al Gaawd
wereall membersof thellS.

« Sattam Hamid Farhan Al Galawd was able to use
his connections with the [1S to import items prohib-
ited by the UN, including chemicals.

The IIS frequently used businessmen with inter-
national connectionsto import goods, including
nonmilitary goods, into Iraq. Al Ga'awd associates
suspected he had I1S links based on a number of fac-
tors.

* A high-level government official observed that
Al Gaawd must have had government contacts to
avoid Regimeinterference. He believed Al Galawd
wasin the 1S because he was not a Ba'th Party
member and was not in the government, yet he was
a"' powerful man."'

» The source asserted that, generally, 1S connections
allowed Iragi businessesto contact the best suppli-
ersin other countries to obtain sanctioned items.

Al-Handal General Trading Company

Closely tied to Saddam’s family and to the ZZS
thefirm Al-Handal Trading received preferential
treatment in the issuance of Zragqjiprocurement
tenders. The head of the firm, Wadi al-Handal, has
established several subsidiary companiesunder the
firm to facilitateacquisition of sensitive goodsfor
Iraq. All of the Al-Handal connectionsare based in
Baghdad.

The Al-Handal General Trading Company was
established originally in Dubai to import car parts
and accessoriesinto Irag, but in the wake of the Gulf
war, Wadi al-Handal quickly recognized that broaden-
ing his businessline could make enormous profits.
Wadi established several subsidiary companies under
Al-Handal (see Figure 53). The company used two
primary meansto move proscribed equipment into
Irag. Thefirst was using ships leaving Dubai, and
smaller items were carried on board in personal lug-
gage and off-loadedin Basrah. Al-Handa had at least
one vessel berthed in Alhamriya Port, Dubai. Wadi's
preferred method was to use his brother in Amman,
Sabah al-Handal, who owned a plastic pipe company.
Equipment would be delivered to Sabah's company,
be labeled as plastic pipe or related equipment, and
then shipped onward into Irag overland.



Al-Huda-related companies in Dubai and elsewhere in the UAFE

Company - Raole i Acquisition

Al-Handal General Trad ng
-Company

Al-Handal Auto SpareParts | Esablished originally in Dubai toimport car partsand
Trading Company accessoriesinto | rag,

Al-Hudalndustrial Holdings | Themain holding company for Al-Handal General Trading and
it isthe mechanism Wadi used to etablish and control ather
front companies.

Managed by Hardan Al-Handal. Wadi's brother.

Al-Thuraya Industrial
Holding Company —
Al-Jawhara Al-Khalijeya
Trading Company —
Dien Prof Russan Industrial
Holding Company |
Sensorika | nternational l
Company —
Nawat Trading Companv RS
Mamoot Trading ' —
Nautel Engineering

Figure 53. Al-Huda-related companies in the UAE.

¢ Al-Hudais the main holding company for Al- front that oversees and monitors tourists coming
Handal General Trading. into Baghdad to visit holy sites. Another Al-Huda
company wasowned by 'Uday Saddam Husayn
o Al-Hudais the mechanism Wadi used to establish al-Tikriti. According to a cooperativesource, the
and control other front companies, and much of the ~ company, however, Al-Huda Industrial Holdings,
firm's acquisition business was conducted through ~ owned by Wadi al-Handal, made use of the similar-
Al-Huda. ity in the names to the company's benefit. Report-
edly, al-Handal used these “IIS ties" to intimidate
There are at least three different front companiesin competitors in Baghdad and may al so have used the
Irag that use the nameAl-Huda. Al-Huda Religious perception that hewas associated with the 11§ while
Tourism Company is an unrelated, well-knownTIS competing with other companies for contracts.
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Supplyinglraq With Prohibited
Commodities

Overview

Despite UN sanctions, many countries and compa-
niesengaged in prohibited procurement with the
Iraqi regimethroughout the 1990s, largely because
of the profitabilityof such trade.

* Privatecompaniesfrom Jordan, India, France, Italy,
Romania, and Turkey seem to have engaged in pos-
sibleWMD-related trade with Irag.

* The Governmentsof Syria, Belarus, North Korea,
former Federal Republic of Yugodavia, Y emen, and
possibly Russiadirectly supported or endorsed pri-
vate company effortsto aid Iraq with conventional
arms procurement, in breach of UN sanctions.

* |n addition, companies based out of thefollowing
14 countries supported Iraq's conventional arms
procurement programs: Jordan, the People's Repub-
lic of China, India, South Korea, Bulgaria, Ukraine,
Cyprus, Egypt, Lebanon, Georgia, France, Poland,
Romania, and Taiwan.

¢ The number of countriesand companies support-
ing Saddam’s schemesto undermine UN sanctions
increased dramatically over time from 1995 to 2003
(seefigure54).

A few neighboring countries such as Jordan, Syria,
Turkey, Egypt, and Y emen, entered into bilateral
trade agreementswith Irag. These agreements pro-
vided an avenue for increasing trade coordination
and eventually led to sanctionsviolations.

The countries supporting Irag's illicit procurement
changed over time. These changes reflected trends
based on Saddam Husayn's ability to generate hard
currency to buy itemsand the willingness of the
international community to criticize those countries
selling prohibited goods to the Regime. Thefollowing
sections addressing each country have been grouped
according to when evidenceindicates they began sup-
porting Saddam’s illicit procurement programs.
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Procurement SuppliersDuring the Decline Phase,
1991to 1996

ISG hasidentified entities from three countries that
began supporting Iraq with illicit procurement during
the post-Gulf war " decline" phasein the Regime:
Romania, Ukraine, and Jordan. Romaniaand Ukraine
had just emerged from the Soviet bloc with an excess
of military hardware and expertise and a need for
hard currency. Jordan, which profited primarily from
alowing transshipment, argued that Iragq was a mgjor
trading partner before 1991 and trade with Irag was a
necessity.

Romania

According to a high-level official of theformer Iragi
Regime, trade between Iraq and Romaniaflourished
during the Ceauscescu era (1965to 1989). The lIS
had an active presence in Romaniathroughout this
period and MIC engineers were activein procurement
programsdirected from the Iragi Embassy in Bucha-
rest.

* In themid-1990s, reporting indicated that the Iragi
MFA and MIC were both interested in changesto
Romanian export controls over nuclear, biological,
and chemical weaponsand their associated tech-
nologies.

According to documentsidentified by UNSCOM

in Operation Tea Cup, Iraq reestablisheda procure-
ment relationship with the Romanian firm Aerofinain
February 1994. The Iragis and Romanians conducted
two to three del egation visits between Bucharest and
Baghdad to discuss sending Romanian missileexperts
to Iraq to assist with design and guidance control
problemsin the Al Fat'h missile, later called the Al
Samud, and to obtain missile partsand related raw
materials.

* By August 1994, severa procurement contracts had
reportedly been signed.

* In November 1995, Iragi sent aletter to Aerofina
requesting that the missile repair part shipmentsbe
temporarily stopped due to concerns over the qual -
ity of the goods.
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Top 12 Sources of WMD and Arms-Related

. Procurement with Iraq
401 :

SUORJES®I] O JAQUNN
8

0+ = '
1995 1996 1997 1998 1999 2000 2001 2002 2003

2003 reflects only January to March. Transactionsinclude negotiations,
agreements, contracts, or deliveries of goods.

B Russia

O Syria

Jordan

Belarus

BPRC

H|ndia

O North Korea

0O South Korea
Bulgaria
Fmr Yugoslavia
Ukraine

O France

Figure 54. Top 12 sources of WMD and arms-related
procurementtransactions with Iraq.
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UNSCOM'’s Operation Tea Cup (1997to 1998)

From 1997 to 1998, UNSCOM inspectors conducted
" Operation Teacup,” an operation designed to revea
Irag's efforts to procure prohibited military and
WMD- related goods.

* The operationwas launched after the defection
of Saddam’s son-in-law, Husayn Kamil, in 1995.
Thousands of WMD-related documentswere cap-
tured by the UN at Husayn Kamil’s chicken farm,
including the Al Samud contracts (seethe Husayn
Kamil and The Saga of the " Chicken Farm' Docu-
mentsinsetsin the Regime Srategic Intent chapter.)

* Inthisoperation, Iragi buyers (including Dr.
Hashim Halil IbrahimAl ' Azawi) negotiating with
Romaniansfor prohibited gyroscopeswere video-
taped.

¢ Asaresult of UNSCOM'’s operation, the Romanian
Government acknowledgedin 1998 that Aerofina
sold Iraq weapons partsin 1994 viaan intermedi-
ary company in Jordan.

According to a source with good access, a Romanian
source provided analytical equipment and testing for
SG-4 tank gyroscopesand gyroscopes intended for
missile applications to Iraqin the late 1990s. This
equipment may have been used to ascertain the qual-
ity of illicitly imported gyroscopes becauselraq could
not manufacturethem domestically. The nameof the
Romanian supplier was not specified.

In March 1998, Iraqi intelligence conducted an opera-
tion to smuggle weaponsand military equipment
from Romaniain violation of UN sanctions, accord-
ing to areliable source. Walid al-Rawi, an |1S agent
stationed in Romania, was sending picturesof tanks
and military equipment availablefor sale from Roma-
niaback to Baghdad. An Iragi diplomatic pouch was
used to transfer the photographs. There is no further
information concerning the type, number, or source of
the conventional military goods purchased.

» Al-Rawi used Qatar and Dubai in the UAE as trans-
shipment pointsfor theillicit goods. Bribes were
used to circumvent customs inspections at ports.
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Walid Al Rawi obtained financing for the mili-

tary goods by requesting money from Baghdad. If
approved, the cash was reportedly sent to Romania
via Geneva.

According to captured documents, Romania's
Uzinexport SA was contracting in October 2001 to
provide I rag with equipment, machinery and materi-
alslinked to a magnet production line for an Iragi
V-belt drive project. This company worked with a mix
of Iragi front companiesand intermediariesthat were
representing the MIC, thelragi lead for the project.
The magnets—assembled by the Iragis with Roma:
nian hel p-could have been suitable for systems used
to spin gas centrifuge rotorsfor the enrichment of ura-
nium. Although thereis no evidence that the magnets
wereemployed in the production of gas centrifuges,
the capability to indigenously produce magnets would
have allowed Irag to maintain knowledgeand skill-
setsin thisarea.

* The variousfront companiesand trade intermediar-
iesinvolved in the project included the Jordanian
branch of the Iraqi firm Al-Sirat, the Jabir Bin-
Hayyan General Company, theAaly El-Phrates
company, and the Ali Al-Furat Trading Company.
Jordan may have also been used as a transshipment
point for the magnet technology.

 Captured documentsindicate that the total sum of
the contract awarded to Uzinexport for the V-belt
project was $4,607,546.This was paid though a
combination of cash, lettersof credit, oil, and raw
materials.

Ukraine

Ukraine was one of the first countriesinvolved in
illicit military-related procurement with Iraq after the
first Gulf war. Iraqi delegation visitsto Ukraine were
first evident in 1995. These visits were reciprocated
in Iragfrom 1998 to 2003. The highest-levels of the
Ukrainian Government werereportedly complicit

in thisillicit trade as demonstrated by negotia-

tions conducted in regard to the sale of a Kolchuga
antiaircraft radar systemto Iraqin 2000. In addi-
tion, Ukrainian state and private exporting companies
independently facilitated the transfer of prohibited
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technol ogies and equipment, mainly in the missile
field, to the embargoed Regime.

According to I1S memosto the Iragi Embassy in
Kiev, Ukraine, was an important political aly for
Irag. After theinitial businesscontactsin the mid-
1990s, the government of Irag embarked in a diplo-
matic exchange with Ukrainein 2001. ISG judges
that Saddam’s goal with this relationship wasto gain
access to Ukraine's significant military production
facilities, including alarge portion of the former
Soviet space and rocket industry.

« Therecovered!lS memosfurther indicated that the
former MIC Director Huwaysh visited Ukrainein
2002 hoping to develop a closer industrial partner-
ship.

* By 2001, the commercia exchange between the
two countries reached $140 million. Captured docu-
mentsindicate that Iraq strove to make " sure that
the Ukrainian sharefrom the oil for food program
[got] bigger" to encourage further trade between the
two countries.

I SG has recovered further documentation disclosing
representativesfrom Ukrainianfirmsvisited Iraq to
coordinate the supply of prohibited goods from the
early 1990s until the onset of OIF. Information sup-
plied by an Iragi scientist indicatesthat Iragi delega-
tionsvisited Ukrainein 1995.

» By 1998, the Iragi Al-Karamah State Establishment
hosted numerousvisitsfrom Ukrainian suppliers
seeking contracts assisting Iragq with its missile
program.

e Mr.Yuri Orshansky,from the Ukrainian Company
MontElect, led the Ukrainian visits. Orshansky's
relationship with Irag began in September 1993
when he arrived in Baghdad accompanied by Dr.
Yuri Ayzenberg from the Ukrainian firm Khartron,
aknown company with missile guidance system
design capability. Within 2 months, an Iragi delega-
tion reciprocated the visit to Ukraine.

Professor Yuri Orshansky and the MontElect
Company

Yuri Orshansky, a professor of electronicsand direc-
tor of the Ukrainian MontElect Company, wasthe key
facilitator between Saddam’s Regimeand Ukraine.

¢ He wasa member of the Iragi Ukrainian Committee
for Economic and Trade Cooperation.

¢ In December 2000, he was made an honorary
consul for Iraqin Kharkov.

* For hisefforts, Orshansky wasawarded at least
13.6 million barrels of oil under Iraqg's secret ail
voucher system from Phase 3 (beginning Decem
ber 1997) through Phase 13 (beginning December
2002). He actually lifted at least 6.9 million bar-
relsof oil from Phase 5 (beginning November 1998)
through Phase 8 (beginning June 2000). He was
not allowed to lift later allocationsbecause of fail-
ureto pay Iragi surcharge payments. SOMO esti-
mated that Orshansky earned approximately $1.85
millionin profit from these gifts(refer to Known Qil
Vouncher Recipients, Annex B). Between 1993 and
1995 Orshansky traveled to Irag at least six times.
During this period, Iraq sent at least four delega-
tionsto Ukraine.

Orshansky continued to visit Irag in 1998 to 2003
and, through his company MontElect, he transferred a
range of equipment and materialsto the Al-Karamah
Sate Establishmentincluding:

* Enginesfor surface-to-airVolga 20DCY missilesin
2001.

* 300 liquid fuel motorsto be used in al Samud | mis-
siles.

* According to a former Iragi government official,
Iraqalso sgned a contract with Orshansky for the
design and building of a plant and build a plant to
produce tiethylamine (TEA) and Xlidene—the two
componentsof TEGA-02 (missile fuel).

* Whilein Ukraine, Orshansky, Ayzenberg, and Gen-
eral Naim (the head of Irag's Scud missileguidance
program) executed a "' protocol™ amounting to an



outline of future cooperation between the partiesfor
missile-relatedtechnologies.

 The technology included guidance componentsfor
surface-to-air missiles, assistancein the devel op-
ment of batteriesfor thelatest antiaircraft missiles,
providing equipment for missileresearch and pos-
sibly assisting in the establishment of a collegefor
training of missileexpertise.

» Cooperation was initiated by Irag requesting quotes
on atest stand for rocket motors, aseries of gyro-
scopes and accelerometersfor missile-guidance
systemsand high precision machine toolsfor manu-
facturing missile components.

In 2000, the Ukraine-Iraq rel ationship became
public-knowledgewhen the Ukrainian Government
wasimplicated in selling Iraq a Kolchuga antiaircraft
radar system. President Leonid Kuchma was accused
of personally approving the Kolchuga sale, worth
$100 million, viaaJordanian intermediary.

* Evidenceof Ukrainian Government complicity in
the sale to Iragq was based on a secret 90-second
audio recording made 10 July 2000 by Mykola
Melnychenko, aformer counter-surveillanceexpert
in adepartment of the Ukrainian Security Service
(SBU), according to press reports. The recorded
conversationinvolved President Kuchma, Vaery
Malev, the head of Ukspectsexport, a state export
agency, and Leonid Derkach, the former SBU
Chairman. Kuchma allegedly authorized Derkach to
export 4 Kolchuga radar systemsto Iraq via Jordan.
Kuchma also gave Malev permission to bypass
export controlsfor the deal.

¢ |nitialy, Ukrainian Government denied the alega-
tionsbut then changed its position on the issue
several times. First, it denied that the meeting had
ever taken place. Later it admitted that the meet-
ing had taken place and that President Kuchma had
authorized the sale, but argued that the sale had not
been completed. (No Kolchugashave been found in

Irag.)

* |tisinteresting to note that the Government of
Ukrainelifted export restrictionson Kolchuga
radarsfour days after Kuchma authorized the sale
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to Irag. After thisdeal, Ukraineand Irag signed a
trade and technical cooperation agreement in Octo-
ber 2000. Ukraine parliament ratified the agreement
in November 2001.

Thelragi IS, MIC, and the associated MIC front
companies also acquired military-related goods from
Ukraine. According to information obtained in an
interview with theformer MIC Director ‘Abd-al-
Tawab 'Abdallah Al Mullah Huwaysh:

* |n 2001, the I1S purchased five motorsfor
unmanned aeria vehicles(UAVs) from the Ukrainian
company Orlissfor the MIC and Ibn Fernas. The
Orliss company representativewas by afemale physi-
cian named OlgaVladimirovha. The motors were
alegedly transported from Ukraineto Iragi vialragi
diplomatic pouch.

* |n another instancean "Olga" (most likely Ms.
Vladimirovnafrom Orliss) was known to have
assisted the MIC with acarbon fiber filament wind-
ing and insulating material project. She was also the
point of contact, in late 2002, for a contract with an
unspecified Ukrainian supplier for missile engines
and gyroscopes, but none of these items were ever
delivered. The MIC only received some model sof
the gyroscopes.

Figures 55 and 56 further illustratethe activity
between the MIC, and the MIC front companies such
asARMOS, and Ukrainian military supply companies
in 2002.

In addition to gyroscopesand motors, |rag sought
missilefuel from private Ukrainian companies.
Huwaysh stated that I raq approached Ukrainefor
diethylene triamine (DETA) and AZ-11 (amixture
of 89 percent DETA and 11 percent UDMH). The
MIC intended to use thefuel for the HY-2 missile
system. Irag reportedly had approximately 40 HY -2
missiles but only had sufficient fuel for 15 of them.
Irag, however, never received either the AZ-11 or its
components.

By 2003, recovered documentsand intelligence
indicate that the ARMOS Trading Company was play-
ing a greater role an intermediary between Irag and
Ukraine. ARMOS was a joint venture with a Russian
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ARMOS TRADING CO
1. StiAM EL-DEEN KUAURT ALY
MRECTOR

FIIAR DR Suriam,

N ACCORDANCE WITH OUR OFFER INO. 53/2 OF 18.10.2001 1OR SUpeLY OF
OUTICAL, DEVICES, T WOULL LIFE TO REMMNG YO FARNE T PRICES, LISTED
I~ P OFFER. 120 NOT INCLUDE THe PAYMENT FOR T SERVICES f)!-'
SYRIAN COMPANY, TIIAT SIHALL BE NOMINATED BY T10: COSTOMIK .

THE ABOVE SERVICES SUALL INCLUDE THE FOLLOWING:
- TRANSBORTATION OF THE GOOHS FROM SYRIAN PORT TO BAGHDHAD:
COVERING CONTRACT WITH SYRIAN UOMPANY;
- UERTIFICATE OF FND USER, NS00 IN STRICT ACCORDANCE WITH THE
IYERNATIONAL REGULATIONS,
{KINDLY B INFORMED. THAT ThE END USHR CERTIFICATE AND THIE
COVERING CONTRACT ARE NUECESSARY CONDITIONS +OR EXPORT OF S0CT
COODS FROM URKIZAINE)

ALL RISKS AND EXPENSES AND FULL RESPONSIBILITY FOR CARRYING OUT OF
HEE OBLIGATIONS OF TIH MOV -MESTIONED SYRIAN COMPANY SITALL BE
RORNE BY THE CUSTOMER. THE CONTRACTOR IS READY TO PAY 3% OF 111
TOYTAL, CONTRACT AMOUNT #OR THR ABOVE-MENTIONED SERVICHES, AND)
HEARES NO RESPONSIBILITY FOR THEIR CARRYING OUT.

HEST REGARDS W

RERGRY SHMENQYV,
ACTUOREZBED REPRESENTATIVH
0 HONTELECT GROUS

Figure 55. A document, dated April 2002, showing trade
between ARMOS Trading and MontElect, signed by
Sergey Semenov from MontElect.
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(tied to MontElect in Figure 55) discussing the Syrian
Protocol with ARMOS in August 2002.



company established by MIC to import technology
and assist in the acquisition of materialsand equip-
ment for MI1C and other Iragi ministries.

* ARMOS specialized in bringing both Russian and
Ukrainian expertsinto Iraq and represented Russia
and Ukraine during business transactions, mainly
for the financing of military goods transactions (See
the MIC Front Company section for further details
on ARMOS).

« Documentsindicate that ARMOS and MontElect
wereinvolved in offersof military equipment for
Al-Karamahin January 2003. Signatures on the
recovered documentsimplicate ARMOS, Al-Kara-
mah, Sa'ad General Company, the Trade Office of
the MIC, and Dr. Sergey Semenov of MontElect.
The documents also reveal ed the use of Syrian
transportation companies and use of the Iraqi-
Syrian Protocol to facilitate the transaction. Irag
made two paymentsof $405,000 for the equipment.

Jordan

Jordanian companies performed a variety of essential
rolesfrom 1991 through 1999 that aided and abetted
Irag's procurement mechanism: transportation hub,
financial haven, one of severd illicit revenuesources,
and overdl illicit tradefacilitator (see the Trade
Protocol section). Firms from Jordan facilitated the
transshipment of prohibited military equipment and
materialsto the Iragi Regime. Iragi front companies
conducted the vast mgjority of thisillicit trade. This
trade included the following:

» Captured documentsrevea that acompany caled
Mechanical Engineersand Contractors shipped
missileparts to Irag. Payment was made through
the Jordan Investment and Finance Bank accord-
ing to the guidelines established by the Irag-Jordan
Trade Protocol.

A high-level former Iragi government official stated
that during 2002, compressors used in nitric acid
production and Russian missile control systems
destined for MIC front companies were shipped
through Jordan.

* A $50 million contract was signed for the Iraqi
Electricity Commissionin 2002, for the purchase of
Russian-madecabl es designed to withstand explo-
sions.

Multiple sourcesindicate that the former Iragi
Regime al so received offersfrom Jordanian com-
paniesfor itemssuch as global positioning system
(GPS) equipment, metrological balloons, gyroscopes,
video gun sights, electronic countermeasures equip-
ment, and communi cationsequipment.

* In February 2003, Irag's Abu Dhabi Company
sought to purchase alarge quantity of field tele-
phones and some frequency hopping radiosfrom
Jordan.

* In February 2003, Irag's Orckid General Trading
Company sought details of solid-state gyroscopes
availablethrough a Jordanian company. High per-
formance gyroscopescan be used in UAVs, avion-
ics and platform stabilization.

» Thelraqi firm Al-Rabayafor Trading in Baghdad
contracted with a Jordanian firm, for US manufac-
tured GPS equipment. The parties of the contract
wereidentifiedas Munir Mamduh Awed al-
Kubaysi, Managing Director or Irag's Al-Bashalir
Trading Company, and Dr. Sadi 'Abbas Khadir,
Director General of the Al-Milad General Com-
pany, companies run by the MIC.

The Al-Eman | nvestment Group employed many pri-
vate subsidiariesto procure goods through Jordan
for Irag. An Iragi businessmanwith direct access

to the information affirmed that the trade Protocol
was used as amechanismfor conductingillicit trade.
Al-Eman’s Vice President, Karim Salih, also acquired
Al-Samud missileengine partsfor the MIC.

* |Iragi businessmenstated that the Al-Eman Estab-
lishment conducted business with many Iragi minis-
tries and was a critical component of the lragi illicit
procurement apparatus.

 Accordingto an Iragi businessman with extensive
Regime contacts, a Jordanian company, with offices
in Amman and Baghdad, delivered engine spares

100



for turboprop trainer aircraft owned by the Iragi
military. This Middle Eastern firm al so dealt with
the Iragi Ministry of Information and the MoT, and
had extensivecontacts with the Iragi CA in the Iraq
Embassy to Jordan in Amman. Thefirm did not
manufacturegoods; it simply acted as a broker for

* Anlragi customsofficia believed that the trade
with Jordan was very useful for acquiring prohib-
ited goods, particularly vehicles and computers.
Thelragi Directorateof General Military Intel-
ligence (DGMI) had two shipments per week
through Turaybil after 2000—Iraqi customs offi-

pany for BMP-2 (armored vehicle) 30-mmcannon  nian transport nodes.

barrel-manufacturingtechnol ogy. This technol ogy

originated with an armsfirm called Yugoimport- e 'Abd-a-Karim Jasim (Abu Lika) wasthellS repre-
FDSP, afirm based in theformer Federal Republic sentativeat Al-AqgabaPort for three years until OIF.
of Yugodaviaknown for violating UN sanctions on

Irag. cials were not permitted to check these goods. o€
C o

=
* The MIC procured banned items with the assis- Transport Routesfor Procurementvi a Jordan. Iraq = OE,
tance of thelragi CA in Jordan. In 2000, aformer had formal agreements with Jordan during the 1990s. Tl
high-rankingIragi official stated that a payment Jordan was the primary route through which Iragi @3
of $2.275 million was made to a L ebanese com- material moved. ThellS had a presence at key Jorda- % a
¢ 5

Irag. » Turaybil on the border of Irag and Jordan was the
main entry point for illicit trade. A former high-

Methods Used To Hidelllicit Procurement via ranking government official asserted that theIIS,
Jordan According to a high-level sourcefrom the DGMI, and the Directorateof General Security
Al-Eman network, the Jordanian Government aided (DGS) had large officesthere and enjoyed close
Iragi effortsto conceal itsillicit trade activity through liaison relationshipswith their Jordanian intelli-
its decision announcedin October 2000 to terminate gence counterparts. Maj. Gen. Jihad Bannawi was
an inspection agreement with Lloyd's Registry. This head of thellS section at Turayhbil.

agreement, in force since 1993, permitted Lloyd's
to inspect goods coming through the Port of Agaba. ¢ Al-Eman had its own shipping division to trans-

All OFF goods weremonitored at all points of entry. port goodsto Iraqg. It shipped goods throughthe
Lloyd's, however, was not required to report illicit Jordanian, Syrian, and Turkish official border
cargo (see Ministry of Transport section). checkpoints according to an Iragi businessman,
the supplier shipped goods through Agaba Port or
¢ Anlragi customsofficial with direct access Amman airport.
believed that the IIS operated several front com-
pany officesat the Turaybil checkpoint on the Financing Procurement via Jordan After 1999,
Irag-Jordan border. These included Al-Etimad and the most important Jordanian contribution in assi st-
Al-Bashair. Any goods destined for these compa- ing Irag's illicit procurement apparatus was access
nies received specia treatment at the border. to Jordan's financia and banking systems. An Iragi
businessman assessed that before 1996, 95 percent of
A Jordanian businessman with extensive business Iragi trade was conducted through Jordanian Govern-

contacts with theformer Iragi Regime asserted that ment-run banks. After 1996, Jordanian banks handled
official Jordanian approval was requiredfor all trade  only 30 percent of that trade, mostly from Russia.
with Irag. Individual shipments had to be approved Document expl oitation reved s that the Central Bank
by the Jordanian security committee; the goodswere  of Irag (CBI) and the Iragi SOMO provided thefunds
sometimes photographed. Fawaz Zurequat, apossible  to Jordanian banks, which were spent by MIC, Iragi
Jordanian intelligenceofficer, who may have been front companies, Iragi intelligence organs, and the
imprisoned after 1999 because of hisinvolvement commercial and military attachés presentin thelragi
with trading with Irag, was a key Jordanian contact in ~ Embassy in Jordan.

this process.



The MIC maintained bank accountsin Jordan for
the purpose of making foreign purchases. A senior
executivein the M1C confirmed that the MIC Direc-
tor, 'Abd-al-Tawab 'Abdallah Al Mullah Huwaysh,
directed the opening of accountsin Jordan. These
accounts were in the name of the Iragi CA in Jordan,
Selman Kadurm Abd Ghidau, and an unidentified
accountant. The accounts were at five different Jor-
danian banks, but most of the money was deposited
at the Al-Ahli (or Jordan National Bank) (seethe
Revenuesection and the Banking section).

Procurement Suppliers During the Recovery
Phase, 1996 to 1998

After the onset of limited trade under the OFF
program, during the ' recovery" phase, the Regime
was better suited to offer either oil or cash for its
procurement needs. 1 SG has identified companiesin
the following seven additional countries willingto
engage in unsanctionedtrade with Saddam during this
phase: Syria, Turkey, South Korea, China, France, the
former Federal Republic of Yugodavia, and Bulgaria.
Syria began to emerge as a primary transshipment
and procurement facilitation partner, although Turkey
sewed as a transshipment point, presumably focusing
on consumer goods viaits trade Protocol with Irag.
South Korean private firmstraded in high technology
items such as computer and communi cations equip-
ment. Companiesfrom China and France began nego-
tiating for key equipment salesin this period. The
former Federal Republic of Y ugodaviaand Bulgar-
ian firms may have been willing to risk international
scrutiny from trading with Irag dueto thelureof high
profits, lack of effectivegovernment oversight, and
government corruption in the wake of the collapse of
the Warsaw Pect.

Syria

Syriawas Iraq’s primary conduit for illicit imports
from late 2000 until OIF. Under the auspicesof the
Irag-SyriaProtocol, Iragi ministries and other entities
would sign contracts with Syrian companiesfor goods

and services prohibited by the UN OFF program.
SOMO databases show that Irag signed contracts
worth $1.2 billion, with payment dates from October
2000 through April 2003. These contractsrelate to
Irag's importsfinanced from SOMO accounts under
the Irag-SyriaTrade Protocol. Thefunds most likely
came from the protocol credit account controlled by
SOMO.

Military and security entities openly contracted with
Syrian companies under the auspicesof the Irag-Syria
Trade Protocol, according to the SOMO database.

¢ The MIC, MoD, and the Presidential Diwan (the
latter acting on behalf of the I1S, RG, and DGMI)
contracted for $284 million worth of goods—24
percent of the total procurement noted.

* Of this $284 million, 60 percent ($169 million)
was signed with one company, SES International.
When al Iragi procurement entities are included,
SES signed contracts worth a total of $187 million.
Although the SOM O database does not include spe-
cificinformation about the goods contracted for, the
beneficiary companieslisted include MIC research
centers and manufacturing companies.

e The MoT and the MoTC imported goods for the
MoD and the security forces according to the
SOMO database. The MoT imported goods valued
at $2.9 million and the MoTC imported goods
valued at $8 millionfor the MoD. TheMoT and
MoTC contracted for an additional $9.9 millionin
goodsfor Irag's DGMI, DGS, and Genera Police
Directorate.

¢ The MoT often acted on behaf of other entities,
including security and research entities such asthe
MIC and the IAEC, according to aformer senior
Iragi government official. The MoT accounted for
25 percent of theimportsfrom Syrialisted in the
SOMO database. It is possible some of the MoT
transactions not specifically mentioned as being on
behalf of MoD or security forces af orementioned
also weredestined for Iragi security, industrial, and
research facilities. How much of these other MoT
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Figure 57. Allocation of the goods portion of the Syrian
Protocol, 2000- 2003.

imports may have been destined for theseend users
is not known. The SOM O database does not men-
tion any MIC transactionsthat were not explicitly
contracted for by MIC (see Figure 57).

Most of Irag's military imports transited Syria by
several trading companies, including some headed
by high-ranking Syrian government officials, who
competed for business with Irag. Syrian traderswere
often paid under the auspicesof the Syrian protocoal,
according to multiple sources. According to a cap-
tured letter dated 2 March 2002 and written on the
letterhead of aMIC front company, Al-Bashalir, a
former MIC Deputy Director stated that the North
Korean Tosong Trading Company would **be financed
according to the Iragi-Syrian Protocoal.. .through SES
International.”

e The Central Bank of Syria was the repository of
funds used by Irag to purchase goods and materials
both prohibited and allowed under UN sanctions.
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According to the MIC Director 'Abd-al-Tawab
‘Abdallah Al Mullah Huwaysh, Syrian traderswho
imported weapons and materials for Iragq worked
extensively with MIC front companies. The Syrian
traders were also required to share their profits with
the other traders. The owner of the Syrian trading
company SES, for example, frequently complained
that he had to give up too much of his profitsto the
other traders.

Dhu al-Himma Shalish, head of Syrian Presidential
Security and arelativeof Syrian President Bashar
al-Asad, owned the SES International, and was
heavily involved in the Iragi weaponstrade, accord-
ing to a source with direct access.

Dhu a-Himma's nephew Assif Shalish managed
SES and its subordinates.
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SES I nternational reportedly was the primary facili-
tator for the transshipment of weaponsand muni-
tions, as well as many other goods purchased outside
of UN channels, through Syriato Iraqg. 1SG judges
that this close relationship may have been based, in
part, on Dr. Shalish's personal friendship with the
former Presidential secretary, 'Abd Hamid Mahmud.
According to captured SOM O records, haf of the
goods paid for by the MIC through the goods compo-
nent of the Syrian protocol between March 2000 and
2003 went through SES.

* According to thosedeals recorded in the SOMO
records, SES transactionsduring this period
amounted to $86.4 million.

 According to an interviewee, SES officiasdid not
participatein any negotiations between Baghdad
and the supplier and were not privy to the details of
the contracts signed between these entities.

* Dr. Asif Shalish traveled to Baghdad to coordinate
shipmentsof weaponsand sometimes received cash
payments. At other times, the Iragis reimbursed
Shalish by transferring funds from their overseas
accountsto an SES account in Syria.

Syrian Government Complicity. Syrian front compa-
nieshad linksto high-ranking Syrian government
officials and because of these links Syria becamethe
primary route for Iraq'sillicit imports over the last
two years before OIF.

* Asif Shawkat, the deputy director of Syrian Mili-
tary Intelligence, wasinvolvedin weaponstrade
with Irag, according to a high-leve Iragi official.
Shawkat is the brother in law of Syrian President
al-Asad. Multiplereports indicate that Shawkat's
brothers, Mufid Makmud and Muhammad
Marnhud, managed his smuggling business.

* TheAl-Mas Group, one of the Syrian companies
that worked with the MIC, is owned by Firas
MustafaTaas, son of the former Syrian Defense
Minister MustafaTalas. The Al-Mas Group was
composed of six companies that officially handled
civilian goods but also dealt in weaponsand mili-
tary technology.In middleto late 2002, Firas Talas

represented hisfather in adea to sell weaponsto
Irag, possibly including missiles with a range of
270krn, according to Huwaysh.

¢ A Syrian named Ramy Makluf, another relative
of Bashar al-Asad, reportedly owned the Nurallah
Company, another firm that worked with the MIC.
Makluf wasinvolved in an effort to procure IGLA
man portable air defense systems, Kornet antitank
guided missiles, rocket-propelled grenades (RPGs),
heavy machineguns, and 20 million machinegun
roundsfor delivery to Irag, accordingto a high-
level Iragi official. The contract for the delivery of
these munitionswas signed in 2002 with a six-
month delivery deadline, but the war intervened
beforethe delivery.

According to captured documents, the Iragi MIC, and
the Ministries of Trade, Defense, Industry, Trans-
portation and Communication, and the Presidential
Offices (Diwan) signed contracts with the Syrian
front company, SES International Corporation, valued
at approximately $186 million starting from Decem-
ber 2000 to March 2003. Thisfigurediffers mark-
edly from the amount reflected in the SOM O records
mentioned earlier. This particular document also
indicates the degree of regularity under which these
transactionsoccurred between Irag and the Syrian
company. SES signed 257 contracts with various
Iragi ministries during the three-year period. The
document also reflectshow the Iragi ministriessigned
the contract with SES for a beneficiary company or
other government organization.

* For example, the MoD signed one $185,780 con-
tract with SES for the Presidential Office; the MIC
signed another $1 million contract with SES for the
Al Qadisiyah General Company.

Turkey

Although not a direct source of illicit military goods,
Turkey provided | raq with significant revenue
streams that permitted the Iraqgi Regimeto fund its
illicit procurement activities. In addition to the UN
OFF program, Turkey signed a trade protocol that
provided substantial monetary and material resources
for Iragi state institutionsand procurement authori-
ties.
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Since 1991, Iraqi-Turkish traderevolved primarily
around the Turkish import of Iragi oil productsout-
sidethe UN OFF Program. Iragi oil salesto Turkey
were substantial. For instance, in March 2002, Irag
exported between 40,000 and 80,000 barrelsof oil per
day (bbl/d) to Turkey using approximately 450 to 500
Turkish trucksto transport the oil and oil productsin
sparefuel tanks. In February 2003, in the preludeto
the war, this trade came to a halt. lllicit trade between
Irag and Turkey was built on the foundationsof pre-
Operation Desert Storm trade—Turkey had tradition-
aly been oneof Irag's biggest trading partners. This
was formalized by a trade agreement signed by the
two governmentsin 1993 and their other trade agree-
ment, the Irag-Turkey Trade Protocol, in 2000.

Turkey was a secondary conduit for illicit purchases
of civilian goodsfrom 2000 until Ol F. Under the
auspices of the Irag-Turkey Trade Protocol, Iragi
ministries and other entities would sign contracts with
Turkish companiesfor goods and services prohib-
ited by the UN’s OFF program. Informationfrom a
SOM O database shows that | rag signed contracts
worth almost $304 million, with payment dates from
April 2000 through April 2003. These contracts
reflect Irag's imports financed from SOM O accounts
under the Irag-Turkey trade Protocol. Thefunds
most likely came from the protocol credit account
controlled by SOMO. The CBI controlled the funds
from the protocol cash account. 1SG does not know
if there wereother expendituresfor importsthrough
Turkey from other SOMO or non-SOMO accounts
(seeFigure 58).

The MIC wasthe only military or security entity that
openly contracted with Turkish companies under the
auspices of the Irag-Turkey trade Protocol, according
to the SOM O database.

» The MIC contracted for $28 million worth of
goods—9 percent of the total procurement noted.

 Of this$28 million, 137 contracts were signed with
at least 24 different companies. The singlelargest
Turkish supplier seems to be Ozgin Cinko Bakirve
Metal Mamulleri, Imalat Sanayi, although the name

was listed in seven different ways. This company
accounted for atotal of 30 contracts with MIC
worth over $10 million—36 percent of MIC’s total
contract value. Although the SOMO database does
not include specific information about the goods
contracted for, the beneficiary companieslisted
include MIC research centers and manufacturing
companies.

« In contrastto Irag's arrangementwith Syria, the
MoD did not import goods from Turkey under its
own name. It did, however, import goodsthrough
the Ministries of Trade and Transport, accord-
ing to the SOMO database. The MoT imported
goods valued at $2.7 million (10 percent of itstotal
contracts) and the MoTC imported goods valued
at $48.9 million (59 percent of itstotal contracts)
for MoD. Therefore, MoD’s share of total contracts
was $51.6 million or 17 percent of thetotal contract
value.

« Becausethe MoT sometimesacted on behalf
of other entities, it is possible some of the MoT
transactions not specifically mentioned as being on
behalf of the MoD as mentioned above also were
destined for Iragi security, industrial, and research
facilities. How much of these other MoT imports
may have been destined for theseend usersis not
known.

In addition to the Turkish demand for cheap Iragi oil
and ail products, the Turkish government also toler-
ated, if not welcomed, the flourishing, mainly illicit
trade conducted in the northern I ragifree trade
zone. Turkey and Irag engaged in direct military trade
for common military use materials. For example,
documentary sourcesreveal that in 1997 thellS, the
DGMI, and the Iragi Military Attaché in Ankaradealt
with the Turkishfirm SigmaGidalASSAN VETIC
Ltd for the sale to Iraq of fireproof military clothing;
150,000 meters of material were purchased for $27
per meter. In lieu of cash, Irag paid in ail.

Thelrag-Turkey Trade Protocol also allowed Irag

to procure goods prohibited by the UN sanctions,
although most of those goods werefor nonmilitary
uses. The Iragi Finance Minister approved cash allo-
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Millions

Turkish Protocol (2000-2003)

OMinistry of Industry and
Metals

B Ministry of Defense

OMinistry of Cultureand
Information

OMinistry of
Transportation

EMIC

OMin. of Ol

B Min. of Trade

OPresidential Diwan

Figure 58. Allocation of the goods portion of the Turkish
Protocol,2000-2003.

cations to ministriesfrom the Turkish trade protocol.
According to captured documents, the Iragi MoT
procured 10,000 small generators, Mitsubishi pickup
trucks, and assorted construction materialsduring
2002 through the Syrian SES International Company
with money accrued by trade covered from the Turk-
ish trade Protocol.

M ethodslIraq and Turkey used to Hide lllicit
Procurement. Turkey did not undertakeany active
measures to hideitsillicit trade with Irag. Indeed, this
trade was conducted in a semi-transparent fashion.
Multiple open sources frequently reported theillicit
trade between Turkey and Irag. Theillicit oil trade
and most of the protocol trade was conducted through
the Habur bridge (or gate) near Zakho on the Irag-
Turkey border. Both secret and open sources describe
thisflow of trade.

Financial Flows Between Irag and Turkey. High-
level sources affirm that both Irag and Turkey agreed
to open atrade account denominated in US dollarsin
the name of TPIC (Turkish Petroleum International

Company), but run for the benefit of SOMO, at the
Turkiye Halk Bankasi A.S. (also known as Halkbank),
a Turkish state-owned bank. Thisindicatesafair
degree of complicity inillicit activity betweenlrag
and Turkish state institutions. According to the 16
January 2000 Protocol, 70 percent of the value of the
crude imported by Turkey under the Protocol would
be deposited in Halkbank. The remaining 30 percent
would be deposited directly by the crude purchaser

to accounts at the Saradar Bank in Lebanon or the
Ahli Bank in Jordan that were designated by SOMO.
Tekfen, aTurkish oil company, was the only company
to deposit money into the Ahli Bank. Other Turkish
0il companiespaid into the Saradar Bank.

According to open sources, since 2000 the UN OFF
program, the trade protocol and other illicit Turkish
oil importation, generated over $1 billion per year
for Irag. Thisrevenue, however, palesin comparison
to the $2.5 hillion in bilateral trade that took place
in 1990. SOMO documentsstate $710.3 million
was collected from the Turkish Protocol from con-
tracts signed between July 2000 and February 2003.
According to SOMO documents, it is estimated
SOMO collected $538.4 million in barter goods and
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cash through private sector trade outside the Protocol
between November 1997 and March 2003. 1SG lacks
information about earnings prior to these periods.

Former Regime personnel indicate that the SOMO
account at Halkbank was used exclusively for Irag to
pay Turkish companiesfor the sale of goods and ser-
vices delivered to Irag. The goods included oil sector
equipment, industrial equipment and raw materials,
communicationsand transport goods, and building
materials. The total amount deposited in the account
at Halkbank was $499,232,952. The total withdrawn
equal ed $302,305,033, leaving a balance before OIF
of $196,927,919.

South Korea

Ilicittrade between South Korean companies and
Zraqwas largely limitedto contractssigned for high
technologies, such as military computer equipment,
sophisticated communicationsand radar systems.
Although the South K orean Government was keen to
promote South Korean companies to gain advantage
in theinternational marketplace, thereis no evidence
to suggest that the South Korean Government was
complicitin thetransfer of prohibited goods.

* Theearliest evidencedetailing a military procure-
ment deal with a South Korean firm was a 1998
negotiation between a Korean company and the
Al-Bashair Company, trading petroleum products
for six patrol boats.

¢ The evidence shows that from 2000 to 2001, South
Korean companiesprovided technical components,
softwareand expertisein the field of computeriza-
tion and communications—assigtinglraq in its
indigenous production of military computers and,
thus, overall improvement of its conventional mili-

tary power.

* Asearly as December 2002, delegatesfrom the
Iragi Salah-al-DinGeneral Company met with rep-
resentativesof South Korean defense companiesto
finalizeissuessurrounding several contracts which
had already been signed by both sides.

As with other suppliers, | raqused a network of front
companiesand intermediariesto conceal itsactiv-
ity with South Korean companies. These companies
refused to directly supply Zrag resulting in their use
of third party intermediaries from India, Jordan,
and Syria to facilitatetrade.

* |n 2000, the MIC signed a contract with a South
Korean company for technical expertise in estab-
lishing an indigenous computer design and produc-
tion facility in Irag. The contract included South
Korean technical assistancefor the production of
computersfor military purposesand the manu-
facture of circuit boards. The contract for South
Korean technical expertise was signed for $14.4
million.

* In 2000, the 1S technol ogy transfer division used
two front companies (the lragi company Galala
and an Indian front company, United Commodi-
ties) to procure computers, technical expertise, and
training on computer design and production. Upon
completion of thistraining, the MIC established an
indigenous computer design and productionline.
This exampleillustratesthe use of multiplefront
companiesto hidethellSrolein the transaction.

 Exploited documentationillustrated that the MIC
Commercial Department, through Dr. Hadi Tarish
Zabun, Director General of Scientific Research
facilitated " special contracts” for computersfor a
radar system and fiber opticsfor the communica-
tions systemin 2001.

* In 2000, the Iragi company Al 'lzz (Al-Ezz) rep-
resented MIC in negotiationswith a South Korean
company named LG Innotech, which specialized
in optical fiber and digital exchanges. Accordingto
captured documents, L G Innotech agreed to provide
the MIC atota of 530 notebook-typehardened
CPU systems specialy designed for military use.
Thelragi Regime planned to integrate the $11.35
million of CPUs into itsair defense systemsand
artillery fire control mechanisms. Accordingto the
same document, L G Innotech ultimately fulfilled
more than 80 percent of the contract. This contract
also used athird party and negotiated in parallel
with the LG Innotech military CPU contract.
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Most of the transactionsinvolving prohibited goods
between companiesfrom South Korea and Irag began
in the summer of 2001, followinga MIC visitto
Seoul. The May to June 2001 visit was designed to
devel op contacts with South Korean firmsfor Iragi
companies. Subsequent meetings, reflected in recov-
ered Salah-a-Din General Company documentation,
reveal thefollowing agreements:

« An agreement with the Shinsung Company to
acquire production plans and technology transfers
of crystal units, filters, and oscillators.

¢ An agreement with Salah-al-Din and the Korean
company UNIMO Technology Co. Limited to
acquire portables and mobile radio technology
transfersand to upgrade the existing production
facilitiesin Salah-al-Din Company for hybrid cir-
cuits.

* An agreement between Salah-al-Din and Tech-
mate Corporation of Koreafor productionand
technology transfer of hand generators, coilsand
transformers, hand crank generator (GN-720) cable
tester, image still picture transmission equipment,
and coastal radar.

¢ An agreement with Armitel in South Koreafor the
technology transfer for thelocal manufacturing
(assembly & test) of STM -1 optical transmission
system (AOM-1155) with Salah Al-Din.

Another element of illicit trade with South Korean
companiesfocused on procuring fiber optics tele-
communication technology with potential military
applications.

¢ |n 2001, the MIC’s Commercia Department signed
acontract for fiber optics with the South Korean
company Armitel. Payment, however, was not made
because the equipment provided did not meet Iragi
specifications.

¢ ThelIS coordinated with one of itsagentsto bring
adelegation of expertsfrom Armitel. Their senior
expert, Dr. Lee, visited Baghdad and as a resuilt,
signed many contracts with thelragi MoTC, spe-
cifically in thefield of fiber-opticcommunications

and military communications. These contracts were
valued at $75 million.

* The MoTC and Armite] executed a portion of these
contracts, deliveringtwo shipments of more than 30
containers. Delivery was conducted through L eba-
non using Syrian and UAE trade intermediaries.
Thefirst contract was delivered through Syriaand
the second through L ebanon. These contracts were
covered through Syrian and UAE middle compa-
nies.

Peopl€e's Republic of China

Although China stated publicly on multipleoccasions
its position that Irag should fully comply with al UN
Security Council resolutionsand cooperate with the
Security Council and the Secretary General, firmsin
China supplied theformer Iragi Regime with limited
but critical items, including gyroscopes, accel er-
ometers, graphite, and telecommuni cationsthrough
connections established by MIC, its front companies,
and theIIS. However,thereis no evidenceto suggest
the Chinese Governmentcomplicity in supplying
prohibited goodsto Irag. Itislikely that newly priva-
tized state-owned companieswere willingto circum-
vent export controlsand efficial UN monitoringto
supply prohibited goods. In supplying prohibited
goods, Chinese companieswould frequently employ
third countries and intermediariesto transship com-
moditiesinto Irag. The Chinese-lraqgi procurement
relationship was both politically problematicand
economically pragmatic in nature, but it ultimately
provided | raq with prohibiteditems, mainly telecom-
munication equipments, and itemswith ballistic
missile applications. Thisrelationship allowed Iraq
to improveitsindigenousmissile capabilities.

Multiple sources clearly demonstrate that Irag's pro-
curement goal with Chinesefirmswas to overcome
weaknessin missileinertial guidance capabilities
caused by alack of technical expertise and compo-
nents. Iraq had limited capabilitiesin indigenously
manufacturing gyroscopesand accurate accel erom-
eters, compounded by theinability to purchase high
precision machinery and equipment. Chinese com-
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ChineseAssstancein Iragr Telecommunications

One area of robust cooperation between Chinese
firmsand Irag was telecommuni cations. These tech-
nologieshad both military and civilian uses. Sad-
dam's Regime used Chinese circuitsand fiber optics
to connect static command, control, and communica-
tion (C3) bases. UN sanctionsimpeded rehabilitation
of the telecommuni cationssector: This equipment was
sanctioned because of the nature of modem commu-
nications systems, which could be used both for civil
or military purposes. These obstacles were overcome
by the Iragi Regime by acquiring materialsfor cash
and procuring materialsillicitly, outside the purview
of the UN.

One Chinese company, illicitly provided transmission
equipment and switchesto Iraq from 1999 to 2002 for
projectsthat were not approved under the UN OFF
Program. Reporting indicatesthat throughout 2000,
along with two other Chinese companies, it partici-
pated in extensive work in and around Baghdad that
included the provisionand installation of telecommu-
nication switches, more than 100,000 lines, and the
installation offiber-optic cable.

In early January 2001, the Chinese company pulled
out of a $35 million mobile phonecontractin Irag,
citing difficulty it would face sourcing key compo-
nents froma US firm The company, which had been
negotiating for two yearson a Baghdad ground sta-
tion module network, cited US Government pressure
asthereason for itsdecision. Iragi telecomofficial
retaliated by putting all other contractswith this
company on hold and cutting off contact with the firm.
The company, however, in 2002 used Indian firms as
intermediariestoillicitly supply fiber-optictransmis-
sion equipment for Iragi telecommuni cations projects.

Other companieswere also present in Irag. A sum:
mary of their activity is given below:

* A Chinese company agreed to provide switchesto
Iraqas part of a large switching project for Bagh-
dad prior to Operation Iraqgi Freedom.Working
witha second Chinese firm, this company partici-
pated in a bid for a projectin Irag not sanctioned
by the UN. In late 2002 this company submitted a
bid for a large switching systemfor Irag,.

* Reporting indicated that another Chinese company,
working through a second Chinese company, had
supplied switchesto Irag. This company's switches
were used for both unsanctioned and sanctioned
projectsin Irag. This company illicitly supplied the
switches for the Jordan Project, afiber-optic net-
work in Baghdad that was completed in late 2000.
This company might have been involved in supply-
ing switches with more capabilitiesthan specified in
an UN approved project.

panieswillingly supplied thesetypesof itemstothe
Iragi Regime.

« Inthefall of 2000, Iraq sought 200 gyros, suitable
for usein Russian and Chinese cruise missiles,
and machinetools with missile applications from
NORINCO, a Chinesemilitary supplier that has

been sanctioned many times by the United States,
twicein 2004. (No delivery established.)

 Contractswereinitiated in 2000 between Al-Rawa
and a Chinesefirmfor test equipment associated
with inertial guidance systems, including a one-
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axis turntablefor testing gyroscopes. (No delivery
established.)

¢ |n mid-2001, '‘Abd-a-Wahab, an IIS officer sta-
tioned at the Iragi Embassy in China, procured 10
to 20 gyroscopes and 10 to 20 accel erometersfrom
an unknown Chinese company for approximately
$180,000. The gyroscopes and accelerometerswere
intended for the guidance and control system of the
al Samud II and Al-Fat'h missiles.

Iraq also sought dual-use items with potentia bal-
listic missile applicationsfrom Chinese firms. Irag
sought items such asfuel for propellants and graph-
ite, a key component in reentry vehicle nosetips,
directional vanes, and engine nozzlethroats. Irag's
need for graphite-related products was heightened
following severedamage inflicted during Operation
Desert Fox to the Shahiyat Missile Facility, aknown
graphite production facility. Although this site was
reconstructed, Western intelligence assessed that Iraq
could not indigenously produce the quality of graph-
ite necessary for ballistic missile components making
it dependent on imports. Recovered documentsfrom
2001 indicated adrive to acquire Chinese graphite-
related productssuch as electrodes, powder, and mis-
sile-relatedfuel:

* Al-Nagjah Company, working through an Indian
intermediary, purchased supplies of Chinese mis-
sile-gradegraphite during August and September
2001.

* InJanuary 2003, Al-Merbab General Trading Com-
pany and Al-Ramig sought a supply of chemicals,
both of which have applicationsin liquid rocket
propellants, from Chinese companies. The Chinese
companies, however, refused to sell chemicalsto
the Middle East because of its potential weapons
application.

From thelragi perspective, MIC and I1S attempts
toillicitly acquire goods from Chinese firms were
problematic. MZC and Chinese suppliers conducted
many committee meetings and had other contracts,
but most meetings never ended in any signed con-
tracts. According to a high-ranking official in the
MIC of unknown reliability, Chinese firms used its

military and dual-use contracts with the MIC as lever-
agein itsattempts to obtain discount-priced Iragi oil.

¢ Documentsrecoveredindicatethat an Iragi delega
tion was sent to Chinato reestablish a partnership
with NORINCO, a Chinese arms manufacturer.
NORINCO agreed to conduct business with Irag
but specified that Beijing was not to be informed.
Iraq promised to pay NORINCO with crude oil and
petroleum products, using the Iragi front company
Al-Bashdlir.

¢ These strained negotiationssometimesresulted in
the use of aternativeforeign suppliers. Thiswas
evident in procurement attemptsto acquire gyro-
scopes from Chinese firmswhere MIC companies
sought alternativesuppliersin Belarus.

Although the Chinese Government promoted Chi-
nese companiesin commercia activity following
defensereformsin 1998, | SG has found no evidence
to suggest Beijing's direct involvement in illicit trade
with Irag. Indeed, ISG suspects that some contracts
that were abruptly stopped may have been a result
of Beijing’s direct intervention. A delegationfroma
Chinese firm to Irag in December 2000, suspended
contract talks possibly according to Beijing's ques-
tioning of its activitieswith Irag. Most transactions,
however, were orchestrated through newly priva-
tized state-owned companies competing in a bloated
and highly competitive, newly founded commercia
system where they were able to participatein illega
trade with little oversight.

Aswith other suppliers, Iraq procuredillicit goods
from Chinese companies behind a network of front
companies and trade intermediaries. Turkish, Syrian,
Indian, and Jordanian intermediarieswere used in the
procurement processfor both seeking quotations of
goods and in assisting delivery of prohibited goods. In
al likelihood, the varioustrade protocolsprovided a
legitimate trade cover under which theseillicit trans-
actions took place.

¢ Asin many other cases, the Syrian-based SES
International Corporation was used as an inter-
mediary between Chinese companiesand Irag. In
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October 2001, Syrian technicians were dispatched Regime. These relationshipscould have been renewed
to Chinaon Irag's behalf to contact influential partnerships devel oped before 1991 when France
Chinese air defense companies. Follow-on meet- was a major conventional arms supplier for the Iraq
ings wereto be held in Beijing and Damascus.An Regime. These procurement transactionsincluded
Indian affiliated, UAE-based firm wasalsoused as  offersand contractsfor conventional weapons

an intermediary to facilitate trade in graphite and systems and negotiationsfor possible WMD-related
ballistic missile-related goods from Chinesefirms. mobilelaboratories.

* In conjunction with the useof brokersand interme-  Recovered documentsdated December 1998 and Sep-
diaries, thelIS employed Chinese personnelasIIS  tember 1999 indicatethat the French company Lura
agentsto obtain prohibited goods and build rela- supplied atank carrier to the Iragi MoD. A French
tions between entities. In one case, thell S tasked expert, ""Mr. Claude," amved in Iraq in September
Professor Xu Guan, a member of the Chinesehigh 1999 to provide training and offer technical expertise
committeefor electronic warfareto collect informa-  on thecarrier.
tion on laser-tracking systems, laser guidancesys-
tems and information on cooperation betweenlran By 1999, recovered documentsshow that multiple
and China. The IS also stationed itsown officersat ~ French firmsdisplayed a willingnessto supply parts
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thelragi Embassy in China to manage the Iraqi- for Iragi conventional military items, mainly related
Chinese relationship and facilitate trade. to aircraft.
¢ Documentsfrom the Al-Hadhar Trade Company,
France dated November 1999, describe a del egation of
The French-Iragi procurement relationship existed French companiesthat had participatedin an Inter-
within alarger bi-lateral political relationship, which national Exhibitionin Baghdad. One of the com-
was turbulent and problematic throughout the 1990s panies was willingto collaborate and supply spare

up until OIF. From Saddam Husayn's perspective, the partsfor the French Mirage aircraft.

relationship was built on Irag's hopesto influencea

permanent membership on the UN Security Council * |IS documents dated from December 1999 to Janu-
against the United States and UK (see the Ministry of ary 2000 show that the Deputy General Manager of

Foreign Affairssection). a French company called SOFEMA planned to visit
Iragq on 15 January 2000 on behalf of a number of
o Illustrating Irag's persistent effortsto curry favor French military companiesto *'seek possibletrading

in Paris, France was one of the top three countries

with companies or individualsreceiving secret oil
vouchers(see the Oil Voucher section). Irag also
submitted numerouscontracts under the UN OFF
program to companiesin France totaling $2.9 bil-

lion. .

* |n 2001, Tariq Aziz characterized the French
approach to UN sanctions as adhering to the letter
of sanctionsbut not the spirit. This was demon-
strated by the presence of French CAs in Baghdad,
working to promote the interests of French compa-
nies while assisting them in avoiding UN sanctions.

Behind this political maneuvering, |SG hasfound

evidence that French companies, after 1998, sought
and formed procurement rel ationships with Saddam’s
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between the two countries." An accompanyingtop
secret document from the DGMI, M 6 Section, cor-
roborates this meeting and further ties the purpose
tolraqi air defense capabilities.

Another recovered |l etter, dated September 1999,
illustrated the approval of ameeting by the DGMI
M 6 Section with the Head of the Iragi-French
Friendship Society, Mr. William Libras. Libras
offered to supply Irag with western manufactured
helicopters. This was followed with aletter indi-
cating contact between Al-Hadhar Trade and the
French suppliers stating that the French companies
“have the ability to update the aircraft and add any
system you request.”



I SG uncovered further conventional military tradein
November 2002 when a French electronic warfare/
radar expert named ""Mr. Cloud" (possibly Mr. Claude
from the section above) met with representativesof
the Al Kindi Research Facility. According to captured
documents, the purpose of the visit wasto facilitate
military-related microwave, direction finding, and
passiveradar technology transfer. The recovered
documentsinclude military-related technol ogy trans-
fersand Iragi contractual agreementswith foreign
manufacturers.

Beginningin late December 2002, the MIC initiated
effortsto acquire replacement partsfor the Roland

I surface-to-air missile system, valvesfor Irag's air
defense system, and variousother high technology
items with military and battlefield applications. These
efforts were underway with Majda Khasim Al-Khalil
(aLebanesefemale) who in turn met with the French
Thompson Company representatives. 1 SG found evi-
dence of coordination on this procurement up until 23
days before OIF.

Former Federal Republicof Yugodavia
According to captured documents, Irag and FRY
cooperated extensively both militarily and economi-
cally when the Milosevic Regimewasin power. This
cooperation ceased when a democratic government
tookpower. For example, talks were held between
Iraq and the former Y ugodaviaon military and
economic cooperationfrom 25 February to 2 March
1999. The Iraqgi side was represented by the Minister
of Defense, Sultan Hashim Ahmad a-Tai. Maj. Gen.
Jovan Cekovic, the Director General of theYugodav
company, Y ugoimport, headed the Y ugodav side.
The documentsdetail the Protocol resulting from the
meetings.

* Thetwo countries expressed their readinessto
re-establishand continue the military-economic
cooperation, which they considered one of the most
co-operativebilateral endeavors.

 According to the documents, the two sides agreed
tofoster greater cooperation among al services of
each country's military forces.

* During the meetings, Irag informed the Y ugodavs
that becauseof the current economic situationin
the country, it is not able to providefundsfor the
future cooperation. To remedy this problem, the
Iragi side proposed the supply of crudeoil and its
product instead of currency as a viablesolution.

* The two sidesthen agreed that the next session of
the Joint Committeefor Military and Technical
Cooperation was to be held in Belgradein April
1999.

A sourcethat wasa senior executivein the MIC
stated that the former Federal Republic of Yugo-
slavia cooperated closely and extensively with the
ZAEC, the MZC, and the MoD. Representatives
from Y ugoimport Federal Directoratefor Supply and
Procurement (FDSP), aY ugodav company, signed
numerous businesscontracts with Irag. Their Baghdad
representativewas Colonel Krista Grujovic. During
the start of businesswith Irag, which was sometime
around early 1998, Y ugoi mport opened accountsin
Amman, Jordan, for Yugodav Federal under the trade
nameY ugoimport FDSP. However, after a period of
time their name was changed to MIKA (also known
as MEGA), a L ebanese company. Y ugoimport FDSP
was then effectively eliminated from all bank records
and other documents.

* Reportedly, Mahmud Muhammad Muzaffar was
in charge of the Y ugodav procurement connection
and was universaly liked withinthe MIC. The lraqi
Government sent him under diplomatic cover to
work as ascientificadvisor at thelragi embassy
in Belgrade. When Y ugodav companies spoke to
Muzaffar about doing businesswith Irag, he would
connect their company contacts to MIC representa-
tives.

* Yugodav Federa was amilitary institution under
the management of the Yugodav Ministry of
Defense. It was responsiblefor overseeing severa
Y ugodav military production companies.

* Yugodav Federa signed theforeign trade contracts
on behalf of these military production companiesin
exchangefor acertain percentage of the profits.
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* Yugodav Federal also supplied materialsand exper-
tisedirectly to Irag from the Y ugodav production
companies.

A senior executiveat the MIC stated that the financia
transfers betweenY ugodaviaand Irag were under the
supervision of the Belarusian Infobank. Infobank also
issued security bondsfor the advance payment por-
tionsof the contracts.

* The contracts weresigned pursuant to the Iraqi-
Syrian Protocol where the paymentswere made
through athird party, usualy a Syrian-based com-

pany.

* This Syrian company would pay the contract
amount to the Belarusian bank in exchangefor a
10- to 12-percent cut of the valueof the contract.

According to the senior executiveof theMIC men-
tioned above, the former Y ugodavian Government
was represented commercially through the use of
expertsand ex-military personnel to assist in the
transfer of technology and technical expertisefor
new military projects. The coordination was under
the direct supervision of the MIC Director, ‘Abd-
a-Tawab 'Abdallah Al Mullah Huwaysh, Dr. Hadi
Tarish Zabun, head of special procurement at the
MIC, and thelragi Deputy Minister of Defense. This
source also stated that the President of Yugodavia
opened accountsin Amman, Jordan. under the L eba-
nese cover company MEGA.

In October 2002, Stabilization Forces (SFOR), Bosnia
and Herzegovina, conducted an inspection of the
ORAOAVviation Company, in Bijeljin, Bosniaand
Herzegovina. Over 60 computer hard drivesand a
large number of documents were seized. Among the
captured documentswas a jive-page memorandum
that documentsthe discussionsand agreements
between ORAOQ, Al-Salafa, and the Iragi Ministry of
Defense concerningtheillegal shipment of R13-300
and R25-300 jet enginesfor militaryaircraft.

« Includedin the memorandum is an agendafor the
enlargement of existing capacitiesfor overhaul of
R13-300 and R25-300jet engines.

» The agendaalso included arealizationof an old
agreement for overhaul of the enginesin the former
Federal Republic of Yugodavia Thetimelimit for
the delivery and assembly of equipment wasto be
up to nine months.

» Other documents captured indicated that the MIC
front company Al-Bashair wasalso involvedin the
dedl, as well as'Y ugoimport. According to a contract
between the two companies, the total amount of the
deal was worth $8.5 million.

Al-Bashdir was to be responsiblefor transporting the
equipment from Syria to Baghdad for atota price of
$300,000.

As of May 2000, 45 overhauled engines had been

delivered; however, captured documentsdetail adis-
pute between ORAO and Irag's Ministry of Defense
over the price and delivery of 19 remaining engines.

Al-Salafaisan Iragi company that isa part of the Al-
Eman network of front companies.

Bulgaria

Although the procurementrelationshipbeganin
1998, from 2000 until the start of OIF, the MIC con-
ducted business with the Bulgarian JEFF Company,
a company that the IIS recommended the MIC use.
The JEFF Company's headquarters was located in
Sofia, Bulgaria. Accordingto a senior executive in
the MIC, the Bulgarian government was aware of the
dealings between the JEFF Company and Irag. |SG
cannot confirm this claim. The MIC used the Al-
Bashalir Company to coordinate contracts with JEFF.
To establish a contract, JEFF personnel would travel
to Irag to meet with the Al-Bashair Company or vice
versa. Al-Bashair would then deliver the contract to
the Commercial Department of the MIC wherean
arrangement for the contractual payment would be
made.

Reportedly, Bulgarian companiesexported numer-
ous military itemsto Iraq after 2000in violation of
UN sanctions (see figure 59).
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Deseription

l'otal Price

Quantity

Kornet — Type E 9M 133 w/ tandem warheads | 175 32,400 5,670,000
Launcher units , 10 125,985 1,259,850
Thermal Imagers Sight 1PN79-1 (TIS) S 114,000 570,000
System Test Unit 9Y42-1 2 139,740 279,480

| System Test Unit 9B679-1 1 135,390 135,390
Field Simulators 9P163-1KBM 1 92.800 92.800
Missiles 9M133F1 HE with Fud-Air HE 25 32.400 810,000

| Launch unit for combat vehiicles 10 7,200 72,000

| Teaching expenses 30,000 30,000

Figure 59. JEFF Company contracts, 2002.

+ The MIC had contracts with the JEFF Company
for engines and maintenance partsfor the T-72 tank
and Igla manportableair defense systems (MAN-
PADS).

+ The Bulgarian company ELMET provided compo-
nentsfor Irag's UAV programs.

* Captured documentsdetail theillegal procure-
ment of missileswith tandem warheads, |auncher
units, thermal imagers, test units, and ssimulators.
The dea wasbrokered between Al-Bashdir, SES
International in Syria, and the JEFF Corporation in
Bulgariafor 175 Kornet antitank guided missiles
(ATGMs). The contract specifiedthat Al-Bashalir
was acting on behaf of the MIC of Irag. Delivery
of the ATGMswas to take placein March of 2003,
but it is unclear whether the delivery actually took
place.

In 1998, Bulgarian companiescontractedwith Iraq
to provide numerous dual-use items such asammo-
nium perchlorate, aluminum powder, phenolicresin,
carbon fiber, and machinetools. Recovered Irag
documentation stated that the end usefor these goods
wasfor the Al Fat'h missile.

« Ammonium perchlorateis an oxidizer that makes
up over 50 percent of the propellant weight of a
maodern solid propellant. Aluminum powder is

mixed with the ammonium perchlorate and it acts
asafuel in the solid propellant. These two chemi-
cals make up the bulk of the propellant mass. These
basicitems were used in the lragi Badr 2000 mis-
sile system, which was destroyed by UNSCOM.
But the Ababil and the Al 'Ubur missile system
used theseitemsin their propellant.

Phenolic resin isavery special high-temperature
resin used by Irag to bind and hold in place the
carbon fibers.

The carbon fiber with the phenolic resin could be
used in making lighter weight motor cases, nose
tips, or nozzlethroats. These areas experience high
heat and using alight material lessensthe overall
weight of the missile, extending its range.

Prior to 1991, the Iragis had made missile parts
from carbon fiber and had expressed adesire to
UNMOVICto again use carbon fibers. Carbon
fiberscould also be used in the fabrication of high-
strength centrifugesfor the enrichment of uranium.
For thesereasonsboth UNMOVIC and IAEA
placed carbon fiber on their watch lists as acon-
trolled material.
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Rotating double step compressor
Atlas-Gopko

Quantity

Bullet-Shear  1600-Ton

with cross table

| Type-Zr5-52 2
Type SCK 1600 1
Heavy duty vertical milling machine | Stanko 65A 6 OF-11 1

Single column jig/grinder SKOE-630 X 1000/PS2 1
Thread grinding machine MIC GSU315-1X1000 1
Centerless grinding Type 3E-184B 1
Centerless grinding Type 3E-183 1
Universal optical profile grinding Dobeli UPFS 150/195 GNG | 1
CNC vertical machine center RV 501 2
Column drilling M/C PM -28 5
PMP-40 5
: st PMC:40 5
Double action press KG 5530-100t 1
KG 5532-160t 1
. KG 5535-315¢ (S
Six spindle automatic machine Type ASH-160 2
Universal cuttingM/C Type FUW-250V. 1
Radial drilling M/C Type 553 1
Type 554 1
Round M/C S| 8
Column drilling M/C PK 031 1
Eccentric press 25 Ton PE25 A 1
| Eccentric press 63 Ton PE63 A 1
| Eccentric press 100 Ton BE100 A 1
| Six spindle automatic.M/C AS-32 - 1
| Hydro aopy lathe Stanko IE 713 2
Genterless grinding M/C 3IM182 1
3A184 1
Six spindle automatic M/C Ash-160 2
Universal cutting machine ESS-400V-2PS 1
Single action, single crank stamping Stanko Type K 18-232-02 1
| press 160 ton SpaTE
Hydraulic press 100 ton PHM-160A 1
Planner type double column millling 6M6 10F1 1
and boring
Double column vertical borinig 525 1
machine
_ Cutting planning M/C FLP1000 |
| Die casting Werk ND 14-10-500 | 1

Figure 60. Dual-use equipment imported by Iraq from

Bulgaria.
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In 2001 Iraqused the Syrian Protocol to purchase
numerous machine tools from Bulgaria. Some of
these machinesare numerically controlled (CNC) or
are capable of being adapted for CNC. Such equip-
ment was controlled under the Goods Review List
(GRL) and would have needed to be approved by the
UN before being exported to Irag.

All of these dual-use machines could be used for
the production of civilian goods. However, many of
these machinetools can be used in producing con-
ventional military items, CW, or nuclear programs,
particularly the shaping of materialssuch as polytet-
rafluorethylene(PTFE) or metals.

* For example, rocket motor cases or propellant tanks
start asalarge sheet of metal that needsto be cut,
shaped, rolled, drilled, milled, and welded to form
the correct shape.

« CNC machinesallow the operator to program exact
instructionsinto the computer so it can precisely
reproduce a pattern a thousand times over to the
same specifications. Thisis critical for both missile
and nuclear components. Figure 60 details these
transactions.

Procurement Suppliersin the
Trangtion and Miscalculation
Phases, 1998 to 2003

For thefinal two phasesin Saddam’s Regime, ' Tran-
sition" and ""Miscaculation,' | SG hasidentified eight
new procurement partners. From the supply side,
companiesfrom Russia, North Korea, Poland, India,
Belarus, Taiwan, and Egypt have becomekey trading
partnersin military or dual-usegoods. Like Syriaand
Turkey in earlier phases, Y emen becamea transship-
ment facilitator for Saddam’s procurement programs.

* Thisincrease continues the trend observed in the
previous phase. Thisincreasing trend most likely
occurred becauseof alack of international condem-
nation, poor oversight of supplying companieshy
their governments, poor export controls, and the
high profitsto be had from Saddam’s illicit revenue.

 |SG also observesan interesting trend over time
as Saddam’s international supporters shifted in
the 1998 time-period from former-Soviet and
Arab states to some of the world'sleading powers,
including members of the UNSC.

Russa

Although the Russian Government has denied
being involved in supplying weaponsto Irag, there
isa signifcant amount of captured documentation
showing contracts between Irag and Russian com-
panies. In fact, because Russian companiesoffered so
many military items, the MIC and a Russian genera
named Anatoliy Ivanovich Makros established ajoint
front company called ARMOSin 1998 just to handle
the large volume of Russian business (see also the
ARMOS section). The Russian-Iragi trade was al so
assisted through bribes to Russian customs officials,
according to aformer Iraqgi diplomat.

Thisformer Iragi diplomat further described how
Irag's embassy personnel smuggledillicit goodson
weekly charter flightsfrom Moscow, through Damas-
cus, to Baghdad from 2001 until OIF. These prohib-
ited goods included high-technology military items
such as radar jammers, global positioning system
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jammers, night-vision devices, and small missile
components. Some flights were not inspected, even
though they were reported to the UN. Cash and equip-
ment were reportedly al so smuggled into or out of
Iraq in bimonthly diplomatic courier runs to Moscow.

In early 2003, the Russian company, Rosoboronex-
port, offered to sell and deliver several weapons
systemsto Irag. Rosoboronexport had Igla-S shoul-
der-fired SAMs and Kornet anti-tank missilesavail-
ablefor immediatesale to Irag, and was prepared to
sell larger medium-to-longrange advanced (SA-11
and SA-15) air defense systems and T-90 tanks,
according to the trip report and a high-level sourcein
theformer Iragi Government.

* |SG hasrecovered documents detailing two trips
related to these sales. Thefirst round of negotiations
with Rosoboronexport and other Russian compa-
nies occurred from 27 January 2003 to 6 February
2003, whilethe second trip took placefrom 12
February 2003 until 21 February 2003.

* Thelragi delegation requested air defense equip-
ment, antitank weapons, and night vision devices.
Iraq also desired to upgradeexisting air defense
equipment (SA-6 and SA-8) and radars.

* Accordingto thetrip report, four contracts were
signed between Rosoboronexport and four Iragi
companies. Hittin, Al-Karamah, Al-Milad, and Al
“Ubur.

According to Iragi documents, Rosoboronexport
executives demanded that they be permitted to ship
the weaponsthrough a third country with false
end-user certificates. The Russian side emphasized
that Rosoboronexportis a government agency and it
cannot beinvolved with directly supplying Irag with
weapons. Other Russian officialsoffered to send
equipment and technical expertsto Irag under the
cover of OFF contracts. Beforereturning to Bagh-
dad, the Iragi delegation stopped in Damascusto
obtain false end-user certificates fromthe Syrian
Ministry of Defensefor thefirstitemsto be shipped,
the MANPADS and antitank missiles.

» Although some of the equipment was shipped, 1SG
does not know how much of the equipment was
actually received in Irag before Operation Iragi
Freedom.

Many of the contractssigned with Russian compa-
nies, were for technical assistance, according to an
Iraqi official with direct accessto the information.
These offersincluded contracts with TECHNO-
MASH employeesfor technical assistancein devel-
oping guidance and control systems, aerodynamic
structures, and atest bench for missileengines. Iraq
also signed a contract for the transfer of technology
for the manufactureof laser rods to be used in laser
rangefinders. The Mansur Factory in Iraq was to be
the main recipient of this technology. Other contracts
with Russian companiesare detailed in the following:

¢ The Russian Company, Systemtech was run by
a Russian missilescientist named Alexander
Degtyarev. Most of the dealings with this company
were connected with missile guidance and control,
and contracts were valued at around $20 million.

* According to captured documents, in November
2002, the Umm Al-Ma’arik General Company
negotiated two draft contracts with the Russian
company Uliss, in support of the “Saddam The
Lion" Tank Project. They notified the Commercial
Directorateof the MIC that contract number 20021
AM/8 had been concluded. On 10 February 2003,
MIC Deputy Director Daghir Muhammad Mahmud
approved the contract.
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Date [tem Price Source
Company
3 Decamba 2001 25 100mm barrels for KS-19 | $206,250 Russian Materials
anti-aircraft guns Institute (CRIM)
3 December 2001 50 hammered barrds 125 $572,000 Russl an Materiads
, , | mm ; Institute (CRIM)
3 Decamber 2001 4 210mm barrels, Type FA- | $177.606 Rus3an Materials
10 Institute (CRIM) |
3 December 2001 Electro-chemical treatment | $825,000 Russan Materials
site for manufacturing Institute (CRIM)
122mm, 125mm, and
| 155mm barrds
1 January 2002 Modificationstothe M G21 | $364,740 EGC/Systemtech/
radar Dr. Dikariov
November 2002 SaddamLion Tank Rgect, | $975,000 Uliss Co.
including molds, furnaces,
cleaning and testing;
equipment
24 Novembea 2002 | Electronicsfor P-18 radar $114.217 EGC/Systemtech/
modifications : Dr. Dikariov
2 December 2002 Air defense enginespare $2,707,000 | Fond Rosky
parts Proiect
1 January 2003 Missle guidanee electronics | $855,681 EGC/Systemtech/
2s. Dikariov.
4 Jamary 2003 Night vision devices ) | $180,000 Uliss Co.
13 January 2003 NVDs $255.000 Uliss Co.
16 February 2003 UAV components & Uliss Co.
technology _ »
17 February 2003 Missle guidance dectronics | $5,262,791 | EGC/Systemtech/
: Dr. Dikariov. ‘
20February 2003 Missile components $182,137 EGC/Systemtech/
; Dr. Dikariov
24 February 2003 Light: anmo production line Balcom
25 March 2003 GPS jammers Unknown
10 February 2003 Welding machinery $57,000 Uliss Co.
13 July 2003 Laboratory equipment N/A EGC/Systemtech/
Dr. Dikariov

Figure 61. Military goods /raq acquired from Russian

sources.




 According to captured documents, four contracts
with Russian firmswere signed in December 2001.
These are detailed in figure61. A 25 January 2003
letter from the MIC front company Al-Bashair
complained to the Minister of the MIC that these
deliverieshad not been completed as of January
2003.

North Korea

From 1999 through 2002, Iraq pursued anillicit
procurement relationship with North Koreafor
military equipment and long-range missile technol-
ogy. The quantity and type of contractsentered
between North Koreaand Iraq clearly demonstrates
Saddam’s intent to rebuild his conventional military
force, missile-delivery system capabilities, and indig-
enousmissile production capacity. Thereis no evi-
dence, however, to confirm that North Koreadelivered
longer-rangemissiles, such as Scud or Scud-variants.

North Korean and Iragi procurement relations
began in 1999 when the MIC requestedpermission
Jrom the Presidential Secretary to initiate negotia-
tionswith North Korea. In arecovered memo the
Secretary approved the plan and directed the MIC to
coordinate negotiationswith both the I1S and MoD.
Recovered documents further suggest that ordersfor
negotiationswere al so passed from Saddam directly
to the Technology Transfer Officeat thellS. Related
documentsfrom this time period reveal that the North
K oreans understood the limitations imposed by the
UN but werewilling'*to cooperate with Irag on the
itemsit specified."

The Director of the MIC formally invited a North
Korean delegationto visit Irag in late 1999. The
Director of North Korea's Defense Industry Depart-
ment of the Korean Worker's Party eventually visited
Baghdad in October 2000, working through a Jorda-
nian intermediary. Multiplesourcessuggest Iraq's
initialprocurement goal with North Korea was to
obtain long-range missile technology.

* August 1999 correspondence between the IS
Director and a North Korean company called
the Changwang Group (variant Chang Kwang or
Chang Gwang), a known company associated with

weapons-related sales, discussed the supply of
""technology for SSMswith arange of 1,300 km
and land-to-seamissiles with a range of 300 km.”
The Changwang Group proposed a multitieredsale
of weapons and equipment and " specia technol-
ogy" for the manufactureand upgradeof jamming
systems, air defenseradar, early warning radars,
and the SA-2 missile.

* |In arecovered transcript of atelephone conversa-
tion prior to the October 2000 meeting, senior
officialsat theMIC and thellS noted topicsfor
discussion with the North Korean delegation would
be the development of SSMs. The Iragi delegation
at the meeting included SSM Commander Staff
Maj. Gen. Ngjim 'Abdallah Muhammad. Ensu-
ing discussions during the meeting focused on the
transfer of military equipment including a short-
range" Tochka-like" ballistic missile that the North
Korean firm said could be purchased from Russia.

* A captured MoD memo dated 12 October 2000
summarized the October 2000 meetings, stating that
SSM Commander Nagjim had discussed Tochka,
Scud, and No Dong missileswith arange of 1,500
km,

» Staff Lt. Gen. Muzahim Salb Hasan Muhammad
Al Nasiri, a Senior MIC Deputy and a main player
in procurement negotiationswith North Kores, in
interviewshas adamantly denied the discussion of
longer-rangemissileswith the North Koreans.

Documentary evidence shows that, by mid-2001, Iraq
had signed $10 million of military- related procure-
ment contracts with North Korean companies.

* The contractsfrom late 2000 included a deal with
the Al-Harith Company, believedto be associated
with Iragi air defense development, and the Al-
Karamah State Establishment, known to procure
technology for missile guidance development, to
improvelragi SSM guidance and control technol-
ogy, and to upgradethe Iragi Volga missile homing
head by adding infrared sensors.
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* The missilecontracts in 2001 were designed to
improve Iragi missile systems using North Korean
parts. These contracts were signed with the Al-
Kamarah State Establishment, the Al-Harith Gen-
eral Company, and the Hittin General Company,
which is associated with the development of Iragi
heavy weaponry. Fifteen percent of this contract
was reportedly completed and was paid for through
a Syrian company to the North Korean Embassy in
Damascus.

 According to documentary evidence, Muzahim
Sa'b Hasan visited North Koreain September 2001
to discuss procurement projectsfor the Al-Samud
missilecontrol system, radio relaysfor communica
tions, and improvementsto Iragi antiaircraft sys-
tems. Thetrip resulted in four signed contracts with
the Al-Karamah State Establishment for potentiom-
eters (missileguidance and control-rel ated tech-
nology), missile prelaunch alignment equi pment,
batteries, and test standsfor servos and jet vanes.
Ultimately, North Korea backed away from these
agreements, informing the Iragis that they would
study theissue. I SG judgesthat this equipment was
intended for usein the Al Samud II ballistic missile
program.

Asthe Iragi-North Korean procurement relationship
matured, it broadened from missile-related projects
toarange o other prohibited military equipment
and manufacturing technol ogies. Recovered docu-
mentsfrom November 2001 describe numerous
contracts between Hesong Trading Corporation, based
in Pyongyang, and the Al-Karamah, Al-Harith, and
Hittin Companies. These contracts included dealsfor:

* Ammunition, communications, potentiometersfor
short-range surface-to-surfacemissiles, powder for
ammunition, and light naval boats.

 Laser rangefindersand fire-control systemsfor
artillery, tank laser range finders, and thermal image
survey systems.

Thisseries of contracts also specified numeroustech-
nology transfersfrom North Koreato Iraq to allow
Saddam to design and implement laser head riding for
anti-tank missileapplications and to manufacture;

e PG-7 rockets(an Egyptian variant of the Russian
RPG-7).

 Night-vision devices.
* Six-barrel 30-mm guns.
¢ Laser rangefindersfor guns.

* Thermo image survey systems and rifling toolsfor
122-mm and 155-mm barrels.

* Ammunition, jigs, fixtures, dies, parts, liquid-pro-
pellant rocket structures, liquid propellant rocket
aerodynamics computations, guidance, and control
systems.

As with its other suppliers, I raq used its accustomed
methodsto obtain illicit goods from North Korea. In
short, North Korea'siillicit procurementrelationship
with | ragqwas concealed behind a network of front
companies, trade intermediaries,and diplomatic
communications.

» The North Korean side of the relationship was
represented by the Defense Industry Department of
the Korean Worker's Party through the Changwang
Trading Company. The Tosong Technology Trading
Corporation and Hesong Company were also used
to broker the negotiations.

* The Syrian-based SES I nternational was used asan
intermediary in this trading process. Many transac-
tionsfrom North Korea would be orchestrated by
the North Korean embassy in Damascus, which
would then endorse the shipment to an Iragi agent
in Syriafor transshipment to Irag.

¢ Theseintermediaries worked on a commission basis
and assisted in facilitating delivery into Iraq for
profit.

¢ Recovered documentation concerning the North
Korean negotiationsstated that all communications
should be sent via the Iragi embassy in Damascus.
Secure communicationsal so took place through the
Economic Section of the North Korean Embassy in
Damascus.
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Trangportation RoutesFrom North Koreatolraq
I SG hasfound evidence suggesting that North Korea
planned to pass goods through Syriato Irag. Cap-
tured documentsreveal North Korean ships planned
to use Syrian ports to deliver goods destined for Irag.
Occasionally, North Koreawould insist on the use of
aircraft to Syriato expedite delivery and reducethe
risk of discovery of theillicit goods.

Payment M ethodsfor North Korean Contracts
Recovered contracts and records of negotiationsiden-
tify the use of financial routing viaBeirut, Lebanon
and Damascus, Syriato conceal Irag astheend user
of the goods. A recovered letter from the Al-Bashalir
to the Tosong Technology Trading Corporation, dated
2 March 2002 dictated that ‘contracts' would be
financed according to the Iragi-Syrian Protocol. This
bilateral trade Protocol used both cash and - credit to
pay for commoditiesvia Syria.

Poland

A Polish based front company engaged in illicit trade
with Iraq played alimited, but important rolein
Saddam’s effortsto develop Irag's missile programs.
Equipment supplied by this Polish based front com-
pany between 2001 and 2003, such as SA-2 (surface-
to-air) Volga missile engines and guidance systems,
were necessary for the A Samud IT missile program.

Irag acquired Polish SA-2Volga missile engines for
their Al Samud II missiles. TheVolgaengines were
the main propulsion system used in the liquid-propel -
lant Al Samud II missile, a weapon that exceeded
the 150-km-rangelimit established by UNSCR 687
(1991). While there is some confusion regarding the
exact number of Volgamissile engines procured by
Irag, 1SG estimates that Irag obtained about 280 mis-
sile enginesfrom Poland during this period. ISG has
found no evidence that the engines were ever fitted
to active missile systems.

* |rag signed four contracts to acquire Volga SA-2
engines between January 2001 and August 2002.

* These engines were to be procured for the Al-Kara-
mah State Establishment, through the ARMOS
Trading Company (an Iragi-Russian procurement
organ) and acompany located in Poland called
Ewex, afront company supported by thellS.

* Iraq paid approximately $1.3 million for 96
engines.

» Ewex used Polish scrap dealersand middiemen to
gather Volgarocket componentsfrom scrap yards
in Poland operated by the Polish military property

agency.

Former Regime officials corroboratethat ARMOS
also signed a contract or contractswith the Iragisto
obtain Volgaenginesfrom individualsin Poland. The
Volga engines were removed from missilesthat had
been decommissioned. The Volga missileengine pro-
curement was entirely controlled by the IIS, accord-
ing to debriefs of high-level former Regimeofficials.

* The MIC was alsoinvolved in contracting with
Ewex for Volgaengines. A high-level officia
stated that |rag purchased approximately 200 Volga
engines. Many of the Volgaenginesacquiredin this
way arrived damaged.

As mentionedin the Higher Education section, Amir

I brahim Jasim al-Tikriti, a doctorate student in Poland
linked to the IIS and SSO, facilitated the procure-
ment of at least 50 more SA-2 enginesand as many
gyroscopes, missile sensorsand acid batteries for
missiles from Ewex in early 2003. 'Amir lbrahim
Jasim was the cofounder of Ewex and was supervised
by Husan 'Abd a-Latif, an IIS officer working with
the Energy Department of thellS Scientificand Tech-
nical Information Office in Baghdad.

MethodsUsed To Hide Transshipmentto Iraq
According to documentary evidence, dated June
2001, the Iragi Government and the Ewex Company
attempted to conceal theillicit procurement of missile
engines from theinternational community. According
to open sources, Polish authorities arrested Ewex
company officials in 2003 on suspicion of illegal
armsdeliveries to Baghdad. Documentsrecovered
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by Polish policeincluded Ewex contracts with the
well-known Iragi front company called Al-Bashair,
shipping documents, extractsfrom the Polish trade
register, payment orders, and lettersfrom Ewex
directly toitslragi businesspartners.

A high-level former Regime official stated that MIC
Specia OfficeDirector Hadi Tarish Zabun, 11S Scien-
tific and Technical Information Branch Officer Hadi
'‘Awda Sabhan, and Al-K aramah State Establishment
Director General Dr. Muzhir (Modher) Sadig Saba
al-Tamimi met to discuss how to conceal this particu-
lar illicit transaction from the UN. Dr. Muzhir had
previously led the Iragi long-range missile program.
The documents regarding the deal were eventually
transferred for safekeeping to Ayyab Qattan Talib,

an officer from the 11S M 23 directorate that oversees
military industry security.

The partiesto the transshipmentof Volgamis-
silesincluded personnel from the | ragi embassy
inWarsaw, | ragi intelligenceofficers, and I rag
businessmen. These parties clandestinely transported
Volga missile engines through Syria, according to a
high-level official in the former Regime. Ewex repre-
sentative, Arnir [brahim Jasim al-Tikriti during April
2002, requested an extension of the shipping timefor
illicit transfers because shipments would have had to
proceed viamany channels, particularly by circuitous
transport routes, in order to conceal the contents from
prying UN inspectorsor foreign intelligence agencies.
In 2002, three shipments of engines and spare parts
weretransferred; the third shipment arrived in Tartus,
Syria, and was moved to Baghdad by the Al-Karamah
State Establishment. The third shipment contained 32
Volgaengines and 750 related materias. In addi-
tion, the MIC contracted to deliver Volgaengines to
Irag, from Poland, via Jordan as insurance against
the interdiction of Syria-bound shipments. According
to multiple sources, Polish missile parts also entered
Iraq at the Al-Wdid border crossing (see also the
border crossings map).

Polish-Iraqi Procurement Financial Flows
Numerous contracts, memoranda, and references
detail the transfer of paymentsfor the Volgamis-
siles. In one contract, original date unknown, Ewex

transferred $500,080 for the purchase of an unspeci-
fied number of Volga missileengines, which were
deliveredin June 2001. RajaHasan Al-Khazraji,
General Manager of the Commercial Affairs Depart-
ment, wrote requesting the rel ease of fundsfor final
contractual payments. There are also letters written
by Dr. Zabun to settle payment without deductionsfor
damaged material son condition that compensation
will beincludedin future contracts. A contract also
stipulates that ARMOS Trading Company received a
commission of $3,750.

Dr. Muzhir, wrote a memorandum concerning con-
tract number 212001, in which he requests that the

MIC transfer $315, 840, equaling 25 percent of the
total contract pricefor 96 engines to account number
500090, National Bank of Jordan, Special Bank-

ing Section. The authorized person in control of the
account was ‘Abd-al-Jabbar Jadi 'Umar. Thereis
also a MIC memorandum authorizing the payment

of $200,690 to Ewex via account number 501133112,
which equals 25 percent of the total contract price
for the 61 enginesreceived at Syrian ports. Dr. Zabun
approved acontract dated July 2001 with Ewex for 96
engines with the same valueand terms as a previous
contract for 38 engines.

Other correspondenceexists between the Commercial
Affairs Department General Manager, RajaHasan
Ali, the MIC and Al-Karamah discussing charg-

ing late penaltiesand compensation for damaged
items. Further correspondencerejectsthe charges
and authorizesfull payment of the contracted amount
of $1,263,360 million to Ewex for Volgaengines
shipped through Syria. Bank accounts used at the
Jordan National Bank (Special Banking) to pay for
SA-2 Volgamissileimports up until at least June
2001, include 501083114 and 12429.

India

| SG judges that the Government of I ndia was not
directlyinvolved in supplying Irag with military or
dual-use items, but several Indian companieswere
activein illicittrade, particularly, NEC Engineer-
ing Pvt. Led. When Indian authoritiesdiscovered the
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company's activitiesin 2001, New Delhi launched an
investigation to stop the NEC’s trade with thelragi
Regime. Despite the investigation, NEC continued to
sell prohibited materialsto Irag and looked for ways
to concesl its activities.

NEC was involved in numerousbusinessagreements
with Iragthat were contracted outsidethe UN OFF
program. Several of these contracts with Irag violated
UN sanctions because the material or technology was
in direct support of a military system, such asthe

Iragi missile program.

Al-Ngjah was the primary front company in Iraq used
by the MIC manufacturing company, Al-Rashid, to
import from NEC. In March 2002, Muntasir '‘Awni,
Managing Director of Al-Ngjah Company, submit-
ted severa inquiriesto Siddharth Hans. Hans has
been identified as holding positions with companies
in India, including director of NEC Chemicalsand,

at other times, several positions with NEC Engineers
Pvt, Ltd. In each position, Hans has supported only
Iragi projectsand inquiriesfor clients under Al-Najah.
Among other things, the inquiries covered:

* A Teflon coating machine.

« Laser range-findingequipment.
* Precision machinery.

¢ Block and cylinder material.

Prior to the 1991 Gulf war, Iraq had experimented
with the use of carbon fibersto provide high strength
and light weight for some of its missilecomponents.
Al-Rashid was instrumental in missile devel opment
prior to the Gulf war and in the years that followed.
In May of 2000 NEC contracted with the Al-Rashid
General, Co., to provide 40 kg of "' Grade A" carbon
fibers. Carbon fibers, while dual-use material, have
extensive use in missiles and nuclear equipment.
Figure 62 is an excerpt from captured documents
regarding this contract.

NEC engineers provided Iragq with crucia infrastruc-
ture development for its missile program and other
programs. For example, NEC designed and built an

ammonium perchlorate (AP) production plant for
Irag. APisan essential ingredient for modern solid
propellant production. It is the oxidizer for asolid
propellant and constitutes over half of the propellant's
weight.

* NEC imported solid-propellant ingredientsfor Iragi
surface-to-surfacemissiles, in addition to other
materials.

Theexcerpt from captured documentsin figure63
details some of the contracts undertaken between the
Iragi front company, Al-Bashair, with India's NEC,
on behalf of MIC companies Al-Rashid and 7 Nissan
General Company.

When the Indian Government became aware of
NEC's activitiesin 2001, New Delhi launched an
investigation regarding the company’s illicit busi-
nesswith Irag. Both Hans Raj Shiv and hisson
Siddharth Hans wereimplicated in the investiga-
tion, which expanded overseas by September 2002.
The Indian Government impounded the passports of
NEC representatives. Siddharth Hans was taken into
Indian custody when he returned to Indiain mid-June
2003. Pending further court hearings, Siddharth was
released from custody in early July 2003.

* In August 2002, NEC was considering changing
the nameon Iragi contractsfrom NEC to Nippon
Industrial Equipment or Euro ProjectsInternational
Limited. These changes were probably in reaction
to the Indian Government's ongoing investigation
of NEC.

Other Indian companiesinvolved in supplying Iraq
with prohibited itemsinclude the Arab Scientific
Bureau (ASB) and Inaya Trading. ASB and |naya
Trading wereinvolved in the procurement of chemi-
cals associated with liquid-propellant missile systems
and with chemical production and handling equip-
ment. Accordingto documents recovered during an

I SG invegtigation of the ASB, there were numerous
inquiriesfrom Iraq and corresponding offersto supply
liquid-propel lant missil e-associated components.
Solicited or offered items included:
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NEC Contracts:

No. | Contract Client Items Contract Period
No. Delivery | Starting | Endi
I 50/112000 | Al-Bashair for 7| Piezo Crystal [ 2 Months | 19.01.2001 | 19.03.2601
Nissan General | 50 000 Pcs & o€
Company Spark  Eleetric (S
Detonator SE
22 | 14/72000 | Al-Bashair for Al-[Motor Work | 7 Months | 31.08.2000 | 31.03.2001 el
Tahadi General § Shop w 3
Company v 3
2b | 13/C/2000 | Al-Bashair for Al- | Van with { 7 Months | 03.05.2000 | 03.12.2000 § E
Tahadi General | Bquipment =
Company . 2z
3. |39/c/2000 | Al-Bashair for Al- | Project v 8 % | 14.12.2000 | 29.08.2001 ©
Rasheed Moanths

* His Excellency ordered to give us extra time (1 %) month as we informed by
Mr. Rajaa and Mr. Shahaab, Now contract priod up to : 15.10.2001
4. J[ATC
N
S

Contract
4/£/2001 | Jabber Ibn Hayyan | Chemicais $'Months | 17.04.2001 | 17.09.2001

Figure 63. Selected contracts between NEC and Iragi
companies.

« Some 50 to 100 tons of 98 to 99 percent nitricacid.  Belarus
Bdaruswasthelargest supplier of sophigticated

* Hydrofluoricacid. high-technol ogy conventional weaponsto Iraq from
2001 until the fall of the Regime. Complicityin this
* One hundred nitric acid pumpsfor 99.99 percent illicit trade was exhibited at the highest levels of
nitricacid. the Belarusian Government. Belarusian state estab-

lishmentsand companies implemented cooperation
» Unsymmetricdimethylhydrazine(UDMH), aliquid  agreementswith Iraq to transfer technology, equip-
fuel usefor improved performancein liquid rocket ~ ment, and expertiseto the embargoed Regime.
propellants.
« The Iragis constantly worked to improvethe
* Diethylenetriamine (DETA), aliquid fuel usedin illicit trade relationship with Belarusdespitethe
liquid propellant missiles. absencedf a formal trade agreement betweenthe
two countries. Theillicit trade rel ationship allowed
» Other chemicals sought by Iraq included hydrazine, Iraq to obtain high-technology military equipment.
hydrogen peroxide, xylidene, and triethylamine, Belarus was relatively advanced in military research
which are chemicals commonly used for fuels and and developmentincluding air defense and elec-
oxidizers by liquid-propellant missiles. tronic warfare.



Belarusacquired hard currency and a market for
its post-Soviet defense industry, according to a
detainee.

Theintelligenceservices of both countries helped
tofacilitate this trade, according to a cooperative
source with good access. A detainee debrief affirms
that Belarusianaid in radars, laser technology,
metalurgy, and electronic warfare systems werethe
key areas of cooperation.

In 2001 and 2002, two MIC delegationsvisited
Belarusto discuss Belarusian assistancein upgrading
Iragi defense capabilities, particularly air defense and
electronic warfaresystems. Former MIC Director,
Huwaysh, led the Iragi delegations. The lragi delega-
tions also included theformer Director of Al-Kindi
Dr Saad Daud Shamma’, theformer Director of the
Al-Milad air defense company, Brigadier General
Husayn, and several high-ranking Iraqi air defense
officials. Huwaysh, however, was the overall manager
of the relationship between Iraq (especially MIC) and
Belarus according to a detainee debrief.

A former high-ranking Iraqgi government official
saysthat diplomaticrelations between Belarusand
Iragwere so strong that an Iragi-Belarusiun Joint
Committee was formed to promoteillicit trade. The
committee was cochaired by the Iragi Minister of
Finance, Hikmat Mizban |brahim al-Azzawi, and
Vladimir Zamitalin of the Belarusian Presidential
Office. Indeed, the President of Belarus, Aleksandr
L ukashenko, consistently supported the political
positionsand defense needs of Irag. In a September
2002 meeting, President L ukashenko met MIC and
MFA officials to discuss military cooperation. During
the meeting, President Lukashenkoexpressed his
willingnessto support Iragand to send air defense
expertsto help Iraq fight the United States.

Key Belarusian I ndividualsLinked tolllicit Trade
With Iraq

Thefollowing Belarusian individual s were instrumen-
td in drivingforward theillicit trade with Iraqg;

* Vladimir Zamitalin. Ex-deputy to the head of the
Presidential Bureau and former head of the Belaru-
sian side of the combined Iragi-Belarusian Com-
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mittee for Commercia and Economic Cooperation.
He was in charge of the special military cooperation
with Irag and functioned as a secret envoy between
President L ukashenko and Saddam.

Leonid Kozek. Ex-deputy to the head of the Presi-
dential Bureau and member of the Iragi-Belarusian
cooperation committee,

Nikolai | vanenko. Current deputy to the head of
the Presidential Bureau and last head of the Belaru-
sian side of the combined Iragi-Belarusiancommit-
teefor economic cooperation. He had arolein the
specia military cooperation with Irag, and isarela-
tive of President Lukashenko. Hevisited Irag twice
and met with Saddam, carrying a written letter to
Saddam from President L ukashenko.

Vitali Kharlap. Belarusian Minister of Industry.

Professor Kandrinko. Director of the communica
tions department at a Belarusian concern caled
AGAT. He played a successful rolein negotiations
with Salah Al-Din state company and concluded
many contracts concerning the manufactureof com-
muni cation sets.

Professor Kloshko. A scientist who led the depart-
ment of telemetric systemsfor surface-to-surface
missilesand had many contracts with the MIC.

General Petr Rokoshevskiy. Deputy for arming
and training in the Belarusian MoD. Rokoshevskiy
had arolein activating military cooperationwith
Irag. Thisinvolved working with thelragi MoD,
SRG, and the MIC for supplying rocket propelled
grenades (RPG-7), munitions, and laser-directed
Konkurs antitank rounds. He played a mgjor role

in signing a contract with the Iragi MoD and the
MIC for training 20 officer engineersof the SRGin
using the S-300 PMU-I (SA-20) air defensesystem
at the Belarusian military academy. Rokoshevskiy
was also involved in signing contractsfor supply-
ing enginesfor T-72 and T-55 tanks, MiG-29 fighter
jets, and BMP-1 mechanized infantry fighting
vehicles.



Materials, Equipment and Services Provided by
Belarus

Belarus exported a range of military goodsto Irag.
Thisillicit trade was organized and executed by a
number of Belarusian companies. Captured docu-
ments revea that in December 2002, BalmoralsVen-
tures Led. implemented contract 14812002 with the
Al-Kindi General Company to deliver electronic com-
ponentsto the value of $70,367. This priceincluded
the cost of delivery to Syria and onward shipment to
Baghdad. The goods could have been componentsfor
aradar jamming system.

Viktor Shevtsov was the director of Infobank and of
another Belarusiun company involved in illicit trade
with | raq named BelarusianMetalEnergo (BME).
Infobank helped finance deals with Iraq and, accord-
ing to Huwaysh, may have been run by Belarusian
intelligence. BME was involved in supplying castings
and machinery for T-72 tanks, and modernizing SA-2
air defense missilesand associated radar systems.
BME had many multimillion dollar contracts with
Irag and worked closely with Infobank to finance
illicit trade. Shevtsov organized, at hisown persona
expense, trips on-board Belarusian airlinesfrom
Minsk to Baghdad. These flightstransported experts
and directors of Belarusian companies connected

to Irag as well as technical and military equipment
destined for Iragi ministries.

Alexander Degtyarev wasalso a major player in
theillicit trade businesswith Irag. Degtyarev was a
Russian scientist whose specialty was missile guid-
ance and control. Shevtsov introduced Degtyarev
tothelragi MIC. Degtyarev owned the Belarusian
companies named Systemtech and ElectricGazCom
(EGC), which had contracts with Infobank and Iraqg to
supply radars plus control and guidance systemsfor
SA-2 missiles. Thelatter equipment was transported
through Syria and paid for through Syrian banking
institutions. Degtyarev was a regular visitor to Irag,
traveling there every two weeks according to a high-
level MIC officid and a mid-level former Iraqi civil
servant with direct access to the information.

A high-level MIC officid stated that EGC signed con-
tracts with the Iragi Al-Karamah State Establishment
to build afacility for the manufacturingand testing of
control and guidance systemsfor surface-to-surface
missiles such as a-Samud. This trade also included
the sale of gyroscopesand accel erometer testing
stages. In addition, ECG signed contracts with the Al-
Batani State Company for the technology transfer of
manufacturing systemsfor an Iragi satellite research
project.

A former Iraqi efficial revealed that President Alek-
sandr Lukashenko asa vehiclefor illicit tradewith
| raq promoted a joint Belarusiun-Iragicompany.

L ukashenko was anxious that illicit trade should
continueon a regular basis and requested that afirm
called Belarus Afta beestablished in Baghdad as a
clearinghousefor illicit military trade.

* Radar technology and air defense were the most
crucial export commoditiesto Iragq from Belarus.
Captured documents and a mid-level Iragi military
officer with direct access to the information affirm
that there was joint Belarus-Iragi devel opment of
an improved P-18 (Mod Spoon Rest) early warning
radar between November 2000 and March 2003.
This radar was employed at Al-Habbaniyah Air
Defense Center against Coalition aircraft during
OIF.

 Systemtech provided assistancein the fields of
research, testing, and project implementation. Dr
Raskovkawas the senior Systemtech officia help-
ing the lragis, visiting Iraq every 3 to 4 monthsfor
3 years. Thelragis wanted to purchase an S-300 air
defense system. Contracts weresigned and training
undertaken, but the purelogistic problemsof sup-
plying the system without alerting the international
community were insurmountable.

Other intervieweesrevea ed that Belarus provided
numeroussuppliesof illicit goodsto Irag. These
included equipment for T-72 and T-55 tanks; Volga,
Pechora (SA-3) and other air defense missile systems;
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ZAEC—MZC Cooperation for the Procurement of
CNC Machines

Based on interviewswith Fadil Al Janabi, former
head of the IAEC, and 'Abd-al-Tawab 'Abdallah Al
Mullah Huwaysh, former Minister of Military Indus-
trialization, it is evident that the MIC procured CNC
machines for the |AEC as part of a " special project”
for modernizing Iraq's scientific infrastructurein
2001.

* According to interviewswith Fadil Al Janabi, presi-
dential secretary 'Abd Hamid Mahmud Al Khatab
Al Nasiri was approached in 2001 with a proposal
for a moder nization programthat included procure-
ment of new machinery and equipment, enabling
the IAEC to create moldsand manufacture spe-
cialty partsin-house. Al Janabi wanted to procure
these CNC machinesthrough the MIC to bypass
foreign supplier's reluctance to sell manufacturing
equipment to the |AEC.

¢ Huwaysh recalled that in 2001, Al Janabi and
Khalid Ibrahim Sa'aid contacted himwith a
presidential order to assist the IAEC witha " spe-
cial project." The MIC was not to be involved with
establishing technical specifications or providing
funding, but was to serve asa functional link.

 During thisinitial meeting, whichwasalso
attended by Munir Mamduh 'Awad Al Kubayd,
Director General of MICS Al-Basha'ir Company,
Huwaysh claimed he was informed that he did not
need to know what was being procured. He further
remembered the relative high cost of the machines,
costing approximatelyhalf the budget of the entire
special IAEC modernizationproject.

|AEC scientistsand employees, in contrast, have
claimed that CNC machines procured from Taiwan
were not high precision and were the same asthose
used at the Al Badr General Company.

* A source with access stated that the most precise
machines were capabl e of 5-micron accuracy, but
none of the machineswere five t0 six axes because
this would have " broken sanctionsand all of the
machines were declared to inspectors." The IAEC
employee stated that these high-precisionmachines
wereingtalled at Tuwaitha and information regard-
ing these machineswas provided to the UN and
|AEA in the declaration givenin December 2002.

* |SG hasfound Iragi documentsthat corroborate
thisassertion, showing that the |AEC had prepared
UN forms(OMV Form22.5/ MOD.2) for eight CNC
machines, all of whichwere identified asthree-axes
machines. The descriptionsin the declarationsare
consistent with the statementsof the mid-level man-
agers.

It isimportant to note, however, that these IAEC
sourcesreferred to the MIC manufacturing company
Al Badr and not Al-Basha’ir, the MIC front company
involved in negotiationswith Huwaysh. In the inter-
change betweenthe IAEC and the MIC, Al Janabi
was explicitlyordered that all transactionsand
communicationson this procurement project were
to go through Munir Al Kubays and Al-Basha’ir.
ISG judgesit is probablethat this™ special project
procurementwas carried out by Al-Basha'ir as

a separate classified channel for IAEC precision
machinery. This assessment supports Huwaysh's
claimof the sensitivity surrounding the “classified”
nature of the |AEC moder nization project in 2001.

Mi-17 helicopters; sparesand repairsfor MiG-23, -25
and -29 plus Sukhoi 25 jets; laser guidance systems;
fiber optics; infrared spare parts, GPSjammers; and
radios.

Even during the preludeto OIF, theillicit Belarusian
military trade with Iraq did not stop as shown by cap-
tured documents. Belarus provided PN-5 and PN-7
night-vision devicesfor Irag through the Al-Basha'ir
front company. Three months beforethe onset of the



conflict, President Lukashenko instructed the Belar-
usian Ministry of Defenseto allow Irag to purchase
any goods from Belarusian military supplies.

PaymentsFrom Iraq to Belarus

The main revenuestream for funding illicit trade with
Iraq camefrom the Irag-SyriaTrade Protocol. The
amount of illicit military trade between Belarus and
Iraq was significant according to captured documents,
with Belarusian Governments receiving nearly $114
million in payments from Irag.

Accordingto a detainee, the critical financia ele-
ment in theillicit trade process between Belarus and
Iraq was Infobank. Belarus demanded to be paid 75
percent of the contract pricein hard currency before
delivery of any goods. Iraq did not agreeto this.
Therefore, Infobank agreed to provide bridging funds,
including the 75 percent up-frontfee, tofinance

illicit deals between Belarus and Iraq for afee of 15
percent of any contract. Accordingto a high-level
Regime source with direct access, kickbackspaid

to Iraq by Belarusian companiesfor exportsto Irag
under the UN OFF Program were kept at the Infobank
tofund futureillicit Iragi importsfrom Belarus. A
senior former executivein the Iragi MIC believesthat
Infobank had atotal of $7 million of Iragi money in
its accounts before OIF. Infobank also financed illicit
military trade between Irag and Y ugoimport-FDSP of
Serbia, paying equivalent up-frontfees, according to a
former senior executivein the MIC.

Taiwan

Although a limited supplier of prohibited goodsto

I rag, companies from Taiwan negotiated for conven-
tionally military goods and provided critical CNC
machinesto the Regimefrom 2001 to 2003. These
machines provided I raq with a meansto improve its
military-related production.

Theearliest evidence of Irag's procurement relation-
ship with Taiwan dates back to January 2001, when
Iraq sought military equipment and dual -usegoods
from companiesin Taiwan. In an apparent attempt to

circumvent UN sanctions, Dr. Khalid Sulayman of the
Irag-based company ETIK for General TradingLim-
ited approached the Taiwanese arms brokeragefirm,
Epnon International Limited, seeking 150 enginesfor
T-72 and T-55 tanks, 200 enginesfor the T-62 tank,
and 100 enginesfor the BMP-1 and BMP-2 armored
personnel carriers. The engines wereto bein com-
plete and new condition.

Although Epnon's prices were higher than other
sources, ETIK learned that it did business without the
need for official papers. The deal was originally struc-
tured as cash only; however, under-the-tabl etransac-
tion with the payments made in advance occurred,
and an agreement was eventually reached for hdf the
payment for the engines to bein cash, and the other
half in oil.

* |SG hasfound no evidencethat these engineswere
deliveredto Irag.

Thereis limited information on the supply of CNC
machinesto Irag, but during UNSCOM’s tenure,

UN inspectorsconfirmed | raqhad obtained CNC
machines manufacturedby companies in Taiwan.

* During an inspectionin 1998 of the Al Rashid Gen-
eral Company's Dhu-al-Figar (Tho Al Fekar) Plant
at the Tgji Metals Complex, UNSCOM inspec-
torsfound four new Hartford vertical machining
centers, with one machineinstalled and being used
on Ababil-50 motor bulkheads. The four machines,
made by the She Hong Machinery Company Lim-
ited, werethree-axisvertical machiningcenter with
an indexing fourth axis and a 20-tool carousdl.

« Theinspectors considered these modem, standard
guality CNC machinessuitablefor good quality
aerospace and missile-related applications. Later in
1998, another inspection at the Dhu-al-Figar (Tho
Al Fekar) Mechanical Plant reported another four
Hartford CNC machines milling Ababil-50 rocket
nozzles. The team identified that three of these
machines possessed a computer-controlledturn-
table.

* |SG cannot confirm that these CNC machines were
purchased directly from sourcesin Taiwan. It is
equally likely that these machineswere obtained
from unknown third parties.
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In 2001, the IAEC and MIC were working to obtain
CNC machinesto modernizelrag's scientificinfra-
structure. By 2002, documentary evidence shows
Iragi front companies soliciting bids and contracting
for CNC machinesfrom companiesin Tawian. The
CNC machinesprocured from Taiwan by | rag con-
sisted of three or more axes, suggesting potential use
in weapons production.

* Inearly May 2002, the Baghdad-based Iragi firm,
Aldarf Company, represented by 'Ali Al bakri,
sought tilting rotary tablesfor two machining
centers. She Hong Industrial Company, one of
Taiwan's largest manufacturersof machinetools,
acknowledged the Iragi company's need for acces-
soriesand stated that rotary tables manufactured by
Taiwan's Golden Sun industrial Company Limited,
Taichung could be added to both machinesthat Iraq
aready possessed.

* Recovered correspondence from the Al-Bashalir
Company reveal ed a deposit of $900,000 into
the account of Mr. 'Abd-al-Razzag Al Falahi
and Brothersto execute a contract for importing
machinetoolsfrom Taiwan. This money wasthen
transferredinto the account of She Hong Industrial
Company.

* In Jduly 2002, Irag asked a Jordanian company to
seek a new quote from acompany in Taiwan for a
gun-drilling machine, earlier quoted at a price of
$146,000.

¢ January 2003 bidsfor CNC wire-cutting machines
from Taiwan were also revealed in documentation
from the Al Badr State Company, a subsidiary of
theMIC.

Iraq took active measuresto ensure that illicit trade
for machinetoolsfrom Taiwan was concealed. Recov-
ered correspondence from Al-Bashalir expressed that
the wording of the contract conducted by Mr. ‘Abd-
al-Razzaq Al Falahi should not make reference to
Al-Bashalir and that monies should be deposited in
astatic account for all transactions. Correspondence
from aMIC-run company also indicated that bids
from companiesin Taiwan were under the auspices of
the Iragi and Syrian agreements, implying that goods

obtained from Taiwan would be transshipped through
front companiesoperating out of Syriaor that Syrian
front companieswould act as intermediariesand
facilitate delivery of the procured equipment.

Egypt

Since 1990, illicitprocurement activity between
Iragand Egyptprovided Baghdad with a limited
amount of materials that the Regimefound difficult
to acquire outside UN sanctions. Materialsthat Irag
acquired through its relations with Egypt, outside UN
sanctions and resolutions, included nitric acid, stain-
less steel and aluminum alloys.

Egyptianand Iragi procurement relations began in the
early 1980s when Baghdad provided Cairo with $12
millionin 1981 in return for assistance with produc-
tion and storage of chemical weaponsagents. At this
time Baghdad al so entered into a series of contracts
with the Government of Egypt to procure the two-
stage Badr-2000 missile and to providethe technolog-
ical infrastructureto build the missileindigenously,
beforeit attempted to extend the range of its Scud-B/
8K-14 missiles.

Following Operation Desert Storm and UN sanctions,
procurement from Egypt was limited. Neverthel ess,
Iraq used itsties with Egypt to procure key items that
weredifficultto procure el sewhere.

¢ The MIC, throughits front company Al-Husan,
had a$5 million contract with an Egyptianfirm for
stainless steel, forged steel, and aluminumin 2003.

Tradein nitric acid, a precursor in the manufactureof
solid propellant also flourishedfollowing the destruc-
tion of the Al Qa’Qa State Company Nitric Plant in
December 1998, during Operation Desert Fox.

* A senior official from the MIC stated that Irag had
a secret agreement with Egypt during 2001 to 2002
to have nitric acid shipped from Egypt through
Syriatolrag. It is unclear how many tons of nitric
acid Irag received from this secret agreement.



Many transactions for prohibited goodswere
orchestrated through a trade protocol sponsored by
the Iragi MeO. The second Deputy Director for the
MIC, Daghir Muhammad Mahmud, was responsible
for monitoring these transactions.

* A source with direct access estimated that there
was approximately $50 millionin the trade protocol
account. Goods and materials were occasionally
procured on a cash basisfrom Egypt, but the mgjor-
ity of the protocol was based on oil transshipped
through Jordan.

* M-23 officersfrom Balad, Irag often accompanied
MIC personnel to Egypt and between 2000 and
2003. M-23 was responsiblefor the physical secu-
rity of MIC facilities and personnel. 'Abd-a-Hamid
Sulayman Al Nasiri, the Director of M-23, person-
aly went to Egypt under the auspicesof the|AEC
about six months before OIF.

Accordingto a senior Iraqi official fromthe MIC,
the Egyptian state was involved in illicit trade with
Irag. Known Syrian procurement agents for Iraqgi
front companies also assisted in some of these trans-
actions. It is also apparent that the Syria-Iraq Trade
Protocol facilitated illicit tradefrom Egypt. Individual
brokers and Iragi foreign nationalsin Egypt may have
asoinitiatedillicit trade, motivated by the lure of
corporate and individual profits.

« Nitric acid supplies were reportedly the responsibil -
ity of the Dr. Asif Shalish, Director of the Syrian
SES International, who dealt regularly with Iragi
procurement companies. All paymentsof the nitric
acid were handled under the Syrian protocol and
the head of Al-Bashair, Munir Mamduh Awead al-
Kubaysi.

I SG, however, judgesthat the most likely transship-
ment routes through Jordan and Syria were based on
thetiesto the trade protocols.

Yemen

I mproving bilateral relations between Sana'a and
Baghdadin the late 1990s resulted in direct Yemeni
participation in Iraq's illicit procurement schemes.

After 2000, Yemen becamea state tradeintermediary
for Irag, providing Baghdad with " end-user* cover for
military goods prohibited by UN sanctionsand reso-
[utions. Thereis no evidence, however, that Yemen
was complicit in the procurement of WMD-related
commodities.

Throughout the 1990s, Y emeni President Ali ‘Abdal-
lah Salih publicly supported UN sanctions against
Irag, but he remained concerned about the humani-
tarian impact on Irag's citizens. Starting in February
1997, senior membersof theY emeni Government
privately argued that Y emen should unilaterally abro-
gate the UN sanctionson Irag. They contended that
lifting the embargo would help to providethelragi
people with much-needed humanitarian assi stance
and enhanceregional stability. By 1999, President
Salih was beginning to publicly criticize the United
States and the UK for theimposition of no fly zones
over lragi airspace and the UN embargo.

Opening Conventional TradeWith Yemen for

Oil and Cash

In additionto increasingly pro-lragi rhetoric, Y emen
and Irag also built closer tradetiesin 1999. Through
regularly scheduled Iragi-Y emeni Joint Committee
meetings, Iraq and Y emen had signed trade agree-
mentsand Memorandaof Understandingaimed

at strengthening bilateral ties, sparking economic
growth, and exchanging energy expertsin thefield

of naturd gas and petroleum exploration. The two
countries also signed a customstreaty, whereby no
duties would be paid on the transfer of goods between
Irag and Y emen. Although these agreements were
within the guidelines set forth by UNSCR 986, they
provided an avenue for increasing trade coordina-
tion and eventually led to sanctionsviolations.

* Thelrag Government signed a$9 million deal in
November 2000 with the Y emeni Haya Salid group
of companiesto providelrag with food and medi-
cal- related goods in exchangefor hard currency
derived from Iragi oil sales.

* On 29 September 2000, President Salih authorized
oneof thefirst commercial airlineflights to Bagh-
dad. Salih had rejected earlier calls by Yemeni
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opposition partiesfor this action out of fear of a
US government reaction. After a Royal Jordanian
Airlinesflight landed in Baghdad on 27 September,
however, Salih decided he could deflect Western
criticism by claiming the flight was on a humani-
tarian mission. It was expected that Y emen would
alow additional flightsto Baghdad in the future.

By November 2000, another session of the Y emeni
Iragi Joint Committee, led by 'Abd-Al-'Aziz Al-
Kumaym, was held in Baghdad. The meetingsagain
centered on improving bilateral relations, but mainly
dealt with increasing economic activity between the
two countries. Thejoint committee reached agree-
ment in a number of areas, including the purchase
of Iragi oil at below market pricesfor cash using
unnamed Y emeni businessmeninstead of the Y emeni
Government. Thiskind of transactionwas very
profitable for Yemen, but violated UN sanctions. In
addition to the profits earned by this trade, Saddam’s
Regimeal so agreed:

* To provide 60 scholarshipsfor Y emeni studentsto
study at Baghdad University.

* To the exchange of expertsto take placein the
fieldsof agriculture and telecommunications.

Yemen Emergesasan I ntermediaryfor

Iragi Hlicit Imports

Several high-ranking Iragi, Yemeni, and Syrian
Government officials met to discussthe establish-
ment of an illicit trade protocol between Febru-

ary and July 2001. The purposeof these particular
meetingscentered on formulating and implementing
aplan that would allow Irag to acquire Russian-
manufactured military spares through a complicated
supply chain and front company network. The main
participantsin the meetings werethe Iragi Ministry of
Defense Genera Secretary, the Y emeni Ambassador,
and Firas Talas, the son of theformer Syrian Defense
Minister Lt. Gen. Mustafa Tdas. A Yemeni business-
man named Sharar 'Abd-al-Haq brokered theillicit

Y emeni business transactions.

¢ Lt. Gen. MustafaTaas, while absent from the meet-
ing, provideda letter, which stated that he recently
met Dimitrof Mikhail, president of Russian Com-
pany of Iron Export. Dimitrof, aformer senior Rus-
sian intelligenceofficial, had agreed to supply spare
parts without requesting the identity of the end user.

* 'Abd-a-Haq agreed to transport military supplies
fromYemen to Irag using theillicit trade networks.

« Accordingto theletters, Iraq provided 'Abd-a-Hag
alist of requirements, signed by thelraq Defense
General Secretary. Thislist included sparesfor the
following: MiG-17, MiG-21, MiG-23, MiG-25,
MiG-29, Su-22, Iskandri missiles with a range of
290 kilometers, updated parachutes, L-39 combat
capabletrainers, Bell 214st helicopters, T-55 and
T-72 tanks, armored cars, BMP-I and BMP-2
armored personnel carriers, and other carsand
trucks.

* A contract for Bell 214th helicopterswas negotiated
with Yemen for the valueof $7,287,213. The con-
tract outlined the transportation schemeto take the
prohibteditemsfrom Singaporeto Sana'a, Yemen
to Damascus, Syria to Baghdad with payment to be
made through the International Bank of Y emen.

According to recovered documents, President Salih
called his brother, the Yemeni Air Force Com-
mander, after this meetingand told him to provide
Iraq with spare parts even if they needed to take
them from Yemeni stocks. He also ordered his brother
to acquire more materialsfrom Russia.

* Reportedly,in early December 2001, the Iragi Air
Force had received spare partsfor MiG-29 fighter
aircraft, mainly through Tartus, Syria. No further
information is availableasto theorigin of the
aircraft parts. It islikely that these items were pur-
chased viathe Russian/Yemen/Syria supply chain.
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I mporting Prohibited
Commodities

Overview

Iraq under Saddam Husayn used various methodsto
acquire and import items prohibited under UN sanc-
tions. Numerous I ragi and foreign trade interme-
diaries disguised illicit items, hid the identity of the
end user, obtained false end-user certificates, and/or
changed the final destination of the commodity to
get it to theregion. For acut of the profits, these trade
intermediaries moved, and in many cases smuggled,
the prohibited itemsto land, sea, and air border entry
pointsalong the Iragi border.

e Companiesin Syria, Jordan, Lebanon, Turkey,
UAE, and Y emen assisted Saddam with the acqui-
sition of prohibited items through deceptivetrade
practices. In the case of Syriaand Y emen, this
included support from agenciesor personnel within
the governmentitself.

¢ Numerous ministriesin Saddam’s Regimefacili-
tated the smuggling of illicit goodsthrough Irag's
borders, ports, and airports. The 11S and MIC,
however, weredirectly responsiblefor skirting
UN monitoring and importing prohibited itemsfor
Saddam.

DeceptiveTrade Practices
Supporting Illicit Procurement

Useof Tradelntermediaries

Tradeintermediaries were a specific subcategory of
front company that served as middle-men or agents
for illicit procurement between the Iragclientsand
international suppliers. On the surface they were
transport-related businesses such asfreight or ship-
ping companiesthat disguised the routing, destina-
tion, or purpose of acquired goods. They wereeither
foreign or domestic companiesand charged a percent-
age of thecontract feefor their services. There were
threetypesof Iragi tradeintermediaries:

e Companiesin full collusion with theformer
Regime (often these were owned or operated by the
Regime).

¢ Intermediarieswilling to overlook ambiguousor
partially completed trade documentsif the profit
margin was sufficient.

¢ Companiesthat were unawareof thelragi involve-
ment in the contract becauseof falsified paperwork
or lragi deception.

Theconditionsfor illicit trade viaintermediarieswere
set by the reestablishment of normal trade under the
1996 UN OFF Program and the bilateral trade proto-
cols with Jordan, Syria, and Turkey. These protocols
provided effective cover for illicit tradeto occur,
establishing legitimate linkages between trading
companies, and making it more difficult to monitor
compliance with UN sanctions.

* |ragi trade companies established branch officesin
neighboring countries or to call on the support of
affiliated/sister companies operating abroad. Some-
times these branch offices/sister companiesrepre-
sented the primary officefor soliciting offersfrom
foreign suppliers. Theserelationships gavethe
appearance that commercial businesswas being
conducted with business clients in the neighboring
country, rather than Iraq.
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Bascription of Goods and/or Bervices

.

SPARE PARTS FOR ASRICALTURAL. (OUVIPRENTS A3 PER
BENEFICIARY"S EROFORPMA INVOICE(RIE/SN/987/99
° DATED OCT. 4TH, 1999,

CIF’ RASMID PORT/DUBAL-U.A,E.

Figure 64. A bill of lading from October 1999 for T-72
and T-55tank engines described as "spare parts for
agricultural equipments.”

Iragi trade intermediaries generally used severa
approachesto hide theillicit natureof their cargo.
These approacheswere used singly or in combination
(depending on the sensitivity of the commaodities)

to get theitemsinto a neighboring country whereit
could be easily smuggled into Irag.

 Disguising the natureof the item.
¢ Hiding the ultimateend user.
¢ Changing thefind destination.

* Nondisclosure. Alternatively,any of thesethree
bits of information could simply be not provided
or written illegibly on the shipping documents.
Although against common trade practices, this
ambiguity could provide sufficient deniability for
those suppliersin the acquisition chain.

Disguisingthe Nature of Prohibited Goods

The Iragi Regime skirted UN restrictions by using
cover contractsunder the trade Protocolsor out-
right incorrect descriptions of itemsin transit. The
MIC was known to use this method to purchase
military equipment using funds from the UN OFF
program. Military-useitems would also be incorrectly
described in the paperwork as dual-useitems. 1 SG
has uncovered numerous examplesof Iraqi efforts
to disguisethe nature of illicit importsto skirt the
UN sanctions Regime:

* Captured Iragi documents verify that NEC provided
restricted itemsto Irag, although I SG has not found
any evidence that NEC provided Irag with chemi-
calsthat could be used to produce CBW agents.

¢ |n 1999, the MIC imported Georgian T-55 and T-72
tank engines under cover contractsfor agricultural
equipment, according to documentscorroborated
by a high-level MIC officia (seefigure 64).

» Trandated correspondence between the Iragi front
company Al-Rawaa Trading Company and Al-
Karamah detailed November 2000 plans to alter
shipping documentsfor agricultural towing bat-
teries (military use) to describe them as batteries
for ambulances. Muhammad Talib M uhammad,
director of Al-Rawala, was concerned because, if
the batteries were discovered during inspection
upon arrival in Irag, it could createa ' crisgs.” The
purposeof atering the documentswas clearly to
describe the batteriesdual use rather than military
use, thereby making it easier to bring theminto the
country.

* |n February 2003, the Russian state arms export
company, Rosoboronexport, and other Russian
companies planned to sell advanced antiaircraft
and antitank missile systemsto Iraqg, according to
adocument signed by the head of MIC security
recovered at the 11S Headquartersin Baghdad. The
Iragis and Russians planned to ship the prohibited
goods using UN OFF cover contractsto disguise
the items as illumination devices, water pumps, and
assorted agricultural equipment. | SG does not know
if this equipment was shipped to Iraq beforethe
start of Operation Iragi Freedom.



I nternational Commodity Deception:

The Spherical Aluminum Powder Case Study

The lure of high profits brought unscrupuloustrade
intermediariesto Iraqto offer their "services." Iraqg's
Al Badr Bureau Trading and Engineering Firm sought
bids on spherical aluminumpowder, a key component
for solid rocket propellant, througha Pakistani trade
intermediary. After three attemptsto purchase the
powder failed, the intermediary's managing director
sought other meansto obtain the powder for Al Badr:
Throughout the trade negotiations, both Amanatullah
and Dk Farhan Ghazar, the Al Badr representative,
were aware the powder was a prohibited military
item.

« Inlate April 2002, the Pakistani intermediary pro-
posed shipping the powder to Irag through Pakistan
and then Syriausing “falsified shipping docu-
ments” listing a different material in the shipping
containers. He requested Dx Ghazar’s assistanceto
create these false invoices.

» By mid-May, he had identified an unnamed British
manufacturer that was prepared to ship the powder
to Karachi and passed the company's end-user cer-
tificate to Dk Ghazar, as a metallurgist, who should
have no trouble falsifying the document.

* The Pakistani intermediaryand Ghazar also sought
possible nonmilitary end uses for the powder that
could be listed on the British certificate.

« After completing the planning for theillicit ship-
ment, he and Dk Ghazar sought to assure his Iragi
clientsthat his Pakistani company was fully pre-
pared to handle this sensitive project and any future
requests for other Iragi customers.

Throughout the summer and fall of 2002, the Paki-
gtani intermediary continued to try to close the con-
tract for spherical aluminumpowder with Irag. He
made a trip to Iragwith samplesin July and mailed
samplesto Dk Ghazar in October 2002. Had Irag
agreed to the shipment in Novermber 2002, the Paki-
stani intermediary’s own delivery estimates would
have had the powder delivered to Pakistan from a
British firm no earlier than February 2003. Therefore,
itisunlikely Iraq wasable to obtain the aluminum
powder before OIF. Nevertheless, this caseillustrates
the methods used by Iraq and itsillicit tradeinter-
mediariesto evade UN sanctionsand international
monitoring.

Concealingthe I dentity of Commodities

In addition to disguising the identity of the item,
trade intermediaries employed many techniquesto
hide the identity of the end user of the commodities.
A common practice used by Middle Eastern trade
intermediaries representing Irag's interests would
routinely approach suppliersabout requirementsfor
"unidentified clients.”” The international suppliers
would either settle for incomplete end-user statements
(part of the formal international trade documentation
requirements) or accept false end-user statements
from neighboring countries sympathetic to Irag.

 After 1997, many of theillicit goodsimported by
MIC came through Syria using false end-user cer-
tificates provided by high-ranking Syrian officials.

Theformer Syrian Minister of Defense, Mustafa
Talas, routinely signed falseend-user certificates
for weaponsdealers, generallyfor a feeof 12to 15
percent of thetotal contract amount.

« Documentsfrom the Al-Bashair front company
illustrate this method of deception. According to the
documents, the Indian NEC Company complained
to Al-Bashair in 2000 that the mgjority of theitems
requested by the MIC were seized before reaching
Irag, "' despitethefact that most of it had documents
with clauses mentioning the requirement of not
shipping it to Irag, Iran, North Korea, or Cuba."
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Circumvention of UN Sanctions Importing
Missile-Related Materialsin 1998

To avoid UN inspector s'possibledetection of sanc-
tioned materials, Iragi officials would instead find
alternate methodsto get what they needed. The Al
Fat'h missile project illustrateshow the Iragis man-
aged to avoid UN detection. Documents captured
at the MIC Headquarters reveal the MICS March
1998 plan to purchase dual-use materials, including:
ammonium perchlorate, aluminumpowder, carbon
fiber, and phenolic resin for useinthe Al Fat'h missile
project. After discovery of these materialsby the UN,
Iraqi officials wereinstructedto submit a form B-1
by Richard Butler, Chairman of UNSCOM. Thisform
detailed Irag's plansto use 20 tons of ammonium
perchlorateand 3 tons aluminum powder to manufac-
ture composite solid propellant for the Al Fat'h motor.
It also described a need for 350 kilogramsof carbon
jiber to insulate parts of the Al Fat'h motor. The
materials were to be shipped through Jordan by the
Iragi company Al 'Ayan, with Al Wadha Commercial
Agencies Company, possibly a subsidiary of Al-Eman,
acting asan intermediary.

Aletter, classified " Top Secret” by the Iragi Govern-
ment, fromA! 'Ayan Trading Companyto the MIC
summarized the inability to ship the ammonium per-
chlorate, aluminum powder; carbon fiber, and pheno-
lic resin because of the UN restrictionson Jordanin
shipping those materialsfor the missile program. Al
'Ayan suggested the following sol ution:

» Advisethe beneficiaryto contact the supplier to
publicizethe " cancellation” of the contract with Al
'Ayan.

¢ All rdated communicationsand inquirieswould
remain strictly at the commission(possiblythe
MIC) office and not at the project Ste.

e Al'Ayanwould divert the shipment routing to avoid
entering Jordan.

* Al'Ayan would change the type of commodity on
the bill of lading, alter the beneficiary’s name at
intended port of entry, and changethe port name.

« The contract duration would be amended to add
one month for delivery.

The contract would increase in value by 20 percent of
the actual sumto compensateAl ‘Ayan for aiding Iraq
inacquisitionaf prohibited materials.




Disguisingthe Commodity's Destination

Perhaps the most basic method for Iraq to skirt
international scrutiny wasto simply list a neighbor-
ing country as the final destination, whenin fact the
commoditieswere only held there until they could
be smuggled to Iraq by Saddam’s agents. Because of
the high amount of ordinary trade occurring under the
bilateral trade protocols, and government complicity,
Syria and Jordan were the most common transit coun-
tries used asfalse destinationsfor prohibited com-
moditiesbound for Irag. The UAE also served asa
transit location and, according to reporting, profiteers
in Iran even took part in transiting Russian goodsinto
Irag. The MIC paid these transit services with the
profitsof oil sales under the trade protocols.

» Accordingto areport, the Al Raya Company, an
IIS front company, requested weaponsfrom Syrian
or Jordanian arms dealers. The merchant would
acquirethe goods in Syriaor Jordan and move them
into Iraq through the Jordanian Free Commercial
Zone. Thisfreetrade zone was controlled by the
Jordanian Ministry of Finance and Jordanian I ntel-
ligence Service and it served as an effectiveconduit
for importing prohibited items through Jordan to
Irag. This report corroborates other reporting on the
role of Jordan prior to 1999.

o After 1999, the MIC’s Al-Bashalir Company served
asaprimary conduit for handling illicit shipments
viaSyria. At the MIC's request, Syrian trade com-
paniesobtained specificitemsfor Irag, primarily
from suppliersin Russia, Bulgaria, Ukraine, and
other Eastern European countries. When delivered
to Syria, Al-Bashalir took delivery of the commodi-
ties under the oversight and assistance of Syrian
government officials. These officials normaly
received a 12.5-percent mark-up as a kickback to
ensure goods moved from Syria to Irag without dis-
ruption. Al-Bashair then smuggled theitemsinto
Iraq and delivered themto MIC.

* |n another case, seized documents reveal that in
2000 the Indian NEC Company delivered'* 100
explosivecapsule unitsfor the RPG-7” to the Al-
Bashalir Company in Iraq by leasing "a private
plane which delivered the shipment directly to Syria
with great difficulty."

Usedf llicit Smuggling and
Transportation Networks

Iraq has been at the center of varioustraderoutes
for centuries. Historically, thistradeinvolvedillicit
activity, or smuggling, to escapetaxes or to evade
governmental oversight. Despite the imposition of
sanctions by the United Nationsin 1990, Iraq man-
aged to circumvent UN sanctionsthrough long-
established businessre ationshipswith its neighbors,
cross-statetribal connections, and use of ancient
smuggling routes. Contemporary smuggling meth-
ods used by Iragi trade companies used the entire
spectrumof smuggling methods. disguisingillicit
shipmentsas |egitimatecargo; hidingillicit goods in
| egitimate shipments; avoiding customsinspections;
and for high priority, low-volume shipments, using
Iragi diplomaticcouriers.

Captured documentsindicatethat there were approxi-
mately 500 official and unofficia border crossing
points between Irag and Syria, Jordan, Saudi Arabia,
Kuwait, and Iran. According to the documents, there
were al so other border checkpoints between Irag

and Turkey and between Iran under Kurdish control.
Despite the number of possiblecrossings, amost dl
goodsentered Iraq at just five major border crossings
and the port of Umm Qasr.

* Only goods supplied under the UN OFF Program
were subject to UN inspection at the four permitted
border points; Turaybil/Al-Karamah on the Jorda-
nian-1ragi border, Tanf/Al Qaim on the Syrian-Iragi
border, Habur Bridge/Zakho on the Turkish-Iraq;
border, Ar'ar on the Saudi-Iragi border and the port
of Umm Qasr on the Gulf.

Amid-leve Iraqi official asserted that Iraq signed
a formal transport agreementin the1990s. These
agreementsensured that before 1999 Jordan wes
the primary conduit of illicittrade with Irag. The
changein the Iragi-Jordanianrelationship was
promoted by a combination of improvementin
Iragi-Syrianrelations, and Jordanian concern over
increased palitical scrutinyin the United Sates.

137

o
Q
€
®

=

i
o

£
<)
9]

0

L
c
)
=
o
b
=
3}
o
b=

a

T
=
@




Syria's two primary transportation companies, SES
International (previously known asLamaTrading
Company) run by its General Manager, Asif Al-Sha-
lish, and the Nurallah Transportation Company, had
significant tiesto the Iragi MIC.

Smugglingby Air

A former Iragi diplomat described how severa times
per month Iragi diplomatic personnel would smuggle
large quantities of money and prohibited equip-

ment from Russiato Irag. From 2001 until thefall

of Baghdad, goods were smuggled out of Russia by
Iragi Embassy personnel. Equipment smuggled by
thismethod included high-technologyitems such as
radar jammers, GPS jammers, night-vision devices,
avionics, and missile componentsaf varioustypes.
A charter flight flew from Moscow to Baghdad every
Monday, with a return flight on Wednesday. The flight
was not inspected by the UN and was used to smug-
gle cash and other goods, which Iraq was not alowed
to procure under UN sanctions, into Baghdad. Cash
and equipment were smuggled two or three timesa
month by diplomatic courier, usually disguised as
diplomatic mail. Bribes were paid to Russian customs
officialsto facilitate theseillicit shipments.

* A former Iragi MFA employee who worked as a
diplomatic courier and had direct access to infor-
mation reportsthat the Iragi ambassador to Russia
personally delivered GPS jammersto the Iragi
Embassy in Damascusduring April 2003. The
ambassador used a private jet for transport, with the
GPS jammers concealed as diplomatic mail. The
jammers weretransferred to Al Qaim border check-
point.

A senior executivein the MIC provided information
detailing how direct frequent flights between Minsk
and Baghdad wereinstituted in the summer of 2000.
Belarus established ajoint airline with Iraq that
employed four Boeing-747sto transfer unspecified
illicit items, experts, and officialsdirect to Baghdad
under the cover of humanitarianaid missions.

Amman airport was also used as an air transshipment
point. An Iragi businessman declared that, a Jorda-
nian company procuringillicit goods on behalf of
Iraq shipped prohibited goods to Amman airport for
onward transfer to Iraqg.

Smuggling by Land

Iraq deployed many state institutionswhose mission
was to facilitateillicit trade by land. Accordingto an
Iragi customs inspector with direct access, thellS, the
SSO, and the MIC used the border checkpoint system
asamethod of obtaining prohibited goods.

Onesuch Border Check Point (BCP) facility was
located at Turaybil. The activity at that BCP was
representativeof the smuggling infrastructure used
toshipillicit goodsinto Irag at other BCPs. Turayhil
was part of the MoTC border checkpoint system that
facilitated the movement of alarge amount of contra-
band goodsinto Irag. TheIragi customs service was
forbidden to inspect IIS shipments.

* Turaybil contained an IIS office, an ILTC office, an
SSO office, and a Directorateof Military Intel-
ligence office, according to information relayed by
an Iragi customsinspector with direct access. The
" Orient Company" was often listed as the sender of
equipment, with Iragi front companies, including
Al-Bashalir, Al-Faris, Hatteem and Al-Faw, served
asthe consignees. The' Orient Company™ was the
most common cover namefor illicit 11s-assisted
shipmentsinto Irag—the company did not exist.

e Thevolumeof traffic at the Turaybil border cross-
ing meant that it would not be possible to ade-
quately inspect traffic entering Irag.

According to a captured document, days before OIF,
the JEFF Corporation of Bulgariaoffered and was
prepared to export 500 IglaMANPADS missiles,

50 grip stocks, and two inspection platformsto Irag.
There is no evidence that the contract wasfulfilled.
Thelragi front company named Al-Bashair, however,
subcontracted the Nurallah Transportation Company
of Damascusto ship the embargoed goodsfrom a

L ebanese port to Al-Bashair warehouses, and then

on to Baghdad. The goods would take a total of three
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monthsto reach Baghdad from Bulgariaviathe sea
and multiple shipments by truck. An Iragi business-
man has confirmed that illicit equipment arrivingin
Damascusfrom Minsk, Belarus, was transferred to

Baghdad via Syrian roads and railways.

Open sources detail how the Habur bridgeor gate
near Zakho on the border with Turkey wasaso a
scene of illicit smuggling. The large volumeof traf-
fic across Habur bridge (see Figure 65) hinderedthe
adequate monitoring of cargo. Recent open sources
point to thefact that UN monitors were able to
inspect only onein every 200 trucks that crossed into
Iraq viathis route.

Other sources suggest that Irag may haveaso
received goods smuggled in by truck from Dubai via
Saudi Arabia. lllicit trade between Irag and Iran was
a so problematic. Smuggling occurred on the road
linking the Iragi city of Al-Basrah and the Iranian city
of Khorramshahr.Iran exported foodstuffs, luxury
goods, and especially cement and asphalt along the
40-kilometer highway. A former employee of the MIC
declared that the smuggling was under the protection
of both thelragi SSO and the Iranian Revolutionary
Guard Corps.

There are adozen official entry pointsinto Iraq from
the neighboring countries (see figure 66) of Jordan,
Syria, Turkey, Iran, Kuwait, and Saudi Arabia, three
air entry pointsat Baghdad, Basra, and Mosul and
two main portsat Umm Qasr and Al-Basrah. As indi-
cated on the map, the UN monitored only five border
crossings. The primary reason for the UN’s oversight
centered on the UN OFF Program. UNSCOM weap-
onsinspectors seldom visited Irag's border control
points because they were based in Baghdad. The UN
contracted two private companies from 1996 to 2003
(Lloyds Register and later a Swisscompany called
Cotecna) to authenticate and certify the arrival of
humanitarian supplies under the UN OFF Program

at threeland border points. (A fourth was added

just prior to OIF and the port of Umm Qasr (see
figure67).

This|left at least two major border crossings and
Baghdad's airport completely unmonitored. Even at
the monitored crossings, cargo not approved by the
UN could freely enter Iraq because UN monitors only

dealt with UN OFF cargo. Any non-UN cargo could
freely enter Iraqg at either monitored or unmonitored
entry points.

Smugglingby Sea

During the sanction years, traders used a pool of
private dhows, barges, and tankers to smuggleoil out
and commaoditiesinto and out of Irag's southern ports
with relativeease. It is possiblethat easily concealed
military and dual-use items could have been trans-
ported by this method.

Smuggling via Jordanian Ports

The port of Agaba in Jordan served asa maritime
transshipment point. Beginningin the mid-1990s,
Lloyds Register provided monitoring of goods arriv-
ing at Agaba, but Jordan terminated the contract in
2000. ThellS had arepresentativein Agaba, oversee-
ing illicit trade including shipments made by aMiddle
Easternfirm.

From 1996 to March 2001, MuhammadAl-K hatib, a
Jordanian businessman, became the most prominent
intermediary for the Indian company NEC. Al-Khatib
runs the Jordanian transport companies named MK-
2000, Jordan Oil Services, and the Jordan Establish-
ment for Transit, all located at the same Jordanian
address. Al-Khatib facilitated the shipping of illicit
goodsto Irag. Contraband was shipped by Pacific
International Lines Ltd and Oram L ogisticsPTE Ltd
from India (Bombay and Madras) to Agabain Jordan.
Inall thededs:

* Al-Khatib was identifiedas the consignee.

* All voyagesinvolved transshipment, at |east onevia
Dubai.

* Goods were unloaded at Agabaport by Al-Khatib
and rel oaded onto Al-Khatib company trucksfor
onward transit to Irag.

« All payments by Iraq were made to Al-Khatib with
Al-Khatib paying other playersin thelogisticsand
supply chain.

* |raq submitted tendersto NEC through Al-Khatib.
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Figure 65. A truck holding
area near Habur Bridge BCP
showing the high volume of
border traffic into Iraq.
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Smugglingvia Syrian Ports

Open sources reved that adraft trade and secu-

rity agreement existed between Iraq and Syria that
covered a variety of economic and political arrange-
ments. These included the opening of the Syrian ports
of Al-Latakia and Tartus for Iragi imports. It took
approximately two weeksto deliver cargo to Al-Lata-
kia or Tartus from Black Sea ports, accordingto a
senior executivein the MIC.

Sources asserted that a heavy pontoon bridge set
provided by the Ukrainian arms export firm Ukro-
boronservice to Syria was ultimately supplied to the
Iragi RG. It was initially delivered from Mykolayev
on the Black Sea coast to Beirutin Lebanon on the
MV NicolasA, arriving in early October 2002. The
equipment was imported by the Syrian firm SES
International, probably covered by a Syrian end-user
certificate. A delivery verification certificatesigned
by Syrias Customs Department, verified by SES,
indicated that the shipment had reached Syria by
mid-October. Sources further revealed that elements
of the heavy pontoon bridge set had been deliveredto
RG forces at Fort Rashidiyah, near Baghdad by early
November. Other elements were deployed to ariver-
crossing training site between late October and early
November of 2002.

Smugglingvia the Arabian Gulf

Thelragi Regimefrequently employed smugglers
who used oil smuggling routes through the northern
Arabian Gulf. The Iranian Revolutionary Guard Corps
Navy facilitated thisillicit trade by providing safe
passage through the northern Persian Gulf for Iragi
oil smugglersin return for afee. Thisarrangement
allowed oil smugglers a safe passage through Iran's
northern territorial waters, but smugglers remained
subject to being interdicted by Iranian authorities
farther south (seefigure 68).

By calculating the $50 per metric ton of oil fee,
the Maritime Interdiction Force (MIF) estimated in
2000 that Iran was taking about 25 percent of the
profit from smuggled Iragi oil (seefigure69). These
high profits resulted from the difference between the
market pricefor crude oil and the low prices Saddam
was willing to charge to earn revenue that was not
tracked by the UN,

Figure 67. The port of Umm Qasr monitored
by UN inspectors, 1991-2003.

The chartillustratesthefacilitation role Iran played in
Iragi oil smuggling. On two occasionsin 1998, Iran
took actionsto stop oil smugglersfrom using its terri-
torial waters. Thefigure compiled by the MIF, clearly
indicatesthe impact this action had on the volumeof
prohibited trade in the Gulf.

Iran and the UAE were the most frequent destina-
tionsfor Iragi smuggled oil. The MIF also found that
the majority of the smuggling vesselswere owned by
entitiesfrom these countries.
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Figure 68. Primary oil smuggling routes
within Iranian territorial waters as identified by
the Maritime Interdiction Force.

:J Irag charges $95
!
Smugglersearn $60

Iranian $50 tariff
|

In 2000, a metric ton of crude oil was worth about
$205. A metric ton of crude oil equates approxi-
mately 7.5 barrels of oil.

Figure 69. By share breakdown of the sale price for a
metric ton of smuggled /ragi crude oil in 2000.
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Annex A
Trandationsof Irag's Bilateral
Trade Protocols

Thisannex containstrandationsand copies of
the Jordan (partial), Syria, and Turkey trade
Protocol agreements with Irag. Iraq and Egypt
participated in arelatively short-lived Protocol
that earned Irag about $33 million in late 2001
and early 2002. 1SG does not have accessto
documentsoutlining this agreement.

Jordan-lrag Trade Protocol

Oil salesto Jordan under the Protocol began as
early as 1983. Terms were negotiated annually,
including 1991, and every year thereafter during
sanctions. There actually were two Protocols:

an Oil Protocol and a Trade Protocol. 1SG does
not have a copy of the Trade Protocol. | SG does,
however, have copies of three Oil Protocol docu-
mentsfor 2003, which were negotiated from

19 to 21 November 2002. Engineer Muham-
med Batayna, Ministry of Energy and Mineral
Resources signed thefirst document for the Iraqi
sideby 'Amir Muhammad Rashid Al 'Ubaydi,
Iragi Minister of Oil and for the Jordanian side.
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An |SG Tranglation of the2003 Irag-Jordan Trade Protocol Agreement (part 112003)
By the Name of God, the merciful, the compassionate

Asgreement Record
Number (112003)
Regarding preparation for crude Oil and its derivatives

From Iraq to Jordan for 2003

During the visit of the Minister of Energy and Minerals of Jordan to Baghdad from the period of
19* to the 215t of November of 2002, a meeting took place between the Iragi Minister of Oil and the Min-
ister of Energy and Minerals of Jordan, wherein they studied the preparation related to the Iragi crude ail
and its derivates to Jordan through 2003, and both agree on the following:

Firstlv:

A. President Saddam Husayn (May God protect him), authorized a grant of $300 million to the
people of Jordan. The grant will be from the value of cil and its derivatives that Jordan imports
during 2003.

B. The grant will be deducted from the value of crude ail in the amount of $25 million monthly.
C. If thetotal valuethat is mentioned in paragraph (A) drops down to $600 million in year 2003,
the grant will drop by 50% of the total dropped value, and the annual deduction will be adjusted
in November and December of 2003.

D. The grant should not be lessthan $200 million.

Secondlv:

There will be $45 million allocated for the commercial exchange agreement, (which is $3.75 mil-
lion monthly) from thetotal value of derivatives that is utilized by Jordan for local consumption during
2003. Also, on the grounds of the same agreement, $15 million shall be allocated from thetotal value
of liquid gasthat Jordan imports from Iraq for local consumption in 2003. These amounts shall be used
for financing exportsrelated to improving, supplementing, necessity, and spares from the Jordanian Qil
Refinery Company, for the benefit of the Iragi, Ministry of Oil. The above mention materials and the
materials produced in Jordan shall be paid viathe Jordanian Oil Refinery Company.

Thirdlv:

All duesfrom crude ail that isimported from Irag to Jordan in 2003 shall be paid in cash, and the
funds shall be utilized for the same goalsthat are mentioned in the second paragraph and viathe Jorda-
nian Oil Refinery Company.

Fourthlv:

Shall agree on the equality of oil and derivatives prices as mentioned in the agreement record
number (2/2003), between the Ministry of Qil, Oil Marketing Company and the Ministry Of Energy and
Minerals in Baghdad dated November 21,2002.

Written and signed in Baghdad on Ramadan 16, 1423 H
Corresponding, November 21,2002

[Signature] [Signature]

From the Iragji side From the Jordanian side

Dr. Aamir Mohamed Rasheed Engineer, Mohamed Batayna

Minister of Qil Ministry of Energy and
Minerals
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An I1SG Transdlation of the2003 Irag-Jordan Trade Protocol Agreement (part 212003)

Agreement Record
Number (212003)

During the meetings that convened at the Oil Marketing Company in Baghdad between Novem-
ber 19t 21% of 2002, concerning the Iragi and Jordanian study related to the supply of crude il and its
derivatives from Iraq to Jordan for the local consumption for year 2003, have concluded the following:

Firstlv: Quantitiesand dailv average:
A. Crudeoil:

Thetwo parties agree that the Iragi side shall supply atotal quantity of crude oil in 2003 esti-
mated to be 4.04 million tons, (plus or minus 10%) to be distributed in the months of the year, in accor-
dance with the following daily average (ton/day):

Quantity (ton/ Quantity (ton/

Month day) Month day)
January 12,000 July 12,000
February 12,000 August 11,000
March 12,000 September 11,000
April 12,000 October 11,000
May 4,000 November 12,000
June 12,000 December 12,000

B. Derivatives:
Thetwo parties agree that the Iragi side shall supply quantities of derivatives to Jordan through
2003, asfollows:

- Fud ail 520 thousand tons plusiminus 10%
- Gas qil [al solar] 250 thousand tons plusiminus 10%
- Liquid gas 95 thousand tons plusiminus 10%

The average daily supply shall be in accordance with this chart for the months of the year:

Fuel Oil Tons/ Gas Oil [al Solar] Ton/ Liquid Gas Ton/
Month Day Day Day
January 1000 600 450
February 1000 600 450
March 1000 600 350
April 1200 600 250
May 3200 700 250
June 3200 700 200
July 1400 700 100
August 1000 700 100
September 1000 700 100
October 1000 700 300
November 1000 800 350
December 1000 800 350
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And afollow up on supplying crude oil and derivativequantities as indicated on the mentioned
chartsand itstransfer, receiving shall be pursued in coordination with thetwo sides. In addition, the two
sidesshall audit the total quantitiesand the daily average, accordingto actual needsand in conformity
with the operation conditions with the two sides. If the Jordanian Side wishesto changethe average daily
guota, the Iragi side shall be notified 15 days prior to the new day of the daily quota.

C. The supply of the liquid gas shall be 25% propane, and 75% butanefor the quantity of 350
tons per day, any additional supplieswill be on the basis of flexibility in specificationsto 40% propane
and 60% butane.

D. Thefuel oil shall be supplied with no lessthan 60 degrees of ignition.

Secondly:
Prices and other conditions:

A. Crude Qil

1. Between January 1st, 2003 and December 31,2003, the price of crude oil shall be in accor-
dance with the pricing formula demonstrated bel ow:

The light, Basracrude oil priceshall be paid in USD per barrel, the priceisfor atank load from
station (T1) in Iraq that will be equa to the light Basracrudeoil that isannounced for Europe, from the
ddivery of the Arab Gulf for the month that the load occur, minus $0.95 per barrel, from December 31,
2002, areview on the amount will occur if changes ensue on transportation fare.

In casethe actual priceis higher than $20 per barrel, the Jordanian side will be granted a deduc-
tion of 40% for the increasefor the light Basra crude ail that is announced in Europe.

2. The Jordanian side shall be granted a special reductionas we agree in the report number (5/
2002) dated November 21,2001

3. The payment of the prepared crude oil shall be paid within a month (30 days) after the load is
completed.

4, The Ministry of Energy and Mineralsshall establish a letter of credit from the Jordanian Cen-
tral Bank, which shall have a paragraph implying acceptance of the shipping documentationin case its
value exceeds the monthly value as stated in this credit.

B. Derivatives:
The pricesof derivatives mentioned above which will be supplied to Jordan from January 1,
2003 to December 31,2003 shall be asfollows:

1. Fud ail:

The price per metric ton of fuel oil that isloaded monthly on tankersin Irag's storage by dollar
shall bethe average monthly of the fuel oil FOB, Italian base according to the published bulletin of
PLATTS market of Europe( 3.5% fuel ail) for the loading month with a deduction of $2.5 per ton.

2. Gasoil (Alsolar);
The price of one barrel of gas ail that isloaded monthly in (C&F) Al-Zarquain dollars, for the

monthly average pricesfor gas oil (FOB) at the Arab Gulf which published at the PLATTS market bulle-
tin of Europe with deduction of two dollars per one barrel.

The same equation shall be applied, and the special condition for gas oil will pertain for kerosene
if it issupplied to Jordan during the period of January 1%, 2003 to December 31,2003.

3. Liquid gas:

A. Loaded on tankers from the refinery of Bayji/Kirkuk:

The priceshall bein dollarsand will bethe monthly average of prices published at the bulletin of
PLATT’s LP Gas Wirefor the metric ton of propaneand butane gas for midwest, with the percentagesof
75% butane and 25% propane, minusten dollars per one unit of metric ton.

B. Delivery at Al-Zarquarefinery/Erbid/Amman:

One metric ton is equal to the mentioned price before deduction, as indicated in paragraph (A),
plus 40 dollars per metric ton.



Benzenefor automobiles:
If there isa need to import regular benzene from Al-Zarquarefinery, the supply shall be accord-
ing to product availahility in accordance with the pricing equation below:
The price of one barrel from regular benzenefor vehicleson a basis of (C&F) Al-Zarquais equal
to the monthly average of the price of benzenefor vehicles published in the bulletin of Argus Asia Prod-
ucts Report, titled FOB the Arab Gulf, minus$2 for every barrel and payment shall be made in cash.

[hirdlv: Transportation fare
The Jordanian Oil Refinery Company shall pay the transportation costs of gas, liquid oil, and

other expendituresfor sold quantitieson the basis of (C&F) base on noticefrom the Oil Marketing Com-
pany, and it will be deducted from thetotal value of the product, as much as $15 per ton for the gas oil
and in the amount of $50 per ton for the liquid gas and $17 per ton for benzeneas transportation fees.

The Iragi side shall continueto carry the liquid gasin case it wasn't possibleto transport the
quantity demanded. The Jordanian Oil Refinery Company can transport some of the quota based on its
ability.

Fourthlv: Crudeail:

Thetwo sides agreethat the Iragi side shall supply thetotal quantitiesof the crude oil to Jordan
with the same specificationthat were previously agreed upon, (except the adhesivenessspecification
for oil SN500, the minimum stickinessshall be 9.5 centimeter stock at 100 degree Cdlsius), this will be
through 2003, estimated 17,140tons plus or minus 10% distributed with according to the specifications
and the month of the year as follows:

Quantity (Tons/Year) | Quantity (Tons/Month)
SN100 40 One Quota
SN150 3000 250
SN500 9500 792
BS150 4600 383

And the price of these materialsduring the period of January 1¢, 2003 and December 31,2003 are
as follows:

C&F Al-Zarguaa
Price (Dollar per
Ton)
SN100 307
SN150 295
SN500 305
BS150 410

Eifthly:
The weight and measurementsshall rely on shipment documentation at the loading location for

the purpose of calculating quantitiesfor al sorts of derivativesand contracts (FOB and C&F). Thetrans-
portation contracts shall have atext that imply that the transporter shall carry the burden of value for the
decreasefor morethan 0.5% for al oil products, except benzene, the percentageof decreaseshall be more
than 0.7%.
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An ISG Trandation of the 2003 Irag-Jordan Trade Protocol Agreement (part 312003)

Agreement report
Number (312003)

Raw Qil and its production’s transportation

During the meetings held in the Ministry of Qil in Baghdad from the 19 tothe 21¢ of November 2002
between the Iragi side and the Jordanian side (enclosed are the attendee's list) concerning the agreement
of transporting raw oil and its derivatives to Jordan, both parties have agreed to:

Firgt the crudeoil
Starting 2/1/2003 the Iragis will continue to deliver 28% of Jordan's needed crude oil which quantities
and daily average have been decided in the agreement of (212003) dated and sighed on 11/21/2002.

A. Based onthe 7/2002 agreement which was signed by both partiesfor the period between the 1%
and the 31st of January 2003, the shipping cost will be ten Jordanian Dinars per ton minus 200
Jordanian Filstowards safety, transportation arrangement and road maintenance for the oil tankers
during the bidding execution period. Additional seven Filswill be applied for each kilometer/ton
in the case of any change of shipping or delivery distance.

B. Shipping costswill be determined starting 2/1/2003 through the relegation of the tender's deci-
sion for shipping the crude oil that was issued by the Jordanian Ministry of Energy and Minerals.

C. TheJordanian side will furnish the Iragi onewith alist of the transportation companies detailing
the quantities of the crude oil for the entire period, when forwarding tender # 2 for the year 2002
which coversthe period between 2/1/2003 and 1/31/2004 to the Jordanian transporting compa-
nies.

D. Arrangements and communication will be maintained regarding road maintenance between the
crude ail shipping stations in (T1) and the Iragi-Jordanian border, in order to follow up and imple-
ment the plan in the shortest possible period and to improve the crude ail's tanker line.
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Secondlv: oil derivatives
The Iragi side will continueto ship the needsof Jordan's il productionfor 2003. Quantitiesand daily and
monthly averages were decided based on agreement number 2/2002 signed by both parties, on 11/21/2002
asfollow:
1) Heating Qil

a) Shipping cost per ton from 1/1/2003 through 1/31/2003 will be asfollows:

From Ta Jordanian Dinar/Ton
Bayji Al Zargaa 13.054

Al Agabah 17.640
Al Dowrah Al Zargaa 11.604

Al Agabah 17.0227

b) Shipping cost to and from different locationswill be set starting 2/1/2003 in Jordanian Dinar
per ton according to the following formula:

Cost according to (A-1) of the minute# (7/2002) X shipping cost of the crude oil lied
starting 2/1/2003
9.80

2) Crude. Liguid and Gas Qil (Solar)
The Iragi side will continueto ship Jordan's actual need for 2003 according to agreement (2/
2003) signed on 11/21/2002 in Baghdad.

Thirdlv:

The Iragi side will commit to the predetermined regul ation number (42) of 2002 and the decisionsissued
by the Jordanian Cabinet of Ministerswhen dealing with the maximum dimensions, total weight, and
engine capacity of the crude oil tankers.

Accordingto the Minister's Cabinet decision number 1626 dated 6/25/2002, the maximum total weight
should not exceed five tons per truck (tanker), excluding the liquid gas tankers.

Fourthlv:
The Qil Production Distributor Company will be in charge of shipping the above mentioned crude oil and
al of itsderivativesfor the benefit of the Jordanian side.

The Distribution Company will continueto authorize the Iragi Jordanian Land Transportation Company
to operate the transportation and to receive its dues according to the rulesin regard to the crude oil and the
fud ail only. The Jordanian party will be notified in atimely fashion in case of any changes.

Fifthlv:

The monthly quantity of crude oil and its derivatives needed to be shipped will be decided in aletter, fax
or telex issued by the Ministry of Energy and Mineral Resourcesand directed to the Oil Marketing Com-
pany. Copieswill be sent to the Oil Production Distribution Company and the Technical Department of
the Ministry of Qil.

In case of a program change, the other party will be notified prior to any changes, whilethe Iragi sideis
gradually reaching the needed quantity by increasing or decreasing within maximum of ten daysfrom the
notification date, in order to avoid the overloading up trucks waiting to offload in Jordan, and to make
availablethe needed number of containers. Follow up of the situation in the trucker lots will be taken
care of by the Ministry of Energy and Minerals Resources, or by the Jordanian Oil Refining Company.
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Sixthlv:

Transporting the imported quantitieswill be managed by the Oil Production Distribution Company
according to agreement number (212003) which indicated change in the quantity needed to be transported
not to exceed plus or minus 10%.

Seventhlv:
Loading locations in Jordan will be switched in coordinationwith the Qil Production Distribution Com-
pany.

Eighthlv:
Periodical meetingswill be conducted by a coordinated committeefrom both partiesto follow up with the
transportation plan.

Ninthlv:

The entity that is authorized by the Oil Production Distributor Company will ship the crude and raw oil,
and then submit its inquiry in accordance with the Ministry's instructionsto the Energy and Minera
Resources Ministry.

Tenthlv:

The entity/entities responsiblefor shipping the crude oil and itsderivatives shdl pay the difference
between the shipped and received quantities in the receiving locations, according to the shipping docu-
mentations, taking into consideration the 7% allowancefor the benzenesand 5% for the crude oil and
other production.

Eleventh:

Coordination between the Jordanian Refinery Company and the Oil Production Distribution Company will
be directed to overcome any problems concerning the tanker's accumulation and to avoid any future ail
transportation problems regarding the oil production. Concerning crude oil, an arrangement will be made
through the Ministry of Energy and Mineral Resources.

Twelfth:
Status of the Iragi tankers will befollowed by the Oil Production Distributing Company in order to
ensure its safety.

Thirteenth:

The Oil Production Distribution Company will identify and direct the tankersto the offload locations.
Any tanker not in its specified location as stated on the shipping policy (issued by the shipping center and
endorsed by the Qil Productionand Distribution Company) shall not be offloaded by the Jordanian Refin-
ing Company, in addition the Oil Production and Distribution Company must be notified.

Fourteenth:
A. Based onitsahility, the Oil Production Distributing Company will ship the Jordanian Refining
Company's needsfor liquid and gas oil (Solar) directly from Iraqto Al Agabah.
B. The Jordanian Refining Company shall pay any discrepanciesin shipping cost from Al Zargaa
and Al Agabah to the authorized entities by the Oil Productionand Distribution Company asfol-

lows:
- Gas Qil (Solar) (10) Dollar/Ton
- Liquid Gas (18) Dollar/Ton
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Fifteenth:

Based on the Jordanian reguest, the Oil Production and Distributing Company offered to ship the extra
quantities of the liquid gas imported through Al Agabah port to its storage locations in Al Zargaa, Amman,
and Irbid using its own tankers according to a separate agreement to be signed between the Oil Production
and Distribution Company and the Jordanian Refining Company Ltd., similar to the agreements signed in
earlier years.

Sixteenth:
The Distribution Company or its authorities will ship the oil derivatives, request the Jordanian Oil Refin-
ing Company according to its regulation to pay the shipping cost and receive all duesdirectly.

Seventeenth:
The Qil Production and Distribution Company will be exempted from all applicable fees existing in the
Kingdom of Jordan.
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Eighteenth:
This agreement is expandable to include any additional needed periods pending an acceptance by both

parties.

Written and signed in Baghdad on Ramadan 16% 1423
November 215 2002

[Signature] [Signature]
By Jordanian side By Iragi side
Engineer Azmy Khrisat Saddam Zaban Hasan
General Trustee Deputy
Ministry of Energy and Oil Ministry
Mineral Resources
[List of attendees
Jordanian Side lraai Side
1. Engineer Azmy Khrisat 1. Mr. Saddam Zaban Hasan
2. Mr. Ezzuddeen Kanakryyah 2. Mr. Thamir Abbas Ghadban
3. Engineer Abdul Kareim Alawein 3. Mr. Sameer Mikhail Asaad
4. Engineer Wijdan Al Rabady 4, Mr. Fadil Muhammad Baqir

5. Mr. Hazim Rahahlah
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Syria-Iraq Trade Protocol

Thelrag-Syria Trade Protocol was negotiated from
2710 29 May 2000 in Baghdad. The primary partici-
pants were the SOMO and the Iragi State Oil Mar-
keting Organization. The document (See Figures 1
and 2) was signed for Irag by Saddam Zayn Hasan,
Authorized Director of SOMO, and for Syria by Dr.
Dawwud Haydar (Daood Haidar), Chief of the Syrian
Oil Marketing Office.

Turkey-Iraq Trade Protocol

The main details of the Turkey-Irag Protocol were
agreed to at meetings between Iragi and Turk-

ish delegationsin early 2000. Minutesof meetings
weresigned on 16 January 2000 (Mosul), 29 Febru-
ary 2000 (Baghdad), and 16 May 2000 (location
unknown). The 16 January document (See Figure

3) wassigned for Irag by 'Amir Rashid Minister

of Qil, Republicof Irag, and for Turkey by Kursad
Tuzmen, Undersecretary for Foreign Trade, Republic
of Turkey. It wasdecided that ajoint team of experts
from the two sides would meet every three monthsto
review the progressof theimplementationof the trade
Protocol.
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Figure 1. The Irag-Syria

(Page 1) Trade Protocol Agreement.

Agrasgant Report

D;uing the visit of the Syrian eommsrcial delegate t0 Baghdad during the period
0

21-05-2000 t 0 29- 05 2000, in the interest of improving the trade exchange
between the two countries, an agreenent waa reached between the Oi | marketing
co. - Iragi Q| wintsrry, and the Q| Markering office in syeia for the
following:

Firat:

The ©dl Marketing Co. {seller) will supply and t he 011 Marketing Office will
purchase t he following materials:

1- The erude 0i | and essential oils for the interest of the Al Hums refinery.
2- eas 0il (ed) and liquid gas (LeG) for the interest ot The Fuel Distribution
Co. {(Damascus Fuel). -
3- Fuel Q| {r.0.} for the interast of the northern area electric organization
Halab (Al Radhwaniyah Station}.

Second:
All contrascta and setclamanta have t0 take place according to this repart in
Ampricen dollars.
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Cost f all materials should be paid referenced above first as follows:

- 40% of the income to be paid i N American dollars, i N cash, and to be

registered as income to an account that the O | merketing €o. will designatein
ria.

§y60%ot the inceme to be paid i N American dollara t0 a bank account, under the

neme Of the The 0i | Marketing Co., at the Syrian commerce Bank, and wll be run

by it to eover Traqi purchases of merchandise and servicea fram the Syrian

genera) production sector as indicated i n appendix (1) of this report, according

t 0 issued notitfications fromthe O | marketing co.

= Thia sccount will be under bank interest control according t O ar agreement

dt h the mentioned bank.

= An agresment will be completed about the detaila of both ascounts |ater.

Fourth:

Agreed that the seller will supply the buyer with both materials of oil gas and
oil fuel beginning i N June 2000 as follows:

signature
Signature {rage 2]

A- Quantities:

1- Gas ©4i1, (1000) netric tona daily dt h possibility to increase t0 (3500)
matric t ons daily.

2- Fuel O0i| {1000) metric tona daily dt h possibility to increase ta (3500)
matric tons dafly.

3- provision of the above two materials according t 0 the twe attached
apecitications {Artachment No. 2 and Attachment No. J).

B~ Prices:

1- M a oid {78) seventy five ameriecan dollars per one metric ton | oaded on
tankar at the loading zone.

2- Fuel 0i| (20) twenty smssrican dollars per One NetricC torn loaded ON tanker at
the | oadi ng zone.

C- Bxcept for crude ofl, the |iquid gas and easential oils will be agreed on for
its quantity and price at a latver date.

G The payment:

The paymant will be according to the quantity loaded in the | oading zone and
according to what is the fixed shipping policy for eaeh tanker.

_ ¥ns peller issues a quality and quantity certificate and a commercial (trade)
bill for the supplied quantities twuice monthly fOr paymant purposes. First
isauance will be i n t he middle of the month in which it was loaded, and the
second time at the end of the month in which it was loaded.

the buyer will pay in full within the peried of {15) days from the date of
the commercial {trade} bill to both accounts mentioned in the third item above.

d- Four samples Of the materials will be taken from each shipment. 7wo Of them
swil) be kept at the lording zone, and the other two wil} be delivered ta the
transporter for the purpose of sanitization by the buyer.

Signature
Signature
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Fifth:

A- The Buyer ensures the proper tankers are available to leed and transport the
crude 0il and oil derivatives, and to fmpose all tha valid rules and reguiations
at the loading zones tO ensure tze Proper running of tae lesding and
transportation operations.

3~ The seller is responsible tOr the coat of replacament Of shortages resulting
from accidents within the ¥xaqi roazdex.

sixth:

The Iraqgi Oil Derivatives Distribution Co. presented ita willingneas to
transport the Oil derivarives totally or partially to tha Syrian government
according t0 the contract signed between the Iraqi o4l perivatives Distribution
(., and the Syriam Oil Marketing Office.

Seventh:

validation of this report will begin ismedistely from the tims zast both parties
are informed and will stay effective tOr one year, and wvill t+ renewed
automatically unless eltner party notifies the other party of NOt having
interest to renew.

In the event of non-renewal, al|l responsibilitiea and rights will xemain in
effect according tO the settlement iN this report.

Signed and released in Saghdad ON date of 25 suffar 1421 AR, equivalent
to 29 March 2000 AD.

Signature

Signature

Saddam 2ain Hassan Dr. Daced
Haidax

Authorized director Chief Ot

Oil Marketing office
01) Marketing Co. Ol mtnistry
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® The oil sector needs

= The textile materials (£) 3, Jad

- Industrial Equipment

- fransportation and commnication GAS ULL /7 WAL
= Building materials and supplies PATIL RRPTNERIFS

- Any subatantisl materials and other
services requested by Iraqi side.
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Figure 3. The Irag-Turkey
Trade Protocol Agreement.

CONFIDENTIAL
MINUTES (F MEETING

Upon tho invitation of H.E Amer M. Reshid ,Minister of Oil of the
Republic of |rag, aTurkish Delegation beaded by H E Kursad Tuzmen,
Underscerctary for Foreign Tmdc of the Republic of Turkoy visited Mosul
/ Iraq during tho peried of 14-16 January, 2000 .

The lists Of the two delegations are aftached as Annex | and 1l
respectively |
The meectings wore conducted in an atmosphere Of mutual
vnderstanding reflecling the closeand friend y relations between the two
countrics .
‘The results of the deliberations areas follows:

[ = The twe sides with tho aim to expand bilateral commercid relationson
a Ixlanced and mutualy bencficial besis, decided to establish anew trade
arrangement within the framework of border trade.

2- In order to provide smooth functioning Of the new tradearrangement
and |o follenv-up the implemontation a" Joint Team'* consistingof Turkish
andl Iragi experts Will convene cvery threemonths.

3= The lirst session of the "Joint T'eam™ will be held on the occasion of
the vidit ol an Iraqi Delegation to Turkey in the nearest possible time.

4- The Turkish sido proposed t0 hold tho 12th sassion of the iragi-
‘Turkish Joint Economic Committes Meeting at Ministerial level in early
March 2000, with the aim to examine the possibilities of developing
existing oconomic and commercid relations_between the two countries.

The new arrangement (outlined in Annex [II) agreed upon between the
lwo  sides on dotails of border trade exchange consititutes an integral part
of this “Minutes of Meoting”.

. e one god signed in Mosul on 16th January 2000 | . .

&‘ For the Turki sh side

Amer M. Rashid Kursad Tuzmen
Minister of Oil Undersecretary for Foreign Tr ade
Republicof Irag Republic of Turkey

- / /fx‘
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Figure 3. The Irag-Turkey
Trade Protocol Agreement

(continued). a CONFIDENTIAL
ANNEX 1
- m =
LIST OF THE IRAQI SIDE = é
©
v, . o
H.F. Amer M. Rashid Minister o fOIl ,_,E_ 5
0 S
Saddam Z. Hasan . Exe. Director Genoral-SOMO 'cgni
L] PeT) T
Ali Scpti Division Head, Foreign Ministry T3
Fukhs Rashan 1.G. Ext. EconomicRelations,
Ministry of Trade
Rafid A.H. Jassim N.G. Northern Oil Company.
Ministry Of Oil
]
Dr. Falel' H.M.Al-Khayat D.G. of Planning, -
Minigry of Qil
A. Bari M.Shawket 1D.G. Tcchnical Direclorate,
. Ministry ofQil
Ali R, Hasan Expert, SOMO
Mubdor Al-Khudair lixpert, SOMO
Yagdhan 11 {bralim Fxpert, SOMO
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Figure 3. The Irag-Turkey
Trade Protocol Agreement
(continued).

CONFIDENTIAL

ANNEX

LIST OF THE TURKISH SIDE

M. Kursad Tusmen

L. Selim Karaosmanoglu

Tovlik Mengu

()gmnn Durak

Sevkel Hgae

Oktay Ustundag
Serbal Gk

-
Fader Onen

Fadal Ahisha

Fikret Yeleinys

Undersecrctury for Forcign Trade (UFT)
Ambassador of Turkey to [rag
Deputy Director General, UFT

Deputy Director General,
Ministry of Forcign Affairs

Conunercial Counsellor, the Enbassy
of the Republic of Turkey

liead of Department. UFT .
Head of Deparment, UIFE
Expert, UFT

birector Genoral, TPIC

tlcad of Department, TUPRAS
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Figure 3. The Irag-Turkey
Trade Protocol Agreement
(continued).

L CONFIDENTIAL
Anncx HI .-

Arrangement to onhance border trade belween
Iraq and Turkey

The following ilems were agreed between the two sides for the
inplementation of the progeamine Of exporting fraqi crude oil to Turkey
by read tankers during the yoar 2000 and in turn, to enhanee Turkish
exgorts to Img.

1- Quantity Of crude il and purchascrs :

In addition to tho existing working contracts of TEKFEN and UMUT
with the Iraqi side . tho Turkish side decided o parmit tho import of the
following quantities of Joup Crude  OQil during the year 2000 under this
urmngcmcnl :

Firm Name Quantity ( million ton)
R OZ ORTADOGU 0.5
KOC n.:
R TERFEN 0.75
TPIC 1.0
TOTAL 27

© Al additional quimtity of erude oil to be imported from Irag under
this arrangement will only be done through TPIC.

X, Eanly ! Connter trde mtio :

i

v

-Both sides agreed that (80 )% of the value of erude oil supplied under
tuture contracts, including the quantity of 2.75 miflion tons nenti oned in
pusngraph | above, W be signed according 1o this arrangeinent shall be
deposited under the control of SOMO in a "U.8, Dies " accountin a
repytable first class Turkish Bank to be agreed upon between the two
sidos.

A ..
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Figure 3. The Irag-Turkey
Trade Protocol Agreement
(continued).

. CONFIDENTIAL

. SOMO and the Bank shall agree on details of the finandal
arrangements .

« This account shall bo utitized cxclusively by SOMOto pay amounts
duc to Turkish companics [or the supply of commoditics and services
delivered and rendered to the Iragi organizations .

y The remaining (& )% shall be transferred to a Bank nominated by
SUM Ooutside Turkey .

SOMO shall stipulate the above mentioned payment termsin its future
crude oil contracts uhder this arrangement .

3-1raq's requirements

o

An indicative list of reguirements Of Iraq tO be implemented under this
armngement was handed over o the Turkish side . A copy of which is
altached herewith.

The realization of the exportation of tho commeditics to Iraq within this
arrangement will e subject to the approval of the two sidss.

= Follow-up:

A joint team comprising experts from the two sides will meet every (3)
three months 10 review the progress of the implementation of this

“urrangement nod fo disenss the ways and means of overcoming Uny

obstacle that may arise for the purpose Of increasing cruce Ol exportation
16 Twrkey and in tarn  Turkish exports (o [raq .
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Figure 3. The Irag-Turkey
Trade Protocol Agreement
(continued).

MINUTES OF MEETING
As dedded during the meetings realized between Turkish and Iragi

regarding the Bordgr Trade Arrangement between Turkey and Ireq were
hdd on the occason of the 12® Sesson of the Turkish-lragi Joint
Economic Committee.

The results of the deliberations are as follows;

1. The Turkish Sde expressed that theaccount within the Berder Trade
Arrangement between Turkey and Irag could be opened with the Tarkiye
Halk Bankas: A.§. which is a government Owned first class bank. The
Iragi Sde agreed with the proposal.

2. The acoount will be opened as US $ interest bearing account to be
advised by SOMO.

| SOMO and the Bank shall agree on the detailSacceptable to SOVD

3 Terms and conditionsdf the account ill be in pursuance to the
relevant articles agreed on hy the two sides in the “Minutes of Meeting’
dgned in Mosul/Irag on January 16,2000.

4.70 % Of t he value of the crudeoil to be imported by Turkey Wthin the
Border Trade Arrangement will be credited in the account mentioned in
Artide 1 above

8.30 % will be deposited directly by the crude oil purchaser to a bank
acoount designated by SOMO outside Turkey.

6. The Iraqi Sde expressed that the account mentioned in Artide 1
should be given immunity by the Turkish authorities from any
attachment, garnishment, execution and confiscation and all the
necessary measuresshould be taken to ensurethat.

The Turkish sice painted out that the aforementioned account would be
operated and granted immunity and to take all NECESSary measures to
such immunity within the existing legal framework of banki ng system in
Turkey.

7. The paymentsfrom the acoount mentioned in Article (1) above against
claims arising from actual ddiveriesd Turkish exports to Irag, shall be
redized on the basisof ‘Firg Came Firg Served® upon ingruction from

" CONFIDENTIAL

delegations On January 1416, 2000 in Mosul, the technical medtings .
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Figure 3. The Irag-Turkey 8. In onder t0 ensure the smoath functioning o the Barder Trade
frade Protocol Agreement Arrangement betwean Turkey and Irag, as decided in the Minutes of
(continued) Mestingsigned on January 16,2000in Mosul /Irag, the Joint Teamwill
meet every three nont hs from the date  signing o this Minutes of
Meding.

During its review, the Joint Team will give sEeciaJ emphags on the
revenues that will have been generated within the system, the amounts
paid againg actual deliveries upon instruction of SOMO during previous
period, the outstanding daimson theIragi side to the Turkish exporters,
which should nat exceed 25 % of the revenuesgenerated in the previous
period, and the expected revenues aver the following period.

The outstandingcl ai ns accumulated during the previous period will be
paid to the Turkish exporters from the re/anue to be generated in the

following period.

The Joint Team will also specify necessary measures with the amto
ensure the eventual compatibility o the total revenues with the
remaning claims o the Turkidh exporters stemming from actual
deliveries and dues incurred over the reoat periods 0N the account &
the end of the year.

The two Sdeswill take Necessary measuresupon the advice of the Joint

—
9. The Iragi Sde will natify the concer ned authoritiesdf Turkey an the

total value of the contract and nature d the goods to be subject to the
contract

10. The realization Of the exportation of the commoditiesto Iraq vithin
thisarrangement will besubj ect tothegpprova o thetwo sides,

Done and signed in Baghdad on Feoruery 29® 2000 in two capies in the
English language, hoth texts being equally authentic.

Kiirsad Tzmen

g AU

Vice-Chairman of the Irag Sde Undersecretary for Foreign Trade
In the Jeint Iragi-Turkish Committee

292200, w1 1we N
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Figure 3. The Irag-Turkey
Trade Protocol Agreement
(continued).

WORKING PAPER

Both Sides agreed on the followings conceming the importation to be realizad from Turkey
by Iraq within the framework of Border Trade Arrangement set in accordance with thearticles
of the Minutesof Meetings realized between January 14-16.2000 in Mosul and February 27-
29, 2000 in Baghdad.

1. The account shal be opened with the Tirkiye Hak Bankasi A.S. in the name of the
Turkish Petroleum International Company (TPIC) under the control of the State Oil
Marsketing Organization (SOMO). Within thiscontext, TH Csubmitted aletter of undertaking
enclosed herewith addressed to SOMOand the Torkiye Halk Bankasi A.S.

2 The account shall be opened as US $ interest bearing sccount, The money deposited in the
account belongs to SOMO. The interest rate Will be the rate-announced by the Torkiye: Haik
Bankast A.$. and declared to the Central Bank of the Turkish Republic for either timedepost
and/or demand account

3 The account shall be operatedand granted immunity within the existing legdl f r amewor k of
banking system in Turkey.

4. The payments from the account to the Twkish exporters shall be made in US § upon the
instruction fetter of TPICand such payment shall not beeffected unless document enclased to
this fetter bears the authorized Signaturesof the two parsons to be nominated by SOMO to
TRIC.

5 The aforementioned enclosed document signed by the two persons nominated by SOMO
will be returned to TPIC following the necessary procedurs is to be completed by the Tarkiye
Hi k Bankasi A.S.

6 SOMOshall provide TPIC with the names of the two persans who arc duly authorized by
SOMOto instruct TPIC to make paymentsirom theaccount

7. TPIC shall inform and provideSOMO with a weekly statement of the account that iSgoing
to be issued by the Tarkiye Halk Bankas: A.$. indicating the full detils of the movement of
the account

For TPIC For SOMO
Erdal AHISKA ddam Z. HASAN

For the Turkish Side For the Iraqi Side

% wum/
' 165. 2000

Stlepi
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Annex B
Known Oil Voucher Recipients

Thisannex contains the 13 secret lists maintained by
VicePresident Taha Yasin Ramadan al-Jizrawi and the
Minister for Qil, Amir Rashid Muhammad al-Ubaydi.

* A high-level SOMO officid provided I SG with
both English and Arabic versionsof theselistson
16 June 2004. Thelists reproduced here are the
original SOMO trandationsin English.

* The 13 lists coincide with the 13 six-month phases
of the UN OFF Program. Saddam’s oil allocations
weredistributed in six-month cycles, in synchroni-
zation with the UN OFF phases.

These lists contain the following information:

« Theestimated profit earned by allocation holders
during that period in US dollars per barrel. This
figureis SOMO’s estimation based on the price dif-
ferential between Irag's pricesand the market price
for crude.

* Theallocation holder (includingtheir nationality)
and the name of the company lifting the oil on their
behalf.

* The quantity of oil allocated for each individual,
company, or organization.

* The quantity of oil lifted by that allocation holder
during that period.

It isimportant to notethat, in many cases, theindivid-
ual, company, or organization named on the SOMO
lists never convertedtheir allocationsinto finalized
contracts (signed by SOMO). These contracts were
required to draw the vouchersto actudly lift theail.

In other cases, voucher recipients never lifted all

the oil designated in their vouchers, while others,

on occasion, lifted more than their share. It isalso
important to note that, in many cases, receiving an oil
voucher and lifting the oil was a legitimatetransaction
under the Oil For Food Program.

Theformer Regimeimposed a 10-cent per barrel
surchargeon the oil alocationsstarting in the middle
of theeighth UN OFF phase (September 2000).
Recipients were instructed to deposit the surcharges
in specific bank accounts held by Irag in Jordan

and Lebanon or to deliver the cash to one of Irag's
Embassies. SOMO was directed to refuse allocation
contractsto anyone not willing to pay the surcharge.
Many individuals, companies, and organizations
refused to pay this surcharge. Asaresult, the ninth
phaselist reflectsonly the namesof recipients who
agreed to the surcharge and actually lifted oil.

After the ninth phase, Saddam instructed SOMO not
to sign any voucher contractsfor individuals, com-
panies, or organizationsuntil they paid their past due
surcharges. These unused alocationsare evident in
the phase 10 to 13 lists. This arrangement persisted
through April 2003 when OIF commenced.
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Oil Allocation Recipient CRUDE OIL ALLOCATIONS DURING 1ST PHASE OF MOU

List
- TOTAL QUANTITIES LIFTED ABOUT 118.3 MM BBLS
~ ESTIMATED PROFIT MARGIN I8 US $0.18 PER BBL
1 MOLALAY AL FETROLELNM (AMERICAN) AL PETROLELM (AMERICAN) 11350 11.82%
3 MAINE  [TUFRAE (TURKISH) FTUPRAS  (YURKISID 13300 13.003
3 MRING  [TRAFIGURA (DUTCH) TRAFIGURA (DUTCH) 3560 3861
4 MRISS  [DIL ENERGY (TALIAN)  [CILENERGY GTALIAN) 1.500 1228
s MO [CHIMIMPORT (BULGARIAN)  [CHIMIMPORT (BULGARIAN) 2.700 1911
6 MRS |OMV (AUSTRIAN) oMV AETRAN 2700 ~
7 ’Mvmwmuw_w 3350 1978
3 MAINS  |SHELL (BRITISH~ DUTCH) BRITHH- DUTCH) 5400 an
5 | MBI AL (FRENCH) "[TOTAL {FRERCH) 7.120 6137
10 | MRING3) |SOCAP INTL. (FRENCH) [SOCAT INTL. (FRANCID 5300 5462
m MR Wm (JAPANIES) lmmtmmm 3.600 2691
12 | MPINL4T |REPSOL YPF (SPANISH) 'YPF (SPANTSH) 4.600 4993
13 | MAIN%, a8 |NAFTA MOSCOW(RUSSIAN)  |NAFTA MOSCOW(RUSSIAN) 3510 3534
14 MRS |LUKOL. (RUSSIAN) LUKOIL (RUSSIAN) 3.060 3062
1S | MOVIS® [ZARUBEZHNKFT (RUSSIAN) | CARUBKZENLFT (RUSSIAN) 4530 488
16 | MAIN7.31 [AGIP PETROLI(ITALIAN)  |AGIF PETROLI (TALIAR) 3800 2.800
17 | MROIng, 31,4 [CHEVRON (AMERICAN) | CHEVRON (AMERICAN) 3350 24 |
18 MAUY  |MOBIL EXPORT (AMERICAN)  [MOBIL EXPORT (AMERICAN) 3,600 3754
19 | MAInG,3  |BP(BRITISH) P (BRITIER) 3800 3852
20 | MRIRLZ  [ALFA -ECO (RUSSIAN)  |ALFA- ECD (RUSSIAN) 7.200 7204
2 MBI [TEXACO (AMBRICAN) TEXACO (AMERICAN) 3.600 1802
n 3060 | 2007
) S0 | 4|
24 RAOMES (RUSSIAN) 1.980 1064
5 ‘ oLes 1.000 1.000
% WA [DELTA (TURKISH) DELTA (FURKESH) 1.800 0955
7] WHia0  |INDIANOIL CORP. (TNDIAN) kmon.con. (INDIAN) 7.200 3536
Y \MRiAe tmno_‘—m". A (DELGIUM]) PETROFINA (BELGTUM) 0.950 059
E) NAIDE  |ERDEM (TURKISH) TRDEM (TURKESH) 0.500 0.940
) MeIA7  |[CYPRUS FETROLEUM | CYPRUS FETROLEUMN 0,900 0818
31 MAING  |COEMO (JAPANIES) COGMO (IAPANIES) 0.900 oo
2 MAIAI  |[PETROGAL (PORTUGUESE)  |PETROCAL (PORTOGIES) 0.990 0974
33 MOIN2  |IDEMITSU (JAPANIES) THEMITSU (APANIEE) 0.900 0916
[V} MAIMD  [TATNEPT (RIISSIAN)
38 MAIS0  |NIPPONDIL (JAPANIES)
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Oil Allocation Recipient | GRUDE OIGIALLOCATIONS DURING 2ND PHASE,OF MOU

List (continued)

TOTAL QUANTITIES LIFTED ABOUT 125.9 MM BBLS
- ESTIMATED PROFIT MARGIN IS US $0.20 PER BBL

I o fra

rarm

T ] Meaoi Ak COATTAL FETROLELM 10800
2| mmaa INTL. (AMERICAN) | PHOENIX INTL. (AMERICAN) 2.700 2631
3 | Mo [TUPRAS (TURKISH) TUPRAS(TURKISH) | 43800 | 413827
4 | Mane |BAY OIL(AMERICAN) BAY OIL (AMERICAN) 3,600 3808
F 34 [EARUBLTHNEFY ZARUBEEHNEFT ﬂm 8.700 8.848
& | ™A |ALFA-ECO (RUSSIAN) ALFA-ECO (RUSSIAN) 7.200 7A2
] MO207  [DELTA (TURKISH) DELTA (TURKISH) 1.800 1.888
3 W WOBIL EXFORT (AMERTCAN) 2800 2.768
5 W"WM% WERICA™ | 3e08 | 3kes
10 | ™MAn0 |TOTAL INTL. (PRENCH) AL INTL. (FRENCH) 8.120 6.116
11| MAAT |SOCAP INTL. (FRENCH)  |SOCAFP INTL. (FRENCH) 5400 3.481
13 | MA2A2 |OMV (AUSTRIAN) [GMV (AUSTRIAN) 1.800 1837
13 | WROAS |AGIP PETROLI GTALIAN) |AGIP PETROLI GTALIAN) 2.700 2703
14 | MAGAS | TRAFIGURA (DUTCH) TRAVIGURA (DUTCH) 3.960 4.006
18 | MmInS |REPSOL VPF (SPANISH) |REPSOL YPF (SPANISH) 5400 5AZD
16 | ™mans |SAMIR (MOROCCAN) BAMIR (MOROCCAN) 4.400 4833
17 | Ma077 |TATNEFT (RUSSIAN) TATNEFT (RUSSIAN) 3.000 2876
18 MO8 [MAFTA MOSOOAY (RESSIAN) NAPTA MOSCOW (RURSIAN) 2.800 2538
19 | MAOL® |RAOMES (RUSSIAN) RAOMES (RUSSIAN) 1.000 1.047
20 | MRariG 3% |ROSNEFT (RUSSIAN) ROSNEFT (RUSSIAN) 8.000 8437
1M | MAYE | LUKOIL (RUSSIAN) LUKOIL (RUSSIAN) 5.500 5.440
22| A |[VERA (GERMAN) — |VEBA (GERMAN) 4.800 1.891
23 MAO223  [INTHAN OfL CORP, (INDIAN) DNDIAM O CORP. ANDIAN) 8.710 8.740
24 | MR |SONATRACH (ALGERIAN) [SONATRACH (ALGERIAN) 1.300 1837
25 MAZAS  [MACHINGEMPORY (RUSSIAN)  [MACHINOIMPORT (RUSSIAN} ] 1.000 4.080
26 | MAGAS |ONACO n::;avm OF , ONACO (RUSSIAN) 3.800 3.007
27 | MAIZE 33 el finan i SIDANCO 3.800 2889
28 | M0UE [SINOCREM (CHINESE)  |SINOGHEM (CHINESE) 2.000 1.050
35 | MmUD [SIRECOX (SPANISH) STRECOX (SPANISH) 1,800 1868
30 | Mma8  |ADDAX (SWISS) ADDAX (SWISS) 1.800 1.788
3§ | Moi61 [FORTUN OIL (BRITISH) _ |[FORTUN OIL (BRITISH) 1.800 1.783
33 MO $.800

1.480

TDIVIDUALS AND ENTITIESS WHO WERE ASSIGNED QUANTITIES BUT DID NiT SIGN CONTRACTS
OR LIFY SATDQUANTITIES

OR
q o PETRONASIMALAYSIAN) 1.800 NI
B PETROBRAS (BRATHLIAN o Lene?
a1 08 ENERTY (TALIAN) ) N
Al PEPPON OIL(JAPANIER s N
sl — PTBUBISN LAPANES) 1800 NI
L = DEMITH LAPANES) 3.900 NiL
...  HYUNDAI (KOREAN) 1.800 NIL
Iy - __COBTERI (TAUAR) Sl el
[ = EMGENKQU S0UTH AFRICAN, 1800 o
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Oil Allocation Recipient
List (continued)
- TOTAL QUANTITIES LIFTED ABOUT 182.6 MM BBLS
- ESTIMATED PROFIT MARGIN IS US $0.20 PER BBL
1 MO |RAFTA MOSCOW NAFTA 0.600 _0.628
2| wmama. 37,63 |ALPA-ECO (RUBSIAN] ALFA-ECO (RUSSIAN) 10.200 10.079
3 MO0 |ROSHEFY ROSKEFY 2.700 2.788
4 | wmowoe [Tuomas , 10.800 10.148
5 | MO8 |SIRICOX (BPANISH) SIRICOX (SPANISH) | 2000 1.988
] MOI08 [ CHEVRON : CHEVROM 2.700 2718
7 B0307 | MOBIL EXPORT MOBIL EXPORT. 2.700 2.679
8 MOLDS  [AGIP PEVROLI PETROLI GTALIAN) 2700 2.681
8 Wesee  |aAMIR 2.760 2776
10 | woe s |REPSOL VPP (SPANISH) L YPE (SPANISH) 4.700 agre
11 movts. a1 |ONV 4.800 4.845
12 MoV AL PETROLEUYS PHTROLEUN 7.200 7.192
13 SMONI3  [SONATRACK lONAm CGERIAN 3.800 .2
14 | o 50 : ZARUBETHNEFY 14.800 14.908
45 | 1/03/16,39 [SOCAPINTL. (FRENCH)  |SOCAP INTL. (FRENGH) 12.880 11.974
18 40 | TOTAL INTL. (FRENCH) | TOTAL INTL. (PRENCH) 14.220 14.187
17 | mower lEs (2] 1.260 1.243
18 | woas [T L e 2 3.600 1.854
19 | moons  |RAGNES (RUBSUAN) RADMES (RUSBIAN) 1.240 1.234
| 20 | 47_[INDIAN 0L OORF INDIAN OIL CORP 8.600 4.981
24 48 |ZANGAS ZANGAS (RUSSIAN 5.800 8.583
| 22 | mowz  |ErDEM ERDEM (TURINSH) 1.800 1.887
| 23 | smvz  |[mackiompoRt BACHINOMPORT 3.880 3853
24 | woyn [pmra DELYA 1.800 1.880
28 | woys  |SIDANCO (RUSSIAN) SIDANCO 7.200 7.004
| 26 | mwowze  jLuKon (7 [Luxon mussian 8.240 .683
| 27 | s SIBNEPT 4.800 1.800
28 | moare, 38 [RUSSIAN COMMUMIST PARTY [ONACO 13.000 12.793
20 | wosme, &2 |smocHEm SINOCHEM (CHINESE) 7.400 7.888
| 30 | aioamo  [TATMEPT TATNEFT (RUSSIAN) 2.700 2.708
31_| moant, e [FORTUN OIL (RRITISH) _|[FORTUN OlL (BRITISH) 6.800 6.38)
32 L] ROSERTO FRISEGON FYALIAN [COGEP (ITALIAN) 1.800 1.862
33 | MrIn3  [TRARGURA (DUTCH) TRAFIGURA {DUTCH) 3.960 3.803
34 | mmuas MR MICHEL KRAMER g 1.800 1.889
35 | w0338 [MONTELIGT (UKRANGAN) MONTILECT
| 36 | mows  (RosBuinerY RussAN]  [ROSBULMERT (RUSSWN) 3.600 3426
37 ) : 2
38 | woues
39 | soues
TES BUT DID N'T SIGN CONTRACTS
(] i PETRONAS{MALAYSIAN) 1.800 NIL
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Oil Allocation Recipient . —— -
List (continued) CRUDE OIL ALUOCATIONS DURING STHPHAS OF MOU

- TOTAL QUANTITIES LIFTED ABOUT 308.1 MM BBLS
- ESTIMATED PROFIT MARGIN IS US $0.40 PER BBL

40 { WO4/40 | Pevoymix Company (Stovakda) | Siovaidan Pelroymix Company 1.800 1825

e - : LL
41 § o1 Indod Tradl | indoil Tadmg Gompany indonesian) | 4000} 3766 |
42 L WOUA? | W 'Abdaiish AlSallewd {Moroccan) | MoroccenPetradeCompary | 2000 ] 1996

L ] | VS 4
43 | MO4/43 Swhss Glencors Company - France Bainch | Swiss Glencote Company - France Sranch 2,000 191
44 MUt LW QueoqN(Pose) [ Ausie Siweo Conpeny 10000 9941
45 | WOAHS Russian Communis! Party (Fussia} | Russian Roabuineft Comparny 15.000 15.871
48 | Mo4I46 Tutkish Dolts Company | Turkish Derta Company 1.800 1883
47 | MODANT Tyumen Compeny (Fussis) | Russian Tyumen Compeny 3600 3675 |
48 | MO448 Indian O Company (india) Indian ON Company _ o= 1 4.000 4032 |
49 | MO4MD ERDEM Company (Turkey) Turksh ERDEM Comparny 1.800 1.843
50 | MIOLISO Mt Luth Ordogarn {Turkey) Turidsh SETA Compaty 1800 1887
51 | MO4I51 1PLOM Company (Haly) Itafian IPLOM Company 1.800 1.837
52 | MAO4/52 Emirati Creacon! Compary Emirati Crescent Company 1800 1.746
53 | MO4/53 Mr_'All Bakol {Lebaneses) hafion Gatax 1.800 1767 |
54 | MO4sS4 Me_Muhamemad Al-Hund [Elbmmg Austrian nd: 1.800 1.767

Od Exoco Co, {Canada), Mr. Athur
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Qil Allocation Recipient €RUDE OJL ALLOCATIONS pmgﬂﬂghsg OF MOU
List (continued) ' '

- TOTAL QUANTITIESTED ABOUT 356 MM.BBLS

- ESTIMATED PROFIT MARGIN IS US $0.20 PER BBL

SER. 0 0 LDE!
i
2 U MOOIARIMED ALHUNI {LIBYIAN]
3 | mosos [TATNEFT (RUSSIAN) TATNEFT {RUSSIAN)- 10.000 8.834
4 | WoSD4 [TUPRAS (TURKISH) TUPRAS (TURKISH), 16.000 168.112
5 | wpsms [REPSOL YPF (SPANISH) REPSOL'YPF (SPANISH) 6.000 6.862
6 | musos [APLOIL (TTALIAN) AP OIL (ITALIAN) 3.000 2927
7 | wosno7 |ALFA-ECD (RUSSIAN) ALFA-ECO (RUSSIAN) 14.400 14.301
§ | wom0s [TOTAL INTL. (FRENCH) TOTAL INTL. (FRENCH) 18,600 18.431

9 | wmSR |SOCAP INTL. (FRENCH) |SOCAP INTL. (FRENCH) 20,000 20.079
10 | Mos0 [TRAFIGURA (DUTCH) [TRAFIGURA (DUTCH) 7.000 6.124
11 | M0SH1 [MACHINGIMPORT (RUSSIAN)  [MACHINOIMPORT (RUSSIAN) 7.000 7400
12 | wesn R T ZARUBECHNEFT (RUSSIAN) 24.350 24.552
13 | wosi3 jaGir PETROLI (FTALIAN) AGIF PETROLI (ITALIAN) ~ 6.800 6.718
34 | MOBH4 [FETRONAS (MALAYSIAN) FETRONAS (MALAYSIAN) 3.800 3.708
15 | woses |rETROVIETNAM ' [rEYROVIETNAM 6,600 8011
16 | MOSIS [TYUMEN (RUSSIAN) MEN (RUSSIAN) £.500 6.579
17 | mosny I:mmnm: s INA (BELGIUM) ""—Imom_nsa_am.cm'm 3.000 3.008
18 | mosns [oNaco RussIAN) [oxaco mussIAN 7.200 8177
19 | 6089 [SIDANCO (RUSSIAN) ] [siDANOCD (RUSSIAN) 7.200 7.082
20 | Mo820 [SONATRACH (ALCERIAN) |SONATRAGH ALGERIAN) 10.000 | 10082
21 | BOSP [SAMIR (MAROCCAN) [SAMIR (MAROGCAN) 6.000 8777
12 | OB [SIBNEPT (RUSSIAN) [SIBNEFT (RUSSIAN) 2.300 2.276
23 | MOEZY |LUK OLL (RUSSIAN) LUK Ol (RUSSIAN) 16.000 18.858
24| Wou2 RUSSIAN PEACE & UNITY PARTY [\ S L EPRRRRAL TV OV & 3.000 2874
25 | MAISI24 [NAFTA MOSCOW (RUSSIAN) NAFTA MOSCOW (RUSSIAN) 3.600 3.664
26 | MRS5S [ZAN GAS (RUSSIAN) ZAN GAS (RUSSIAN) 5.000 4988
27 | BMOS/28 |OMV (AUSTRIAN) OMV (AUSTRIAN) 4.000 3.975
28 | WOM2T |ROSNEFT (RUSSIAN  |ROSNEFT (RUSSIAN) 3.600 3.562
29 | MAOS28 [HAOMES (RUSSIAN) RAOMES (RUSSIAN) 4.000 3.984
R p———— 'OOASTAL PETROLIIIM (AMERICAN) 3.600 3,708
31 | moerso [SIRECOX (SPANISH) SIRECOX (SPANISH) 2.000 1.981
32 | WRad1 [LUBNA (SPANISH) — [LuBxa ranismn 3,000 2992
33 | MO8/32 \on EXECD (CANADIAN) 1.800 1.887
34 | Moarss [anDAX Swiss) ADDAX (SWISS) 2.000 1.884
35 | MOSR4 |y roaerTo grauan)  |COGEP OTALIAN) 4.000 3.981
36 | MAOSISE [IRS (ITALIAN) |68 (FTALIAN) 1.800 1.839
37 | WSS [Mn BODAVIE CH) !VITQL, 3.500 3.82¢
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Oil Allocation Recipient jr— 1800 1.880
List (continued) % 2000 3827

40 1.800 1.874
41 INES 12.560 12449
42 MRJOAN(CI]N!SE) romwou(uoscxo'«;; 5.000 4.962
43 | MOSMI |SINOCHEM (CHINESE) [sInOCREM (CHINESE 13900 | 13818 -
44 | HON43 IMR ORCHANESKI - (UKRAINIAN) |HARICO LYD. (BWISS) 2.000 1.883 3 =
45 | MOSH4 [MRSALVATORI NICOTRA |rs aravian 3.000 2.774 < c
46 | BUDSMS [un EVAD ALAAD {RAGIDONGRAT) |VOLCAN (BWISS) ' 1800 1.766 co
47 | MOSKS Dam mORAMMED sLAN (rURKISH) ]mmnxsmmmnsm 3.000 1.972 L 8
48 | oS [auoar Tanmn gacionaomem  [BuLa ResouRcEs uRssi) 2.000 1.964 20
49 | toM4s [ERDEM HOLDING (TURKISH)  |ERDEM HOLDING (TURKISH) 1.800 1.802 Eq
50 | MOBE9 [LOYOLL UAE) |LovoiL wag) 1.800 1.750 e
81 | MOS0 [sewias LmERAL PARTY (MR Grxenoy y ) 1.000 6825 o %
§1 | HOSE1 [MEAWAD AMMORA (SYRIAN) 1500 1.565
$3 | moEs2. [MR BASHAR NOURI (SYRIAN) NOURI FOR TRADING (SYRIAN)| 1,500 1.578
54 | MOSERT0 T A AMAMMAN LUKOIL (SWISS BRANCH) 6.000 6.047
e B T
56 | MOS8 |DELTA (TURKISH) [DELTA (TURKiAH) 1.800 1.788
5 B8 R s PAKTY  [RAOMES (RUSBIAN) 7.000 a.064
58 | MOEAT (IBEX-ENERGY (FRENCH) [1BEX ENERGY (PRENCH) 1.800 1888
59 WAES |[PETRADE (MARDCCAN) |[PETRADE (MAROCCAN) 2,000 1.985

II o | wosms. |BOVUZ (RUSSIAN) YUZ {RUSSIAN)

ll 61 | mwsso Iunumcmowuv-(oum o iiad 2,000 2.969
63 | BUUSA2 - [MOOON SEIVICES (BOUTH ATRICAN) 2000 1913
64 | WEE%S [RUSSIAN COMMUNIST PARTY  |ACTEC (RUSSIAN) 7.000 6.946
65 | MOES4 [TRADE TEAR(MALAYSIAN) TRADE TRAR (MALAVSIAN) 3.600 3.588
66 | WSENS lppaces UMITY PART
67 | MRSBE THLIMAOI FREXCH FRIINOSIIF SOCTEYY |AREDIO PETROLEUM (FRENCH)|  1.800 1822
68 | MRSAT [AVIN OIL (GREEK) AVIN OIL (GREEK)
69 | MOBES [NAMIBIAN GOV. |KALLAHARI (NAMIBIAK) 2.000 2.087
70 | Mmsse |NAMIBLAN GOV. | MILLENIUM (MAMIBIAN) 3000 2013
71 | mosTt [NAMIBIAN GOV. |MILLENIUM (NAMIBIAN) 1.800 1.883
72 | WoaT2 [IRAQIAN-BULGARIAN CO. VASSILIVI SROTUERS (BULGARIAN} 2,000 2.039

= ot LR DD
 GRANDTOTAL | 368680 | 268908
CONTRACTS OR LIFTSAID QUANTITIES
|ﬂ - ™ i i
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Oil Allocation Recipient CRUDE OIL ALLOCATIONS DURING.6TH PHASE OE;MOU
List (continued)

- TOTAL QUANTITIES LIFTED ABOUT 388.6 MM BBLS
- ESTIMATED PROFIT MARGIN |S L5$0.15 PER BBL

10 | MO8HD |SONATRACH SONATRACH 12.000 12.027
1 4.9¢8
12 1.908
13 8892
1 2.180
18 7.913
18 A50e
1 12.821
18 21.134
P 10.94¢
20 4832 |
24 10.037

22 J 8.962
23 _ 2990
24 3.988

[ 25 | 9.813
26 2988
27 | wnear’.lum oscan wyarr AL peTROL B 3.600 3449

28 | swoares i SOUTH AF MOCOM 3.000 2983
29 | MDEI20T e MOMALIMED OTHIRAN SAEED (RENVA} ABMOS LTD (KENYA) 2.000 1.90%
30 | p08ss0 . [KALLAHAR] (NAMIBIAN) KALLABARS (NAMIBIAN) 4.000 3808
1] 31 ok 000 (aasnisy 4000 | 368

| 82 | 22 : jas COGEP [TTALIAN] 4.000 3.87%
33 | sumada’ DOGAN A 1.800 1.82¢
34 | swoiind; \MED ISLANY bidessilin i 3.000 2.990
35 Z 1800 1.828
37 | mwosis7 '|MR MICHEL KRAMER (FRENCH) ADDAX {SW153) 1.600 1108
38 | MOSIIS [RWD AL TARERARAYI DSMRRANTY |BULA RESOURC £S (EsIny 2.000 1.834
30 | moosrss . MR SALVATORI NICOTRA {1Ps (rrALIAN) 3.000 2.548
40 0Bk 4.967
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Oil Allocation Recipient CRUDE OIL ALLOCATIONS DURING 7TH PHASE OF MOU
List (continued)
- TOTAL QUANTITIES LIFTED ABOUT 380 MM BBLS

" ESTIMATED PROFIT MARGIN IS US $0.16 PER BBL

1 i . N MM BBLS
3 | NOTO1 |[SOCAP INTL (FRENCH) |8ocAP INTL (FRENCH) 14800 |
2 | MO702 | TOTAL INTL. [FRENCH) TOTAL INTL. [FRENGH) 14.500
3 | ®0703 |TUPRAS (TURKISH) TUPRAS [TURKISH] - 12.600
4 | MWIMe |CHINA ORL [CHINGSE) CHINA OWl. (CHINESE) 14.500
-4 BMOTRS | SINOCHEM SINOCHEM (CHIN 14.800
[ o708 lmmnqmmup |sonama¢wmmn; 9.000
7__| WMOTR? [ZARUBEZHNEPY [RUSSIAN) ZARUBEZHNEFT (RUSBIAN) 23.000
8 | womns |pevRONAS ) [PETRONAS (MALAYSIAN) 2.600
9 | wmoroe ltss (TALLAN) 1ES (ITALIAN] 0600 | 0.5
10 | WOTNO |AGIP PETROL (ITALIAN) AGIP PETROU (ITALIAN) 8.200
11 | MoT11 | PETROVIETNAM PETROVIETHAM 10.500
12 | woynz TATNEPY (Russian) TATNEFY (RUSSIAN) 2.000
13 | Mo [LUKON. [RUSSIAN) LUKOIL [RUSSIAN) 4.500
14 | MOTiHe [ 2AN ZAN GASIRUSBIAN] _8,000
15 | mm7ns_|PETROBRAS (BRAZILIANG FETROBRAS (BRAZILIAND 4,500
16 | MOTHE | SAMIR (MAROCCAN) SAMIR (MAROCCAN) 2 6.000
17_| o787 _|REPSOL YPF [SPANISH) _|REPSOL YPF (8PANISH) _6.500
18 | MAOTHS COASTAL PETROLEUM (AMERICAN) PETHOLEUM (ANERCAN) 2.400
18 | WOTAS [MR BABIM QAQISH LUBNA (SPANISH) 2.000
20 | womo [MACHNOIPORT RuSSIAN) macHmoiPORY (RusSIAN, 12.500
21 | o |naeramoscow NAFTA MOSCOW 2.000
22 | worzz_jomv (ausTRAN) oMV AUSTRIAN) 8.650
23 | wmorn ,lwsawz FORKIGN MINISTRY ALFA-BCO (RUSSIAN) 13.000
24 | MOM24  [umARMED MG SARED AL UTAYRAH LOYOLL [UAE) 1.200
| 28 | w028 INCOME COMPANY (EGYPTIAN) INCOME CORPANY (EGYFTIAN) 2000
28 | wuo7Rs [MOCOH SERVICES (SOUTH AFRICAN)  80COM SERWAGES [OUTH AFRIGAN] 0.800
27 | w17 (MR MOWAMMED OTHMAN SARED (KENYA]  |ASMOS LTD (KENYA) 1.200
28 | wowm juwipec (cHinEsE) UNIPEC (CHINESE) 3.670
20 | mone |NAMIBIAN GOV. MILLENTUM (RAMIBIAN) 1.200
30 | wovao_|un eooAwiE (FRENCH) _ iToL 1.500
31| MUTNY_ MR ABDULLA ALSALLAW! (MARCECAN) PETRADE (MAROCCAN) 1.200
32 | MO7A2 |EXPANSION EXTERIOR EXPARSION EXTERIOR ) 1.500
33 | svorns MR SALVATORI NICOTRA (FTALIAN) IPS ITALIAN) 1.500
34 | MRO7R4 MR ROBERTO FRIGGON (ITALIAN) Ieocsv (ITALIAN} 2000
38 A : SAN) 4.000
36 | mo7Is MR NADI ALHASHIM (BAROCCAN)  |PETRADE [MARGCCAN) 1.200 1.192




Oil Allocation Recipient
List (continued)
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37 | NmTRY [MELLINC PETROLEUM( GREEK) HELLINIC PE 4.000 4.034
38 | wmrna losLra cumiss DELTA (TURIISH) 1.200 1.200
30 | Mo/38 |CRESCENT CRESCENT 0.800 0.800

| 40 | worien |IRAGI FRENCH FRIENDSHIP SOCIETY  JAREDIO (FRENGH) 1.200 1.196
41 | me7at [PETROFINA (BELGIUM) PETROFINA {BELGIVMY] 3.600 3.508

| 42 | Wori2 |ADDAX (FRENCH) AUDAX FRENCH) 1.200 1.188
43 | wuriey ‘mu {SUDANIES) SAMASU (SUDANIES) 3.000 2.882
44 | 74 |TRANSNEFY (RUSSIAN] EFT (RUSSIAN] 2.000 2.022 |
48 | wors jonaco prussian) onaco [RUSBIAN) 3.000 2,992
46 | mories (APl ON. [TALIAN) AP1 OIL (ITALIANY 2.500 2.169
47 | oty JETAP TUNISIA) jerap (runisia) 0.800 0.812
48 | Mo7ME GET PARYY - UR ZER SEX ACTEC {RUSSIAN) 14,800 14.741
49 | words [ROSNEFT (RUSSIAN) ROBNEFT (RUSSIAN) 3.000 3.018

| 50 | M07/50 (MR ZEM AL ABDEEN EROEM ERDEM 1.800 1.818
51 | wborist:’[IFALTECH (TALIAN): MR FIFAD SERMAN ITALTECH JTALIAM) 1.800 1.481

| 82 "[iia RICH MBRCHANT . CHAYAPORN __{ciiavAPORN Rice cornanAND)  3.000 2.947
53 MDUAMMIAD [SLAN {TURNISIN EMIN DIS TECARKT (TURKISHY 1,500 4.838
84 THE LIBERAL DENIOC. PARTY (BELARUS)LADA OMC (BELAAUS) 1.200 1.200 |
53 jmspiac Tanmi(image pesncramy BERINCO (BRITISR) 1.000 0.960
56 p X PETROPLUS (DUTCH) 1.800 1.885

| a7 FORTUM OfL. & OAS (FINNISH) | 0.500 0.492
58 | wOrSE !|RUSIAN FOREIGN MINISTRY TYUMEN (RUSSIAN) 3.000 3,053
59 | iozisn | o amansupnm At noucae MASTEK (MALAYSIAN) 2.500 2432
60_| » TEKFIN (TURKISH) 2.500 2518
81 IBETA (TURKISH) 0.800 0.774
& Pumcnam._powcwong) | 2500 | 2420
83 ZHUHAL ZHEW NWM 2,479 |
84 urLma oit vanr 1.200 1.200
€5 PHOENIX INTL (AMERICAN) 1.200 1,201
86 1,800 1.788
67 1.800 1.608
83 3.000 2983 |
69 | worien MR LAYTH SHUBAYLAT (JORDANIAN) 2.000 1.833
70 | sorrre Immmrr RUSSIAN) BABHNEFY 5.000 4.944
71 30774 [RUSSIEN PEACE & UNITY PARTY ZERICH GMBH (RUSSIAN) 2.000 2.002
72 | OTTR [mAtiANAM A MANMAN (BANGLADESH) LUK OfL 3.000 3.002
73 | Mor7s |GASPROM (RUSSIAN) GASPROM (RUSSIAN) 5.000 6038 |
74 : 8.000 4.910
78 1,500 1478 |
76 1.800 1,488
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Oil Allocation Recipient
List (continued)

77 | mmraT [NORENCO (CHINESE) NORENGO (CHINEBE) | 1500 1.800
E1a MO778_|UKARY TRADING LTD [CYPRUS) uxan? TRAOING LTOoveRYS) | 1.800 1.80%
79 | MOTTS | THAI PETROLEUM COMPANY [THALAND) | THAI PETROLEUM COMPANY [ThAs _ 1.000 0.982
| 80 | morso_|JawaN ot (uAB) JEWAN OfL. (VAE) 1.500 1.482
| 81 | mom |cHopwan universiTe ZARUBEZHNEFT (RUSSIAN) 1.800 1.338
82 | WUIS2 [INDIAN OIL GORP. (INDIAN) [NDIAN ORL CORP. (INDIAN) | 8.500 8.447
83 MAIOT/BS | 4K BURHAD ALCHALABT (AMQH DM SHGHANTY IFORWH OIL & GAS (FINNISH) 4.000 3.935
84 | mo7me |MEDEX (TUNISA) |1epEx rumsa) 1.200 1.029
85_| MOT/SS |GARTHAGO (TUNSIA) GARTHAGO (TUNSIA) 1.200 1.174
88 | Muwiss |EAST SIBERIAN OIL 8048 CO. EAST SIBERIAN OIL4GASCO. | 1.000 |  0.881
87 | MoEY |[MRAUAS ALFARZALI (LABANIES) GENMAR 1.000 1.019
88 | mor/88 MR SIFAN- UN. LA RICAM MIDOLE EAST (PAHANA) 1.500 1489
89 | mi0vms |OMAN OIL GGAS MINISTRY _ |oman remueny co. 2.000 1.894
90 | MIOT/BD |RUSSLANLIBZRAL PARTY (MR GHEINOVIRY  [TYUMBN (RUSSIAN) 8.500 6.481
91 | w0191 |HYson puGERIAN) HYBON PEGERIAN) 4.200 0.959
92 | M0792 |MR CHARLES PASCUA (FRENGH) GENMAR (818! 3.000 3.057
93 | womel |BR SHAFRANIK (RUSSIAN) ZARUBEZVNEFT (RUSSTA 1.560 1.501
M/07154_|MR ALI BALLOT [LEBANIES) AMPOSTA Gl (SPANISH) 1.000 0.898
MO7/35 | MOJAHEDIE KHALQ (IRANIAN) CENTURY WARKETING § 7 8.000 5.822
WOTHS | YUGOPETROL (YUOSLAVIAN) leuroL inTL: (BERMUDA) 8.000 7.374
97 | ammey |HUNGARIAN INTEREST PARTY _|ROMPETROL: (ROMANLAN) 1.200 1.101
98 | MO7HE |PDVSA TRADING (VENEZUELAN) PevaA THADING VENEZUELAN) 2.000 2.028
99 | wmorme RAOMES RIFSBIN) 1.500 1.549

| 90M O RUSSIAN "
071100 |mmnA NAANA

M07/401 |V‘ENAPC° s!!m
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Oil Allocation Recipient CRUDE OIL ALLOCATIONS DURING 8T11 PHASE OF MOU
List (continued)
- TOTAL QUANTITIES LIFTED ABOUT 345 MM BBLS
~ ESTIMATED PROFIT MARGIN IS US $0.68 PER BBL
i b
"ﬁ’ ALLOCATION HOLDER 0 <
i ‘L. ot g 212 - c E
©
1 =
2 w >
3 ()} 8
§ | MAS0S |RUSSIAN COMMUNIST PARTY o 5
8 | wuwos [sonatRAGH =
7| WOMYT |SAMIR (MAROCCAN) 8
8 | wowme [rupRas ruRoss
9
10
1
12
13 wosn3
14 | wows
15 | wwsns [NORENCO. CHINA WAMBAO (CHINGSE) | SHINA WAMBAO (CHINESE) 4000 3.040
18 | woMte [ZHUMAIZHENRONG (CHIMESE)  LEWfUNIAI ZHEN RONG (CHINESE) 2000 | 1992 |
17 | MRINY [PETRONAS (MALAYSIAN) PETRONAS [MALAYBUAN) __3D00 | 2874 |
| _3000. | 3.0% |
18 8000 8.858 |
| 20 i €000 | 4019
21 _1.000 0.802 |
22 81800 8.280
23 ;2000 | se72
24 10000 | ‘10002
| 25 | 4.000 4.000
28 | 3.000 | 6.001
2z 3000 | 3022
28 4.000 3.848
28 4.800 5.042
30 5.000 3.099
s 2.000 1191
32 2.000 1.878
33 3.000 2014
) 1.800 1.824
38 4,000 3438
38 4.000 1.048
37 | 6.000 5681
38 6.000 5897 |
38 8000 3814
40 | main : MR GIRINOVERI (RUSSIANY (RUSSIAS) 8,000 7.047




Oil Allocation Recipient
List (continued)

180

83 |.
84 | wowse [1AvA ATLANTIC OO INDONSIAN) kgvn ATLANTIC OfL (INDONSIAN) | 2000 1.980
|85 | woses ‘|urraxial gawan 1,000 1.000
| 88 | wbwes pavmoviEMAm 02020202 [PETROVIETNAM 1500 | 7.508
| AT ATAYID AL WUBAY AN (AK) 2.000 1955 |
; MR ABDULLAH ALIRYAN (VEMEND RAYNAN TRADING CO. [YEMEN; 1.500 1.447 |
AT WSS SAEED AL UTAYBAN BEMIDL 2.000 2.004
RS HAMIDA RA'ANA RAYMAN TRADING CO. (YEMEN) 1.000 1.000
ERDEM 2500 | 2615
COASTAL PETROLEUS 2500 | 2489 |
PHOENKX £¥TL {AMIRICAN) 4.600 1,500
1.000 0.871 |
1.500 0.528 |
4.000 1.882
1.500 1022 |
1.500 1.428
1.500 1.487
3.000 2.089
3.000 3.049
1500 | 1em |
1.500 1.800
14.000 |  14.009



Qil Allocation Recipient 86 | MMNBS |GHOPXIN UNIVERSITY _|zanusenmnert mussian) 2000 | 1.998
List (continued) 87 | wousr |uxRae commumst PARTY 26R1CH GMEN 1500 | 1493
83 | %0N88 |[UKRAINESOGIALIST PARTY ZERICH GMBH
| 88 | mowsy MR TUZMAM (TURKISH) KCK (TURIIEM)
90 | oS0 (MR 10M CRISTIAN MICULAE DELTA SERVICES [IWISS)
91 | MOwSI [MRUAYIHSHUBAYLAT LJORDANAN) _|PETROGAS [swiss)
| 92 | momer MR MOHAMMED ALWUNI KENTFORD (CYPRUS)
93 | wown ULATHIM BUNAF FAL O CO. (IAS)
94 | wowss [MRABU AL ABBAS DELTA SERVICES (Swass)
95 | Mpsss [MOJAMEORE KHALG MARBEL RESOURCES (BRITSH)
96 | MOBWS R SIPAN - UN. __{AFEICAN \IDDLE EAST PETROLEUM Pasidiia) 1.500 0852
§7 | MR&S7 MEDCO DOTA (INDONESIAN) __|KEDCO DOTA {INDONESIAN) 2.000 2018
98 | m584® |UNICHEM CO INDONESIAN) nacHEM O 2000 | 0800
99 | MOWDO |MRALIAG ALFARZALI (L ABANIES) GEMMAR EWISS) 1000 | 085
100 | M08/100; /MR GHASSAN ZAKARIVA (SYRIAN) CAMTECH MANUFACTURING (UAE) 0.500 | 0.800
101 | Woinss” | GHOPIIN BaveRsiTY M‘M 2.000 21426
102 | swbarod’ | RUSSIAN PEACT & UNITY PARTY {ZERICH GMEH (RUSSIAN) 3.000 2,908
103 | adiodiios} |COMMUNIST PARTY (BELARUS) LACTEC [RUBEIAN) 1.500 1.500
104 | Wige/1041|SLOVAIAN COMMUNIST PARTY ACTEC RUSSIAMN) 1500 | 1472
108 | BOGBIOL- | 30N OF RUSHAN AUBASIADOR DN BAGHDAD RAONED 2,000 2.081
108 | mDsN0s: MR STROYEV: (RUBSIAN) OIL INDUSTRIAL
107 | pwosrior- MR FPAD SERHAN (BRAZILIAN) BESLER CO. {TURKSH)
108 | mit87100° HUNGARIAN INTEREST PARTY DELTA SERVICES
109 | 1008~ RORDWEST GROUP (RUBSIAN) NORDWEST GROUP (RIBSIAN)
110 | Worisg: MRAL BALLOT (LEBANES) CAMTECH MANUFACTURING (LAS)
119 DELTA SERVICES (8W18S) 1.500 1573
412 DHLTA SEAVICES 1600 | 0899
113 GENMAR 4,000 3.678
114 | s AMPOSTA CO. [SPANISH)
27T e YU PRTROU- SOCIALISY & RACICAL PARTIES
118 | miosny = _____|EURQL INTL.LTD (LECHTENSTIEN) 8.900 2545
20T YUOO PETROL. SOCIALISY & RADICAL FARTIRS
118 | mosms! y i ITALTECH CO, (ITALIAN) 8.000 3184
117 | aiouie17’ |OR SHANER AL KNAPAL 240X ONL LYD {CVPRUS
118 | mxarte ' Lisc NAFTOGAS (UKRAINIAN) 4SC NAFTOGAS (UKiA
118 | moerny \THIM MANAF [EGYPTIAN) GUANTUM CO [MALAYBAN
120 | MOS/AZ0 [YUGOSLAVIAN JUL PARTY BENTONEFALI (CYPRL
121 | MO MR GECRGE TARKHANIAN GUEBERGO CO:
e i
t. GRANDYOTAL | 4107 :
UANTITIES BUT, DID NTR SIGN [ OR LIFT.SAID
1 — 1.000 NIL
2 — ; 1800 NiL
3| - " 1800 NiL
= 1,800 NIL
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Oil Allocation Recipient
List (continued)

CRUDE QL ALLOCATIONSPURING 9TH PEASE CF MOU

OUEB TO THE SPECIAL NATURE OF THIS PHASE AS THE FORMER REGIME
CONTRACTS, O SINCE MANY EXISTING CUSTOMERS REFUSED TO PAY SALD SURCHARGE SOMO WAS INS!

L a

TOTAL QUANTITIES LIFTED ABOUT 354 Ml BBLS
ESTIMATED PROFIT MARGIN I8 US $0.88 PER 88L

HAD IMPOSED SURCHARGE ON THE

TO SIGN CONTRACTS WITH ANY COMPANY WILLING TO PAY THE SURCHARGE ,THERFORE THERE WAS NO
ALLOCATION LIST DURING THIS PHASE.

BER | conmm ETED
1 ALCON PETROLEUM (3WiSs) 21,471
2 ERDEM HOLOING (TURKISH) 4.003
3 MR NADIN SHAGOUR - QUANTUM HOLDING |MALAYSIAN) 1,010
o BT -
4 FENAR PETROLEUM (LIBCHTENSTIEN) 22.833
. —_1——_
[] 1.889
7 37.3%0
8 8.718
8
MR AHMED MANS SARED AL UTAYBA BENZOL (UAE)
| MR EMAD AL JALADAN- AL PARIS CO. (BGYPTIAN)
. AWADAMMORA & PARTENAR LT, (SYRIAN) 1.962
i .. .| MR GHASSAN ZAKARIVA [SYRIAN)- QUANTUM HOLDING (MAL AYEIAN]
ALHGDA CO. {UAE} 4.435
- '|AFRICAM PETROLEUM - (NAMISIA)
| DELTA PETROLEUM 4T ) 4,008

!MR FA\'IQ AHMED SHARIF (IRAQT IMMIGRANTI MASTEK {(MALAYSIAN)

PTGAB IN FAVOUR OF OF OF RUSSIAN ENTITIES (MR

L 2] MR OSCAR WYATT [m MEDNAFTA PETROLEUM [CY?RN!

Mowze  |ROMPETROL
MO0 Lo vesesvieen
MOt IOILEXECO - (CANADLAN)

Moz |m»mnmmmuunnm-mol. (UAE]

8‘8 2'3 giegigmim B|ﬂ EIB B

8.738

2,011
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Oil Allocation Recipient 3 MICSA? | MR HAMAD BINJABOR AL THANI {GATAR)- EMROCIL (GREEK) o5t |
List (continued) 3 MORIS B8 ENERGY (LEBANES) 2021 1|

39 MR CLAUDE CASPERT (FRENCH} E.O.T.C. CO. (FRENCH) 3.971
40 MO340  IMOCOH SERVICES . (SOUTH APRICAN) p 3.818
41 MDa4!  |PETMAL GO.-{MALAYSIAN) : _

| 42 MMz |AVINOL- (aRERG 1.740
43 MOI43  [CABPIAN INVESTMENT- » RUSS! L ey
a8 | wooisa R - (BSS) 12407 ks
43 : MOACO TRADING LTD . 2.015 o £

_ 48 MA9/48 MR DATO KAM YSIAN] JAWALA CORP. (MALAYSLA) 2.052 S 2

47 WO47  |ABA BERVICES PAKISTANIAN 1.000 ir =
LL) MOI4E  [IPLOM INTERNATIOMAL (EWISS 0988 ® 8
48 MOIMT _ [LIBERAL DEMOCRATIC PARTY LADA OMC 1.883 £ <
) MOS0 |MR SAMIR VINCENT (AERICAN)- PHOENDX INTL. {AMERICAN) 18 b
51 MOS/B1__|PAL OIL CO. i : 4.044 o2
52 MOWE2  [GULF PETROLEUM LTO (QATAR) oC s
53 MOMEY  [NATIOMAL OR WELL (GATAR) ;
84 novse MR NATORA SINGH [INDIAN]- MABFIELD AL [EWISS| 1.938
88 Wonss | BULF DRILLING & OIL SERVICES- (ROMASIAN] 1,963

| 58 MOEE MR MOHASIMED ALHUNI (LIBYIAN)- KTG KENTFORD (CYPRUS) 2.008

| ET Miosrs7 |[FEDERALNY TORGOVY DOM OIL{UNRAIMIAN) 1.000
88 MOS8 |LAKIA BARL IMPORT EXPORT
89 M0O/SS MR GOTZARIV {RUSSIAN)- SLAVHEET [RUSSIAN) 5.237
60 MU MR LAYTH SHUBAYLAT (JORDANIAN). PETROGAS (SWISS) 8.626
81 ‘m FOR TRADING - [YEMENISS)
82 8use2  |MRS SO JOY - BONGBOON INTERTRADE LTO (THAILAND)
83 moses  |AFRO EASTERM - (RiSH)
B4 MOWSd | TANMER CiL & GAS- (FRENGH) 1999
] MUMSS (MR ROBERTO FRIMIGON! (TALIAN)- COGEP {ITALIAN) 1.002
68 MUSEs MR LUTH DOGAN- BETA (TURKISH) 0.575
67 MOWET  |COAST OUL DREV. EST. {UAE)
1] MX8ES  |GULFERDOLEHANDIS, (AUSTRIAN)
] MOSWY  [MIDOLE EAST PETROLEUM MEPCOM (JORDANUN)
70 MosT) MR AHNED AL DASHEERAL RASHEED FOR I¥TL. OODMERATION LICIR GAMIAN, 2012
T AT | DELTA SERVICES- (SWISS) 0%
73 NUOR72 | JEWAN OiL - UAE) 4.070
73 MONT)  INCOME - 1.868
r4 MOSTA | ARAKBUL O LTD.- )
T Lol HKWI.{MLMMYWM“L‘DM
78 ] !mmm KHALQ @ MARBEL RESOURCES @ 3.538
24 MOWT? |ZAN GAS (RUSSIAN) _3.839
L) MUNTS | AND GAS SERVICES OROUP. (PAKISTAMIAN) __asst
L. BRATS _|PETROLINE PRC (UAK) 2014
80 CAMPAC Ol LTD [MIGERIA) < 2002
81 )
62 wois2
83
B4
85
B8
14
&8
]
90
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Oil Allocation Recipient
List (continued) CRUDE OIL ALLOCATIONS DURING 10TH PHASE OF MOU
. TOTAL QUANTITIES LIFTED ABOUT 273 MM BBLS
- ESTIMATED PROFIT MARGIN {S US $0.45 PER BBL
o i ol
"&"‘m T ALLGCATIONHOWER T CONTRACTEDCOMPANY. - Rres § =
:_..‘—' Sy < = ZOpRLa o uA) = é__A o + Saras m . < E
c gl =
CLALUGE At REN : i 3
4 & PARTIERS CO. E o o
MR o
d 02
= ENAR P 5000 s
] 500
1 [2E)
12 4
1 3
14 3
36 witess[uGs o
. <=+
iﬁ
::LE s AL 06
T o 1m
oo e
A
4 AL <0, X R S T 7
28 | wr M0
“il"" MR LAYTH A S F
% ¥ AAD ARTNERS CO.
(30 | TAR)
—-__g—_" %
35 ; SALM HORAM 960 ﬁ
36| Wi
i T
HMOIE [WR PAYARAT ZURAYGAT. &R GEORGE OALLOWAY LAY SO [=-3 E
E: =
A 3500
EiE Bt - =
b
e | IE- [
4] 5 7
% Iy ACRNCHES
PAATY. ERPORT b
o 5 %
"&" ALTAEES DENICRANTS 1.000
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Oil Allocation Recipient

List (continued)

S bl S

L b s e e

(1 T
Oft.
R
VIAPA YIGH
[l
A
MR SROHARMED OTHAMAN
MR BASAM SASHHUR
NR
YEY
Vi
MR BIN
MR A
B
MR
PRIDICH FRENDEICP SOGETY

L |GElA PATROLEUS
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Oil Allocation Recipient :
List (continued) IIVIDUALS AND ENTYTIESS WHO WERE ASSIGND QUANTITIES BUT DID N'F S1GN CONTRACTS OR LIFY SAID QUANTITIES

§

§

>

== |UBERAL DEMOCRATIC PARTY {BELARYS) |

1 L
1 m
3 niL
4 —___|BELARUS COMMUNIST PARTY 1.000 i -
[} ~ MR ORCHANISKI (UKRAINIAN 1.000 i 8 c
s — ___|BOCIALIST PARTY (UKRAIMIAN) 1.800 Lo c g
? | — |vucoreTroL rucosiavay 2200 o 2o
s —__ [FUGOSLAVIAN RADICAL PARTY - 2000 L i ’5
[ | 2.0 L o 9
[ 10 | B g 2
1 1,000 L = 0
o))
12 10 | W ) 'g
[ 1 | [ w0 | W T s
14 ALTHOUGH QUANTITIES (F CRUDE | 4.000 NIL
OiL. WERE ALLOCATED TO THE WL
1 INDIVIDUALS/ENTITIES , N0 |—2088
B 2 CONTRACTS WERESIGNED | 1.080 N
17 - m!% LACCORDING YO INSTRUCTIONS 1.000 Wil
Taail FA VI ANIN SUARDY AEAQS ociieT) masTix | FROM THE FORMER REGIME, AS 8000 WL
s Ay THEY OIDN'T PAY SURCHARGE
1) - o o vona jomese) DUE FOR THEIR PREVIOUS 2000 ML
| 20 | -~ EDRRALMY TORGCNY OOM OH{WIUSMAN) | poyrmAGTY 19 s
2t |  IGASPROMCO(RUBIAN) 8008 L
| B 1000 -
- 1,000 NiL
u 4.000 N
= 1000
25 |10 o
| 2% 2000 MR
il 2000 NRL
8 4000 ML
) Y "
1 1.000 ML
NiL
:: 4.000 =2
- Ll
Y} = _ DR KHALID JAMAL ABD AL NASIR (EGYPTIAN) 1800 NL
s | vinas000 ame |
| 5 | MR ABDUL ATHEEM MANAP {EGYPTIAN) 1000 oL
5 e MR MOHAMMED AMIN RAYIS INOONESIAN) 2000 nL
M- MR BIHAM SING {(INDIAN)_ 1000 [}
2 i MR SALIM NUHAS (GORDAN) 1.000 Wi
e R SHUKRI GHANIM (LIBYA) 1.000 NL

187



Oil Allocation Recipient
List (continued)

CRUDE OIL ALLOCATIONS DURING 11TH PIIASE QF MOU

- TOTAL QUANTITIES UFTED ABOUT 250 MM BBLS
- ESTIMATED PROFIT MARGIN ISUS $0.15 PER 8BL

AR ALLOCATIONHOLBER | CONTRACTED COMPANY. |
1] _MII01 R MOMARIED BALIN HORAN) | SCRDAN JALOL €O {ORDAKY
2| iy [SINOCHEM (CHINESE) SDNGCHEM (CHINESE)
3| Wi jwmmvbm Ao
‘ DAST ST CONDUCTORS 0.
4| MNUOL  WRPAWWAZ TURAYGAT- MR GRORGE CALLCwWAY
5| WY1 MR (SAKOV (RUESIAN) Imusnmmco 16000 | 15131
6 Mn10¢ |CHINA OfL [CHINERE) CHINA Olt. {CHINEBE] 4.000 A58
7| wauor (MR TATRINGO . (RUSSIAM) |nussuumenmco, 1.900 1.000
8] wri1me |AL SHANFERI GROUP [ONAN) : AL SHANFER! GROUP 1.000 006
$] Whs [CONCERN REGION OF UKRAINIA CONCERW REGION OF UKRAINIA
10 MAID MR RASWAZ ZURAYOAT (SORONY | e 4 4.000 1019
11| win |ERDEM co. ruRsisk) [ERDEM CO. (TURKISH) ° 4000 | 2002
IR RARD NHAN - JAWALA O (MALATEAMN) JAWALA Q. BRALATEIAN) 2.000 2.000
HIJ CO, [URRAINIAN] 3.000 298
1000 1,000
18.100 18413
1.800 1.344
3000 | 3043
1500 | 1848
S5 3.000 2031
V0 |ALHODA CO, (UAEY ALHODA €0. [UAE) 3.000 3.012
21[ HAI MR AGABABOV (RUSSIAN) ROSNEFTOAS EXPORT (RUSSLAN) 3.000 3.100
22| M MR LAYTH SHUBAYLAT IORDANUN) |INCOMED TRADING - PANARIA 3.000 3033
_23| i FEDERALNY TORGOVY DOM O ORAMAN,  |REDERALNY TORGOVY DOM OIL 1.000 0988 |
24| wnse MR JEMAD MEKRAM (LEBAMES) PRIMACOSA (CYPRUS) 1.000 1012
28] wriuzs [RELANCE CO. (INDIAN] LCON PETROLEUM [SWISS) 4.000 4.048
26| mrvm MR CLAUDE CASPERT (FRENCH) E.0.1.C. CO (FRENCH) 4.500 1.848
2| wrem Jum s maior pemanms) M
28] sy [MR GHASSAM SHALLAM (SYRIAN) THAESAN ENALLAY GO [ITIIAR 3:000 018
29 mnvae [TATNEFT (RUSSIAM) TATNEFY (RUSSIAN) 3.500 3464 |
30 WiV MR BASHAR NOURI (SYRIAN) |KOURS FOR €0, 2.000 2049
31 s |ALFA-BCO |ALFA-ECO |RUSSIAN 10.000 9.42
32 080

i [ se o [ o |




Oil Allocation Recipient
List (continued)

39| wrum [Russm T PARTY co. 9,000 5663
40| w140 |DR TEMAM SHEHAB (SYRUN) ALHODA CO [UAE) 1.000 1.049
41] w3141 [MR FAYSAL DARNIQAH (LEBAMIES) FADI INTERNATIONAL CO. NI
| 42| w141 MR SALIM ALTOUN - (SYRIAN) ALTOUN TRADING CO. [TRADING) :
43] oy Jh—u:om:o.[mat:wn;us'ﬂsm ALCON CO. (LIECHTENSTIEN) 4.000 4.002
44] Mrms MOJAHEDIE KHALG HCINTURY MARKETIHG [BRITEM 8.000 8,088
| 45! m148 |SLOVAKIAN COMMUNIST PARTY ACTEC CO, (RUSSIAN) 1.000 1.048
GB] MA1es |[RADALTANER IRAG NSMIGRANT) DEYON PETROLEUM 1.000 1.000
47 5600 | 3382
48 1.500 1.565
1.560 1496
MM AHIORA & RARTMERS CO. (3YRIA 1.500
URAL OIL INVEST. CORP 1262
ARAT TRADE DVELOPMINT (EGTPTIAN) 2044
FAD! OfL (LEBAES) . 0.818
R wfi;ilf st S

60| MMUS0 LZAZ ENERGY CO. (b

78] rnuTs [UKRAINIAN COMMUNIST PARTY

G1] wivey u&mnkwm

62] wiwe2 [PETROVIETNAM

63] wites MR BASIM OAGISH LIORDANIAN) LUBNA TRADBIG £O; {SPANISH) 1500 1.500
4] wivee |MRALIAS ALFARZALS (LABAMIES) AREDID PETROLEUM (PRED L7100 | 1.800
s3] wiwes |FENAR PETROLEUM (LsCHTEMSTIEN) |FENAR PETROLEUM [LECHTENETIEN). [£/8000. | 4764
88| wnuss [MRBERNARD GIVEM __|AREDMS PETROLEUM (PRENGID.

87| wnus? (MR JIAVIER ROBERT (BPANIH FENAR PETROLEUM (LECHTEHSTHEN] .. '1.673
88| wives [MR MOMAMMED AMMAR NUFAL (SYRIAN) _[cicontin ¥ MIZOLE EARE 60, @vium.

69) wites |BELMETALENERGO (BELARUS) BELMETALENERGO @ECARUS) . 1413
71| wrire |TEXFIN (RIGSH) TeXFDI (i) } 1.236
72| MIuT2 MR SANDY MAJALL (SOUTH AFRICAN) mcicass BAGOEIRNT S SOTMATCAN

73| wrems [ur LuTr DoGAN [rumsesin SETA CO. (TURIKISH)

74]_wivre MR EMAD SAID AL JALADA (EG 3000 | os78

MR GIRENVOYEKE (RUSHIAN)

MNUSZ [HR JAN MIRAM) (FRENCH)
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AREDIO PETROLEUM

MDAt PRENCH PRINDEP SOCIETY (MR MONSH) _ |AREDIO PETROLENM (FRENCH) 1.500 1376
TYAD ABU ALRAGHID B.C. INTERRATIONAL TAN| 1.500 0.850
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Oil Allocation Recipient
List (continued)

$12) iz MR ABDULLAH ALHORANS PALESTINE

113 wiinis

114] wmrtinite

115 M98

83 whwes jwr - URRARSIAN SOGIALIST PARTY VES - [ul ) 1: 1.000 0893
84| _wrvia_|PETROVIETHAM DRILLING MUD CO. PETROVIETNANM ORILLING MUD CO. | 1.000 0.732
| 85| wives |Ofl & GAS SERVICES GROUP (PAXISTAN) 0% & GAS SIRVIHS GROUP [Pioas
86 wives |NORENCO (Chmeese) GHINA WAMBAD (CHINESE) 4000 | asse
87| s _|ASIA TRADING €O pRAT) O & GAS SERVICER GROUS (PAKISTAN 3.000 2013
B8] s {MR AWAD AMMORA (BY [AWAD AMMORA & PARTNERS €O, ($YRAN) 4.000 0.995 I
8 KALMNEFYGAS (RUSSIAN] __2.000 2017
%0, D (AIETHA THE NI AN PETRO TRADHO 2.000 1492
o MEDEX CO. (TUMNSIA) MEDEX CO. (TUNISIA) BT
92, Wit MR MOHAMMED MELMI (EGYPTIAN) BC IYERNATIONAL CO. (PAKISTAN) 1.000 1028
94) wiuse. [IBEX CO. [FREN |JORTAN GRAMN CO. LJORTAN) 2.000 1,536
98 o%. & 0AS SERVICES GROUP PACSTAN) 2.000 4.834
98 OMMI Ol (SOUTH AFRICAN)
97,
98| 1198 MR FIRAS MUSTAFA TALAS (SYRUAN) TRADIND CO. [YEMEN)
98] Wi1ss |UKHTA NEFT URHTA NEFY [RUSSIAN) 2.000 1.942
100! Mr117100 | MRS HAMIOA NA'ARA DEVON PETROLEUM LTD.[PANAMA) 1.800 1.500
1.500 275
1.500 1850 |
: 4000 | g7
108| ArsuiDs DR KHALID JAMAL ABD AL NASIR (BOYPTIAK) PADS O, (LEBANIES) 3.000 41.898
105 mrv108 |COMMUNIST PARTY (BELARUS) Oil, COMPANY SIBERIALTD, { 1,500 1438
08] Mr114108 | YIS LA & SUMMRATES CO SRASLAGYETIAL ALTOUN TRADING CO.
107] Mi1107 | MR NADIL ALHASHIM] (MARDCCAN) Gl & GAS SZRVICRS TROUP [PAISTAN] 1.000 0.797
108] MMU108 |MYANNAR FORESTS GINISTER MYARMAR IMBER ENTERPRISE
iq_s| w0 'mms;umm NAFTOGAS [UKRAINAN] 1.500 1.850 |
6] w110 [MR FAKHRI OAVAR (JORDANIAN) __|AREDIO PETROLEUM (FRENCH) 1.500 1.028
1] Witn1t [THE ROMANIAN LABOR PARTY 1522 |
0.968

L 418} wrwits |MR SALVATOR NICOTRA

MR GEORGR TARKHANIAN (LEBANIES)

WA ADER AL ALAWE LV, AVIATION SRAGT 4 MELRANTY

122] w1123 [PEACE & UNITY PARTY (RUSSIAN)

123] MM (MR BABAN WASHHUR HADBYTHAN
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Oil Allocation Recipient
List (continued)
o =
£ g
©
m%wmﬁgmwmwmm«mwrwﬁ’rsnmm\mmmmmm L 8
1 1.600 ML “E’ o
2 ? 1.000 Nii. = (o
3 1500 | WL e
A : ' 1.000 NiL o S
5 0 1500 HIL
8 » 1.500 N
I mmmm As Y oRONT | 0 -
_‘LM PAY SURCHARGE OUE FOR THEIR 4000 | ML
1] R BOMAMINED ASLAN (TURNISI) PREVIOUS CONTRACTS . 1.500 NiL
12 - |DEAROCRATIC PARTY 1.500 NiL
13|  wm sy S i ! 3.000 Iﬁ
I T . o L
ael AN CONORERS PARTY L S
o SR, HAMAD BBEALI AL THAM) (RATAR) e
e s e e
A13 M EIA SN IOUALIPA A MUMAYYAN (UAE) ﬁ._:-% N
| - SRS TRUAN AL FAYSAL [JORTIANIAN) 1.000 NIL
i) W PATHER BEM/AMN TTALIAN) 1 e
n| — i CHAD'S PORSIGN MIUSTER : 2000 | ML
Ias ot mmmmnumm $.000 NI
t - 4 et ) 1SR BIHAM SING (NOUN) 1000 NiL
» wors MR ABDUL ATHEES MANAF (EGYPTIAN) 1.000 NIiL
. __ ARISENIAN FOREII MICSTERY 1.500 -
23| - Wi
2% — ML
27 e e
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Oil Allocation Recipient
List (continued)

CRUDE OIL ALLOCATIONS DURING 12TH PHASE OF MOU

=~ TOTAL QUANTITIES LIFTED ABOUT 183 M BEILS

- ESTIMATED MOIT MARGIN 18 US 50.20 PER BBL

2800
1.500
3.000
1%) MMY ABDIR. MAED AL ATTAR EMERGY INVESTMENT 2.000 1837
12) MM GROUP OF COMPANILS BROUP OF COMMNILE 4.000 1.038
13, MM Al ENERGO CO_ |BELARLS BELMETAL ENERGO CO.
14) W24 | wn gaomon 14 naar oo A 1.400
18] mazis BHAPRANIX BOYUZ MEFTOAS . §.000 1912
18] mvrive TmATAT a7 amm 00, | e Many
L] TRINCO - £o. 1.000 128
15! mrze Aasoma AMBORA & PARTNERY 8200 8284
18] MI315 [MR OSCAR WYATT KEDMAFTA 4.000 2054 |
20| MAT0 MR ABU BAS ANMORA 8 MRTHERS SO 3.000 2923
MM |BTROY TRANSGAS
w1z {x i 2000 | 08s4
23] WIS (MR BOKOLOV. IRAGH UNRAINIAN HOUSE LD 3.000 1.000 |
Mi12e | PETROVIETMAM 2.000 1088 |
18| MIZ2S OF KALUEYIYA REPUELC 1.500 1583 |
28 on CHINA 3.000 2959
ML [RUSSIAM COMMUNIST PARTY co.
] MTTZS (MR BASHAR 1.500 1495 |
| aan 5.500 5878
30| M7230 [MR JOAN CHASE STAR 2008 1842
31 sH2e ST PARTY Ol COMPANY SIBERIA (RUSSIAN) 1.540 0.500
b} AL \f MA o \f 2.000 2018
33| MALEY |SLOVANIAN COMMUMINY PARTY C £,
MIILGS  FULS TLLIAN AL FAYBAL | 6 BATT SIN, LISAE - (RN ok SRR
as| 275 ALCON PETROLEUM 8.000 6.028
36| MAM20S |ALMDODA NTL. CO. ALMODA INTL. £5. $.450 8,481
7| MATY |MR STROVEV (RUSSIAN) UMAL INVESY OfL CORP.
| MY | SIROCHEW SNOCHEM (CHINEBE) 18.500 18,714
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Oil Allocation Recipient

List (continued) Mi2) [FEMAR PETROLEUAS FENAR PETROLEUM 10000 | 448

ME25d0 . | MR EISA BIN KHALIFA AL NUHAYYAN iPA 3.500 1.
s i s B . 5

Slaaipiaipisls iz

1P 1.500 1.818

218 18

2000 1.498

8‘6
c g
m(:I.)
£
w 3
(&)
(]
g 2
.an_
Q2
IN

MH/S8 | MR WAFA TAWFIO ALSAIGH PALESTING
WH2/EY |TEXFIM

elelalelzlsls [olalelals
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Oil Allocation Recipient
List (continued)

I BIERBEBR2

s | [ |
B2 8B|gBisiRjajpisIsi2|s s

ot lod Job lotn [obh (a0 “‘ﬂ“““‘-‘-‘-‘-‘-‘-‘-ﬁ
alalEE BEREREREEREEEEERIE RIRIERIE

W232 ﬁumowuw\ﬂmmm-a ;

COAST Ol CO. iUA

1283 | UKRAINIAN COMMUNISY PARTY
W24 - unummnnuumwvmm 2
W15 |GASPROM CO: ) 2218
w12/88 | DRILLING MUD CO: A
Wizar |MR GEORGE TARKHANIAN g
MriZiS |WEST PEYROL CO. (TTALIAN)
1 .| MR BABHIR HASSAN AL BASHIR . (8U
MM |AGIP PETROL (TTALIAN) m'"'““"‘ R 1.728
P e e A T AT 7 60
3 TOTAL INTLS (PRENCH) .. " ] L7000 6.833
A8 CO. (BUDANEE)' s
JORDAN GRAIN CIORTANGAN) i§
MM [NAPEX AG. (LIECHTENSTIEN NAPEX A.G. (LIECHTENS
WS |AU MUBALLAM EST. AL} MESLAM EST.
WH293_|ROSNEFTIMFPEX 0 ROSHEFTIMPEX (RUSSIAN) 2.800 1.489
M12/100 |OMY (AUSTRIAN) OMY (AUSTIIAN) 1.000 1.003
MW12101 [REPSOL YPF (SPANISH) REPSOL YPF (BPAMISH) __8.000 5.010
MN2102 |FUPPING PRODUCERS GROUP (PHILPPUT) __|GRUPO FILIPING (PHILIPPINE) 4.000 0.983
M12/103 |COMTINENTAL OfL. LTD. ([CYPRUS) [CONVINENTAL OIL LTO. (CYPRUS) 3.000 1.991
W/$2:108 [MALAWI GOVERNMENT PETROLINK CO. (MALAWD
B 2HOS | TRARSHEFTA Ta
MAZ/08 |MR DE SUZA £8 (ITALIAN) 8.000 2568
W07 |MR BALIM SHAYBOB MYADOR TRADING CO.
W/12/108 |AKG GROUP OF COMPANIES SR, A3 GROLP OF COMPAIED $.000 | 0.992
W12r103 (o VRAD 97 R nePEXOIL CO. 3.000 | 3.038
SAZ11D |ELHAMI BASHAND] EST. (EGYPTIAN
MNZ/111 |CEPSA 2,000 2.094
120112 MR MOMAMMED HELMI (EGYPTIAN 1000 | 1.
MA21113 |HILLENIC PETROLEUM (GREEX 1.000 0.850
ahan114 [OREXECO
MI2115 | MOGSTRY ON ENERGY & MINERAL RES. (JOR
M/121118 |VR MOMAMMED MATIUN AL-SART
MA21117 [API Ot SITALIAN #2000 | _ 4.996
A1 2140 (4R BASAM MASHNUR RADTYTRAK
M12115 [RUSSIAN FORGEIN MINISTRY all.20.000 | 7.
MA2120 MR ALIAS ACPARZALS (LI ) _4.800 1,000
MI12N21 [MR WAMIDH HUSBIAN MAJALL 3
MN21321 |s \ wp (Y 0.929
W12173 [UKHTANEFT CO.
Ui ALY Fiiod L_‘,{‘}T! %03 i
MA2124 TION (QATAR) INCOMED CO/(P) % ..1,000 . 1.008
M12/i28 [vima on ¢ suPeLY TRAGING €0, raRRMANY) nni":'n»:f;ﬂuwa{p Yo
3N2126 |MOGOH SERVIGES CO. (BOUTH W ERRACEE GO, (SOUTH APvacAg |

JAN2NT7 [BLILGARIAN SOCIALIST PARTY
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Oil Allocation Recipient

List (continued) B Tl e S &
128) Mnamze lary. 18N BINA CO. (JORDANIAM)
120 unmao’ CO. FORTRADE 6 WVISY. SEAG LEBAMED) | OLOBAM DO, FOR TRROR § MVERY
E #2131 (MR ZIVAD ABY ALRAGNIB (JOR ‘ DAT 0L, (CYPRUS;
1391 Mriaiese TECHNOLOGY RESOURGES LTD. ASEFE TECHNDLOOY RESOURCES LTD,
133] MAM133 [ARAB TRADERS EST. LJORDAMAN) ARAS TRADERS EST.
133] MM21134 FORUALR FRONT FOR UBSRATION OF PALESTORE | AWAD AMMORA & PATNERS (SyRuw | 2.000 2084 0¥
$34] M35 [SPANESH PUBLIC FARTY. MR JAVIER RODERT __|AREDIO PETROLEUM 1.500 6458 [TIrT)
333] m CHASIAN ZAKARIYA, (SYRAAN) KHRIZOLIT CO. % E
$38] MN2/939 (MR SHAKR BIN ZAYD (JORDANIAN] PETROLEUM co
137) MI52H41 |BE INTERNATIONAL (PAKISTANIES BE HITERNATIONAL (PAMISTANES) ) £.300 i 3
H TR BT e L e e 153
GRAND TOTAL : 192687 g &g
IDIVIDUALS AND ENTYTIESS WHO WERE ASSIGNED QUANTITIES BUT DID N'T SIGN CONTRACTS OR LIFT:SAID QUANTITIES 87 -
. t_—m_-&—-.—m'w 1.500 (ERe
2 — DRNAVILOWAUS VN PIIENDEIN $ OETITY WATH UAAQ 2,000
3| =~ |mmREZKOV jRUSSIAN) 4.000
8| e [wmameansmewsiva ] 1.500
8| — MRGRINOVSKI RUSSIAY) .4:000
8 | = |RUSSIAN DEMOGRATIC PARTY 2.000
7| = |unBoDAVIE FRENCH) 1.500
8| -~ |umseanarn aivex grencH) 1.800
0 - . 1.500
0] - 1,800
19 - _ 1.000
12| -~ |MRS HAMIDA NA'ANA- [SYRIAN) 1,000
13|~ YUGOSLAVIAN SOCIALIST PARTY 4.000
“ s

|
3
IE
:

ML
NIL
NI
NIL
Nil.
NIL
NiL
Nit,
NiL

L |
NIL
NiL
NIL
NIL
15 == | YUGDSLAVIAN RADICAL PARTY 4.000 NiL
16| = | YUGOSLAVIAN JUL PARTY 1.800 NIL
17— ROMAMIAN LABOR PARTY | 1.500 NIL
|18 — ]ummi@ 1.000 NiL
19| -~ MRAUBALLOT (LEBAMIES) ALTHOUGH QUANTITIES OF CRUDE O | 1.500 NiL
20| - |soworiLensnas resmanTun LOWD) m’;’: 1800 NIL
2] = mREAKHm aawAR LORDAMAN) CONTRACTS WERE SIGNED 1.600 NIL
32 need uuﬂimmtmcmr T":.Eccmm”‘“m FROM 2.500 NiL
23] -~ (MR ABOULLANAL HORANI [PALESTINLAN) PAY SURCHARGE DUR FOR THEIR 2.000 NiL
#| — |piLO.@PAESTNE PREVIOUS CONTRACTS 3,000 NiL
125 ] ~—— MR MOHAMMED ASLAM 1.000 it
28] -~ IMALUTFIDOGAN TumiGsH) 1600 N
] == MR NADIL ALHASHIMI ] | 1.000 MIL
[ 28] - MR MOMAMMED MAROCCAN) 1.000 NiL
(20| - lumraium 1.800 NIL
30| —— MR MOMAMMED AL HON (LIBYA) 1.800 NiL
" P, AL TANIR (TRAG! NMMICRANT) 1.000 Nl
32| - |MRSIFAN-UN i 1.500 NiL,
I3 | = BAMR VINCRIT JANERICAN SRACS BORM) 1.000 NiL
M| -= INAFTOQAS | 2.000 NIL
33| -— |SHAMER ABDUL AL HAG CO. | _1.800 (TS
(38| -~ |ASW TRADNNG £O.1RAG 2800 NR
” = (WEH FAYID ASTMED SRARLS ERAQS DOICRART) » GASTEK w Nu.
35 - prac 4.000 NiL
39| - SLAVNEPT i 2,000 NIL
40 = ETATNEFY (RUSSWAN) 3.000 NiL
at] — lwvsonco _ 1500 NiL
42] Ol & GAS SERICES GROUP (PAKISTAN] 2,000 NIL
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Oil Allocation Recipient = = T — i
. ; = prprp— prp

List (continued) o __MR PAYSAL DARNIQAN (LEBANES) 1,000 NiL
48] o~ MR KHATS 1.000 NiL
A8F = THE ML & QUPHRATI SO SRAGLEGYPTIN) - 1.000 NIL
47 i ARAR MARINE PETROLEUM TRANSPORIATION CO. (AMPIT) 1.000 NIL.

C Al HAMCO. HSA) 3.000 NiL
9] — i, MEDEX CO. (TUNIBIAN) 1000 | ML
gl -~ O, PROQUCTS CO. (BUDANIES) 2600 ML
i e _ MYANMAR FORESTS MINISTER 1.500 NI
§2) — CHAD'S #CREIGH MBISTER 1.000 ML
2 b s 45 ABOVS GADTH S MOSAKATIONAL ARSEMERY POS ALZAMKYA QIR 2000 NiL
S4) - = FATMER BENJAMIN (ITALIAN) 1.500 NiL
L] IHRIAN CONGRESS PARTY 1.000 NiL.
- OZBA CO [TURKISH) 1.000 NIL
g7 - MR MUQADIR BERJIN (TURIISH) 1.00 HIL
= THE CHECHAN ADMINITRATION (RUSSUN _1.000 NIL
o ARMENIAN FOREIGH MINSTERY 1.600 L
S0 1 o MRMANSHOQLER (AUSTRIAN) 1.000 NI
8| - SAMIR CO. (TURKISH) 2.000 NI
s3] MUHTASHIM GO, (TURIGSH) 2.000 NIL
sa) MR AN SING (NDIAN) 1.000 b
B4} o PAKISTANIES GOVERNMENT 2.000 NL
$81 o NATINA OIt. (NDONESIAN) 2600 NIL

{ CONGRETE EST. [BANRAIN) 2600 NI
87 — KADMIM ALDERAT 2.000 NIL,
8] ~— MR LUTFI FAWZ (SYRLAN) 1.000 NiL
o} -~ A NABIDACD, - W HARMAN A4 MAYYALTYIAR) 2 000 NIL
ffre] — MR AHMED HASSAN (EGYPTIAN) 2000 | NI
| T ALMULTAQA ALDOWALI EST. [EGYPTIAN) 2000 | ML
fra] — _L880 SonTRAGTING & TRADG 3, (FvR 1000 | WL
23] ~— MR ABDUL ATHEEM MANAP [EGYPTIAN) 1.000 NIL
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Oil Allocation Recipient CRUDE OIL ALLOCATIONS DURING.13TH PHASE OF MOU
List (continued) iethicl Al :

- TOTAL QUANTITIES LIFTED ABOUT 148 MME.B_‘BLS;_

- ESTIMATED PROFIT MARGIN IS US $0.76 PER'BBL

T
© o
= =
©
c 2
w >
© g
E =
= Q

8 3 A g'c

7| MHIOY [renan PETROLEUN (UECHTERSTIEN) FEAAR POTROLIUM (L mosTEiaTy ‘8.000 o g

8| /IO |SINOCHEM SINOCHEM 7.500

9 W1309 |ERDEM HOLDING [TURKISH) ERDEM HOLDING (TURKISH) 7.000

S8 v NOAEDOD RTIANY |VINAFOOD [VIETNAM) 2.000

11| 831 [ZARUBEZHNEPT (RUBSIAN) |zARNEST SERVICE (RUSSIAN) 7.200

12| MMIN2 |aMf ROBERTO FRIMIGON (TTALLANY COGEP {ITALIAN) % 1.650

13| MAINS MR ZUHAYER AL KHATIS (LEBANIES) LAVANT AmacEn

18| MMIN4 MR AALVATOR) NIGOTRA [ITALIAN} |iPS (TALIAN) | 1800 | 4545

15| MP1IM5 [ROMANIAN LABOR PARTY [NATIONAL Ot WELL (QATAR) 1.500 0.753

18] MHAUMS MR GHASSAN SHALLAH SHALLAY COU8 2.000 0.700

17| MAINT MR AGABABOV: MAFTOGAS EXPONT (RUSSIAK) NRAPTOUAS EXPORT (FUSRANY 7.800 8229

18| MMWIS |ALSNANFRI GROUP O COMPANIES GROUP O CONPANES, 1.000 0978

19| MAMMS [ALCON PETROLEUM (LIECHTENSTIEN) ALCON PETROLES 1L 0 7.000 7.028

20] MAY0 [ENISPA- AGIP JITALIAN) AGIP (ITALIAN) 1.100 1435 |

21| WV (REPSOL YPF (SPANISH) [REPSOL YPF (PANISH)

22) MMV (CHAIYAPORN RICE CO. (THAILAND} {cHAIYAPORN CO. (THAILAND,

23| W12y [MAGHINOIMPORT (RUSSIAN) MACHINOIMPORT (RUSSIAN)

24 WUAHIS MR EI3A BIN IOALIFA AL NUHAYYAN 1PA CO. (UAR)

28| RIS MR SHAFRANIK (RUSSIAN) SOYUZ NEFTEGAS 1.04

28] WIS |MRS HABODA NA'ANA DEVON PETROLEUM LYD.{PANAMA] 2.000 0.887

77| MAYZT [KHRIZOLIT CO. (RUSSIAN) i |RHRIZOLIT CO. (RUSSUAN) 2,000 1.580

28 M1Y28 |AL DOLAYM! GROUF (GATAR) |NATIONAL OIL WELL (QATAR) 2.000 1.542

20| WA MR FA! DARNOAH LAVANT DSVELOSMENT

30| BNIN/30 (MR FLLUN JTALIAN) IPS (ITALIAN) 1.800 1499 |

s1| NAYI [API OLL [ITALIAN) AP1 OIL ((TALIAN) 2000 1022 |

331 MHUSE JOMNV (AUSTRAN) oMY AUSTIIAN) 1.500 1229

33 MAYIS [HEAD OF RUSSWAN PRESIDENTIAL OFFICE IMPEXOLL. (RUSSIAN) - 1380 0.876

4| NAVI MR JOAN CHASE STAR (€0 =

) Wi : EMERCOM CO. (RUSSIAN) 8450 5143

38] MAYIS |uss T1 SUIARNO ONDONESAM) | MEDCO CO. (INDONESIA)

5| wyner : SRS |smap Lo prrumas

38| MMYM [YEMENIES GOVERNMENT DN PRTROLELM LTD Paius 8.000 4.713

38| MMVE MR ABDUL MAJD AL ATTAR (ML GERIAN) ENERGY INVEST (ALGERIANA 4,000 2024

40) MAIMO MR ABU AL ABBAS AMEORA & PARTNRRS (ET7IAN) 2.000 1,903

4% MMt SORKOLOV- IRAG UIKRAIIAN HOUSE [HIU LTO (UKRIANIAN) Y __2060 1.34%

43) MASHD RAQ) PO FREUDCHD SOCETY (A% ST |AREDIO PETROLEUM (FRENCH) 0.500 0.500

MA34Y (ZAN GAS CO. |ZAN GAS €O, i} 4.000 1.887
48 w148 COMMUNIST PARTY MACHINO EXPORT BULGARIAN €0, |  3.000 1028
45| W1 PANVOAT TURATOAT [ S EONOUBTORS €8

Mg ALY

e rory




Oil Allocation Recipient wriver s oo . e BELNEFTENM

List (continued) 430 WINS | w rawnmas 4R GEOWSE GALLOWAY e s0,
|_ 48] mTade AL ENEROD SO, BELMETAL -8 2002 1993
80 WSO TUMAM AL FAYBAL CAST G COMSUCTINS G0 1000 1.000
81| MAYEY ROSNEPT MPEX (RUSSIAM) ROSMEPY MPEX _3.500 1835
] MAIR [TOTAL INTL. FRENCH) TOTAL BNTL (FRENCH) v 2000 2082
Lt ) AL OIL LTO. (CYPRUS) x OR. LD 3000 2
S4| MNNS4 MR DE SUZA |MEDTERRANLAN O, BUPPLY __ 2000 1898
5] NIV COMMIBEST PASTY WES LTEL 1000 | 08510 |
= My SMAMER ABDUL ALMAS : TRADING CO. 3000 1
&F -lm TRADING TRALING
5] MnEsa EMAD AL Jal ADA 8.000 2380 |
[ 0% A AN CRAN 3000 2088
& wnaeo ARAB CO. 2000 | 2033
81] MAIE AU SARCERE D) B TH MORAN (=5
MAMED (MR MORAMMED A (-3 Er=d 1.043
MM MR MURTAZA LANHAN ¢o. 1.008 1022 |
B3 |BEX 06 R T.000 178 |
"y OF LEBANED A OL. 1 1862
RINSS MR ARTHER MELLHOULAND
WINS? (MR SALIN SHAYEBOR ADOR TRADING CO.
wives ARDMAMEED MA ML AL -S4 TYRCAN)
WIS |MEDEX CO. 0.
MANTS LAVINGSL 2.000 O.BSS
FaML L2 L)
MALTY |HUAKEN &8 20
MWy A
MALTS | MR BODAVIE VITOL En_n
WHaTE [ BOSERTY ; PETROLEUN 1.800 138
MHETS MR JAN MIRAME ;
BNATT | MR MUGADIR SISJEN MABOL
WANTS |MR FIRAS MUSTAFA TALAS INCOME CO. 1.000
o co. TRAMSNAFTA CO.
WSO AL HAJ SNERTGY 1.000 0578
81 wiamt 1
EFTRAET | PR NARAD Rl LI AL DT AL TR (QATARY b
B0 focm s cameav s il A MANAGENENT 1060 104
4] W13 U0 BOLS L] 1.500
L el ] SUAD [FADS Ol (LEBANKES) 1.500 0.
BMAYEY |NRS HINRECA BENETT) [FINASE CO, (TTALLIAN) 4320 1413
[T5FE 44 & UNITY PART
68 WAsEs AVAD MBRTRA AMORA § PARTHERS
89 MnsEs 8T PARTY £0
90] MANDD [nep LD & CUPVRAYES OO (=3
| Mesme ; CHURCH
B3| RS [MYANRIAR IYANMAR ENTERFRIES OO
B (PADI O FADI OB
84| BHIVS4 [WR DATD MAND ’ CO. (RALA
W3R8 (MR GOTZARN ona £.000 S400%
WIS MR ALIAS ALFARZALY AREDSO PETROLEUM
AT MR IVAD ABU ALRAGHID BAT O 0O
BNMES [NIGERIAN AMBASSADOR iN IRAG Ad GROUP.
M8 [RADICAL PARTY (83 3 DAT.OIL CO.
190] Mr

<o,
Pock 2oey ‘WesT PErR oL




Oil Allocation Recipient

List (continued) | 101] wriann

1025 MmN
183] WM3M03 |FEDER,
104f wr10a

ses] wvanes |
108] M08
108] MAIN0E |

108] A0 :
1% MRS CHANTAL DE CREEZ (BELGA

1) = R FAKHR QAWAR (JORDARIAN

| 442] MAR48 |OROWLID AN 850 AL MRS DOTPTIO,
113 MAT14 MR ABDULLAH AL HORANI ( EETINE)
el
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Oil Allocation Recipient
List (continued)

feldelsi s i b el

H!lil!l|HIHHHHHH'HHH!H (TR

PIEIE H!HIHHHIHHIIi

T e e

1.800

1000

1000

2[4 |3 |2 [s |2 |2 [Selnl=elsled e rlaallalalal Juls]e]e
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1.000
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Annex C
Irag's Budgetary Process

Key Budgetary Actors

Ministry of Finance

The MOF oversaw the formulation of the general
government budget, which was based on the calen-
dar year.

 The budget process began in June when the MOF,
headed by Hikmat Mizban I brahim, Minister of
Finance from 1995-2003, regquested that other
ministries and organi zationssubmit their budget
proposals.

* |n October or November, each ministry submitted
its proposed budget for the next fiscal year to the
MoF Budget Office. The Budget Office and the
variousorganizations began discussions at the tech-
nica level. The office negotiated with each ministry
to arrive at an acceptable budget figure. If they
could not reach an agreement, the finance minister
met personally with the other minister to reach an
accord.

* Budget proposalsfrom each ministry formed the
Regime's current spending (operating expenditure)
input to the general government budget.

Minigtry of Planning

The Ministry of Planning (MoP) alse negotiated
with each ministry to arrive at an acceptable budget
figure for their respective projects.

* Projects submitted from each ministry formed the
Regime's capital spending (infrastructure expen-
diture) budget input to the general government
budget.

* Thisministry wasresponsiblefor large projects
designed to improve production and foster devel op-
ment in varioussectors of the economy, particularly
within the ministriesof industry and agriculture, as
well as the MoO and MoD, according to the Direc-
tor of the CBI.

In the early 1980s, asaresult of fluctuationsin eco-
nomic resources and the effects of the war with Iran,
Iraq suspended its use of 1ong-term economic plan-
ning. In 2001 and 2002, the former Regime restored
the use of five-year and ten-year plans, respectively,
as long-term planning tools. According to Iragi press
reports, the five-year plan was designed to foster
economic development, distribute resources among
government projects, and improve the country's pro-
duction capabilities. The ten-year plan was concerned
with long-termeconomic policy to achieve high
economic growth rates. The Planning Commission
worked with the EAC to create the ten-year plan and
probably worked with the EAC on thefive-year plan
as well.

¢ In November 1994, Law No. 24 established the
Planning Commission, abolished the MoP and took
over dl itsrightsand duties.

* In August 2002, an RCC decree reestablishedthe
MoP (Some detailsof Law No. 24 continuedto
apply) and abolished the Planning Commission.
The MoP "assumed itstasks, jurisdiction, rights,
and obligations. This decree appointed 'Abd-al-
Mun'im Al Khatab, former head of the Planning
Commission sincethe mid 1990s, as Minister of
Planning.

Economic Affairs Committee

In late 1995, Saddam re-established the EAC to
handle economic issuesthat would have normaly
goneto the Presidential Diwan. The EAC had influ-
ence over fiscal and monetary policy issuessuch as
government spending, taxation, importation and
interest rates and met weekly at the MoP. Some
issues, presumably sensitive, were handled only by
the head of the committee, rather than presenting
them to the other committee members.

* Upon approval by thefinanceand planning min-
istries, the combined operating and capital/project
budgetswould go to the EAC — subcommittee of
the CoM —for approval.

Membersof the EAC werea so heads of ministries
and organi zations within the regime. The chairman
of the EAC was Deputy Prime Minister and Min-
ister of Finance Hikmat. The MIC Head, ' Abd-al-
Tawab'Abdallah Al Mullah Huwaysh was the vice
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chairman of the EAC. Other membersof the EAC
included the:

» Minister of Qil.

» Minister of Trade.

e Minister of Agriculture.

» Minister of Industry and Minerals.

» Minister of Planning.

» Head of the Cooperative Economic Societies.
« Current CBI Director.

» OnepreviousCBI Director.

» Severd former finance ministers.

A sub-committeeof the EAC, known asthe Foreign
Currency Disbursement Committee (FCDC), met
weekly, primarily to addressthe allocation of hard
currency earned from Irag's legal and illegal trade
activity.

« This sub-committeeevolved from an ad hoc to a
regularly scheduled affair. This probably occurred
in 1997 or later when the Regime began to see an
increaseinitslegal and illegal revenuesfrom the
implementationof the UN OFF program.

« Minister of Finance Hikmat maintained a close
relationship with the director of the CBI, ‘Isam
Rashid Huwaysh. The Director provided the Min-
ister with monthly reportson Irag's hard currency
balances.

» The FCDC reviewed contracts and the ministries
demandsfor hard currency, and also kept track of
the country's foreign currency reservesin the CBI.
Individual ministriesknew how much foreign cur-
rency was availableto spend only after the revenues
earned through Irag's illegal activities had been
allocated by the FCDC. These revenuesdid not
appear in the national budget.

The FCDC included six members;

Minister of Finance (sub-committee head).

Minister of Oil.

Minister of Trade.

Minister of Industry and Minerals.

Current CBI Director.

+ One previousCBI Director.

Accordingto part of acaptured budget document,
some ministriesand organizations were not funded
through the MoF-led EAC discussions, and others
wereonly partially funded by this process. They
received fundsdirectly fromthe Presidency. Spe-
cifically, they received all or additional funds either
through the Chairman of the Presidential Diwan, or
the Presidential Secretariat. Some of these organiza-
tionsincluded the:

* MIC.
* MoD.
e IIS.

» SSO.
» |AEC.

While the MIC and the MoD were partially funded by
minister of finance-led EAC budget discussions, the
IIS, SSO and the IAEC were not listed in the budget.
Saddam probably ordered funds transfersin support
of these organizations. The Presidential Diwan and
the Presidential Secretariat also were not listed in the
budget.

Budget Review and Approval

After review by the EAC, budget recommendations
were sent to the CoM for approval, where the budget
became law. The RCC rubberstamped the CoM’s
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decision and issued a presidential decree signed by
the president.

Presidential Diwan Financial Accounts Depart-
ment

Any decision in any area that needed Saddam’s sig-
nature, approval, comment or review had to be routed
through one of the Diwan's departments. Fiscal deci-
sions wererouted to the Presidential Diwan's Finan-
cial Accounts Department.

* Thisdepartment was responsiblefor reviewing
government budget decisions, ministry requests
for budget increases, new financial allocations, and
any other financial mattersexcept thosefor the IS,
SSO, and DGMI.

¢ Any ministry or organization's financia request
outside of the annually allocated budget was to be
sent to the president for review and or approva
through thisdirectorate.

 The department al so managed domestic banking
accountsreserved for the payment of employee
salariesand Diwan expenditures.

Budget Execution

According to the minister of finance, funds were
disbursed monthly to the various ministries' accounts
in the CBI or Rafidian Bank. These monthly disburse-
ments were approved by the MoF, and in the case of
recurring expenses, such as salaries, the disbursement
was made yearly. Monthly alocations were a portion
of theannual budget for each ministry. Government
funds were held by the MoF in accountsat the CBI
and Rafidian Bank. Disbursementsto other ministries
were usualy made from funds at the Rafidian and
other state-owned banks (See Figures 4 and 5).

* The MoF, however, did not have authority to
approvedisbursalsinvolvingthe Presidential Secre-
tariat, the Presidential Diwan, thellS, the Director-
ate of Genera Security (DGS), and certain secret
MoD and MIC expenses.

Role of the National Security Council

Those organizations whose budgets were not
reviewed by the Presidential Diwan's Financial
Accounts Department were presented to the NSC.
VicePresident and RCC Vice-Chairman | zzat Ibra-
him al-Duri chaired the NSC with the head of the
Presidential Secretariat, 'Abd Hamid Mahmud—the
Secretary of the NSC. Because both 'lzzat 1brahim
and 'Abd headed NSC meetings, it is unclear who
precisely exercised the most power. However, the
Presidential secretary wasinfluential. The NSC met a
few timeseach year, as necessary, to discuss budget,
security, and intelligenceissues (for additional infor-
mation on the NSC, see the Security Services Annex).
Other members of the NSC included thefollowing:

* Interior Minister.

¢ Foreign Minister.

* Qusay Saddam Husayn, head of the RG.
« General Director of thellS.

« General Director of the SSO.

« General Director of the DGMI.

« General Director of the DGS.

According to late 1994 documents from the Secre-
tariat of the NSC and addressed to the Mol, directors
of thellS, SSO, DGS, the Military Security Director-
ate, and the DGMI, met with the NSC to discusstheir
budgets plans. Meetingswere held at the office of the
vice-chairmanof the RCC.

Documentsfrom late 1994 indicate that the budget
processfor intelligenceand security organizations,
such asthellS, the DGMI, and probably other organi-
zations, involved roughly seven steps:

* The requesting organization sent a noteto the NSC
Secretariat requesting funds.

» The NSC Secretariat sent a hote to the NSC Audit-
ing Division requesting its opinion on the funds
requested.

203

o
o
=
©

=

(I
(]

E
o
4]

c

-
c
Q
£
Q
—
3
O
o
b=

o

T
=
©




IRAQ: Budget Process - Supplementary Funds, Most
Ministries and Organizations, Part |

_’ Most Ministries

Figure 4. The Iragi general budget
process for most ministries.

IRAQ: Budget Process - Secret and Off-budget Issues, Part Il

IS SSO DGMI Security

Budgets went to the NSC for

approval MOF signed off and Ministnes sometimes sought

issues disbursal order to CBI personal appointments with
Saddam for budget approval

Saddam

Otlher secret or off-
budget Issues

went directly to the
Diwan for approval

Approval 6 Budget Execution Order C2

Approval & Budget Execution Order

ml  Socrat and off-budget Issues
....... » Committee Member
Close Link

Figure 5. The Iragi general budget process
for secretand off-budgetissues.
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* The NSC Auditing Division sent a note to the * Finaly, the NSC Secretariat sent a note to the
Secretariat, approving thefunds transfer. Depend- Minister's officein the MoF informing it of the
ing upon the sensitivity of the request, the Auditing NSC’s decision.

Division would suggest adding the requested funds

to the organization's budget after receiving approval ¢ Accordingto the minister of finance, the Presi-
from Saddam. The NSC Secretariat would send a dential Diwan probably also viewed NSC budget
note to Saddam with the Auditing Division's sug- proposals beforethey were sent to the MoF.
gestion. Upon the President's approval, the NSC

Secretariat would send a note to the MoF informing

it of Saddam’s decision.

« The NSC sometimes sent a note within the Sec-
retariat and to the requesting organization about
theNSC’s decision and to inform the MoF that it
should add the funds to the concerned organiza-
tion's budget.
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Annex D
Iragq Economic Data (1989-2003)

Under the rule of Saddam, economic data were
considered state secrets; thus, reliabledatafor the era
was limited. According to the Economist Intelligence
Unit data (see Figure 6), Iraq's GDP stood at roughly
$38 billionin 1989, measured in constant 2003 dol -
lars. From 1990 until Saddam accepted the termsand
conditionsof UN Resolution 986 in 1996 the GDP

in Irag remained at less than 30 percent of the 1989
value. In the 1996 to 2002 period, the data showsa
gradual recovery as GDP increased from $10.6 billion
in 1996 to $33 billion in 2000 before dropping back
to $29 billionin 2001.

Per capita GDP during the period followed the
downward trend seen in overall GDP. GDP per capita
went from approximately $2304 in 1989 to $938in
1990. From 1991 until 1996 per capita GDP never
rose above$507. During this period income inequal -
ity was aproblem as the weal th was concentrated in
the hands of Regimeloyalists and traders while most
Iragis subsisted on much lessincome.

In comparisonto the estimates in Figure 6, the CBI
published a statistical bulletin with GDP datain cur-
rent prices (Figure7). The data used in figure 7 were
acquired in 2004 at the CBI. It should be noted that
the validity or reliability of the data is unknown.

Because of thelack of specificeconomic data, it is
difficult to disaggregatethe Iraqg GDP into sectors.

It isestimated that in 1989 (Figure 8) oil comprised
approximately 61 percent of the economy. However,
following theinvasion of Kuwait and sanctionson the
oil exports, this steadily declined until 1996 when the
UN OFF program allowed Irag to resume controlled
export of oil using UN approved contracts. The Agri-
cultural sector of the GDP, although larger than some
neighboring states, was quite small when compared to
oil and services. Irag's fertile agricultural land covers
about one-fifth of itsterritory and has allowed Iraq to
sustain a noteworthy agricultural system that is based
mostly on barley and dates.

Sourcesof Revenue

Irag's oil development began in 1901. Thelrag
National Oil Company (INOC) was formedin 1964,
and with Iragi oil nationalization between 1972 and
1975, INOC took over from the international oil com-
panies previously running the country's oil industry.
In 1987, INOC was dissolved and merged with the
MoO. Beforethe Gulf War, oil accounted for more
than 60 percent of the country's GDP and 95 per-
cent of foreign currency earnings. Following Irag's
invasion of Kuwaitin 1990 and the embargo on
Iraqi oil exports, Iragi oil production fell to 16 per-
cent of its prewar level from 3.5 million barrels per
day in July 1990 (Figure9) to around 350,000 bar-
rels per day in July 1991. UN-approved oil exports
began in December 1996 after Iraq finally accepted
UNSCR 986 (passed in April 1995). However, Irag's
0il sector continued to suffer from years of poor ail
reservoir management; corrosion problemsat various
oil facilities; deterioration of water injectionfacilities;
lack of spare parts, materia's, equipment, and damage
tooil storage and pumping facilities.

Unlike most Gulf States, Iraqghas considerable
agricultural potential. About 12 percent of itsland
isarable, of which 4 percent isirrigated. Another

9 percent is suitable for grazing and 3 percent is
forested. However, during Saddam’s reign, Iraqdid
not effectivelyuse its agricultural potential. Under
the Bath party, activity in thefood and agriculture
sectors of the economy continued to decline. Govern-
ment expenditureson agriculture dropped from 18
percent of total government expendituresin 1976 to
less than 10 percent in 1980 and continued to decline
during the Iran-1raqwar. Under Saddam, as a result

of drought, lack of inputs, poor methodsand wesk
administration, Iraq was unable to achieve agricultura
productionlevels near its potential . Following thefirst
Gulf war, theimgation systemsfell into disrepair and
much of the irrigated cropland in central and southern
Iraq was badly damaged by salinization. Rapid popu-
lation growth during the past three decades, coupled
with limited arable land and an overall stagnation in
agricultural production has steadily increased Iraq's
dependence on imports to meet domestic food needs.
By 2002, under the UN OFF program, between 80
percent and 100 percent of Irag's food staples were
imported. However, Iraq remained self-sufficientin
fruits and vegetables.
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Iraq Economic Growth . }

Figure 6JEStiiaed GDP/rea. GDP in 2003 USD,

Irag GDP in Current Prices

IR GDP Current Prices —— Average Growth

Figure 7. GDP in current prices.
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Figure 8. Sectoral
composition of Iraq's GDP,
1989.

Regime Finance
and Procurement

@ Oil ®Industry O Services O Agriculture

Figure 9. Iraq oil production, [ =
1988-2003.
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Industrial Diver gfication and Manufacturing

Industrial development, diversificationand manufac-
turing have gone through numerous phasesin Irag.
In the mid-1970s a strong emphasis was placed on
import substitution and the government established
food-processing industries in smaller townsthrough-
out the country. However, the main focus of devel-
opment was on the petroleum sector, and refining,
natural gas processing and some part of suppliesfor
theindustry developedin Basraand Kirkuk. The
cement and building supplies industry also expanded
rapidly. By thelate 1970s the emphasisin devel op-
ment planning shifted toward heavy industry and
diversificationaway from oil. Iron and steel pro-
duction was set up with French assistance at Khor
al-Zubair and the defense industrial sector received a
high priority. However, objectiveswereill defined and
the economy's concentration on oil was never chal-
lenged. Inevitably, as with dl other segmentsof the
economy, manufacturing and industrial diversification
was scaled down when the Iran-Irag war began and
never recovered.

Foreign Debt

Irag's indebtedness has been the result primarily of
the war with Iran. Iraq traditionally had been free of
foreign debt and had accumulated foreign reserves
that reached $35 billion by 1980. These reserves were
exhausted in the early stages of the war with Iran. It is
estimated that from 1980 to 1989 Irag's arms pur-
chases alone totaled $54.7 hillion. Following the war,
Iraq wasfaced with the dilemmaof paying off short-
term debts to western creditors estimated between
$351t0 45 hillion at high interest rates. However,

the Regime resisted western attempts through the
International Monetary Fund (IMF) and World Bank
to reschedul ethe debt primarily because Baghdad
believedit could negotiate more favorable terms deal -
ing with countries bilaterally.

Irag's foreign debt was comprised of western credit
provided for military assistance, development finance
and export guarantees. This assistance has been

estimated at $35 billion in principal. The former
Soviet Union and Russiaalso provided loansto Irag
viathe Paris Club during the 1980s and 1990sfor the
development and production of military programs
(Figure 10). Gulf States such as Saudi Arabia, Kuwait
and the United Arab Emirates provided an additiona
$30 to 40 hillion in financingto fight Iran (Figure 11).
Although the Gulf States considered the financial
support provided to Iragq to bealoan, Iraq believed
that the Gulf States were required to provide help to
Iraq initsfight to prevent the spread of radical Iranian
fundamentalism.

In addition to the money borrowed by Iraq during the
1980s, Iraq has had compensation claims madefor
reparationsof damage inflictedduring the invasion
and occupationof Kuwait during 1990 and 1991.

The United NationsCompensation Commission
(UNCC) was responsiblefor processing and collect-
ing such claims as authorized by UNSCR 692. The
OFF program provided that 30 percent of Irag's ail
sales would be used to settle compensation claims
authorized by the UNCC. Thisfigure was reduced to
25 percent in December 2000 and was set at 5 percent
when oil exportsresumed after OIF. Asof 7 May
2004, claims totaling $266 hillion have been adjudi-
cated and claims worth $48 hillion have been awarded
by the UNCC. Additional claims worth $83 billion
need to be resolved.

Another source of potential financial obligations
accrued by Irag since 1990 were contracts signed with
countries such as Russia, UAE, Egypt, China, France,
and the Netherlandsmainly in the energy and tele-
communications sectors. Because of UN Sanctions
during the period, the contracts were not executed. It
is uncertainif these contracts will be honoredin the
future.

Irag's total foreign debt compared to GDP from
1989 until 2003 was not sustainable (Figure 12).

I rag was borrowing much faster than it was produc-
ing for over a decade (see Figure 13).
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Figure 10. Iraq's Paris Club
creditors.
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Figure 12. Foreign debt,
1989-2003.

B Total Foreign Debt
(current USD millions)

8 GDP (2003 USD millions)

Figure 13. Iraq public debt
(Central Bank of Iraq 2004).
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Balance of Payments/Exchange Rates

The Balanceof Payments (BoP) is an account of

all transactionshbetween one country and all other
countries— transactionsthat are measured in terms of
receiptsand payments. From the US perspective, a
receipt representsany dollars flowinginto the country
or any transaction that require the exchange of foreign
currency into dollars. A payment representsdollars
flowing out of the country or any transaction that
requiresthe conversion of dollarsinto some other cur-
rency. The CBI Department of Research and Statistics
provided statisticson Irag's Balance of Payments,
which are summarized (Figures 14 and 15).

Exchangerates are important during these transac-
tions because they represent the linkage between

one country and its partnersin the global economy.
Exchangerates affect the relative price of goodsbeing
traded (exportsand imports), the valuation of assets,
and the yield on those assets. The CBI pegged its
official rate between $3 to 3.38 per dinar in the 1970s.
Thelast official exchange rate of $3.11 per dinar

was set in 1982. During the 1970s the official and
market rates generally corresponded and by 1980 the
country had $35 hillion in foreign exchange reserves.
Because of the war with Iran that figure had fallen to
$2 billion by 1987. The currency depreciated rap-
idly in the unofficial market during the Irag-Iran war
and after thefirst Gulf War the pace of depreciation
increased further. During 1997 to 2003, the exchange
rate fluctuated between 1500 -2000ID per $1 and
wasfairly steady at about 1950 ID to $1 in recent
years. Althoughthe Regimedid not alter the official
exchangerateafter 1983, it acknowledged the rate
differentialin 1999 by allowing staterun banksto
exchange hard currency at the rate of 2000 ID to
$1. According to the statistical bulletin published by
CBI (Figurel6) the numbers projected by sources
inthe USareconsistent, with number sreported
internally. It isimportant to notethat the validity
and reliability of the data provided by CBI has not
yet been evaluated.

Employment

Irag's economy suffered from under-employment,
an economicaffiiction that wastypical of oil-based
economies. Irag's oil sector historically generated
about 60 percent of Irag's GDF, but only employed
twoto three percent of Irag's labor force. Unem:
ployment hasrisen significantly during the period

of 1988-2003. Unemploymentin Irag during 2003
was estimated to be around 28 percent of the labor
force. Some 40 percent of the employed are estimated
to work in the public sector, many in marginalized
economic activities, in difficult conditions, and for
minimal pay. Women represent about 52 percent of
Irag's population, but constitute only 23 percent of the
formal workforce, mostly as middlelevel profession-
asinthe public and service sectorsand in rura areas
as seasonal agricultural workers.

Over thelong run, labor markets are affected by
demographics,changesin productivity and therate
of growthin potential output. I nthe short run, these
marketswill reflect volatilityin the level of economic
activity. The unemployment ratein Iraq represents
the ratio of thoseactively seeking work and thetotal
number of peoplein thelabor force. Irag's economy
was powered mainly by stater un centrally controlled
government entities. Although Saddam did encour-
age privatization during the 1980s, thiswas not suc-
cessful because of the continuing conflicts and lack
of financing and support for private businessowners
inlrag.

Social Conditionsand Indicators

Following the war with Iranin 1988, Iraqwes
ranked 50th out of 130 countrieson the 1990 UNDP
Human Devel opment Index (HDI). Thisindex
measures nationa achievementsin health, education,
and per capita GDP. Irag was close to the top of the
" medium human devel opment™ category, areflection
of the Government's continued investment in basic
social services. By 1995, Iraq had declined to 106th
out of 174 countriesand by 2000 it hadplummeted
to 126th, falling behind Bolivia, Egypt, Mongolia
and Gabon and closeto the bottomaf the™ medium
human development™ category.
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Figure 14. Balance of
payments: overall balance.

Figure 15. Balance of payments.
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Figure 16. Exchange rate
ID/USD.

Accordingto the HDI, an Iraqi bornin 1987 could
expect to live 65 yearswhilecitizensin bordering
Jordan had a life expectancy of 67 years. By 1998
an Iraqgi was expectedto liveonly 638 yearswhile
a Jordanian saw an increasein life expectancy
704 yearsin 1998. Comparedto Jordan, wherethe
literacy raterose from 75 percent in 1985t0 83.6
percentin 1998, Irag's had dropped from89 percent
to 73.5 percent. 1n 1990, Iraqranked three places
above Jordan on the HDI. In 2000, Iraq placed 34
below Jordan.
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Annex E
[licit Earnings Sour cesand
Estimation M ethodology

Figure 17 and the subsequent notes describe how 1SG
deriveditsestimates for Iraq's variousillicit revenue
streams.

Jordan Protocol

Iraq has provided little data on the earningsfrom the
Jordanian Protocol.

 Data for 1991-95 is an | SG estimate based on accu-
mulated Iragi debt owed to Jordan over this period
of $1 billion—averaging $200 million in "'income
for each of thefiveyears. To this was added an
estimatefor the amount of trade to be financed by
Jordan under the trade Protocol of $200 million per
year. This providesatotal of $400 million per year.

 Datafor 1996-98 is the Protocol tradefigurecited
in press and other reporting.

» Datafor 1999-2001 is based on SOMO datafor
the value of invoiceswith Jordan under the general
trade Protocol as well as a 60 percent credit, 40t
percent cash arrangement with Jordan's Ministry of
Energy and Mineral Resources. SOMO did not pro-
vide actua collectionsfor this period so the invoice
figure was adjusted downward based on the average
difference (70 percent) between invoices and actual
collectionsin 2002 and 2003. Seventy percent of
the SOMO invoicefigureis used to estimate Irag's
actual collections.

« Data for 2002-2003 is based on SOMO actual col-
lections under the trade Protocol and 60/40 arrange-
ments.

SyriaProtocol

Datais based on SOMO actual collections. The pro-
gram did not exist prior to 2000. Any exportsto Syria
prior to 2000 would be accounted for as private sector
trade.

Turkey Protocol

Datais based on SOMO actual collections. The
programdid not exist prior to 2000. Any exportsto
Turkey prior to 2000 would be accounted for as pri-
vate sector trade.

Egypt Protocol

Datais based on SOMO actual collections. The
program existed only in 2001 and 2002. There is no
evidencethat oil exportsto Egypt occurred except in
these years.

Import Kickbacks

This program did not exist prior to 2000. Iraq has pro-
vided little data on earnings from the UN OFF import
kickback scheme. Data for 2000-2003is based on:

¢ UN datafor Irag's oil earnings per phase.

¢ Theamount of money actually spent on imports
by the UN OFF program during its existenceafter
deducting for UN purchasesfor the Kurdish North
(contractsIrag would not get kickbacksfrom).

* UN datathat over $16 billionin funds remained
unspent when OI F started —more than the $10 bil-
lion in earningsfrom phases 12 and 13 and indicat-
ing those earningsdid not result in actual kickbacks
received by Irag.

¢ An assessment that |ags between earnings and con-
tract signing-n the UN OFF procurement program
resultedin the money earned in phase 7 of the pro-
gram (prior to theimplementation of the kickback
scheme) actually being used to sign contracts and
obtain kickbacksin phase 8 and later —when the
kickback program wasin effect.

Thetota vaueof contracts signed for and delivered
by the UN under the UN OFF program was $31 hil-
lion. Based on UN data as of December 2002, 93.7
percent of all contracts weresigned by Baghdad. The
UN signed therest for the Kurdish North. Conse-
quently, | SG estimatesthe value of contracts signed
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Jordan Syria Turkey Egypt ) Import il Private
Protocol | Protocol” | Protocol | Protocol | Kickbacks | Surcharge Sector Total
1991 $400 $£0 $0 $0 $0 $0 $30 $430
1992 $400 $0 $0 $0 $0 £0 $£30 $430
1993 $400 $0 $0 $0 $0 $0 $31 $431
1994 $400 $£0 $0 $0 $0 $0 $38 $438
1995 $400 $0 $0 $0 $0 $0 $47 $447
1996 $220 $0 $0 $0 $0 80 $57 $277
1997 $255 $0 $0 $0 $0 $£0 $93 $348
1998 $255 $0 $0 $0 $£0 £0 $113 $368
1999 $294 $0 $0 $0 $0 $0 $264 $558
2000 $481 $45 $51 $0 $375 $4 $421 $1,378
2001 $319 $1,102 $300 $1 $687 $150 $233 $2,793
2002 $537 $1,242 $329 $£32 $399 $74 $80 $2,695
2003 $£85 $425 $30 $0 $50 $0 $95 $685
Total $4.446 $2.814 $710 $33 $1.512 $229 $1,532 | $11,278
Figure 17. Iraqi illicit earnings by type, 1991-2003 (million US $).2
Oil % Total Contracts Kickbacks
Phase | Earnings| Earnings | per Phase | Kickbacks| Year | per Year

7 $8.302 12.93% $83.754 $375 2000 $375

8 $9.564 14.89% $4.325 $433

9 $5,638 8.78% $2,550 $255 2001 $688

10 $5.350 8.33% $2419 $242 2002 $399

11 $4,589 7.14% $2,075 $208 2003 $50
Total OFF Earnings | OFF Spending, Baghdad

$64.231 $29,047

Figure 18. Kickback earnings calculations.

by Baghdad and paid for by the UN over thelifecof

the program amounted to $29.047 billion.

The earnings from each phase were calculated as a
percentage dof total UN OFF earnings (See Figure 18).
This percent was then applied to total contractssigned
by Baghdad and paid for by the UN ($29.047 hillion)

as a kickback so the contract valuefor each phase was

multiplied by 10 percent. The phases, which roughly

year

to obtain en estimatefor actual contractsper phase.

Irag earned roughly 10 percent of the contract value

> as follows:
¢ Phase 7 for 2000.

¢ Phases 8-9 for 2001.

account for half a year each, were then allocated to
years to obtain the estimate for kickback earnings per



* Phases10-11 (minus $50 million) for 2002.
» The $50 millionfrom phases 10-11 for 2003.

Oil surcharges

Datais based on SOMO actua collections. The pro-
gram did not exist prior to 2000.

Private Sector

Datafor 1991-98 is based on an 1SG estimatefor the
valueof cash and barter trade conducted by the Iragi
government with private sector entities outside any
Protocol or UN OFF program arrangementsduring
the period. The estimate is based on Iragi oil export
volumeand price trends through the period viathe

Gulf, Turkey, and Syrian routes. Dy cargo exports
wereestimated at $30 million in each year based

on approximate cargo volumes and prices. Data for
1999-2003is based on SOMO actual collectionsfor
cash transactions and the invoicevaluefor barter
trade (no cash or credit " collections” were realized
from the barter trade). SOM O included only partial
datafor 1998, so the | SG estimate was used for that
year. Dry cargo exports were estimated at $30 million
in each year based on approximate cargo volumesand
prices.
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Annex F
Iragi Oil Smuggling

Captured documents recovered shortly after OIF
indicate that between 1992 and 2003 Iraq exported
crude oil and other il productsto many countries

or their nationals, who wittingly breached United
Nationssanctions. UNSCR 661 restricted al member
states from importing any goods, including oil and its
derivatives, originating from Irag.

Case Study

The captured documents listed bel ow indicate how
Iraq arranged theillicit transshipment of oil with
buyers by referenceto signed contracts, |etters, check
paymentsand telex messages. This study includes
summariesof contracts and letters exchanged between
companies, banks and individualsin various countries
including Irag, Iran, Cyprus, France, Slovakiaand the
UAE. Additionally, these documents list some of the
foreign companiesand agents who wereinvolved in
the smuggling activities.

* Some of thelragi refinerieswere still operational
after Desert Storm, and in spite of UN sanctions,
continued to produce for export tons of gas ail
that was primarily used for firing electrical power
plants.

Smugglers, using small oil transporterssimilar to
theonein the picturein Figure19, bribed RG naval
unitson aregular basisin order to gain free passage
through Iranian waters. To avoid Maritime Interdic-
tion Force (MIF) patrols, these vessels would sail

to the southernend of the Gulf and dart acrossthe
narrow straightsfrom Iranian watersto UAE terri-
tory. In the mgjority of these cases, the vesselswould
then transfer their cargos of gas oil or fuel dil onto
larger tankers; it would then be transported to market.
This money making scheme benefited the smugglers,
Iragis, Iranians, and oil recipients alike.

TheAl-Bashalir Company was the largest front
company created by the MIC in 1991. The company's
name has been discovered on hundreds of contracts

for weapons and dual-use materials, as well as many
legitimateday-to-day goods and supplies. In addi-
tion to dealing with oil, this company traded in items
such as construction materials, foodstuffs, and power
generatorsto cover itsrea activity, which was coor-
dinating with neighboring countriesto facilitatethe
purchaseof illicit military equipment.

* A former employee of morethan 15 yearsof the
IIS, Munir Mamduh '‘Awad Al Kubaysi, headed Al-
Bashdir. Because of the 1S connections, relations
between Al-Bashair and the IIS were especially
close. In addition to those ties with the |l S, the
operation of the company was handled closely by
the MIC.

Thelast chairman of Al-Bashair's board of Direc-
tors was the head of the MIC’s Administrationand
Finance Directorate, Raja Hasan Ali Al-Khazraji.

Informationfrom contracts found and data derived
from the recordsof the SOMO indicate that the Al-
Bashalir Company, in addition to being the largest

front company, was also a major broker in Iraqgi oil

smuggling.

The Jordanian Al-Bashalir Company, the Jordanian
branch of Irag's most important military procurement
front company, signed contractsfor the export of oil
productsfrom Irag, according to SOMO records (see
Figure 20). These recordsindicate that Al-Bashalir
signed 198 contractsfrom November 1999 through
March 2003. I SG does not know if contractswere
signed beforethisdate. The contracts werefor fuel
oil, usualy sold a $30 per ton, and gasail, usually
priced a $80 per ton. Almost al werefor export by
ship through the Arabian Gulf, although the destina-
tion of two contracts waslisted as'*North," which
usualy meansTurkey.

* Thevaueof the contracts totaled $15.4 million.
Thisis theamount to be paid to SOMO. 1 SG does
not have information about the amount of money
Al-Bashdir earned from the trade.

Thefollowinginset is a tranglation of acontract,
signed 2 June 1992, between Al-Bashalir Trading
Company and Al Walid Company for Export and
Import. The contract states that Al Bashir agreesto
sell oil to Al Wadlid, who was to transport the oil by
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Figure 19. A smuggling tanker.

Value of Jordanian Al Bashalr Ofl Export Coniracts, 1999-2003

$6,000.900.00 $7.187,076.66
$2,000,00000 f
$6.000,000.00 1+
$500000000 f
g

$3,000,000.00
$1,579,541,14
$2,000,00000 f

$0.00

1999 2000 2001 2002 2003

All information is from the SOMO databases.
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Figure 20. Value of
Jordanian Al Bashair
oil export contracts
(1999-2003) .



| S5Trandation of an Oil Sale Contract signed June 1992

First Party:  Al-Bashair Trading Company Limited

Address/ Baghdad | Al-’Adl District /Area 645 /Lane 8 /House 39
Telephone #: 8852379

Second Party: Al-Walid Importing & Exporting Company Limited

Address/ Baghdad / Jamilah District /Al-Talibiyyah /Safi-al-Din Street
P. O. Box 5223

In accordance with the second party offer and approved by the first party, it was agreed that the second party would
buy the Iragi gas oil productsin order to export it out of Iraq by land through Turkey, according to the following

conditions:

1. Name of the Product: Iragi gas ail

2. Quantity:

A) Approximately 132,000 US gallons per day plusor minus 10 percent. This quantity increased accord-
ing to the availability of the product to 198,000 US gallons per day.
B) Thetotal agreed quantity was over 14.5 million US gallons plusor minus 10 percent.

3. Quality: The guaranteed specifications of the product are in accordance with the local marketing specifica-
tionsin Irag.

4. Contract time period & implementation date: The contract is valid for 90 days starting on 15 June 1992,
which is considered the starting date for carrying out the contract. On the condition of legalizing the
contract one week from the contract's signing date, the contract can be renewed to an extratime period
according to the approval of the two parties.

5. Freighting:

A) Freighting will be by the foreign tank trucks that enter Irag from the northern zone and are specified by
the purchaser who hasto inform the seller about them as soon as they enter Irag.
B) Freighting site is Hamam Al-’Alil store in Ninawa governorate or any other suitable site agreed by both
parties.
C) Freighting should befor the full capacity of the tank truck (tanker).
Also safety & security conditions are in storefor the capacity of the other tankers in case of emergency,
except for the main fuel tanker truck.
6. Final destination:
Turkey, through Iragi borders.

7. Price
A) 4 American Cents per liter freighted on the tank truck in the freighting store.

B) The aforementioned price isfixed for freighting al the mentioned quantity in clause 2 of the contract,
in accordance with the mentioned freighting procedures in above-mentioned clause 5.
8. Payment:

A) Purchaser hasto pay for the freighted product every ten days in cash in US dollars to the bank account
of the company (first party) in the Central Bank of Iraq or any other bank account thefirst party chooses,
in accordance with the commercial list issued by thefirst party.
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B) Second party committed to pay the commercia list for the freighted quantities every ten days, within
four days from date of issue, unlikethefirst party which has authority to stop freighting and/or apply
delay interests on the second party in accordance to the ruling bank rate.

9. Contract implementation guarantee: The second party hasto offer bank guarantee of the sum of 300,000
Iragi Dinars for the benefit of the first party in order to guarantee the payments and implementation.

10. Implementation conditions:

A) The contract valid only during the economic siege of Irag only, hence the contract's clauses will be
reviewed when the economic siege circumstances end.

B) Thefirst party will not bear any liabilities or responsibilities or expenses for the sake of transporting
the product out of Irag by the second party.

11. Thefirst party hasthe right to cancel the contract in case of breaking any condition by the second party
without requiring notice or court judgment.

12. Other conditions: Freighting executed in accordance to the general freighting conditions, operational
instructions attached to the contract which are considered as an integral part of the contract.

13. All communications & correspondence between the two parties should be in accordance to the officid
addresses that are mentioned in the contract.

14. Thiscontract must be legalized by the administrative board of the company within (7) days from the date
of signing the contract.

Composed in Baghdad on 2 June 1992

o

- N\ o T

First Party
Al-Bashair Trading Company Limited

—— D

-

Second Party
Al-Wdid Importing & Exporting Company Limited
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truck to the Turkish border. Although avalid contract
during the duration of the UN sanctionson Iraq, it
was to bereconsidered if the sanctions werelifted.
The contact was scheduled to permit the shipment of
approximately 132,000 US gallons per day (plusor
minus 10 percent) and this figurecould increaseto
around 198,000 US gallons per day, depending upon
availablesupplies. Thetotal quantity to be sold was
approximately 14.5 million US gallons (plus or minus
10 percent) within a90-day period, asfrom 15 June
1992 and might be renewed dependant upon both
parties agreement. Monies wereto be paid into an
account at the CBI.

Figure 21 isasummary of aletter from the Wadi
Hajar Trading Company Baghdad to Scrufys Moro
Holdings, Pediment Holdings, Occelus Company,
Limassol, Cyprus. This letter refersthe signed
contract between the Pediment Company and the
National Iranian Petroleum Distribution Company.
The start date for delivery was specifiedas 15 Decem-
ber 1993 and the delivery was to the port of Bandar e
Mahshahr. The lragi side gave guaranteesof security.

Figure 22 is acontract between the national Iranian
Petroleum Distribution Company Tehran, Iran and
Pediment Holdings Tehran (registeredin Cyprus) who
was represented by a Mrs. Parvin Moeini Jazani. The
subject of the contract was thedelivery of 100,000
tons of gasail by pediment Holdings. The place of
delivery was given as the Oil Berth Jetty of Bandar e
Mahshahr or Siri Island. The contract was signed on
06 December 1993.

Theletter shownin Figure 23 isfrom Max Maini,
who coordinated the shipment of oil products. Talks
were held with various organi zationsincluding the
National Iranian Tanker Company, National Iranian
Qil Company, the Ministry of Intelligence (Iran) and
the Foreign AffairsMinistry.

On 23 November 1993, A. J. Khazamipour, Manag-
ing Director of Rashi International, sent aletter (see
Figure 24) to Mr. Goran from the Pediment Holding
Company. Rashi International, a Dubai-based com-
pany and asubsidiary of 1.0.S. group of companies,
passed on to Goran a**tax"* bill from the Iranians for
using the" coordinated area’” during this operation.
Thelranians valued their support at 40 cents per ton
plus 10 centsfor the "' coordination™ expenses.

Soon after, A. J. Khazamipour and Rashi Interna-
tional sent another letter dated 29 November 1993
(see Figure 25) to Mr. Goran of Pediment Holding
requesting that he pay $40,000 for a deposit for the
project.

A copy of two checks (see Figure 26) made out to Mr.
Moini for the" deposit concerning diesel operations.”
One check is $40,000 for the deposit and the second
for $6,250 covering the 25-percent commissionfees.
Thesignature in the check's signature block resem-
blesthe signatureof A. J. Khazamipour from the pre-
vious | etters discoveredfrom a named US company .

Figure 27 is acontract for petroleum products
between the seller, Wadi Hajar Trading Company,
Ltd., of Baghdad and the buyer, Pediment, L td.,
Limassol, Cyprus. The contract discusses the options
of using bargesor pipelines. Interestingly, it is speci-
fied that the transport of the oil products might be by
road tankers. The contract stipulatesthat the buyer
undertakesto issue aletter of guaranteefor a value of
$1million.

Figure 28 isaletter addressed to Mr. Muhammad
Said Kubafrom Pediment Holdings, Ltd., Cyprus.
Theletter states that Pediment is ready to buy petro-
leum productsviathe Irag-Iran border pass at Zirbatia
Mehran by using trucks. Payment for such wasto be
made by cash to an Amman Bank account.

The recovered contract shown in Figure 29 listed the
seller, Al-Bashair Trading Company, Ltd., Baghdad,
and the buyer, Unipack Paris Company. The contract
was signed and dated 27 April 1993. The products
mentioned include gas oil, kerosene, gasoline and fuel
oil and it isindicated that the transport of the products
will be by road tankersand will take place at Basra
storages.

Next, Figure 30 shows a letter authorizing the Czech
Republic Company, Exim Praha, to procure crude
light oil from the Iranian border.

Figure 31 isateex from a French bank to abank in
Brussels that indicates that Vitol Geneva of Switzer-
land opened a letter of credit for Unipack of Belgium
for an amount of $12,518,129.
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] a WADS HAJAK TRADING €O
ATTH 3 MR. H.5. XUBBA

FROM SCRUPY 8 MORO HOLDINGS, PEDIMENT HOLDINGS,OCCERIUS CO

RER t BARTIR

DEAR BIR,
REPERENCE OUR TODAY CORVERSATION WE WOULO LIKE TO IWFORM
YOU ABOUT OUR PROPOSAL ( BUGESTIONS ) IN FINALAZATION OF
THIZ DEAL.AS Yoy cAp spa YROM THE COPYRS WHICH IS WITH YOU
PEDIMENT CO. BIGNED COY TRACT WITH M.1.0.€. /. PROM THE CONDITIONS
OP CONTRACT YE HAVE TO START WiITH DELIVERY 15.12.1393. 70
PORT SASOAZ HASHAR. £ SEST WAY IS TO USE BARGAS.OUR
BUGKETION IS THAT WE USE A BARGAB.PHOM THIS CONTRCT YOU CAN
SEE THAT IRANIAN SIDE OAVE US THE WHOLE GUARANTEE FOR SECURITY
OF YOUR BARGAS,ARD ALSC ME A B PAYED FOR IT AS YOU CAW BEE
PRON THE COPYES OF THE CHECKS.WE WILL START WITH ONE BARGA
AS TEST OBLIVERY FROX YOUR PORT IN BASRA AREA AND WE ARE
AEADY 70 SUPORT VALUE OF THE BARGA WITH BANK GUARANTEE FROM
PRANE WORLD BANK.
PROM ['W. HiDE WE DBED INFORFATIONS AGOUT BARGAS m AROGUNT oF
BARGAS . CAPACIZTY OF EACH OME , CAPACITY OP THE PUMPS PER
HOUR 1IN THE PORT AND OF BARGA, HO MHANY SARGAS IS AVAI BLE .
FOUK ~BADINSES POR STARTANG OF THE OPERATION.DURING THE DAY
YK WILL LOAD AND ANLOAD THE GOODS ( GASOIL ) AND DURING THE
NIGHT WE WILL NAVIGATE.
FOR THE GOODS WE CAN OFFEN YOU A BAMK GUARANTEE WHICH YOU
HAVE A COPY WITH TRANSEmcnome B TO WADI MAJAR TO JORDANIAN
FINANCE AND INVESTMERTSI DANK ——ANe
ALSO WK A B ORGANISE ONME WESSEL APACITY 3000 NI WHICH WILL
ZNTERIT TO YOUR TERITORIAL WATBR AND LOAD IN SHAT EL ARAB OR
CHANGED CAPACITX * [TU. POR EMPTY ".THAT VEDSEL WILL NAVIOATE

mmcuorm:mmwmmnamsmm.

MR. KUBBA , A8 YOU AN BHE OUR GROUP OF COMPANIBS WORKED
VERY HARD IB ORDER ¥0 FIND A GOOD AND BAVE WAY AND XE BELEIVE
THAT VE ARE DUNE IT,I8 OUR gpynzom 15 TAHT THE WAY THROUSHM
H.1.0.P.D.C. IS THE BEST KAY AT THIS MOMENT AND WE BELEIVE

THAT YOU WILL BO YOUR BBS‘I‘TOHSLP!OALI.OI‘UB‘I‘OPIMSB
IT BUCCESRULLY,

mmmmm%mummm
WE REMAINE ,

Figure 21. Summary of a
letter from the Wadi Hajar
Trading Company
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Qfficial Translation

In the Neme of
wrsgresves

HERBWITE ,this contract is padq spd comcluded between,
1, National 1lramian Petrolium p:ocneu Distribution
addrogx at :Tohran Bahsy ch.uomr af Somayed horﬂ,@ ﬁu
bo refcrred t0 ss "DISTRIBUTION COMPANY® , from %W
3. Pedinent Roldings, with sddresy st :Tehrsn ,Iarin KnifiZans Ave.
North Aban st.Bank Telarat .)hhin Building 1s .nnsmdw
Tog-No. 46907 (Cyprus ) with u{a‘ represonted by Mra i Moeint
Jazani , hereinafter will be referred to as Pe Roxdihg
fron other side s ey S
@1 Ssuce of thiy soontract.fz
Delivery of 100,000 Tonsief aas QL by Pal
to the Distribution company <« and agsiast

!ﬂm the Distribution muy

The sbove mentioned volutes can be increasod:
written agresment and oiifirmation of both P

bosis of Ratios (proportfelis ) as niwhwd‘gﬂm
Art.2 Nasnner for Barter Desl
Against dolivory of esch TON of Gas Oil by rom{’r 5
Holdings to the Distribution compaiy - aquiv‘lufg“" 1.8
Tons (one point sevon YPurnace 01 shall bs Ja3i¥ .
by the Distribution company to Pediment Holdingd chitine
Plsce of delivery 3 AR
Delivery Plsce of Gas 041 13 at 011 Berth(Juxte i oR Jandars
Mshabahy s OR Sird Island , snd placs of ace
011 shall be the Bertly for Export (Bxport Potalishaly .
TDurstien of this contract. ”-“ﬂ&@g@ #
Durpefon of this coatrect ,from Ppreparstict v unA@tion )
of this contract ,for dvitvery of GAS OIL byWeRMMPNE Hoa -
dings company will bo 43 deys ,and sbout déiViaye@S Furnscs.
041 ethe delivery Perd be Nax. 3 Noopths MifTh sccording
to bet h partios confirmation it can de extihded ¥

Figure 22. Contract
between the National Ira-
nian Petroleum Distribution
Company Tehran, Iran and
Pediment Holdings Tehran.
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ppe.

@:o 1 151, Gas 03l comsignment shall be deldvexed {0 Pistributiea

compsny ON 1Sth.Dec. (Ivanien dase .24.9.1372 ) .

note 2 ;ist. fursace Ol consignnent should be within 72 hours after

recodpt Of 1st.Ges Oil éonsignment -

Note 3 :Delivery dates fOr subsequent consignménts or ums vas an

ATt. 5.

Nots

Rota

copacicies Oe 25,000 M, after anncuncement off Distribption
cotpany,shall be Max. 45 days ,and subsequent delivery OF
rurnocs 011 aball be within Max. 3 wonths after delivery

of 1st. delivexy of Gss Ol .

Particulars of the products 2

specifications of products shall bp sceopding Yo the
Standards of Nistribution compeny -, and on the basi of
strached Tochnicel specificstions which shsll be considered
28 on Sntegral perts of this contract .In case either phe of
the products does Not conform with tochuical specifitations
s stated ,B0TH purties sre envitlsd by sanovacing the
mitter snd mentioning tbe ressons avoid snd déclind £péR
toking delivery of the products » in which tase pejthes ‘08¢
of the pareies will have the vight O proteést or caise

l1oss clalms,and i f olther one would Imstitute my suchk
claies to sny guthorities, it shell be considered as YOID
mnd Invalid , 2

Specification of Gar Oil , shall be chocked by takihg susple
from vessel carrying ges otl , prior to its rveeipt o and
Specifications of Purnace Oil shell be checkéd,and dever °
nined st Tanks of the Distritntion cowpany prior to be deii -
veréd t5 the vessel of Pediment Holdings company .

lccordiag to the reguisition of Pediment Holdings company
»1f needed it 1s i%subh tc use representative of 368
Inspection commany €or sanple tghg snd tostings, in which
cese cost ingurred and sustained by th s services shall be
baid by Pedinment Moldings compasy .

®:
X, t“i
ﬂ%OﬂHﬂ‘fmwotlotthinMryO{m‘sﬁu Of I[slaniie
Tro s e eme v a0l A
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Figure 22. Contract
between the National Ira-
nian Petroleum Distribution
Company Tehran, Iran and

PedimentHoldings Tehran
(continued).



r..i.

Prc.o. Responsibilities resultsd €rem any probleas resulted from

:

s

Note :

L
Tt. 7.
r nmentioneéd products ,doth parties agroed that 81 uwmm

Ars.s
signed an $th.Dvc.1998 in two coplos which boﬂ&‘ ébﬁﬂl’( »
naving identicsl vaildity snd suthenticavion”, dngithds ¢ \
effoctive and binding ss of 6tb,.Doc.93: snrma*p‘md
concoerned . L ) >
., - . 2
b

stoppage 0f unloading operstions from vessel contaiiiing
Ses O ceused by pon Franian factors shell be bordé by

Pediment Holdingss and In this connection Dis rdbucion i s

corfany shall have no vesponsibilities .

ngsteiduteon Company is rosponsible ,after snnouhdément of
the pediment compeny (Pediment Holdings )take in time
actions for unloading vessel ceyrying as oil , jndda vase

' af having un-pecessery delsys more ths cohmon pe
the basis of Internatfonal tariff snd ulnd:m 5?5&& lﬁr %

respective denurrage costs
J1a case off sccurance of any disputes in-connection. £ nﬂnaj

representative from both parties take action %o 3 fo ¥
poasible disputes ond problems (rectify them ) ié&;‘& %
¢ailed to recch the agreement (i.e. sgents #rdat
the case shall be assigned to mﬂ"’gv‘* a2 R
on Bxpore of 0i1 materisls and ndmm Tapiceiony &
of 011 Minigtry . , S “L\ R
e, 43
This contradt constitutes 8 arts.end 7 mot&t"v ~‘$§'ﬂﬂ; ]

signed and sealed : 1.-Nstional Irsnfsn Petrolwum m&m nl’stﬂqw
company NI 0P DC * by its remum:i‘&l‘ H
Mr,Mohapmsd Alf Yazdan Bakhsh /¥r.Adi Aghh- 1
Mr,Pirous Sohrabi / L 1y
Pocitions vespectively :Supply mu%” 5

director /Transport Divector ~— T ddreqpor

. 2.~Pedimrot Holdings company . 3
Mrs.Parvin doelni Jszani i

Seal Of OIL Ministry - above mesticned Distribution &o. of sEtatifl
eo. Of tbir Ministry . seal of Psdiment Holdings co. :

P9 1T Buammd Beativh Official Transhator to the Ministiry OfFag

Figure 22, Contract
bglween the National ira-
nian Petroleumn Distribution
Company Tehran, Iran and
Pediment Holdings Tehran
(continued).
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OXaR ALY,

TN SUN BLBINE Bnes mauns wrne S04 XAA JUIRY 23,13 93 Tuk FLRsekn
TO ARING YOUW KIND ATPANTION 70 THE YOLLOMINGS.

T+ AB ALREADY XXPLATHED TO COORDINATE TWE SHIFs MROUKCE W H#aD T0
TALK WITH OUR POOPLE 1N LSIFERERT ORGANIBARIONS Svew

AB¢ NATIGHAL JRANIAN TANKKR oo,

NATIONAL IRANIAN D11 - - T

RINISTARY OF InTELYomwoM,

PONIORN AYMAIRS MIWISTANY.

«THIZE CO-ORDINATIONS 18 Rsamersar, DICAVES OF ME FOLOTICAL ACPRCTS
/ THR PRUNOT AND ALSOC 7O SwCURE ME SHIFS OPETATIONS,

¥E ARE ALREADY ‘TXOLORAUTES YOR 70,000 Usp ¥HICH ZHDOLD PE PAIKD

I 0B,

I8 HOTE THAT NOW WEY ARE SENBETIVE/AND TMEY MaY MAKE MANY TRUS.
R ME AND TRE Smoszce.

SURE THAT you HNORESTAND MY ARIVATION YOU wILL sar voum BEST TO

Figure 23. Persondl letter
fromMr. M Moini.
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Tiasd 5
iv )

= RASHI INTERNATIONAL

SUBSIDIARY OF LO.8. GROUP OF COMPANIES

DATE OURREF M0, ¢ YOUR REF NO
DAIL s MNCHBER 25, 1993
OUR RE . WO. 1 FOS229/1193/AN
w * FIDIMENY HOLDIXG & 7D,
ATYN v W (O B R L ST e e < T
_ EAX J0L ~r003y7 R
SUBICCT 1
o - - — i — - Pl i
ENCLGSCD PLCASE FIND A COPY (VA A% RECCIVED [A0X 1RAN CUR CHARGLS SHOU O
& B PAID R USING THE CORDIMATED ARER AND Al 5D THE SUPPORT THLY MAY BIVT
US DURING THE OPLRATION,

VHCY WERC INSIS IAC FOR 80 LEXIS PER T0A PLUSEID ENTS FOR THE COURDINATOR,
I MROTCA FAX IN 8 PALES IX PARS] LWILL SHOW 13 10 YOU WEX YOU ¥ISEY OUBAY)
1 WAS FIoUTING 10 REIM0 THEM DISR 75 30 VXT3 &R TON.

ANYHUN EVCRYBODY 16 1AYING 10 SOM; HOW TAXE ADVANTAGCS. PLCASL S1UDY TiK, £O)
AND'SIND US VOUR RESPIRSE. g

-

NIS

YERY TREY YOURS,
FW RASHS tmmuow‘

i

HANAGING OIRECIOR

RASHI Tt T8,
P08 8:3. 10
TEL 971417401
FAX 8714271147

APT. NO. 020, 48 FLR. AMAD ATWICA BANI BLOD. ABDUS SATR SOUARS 1.0. 80 : 19
mmw.%-mnm TR SAROSRM FAR: KHSENIE

Figure 24. Letter from A.J.
Khazamipour,
Rasi International.
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- UBSIDIARY OF 1.0.8. GROUP OF COMPANIES
pave OQURREF ¥0.:

Figure25. Second letter
o 4 | IS Jl from A.J. Khazamipour,
Rashi International.
RASH! INTERNATIONAL 0

IO, 330N

DATH (] Kﬂﬂﬁé’ﬁ 29,1993

OUR REF NO. 1 FOS200/1193/7/0%

s PEDIMENT HOLDINO LTU.
BORAN

(I, PO
FAX WO, ¢« 00 3875 340 190

SUBJECY tBHIPHENY PROBRAN

DEAR MR. GORAN,

I HWAVE A FAX ON NY DEBK (TIOM TENRAN, IT IR IN PARE], BUT
FOLLOMING YOU WILL FIND TRANSALATION OF THE FAX,

~ ROTE"s

nR. EHAZAMIPOUR
HAD A MEETING WITH ALL HCMBERS INVOLVED IN THE OPERATION OF
LIF"’Q PEYAN L9 PRODINIS BHIP TO SHIP AND ALL AGRTED ON
FOLLOMING .
4 ~ JIF MR. GORAN WANT US TO BTARY TINB PRIVECT YOU SNIRALD FIRGT

85D US A CHECK FOR 40,000 AS AQREED, THE CHECK GHOULD
BE AS DEFOSIT W1 U8  "KEPT ¥N PEYRD SET CD." THE CHEDK
RHIPMENT THE MOTHER

RECARDING 23 CENTB/WT COMNIBSION,YOU BMILLD GIVE US A
W FOR EACH GHIPNENT BEFORT SYARVING SHIP TO SHIP

OR REXANPLE FOR THE za.m NT SHIPHENY WHICH YOU WANTCD
MIMﬂM.’IW REND UB A GUARANTEE CHECK FOR 8 0.29
X 2..000 » 674,280 BEFORE STARTING SHIPMENTY FRON YOUR BHIP

70 HOTHER VEGREL .




b " OB | WP | q.._-u’v )
RASH| INTERNATIONAL

SUBSIDIARY OF 1.0.8. GROUP OF COMPANIES
OUR REP, NO, YOUR REF, NO

PAOE 2

UPON RECEIVING THE RELATED CHMECK THE PARYY INVOLVED MILL
BIVE THE PERMIGEION TD YOUR MOTHER BitIP TO STOP IN THE COR-
DINATION SUBMITYED YO YOU AND GTART LORDING. AND Tim CTinin
BMOULD BE DATED ONE DAY AFTER LOADINA TAKE PLACE FROM YOUR
EMEP TO THE NOTHER VEGSEL. IF DUE YO ANY REAEGN YalU DID NOT
PULLFILL YOUR COMMITMENT, %mmummmzm
IN KHARG 1ELAND AREA.

PLEASE CONFIRM BY RETURN FAX TODAY AD THE TEAM 16 READY TD BYART
AFTER RECEIVING YOUR GUARANTEE CONFIRMAYION.

WITH THANKE
PETRO BBY CO.

SNOUOTE s

VERY TRLY YOURS,
FOR' RABHE INTERNAY S

By 0"

fA. 3. KHAZHAIPAM
HANAGING DIRECTOR

t !ﬁrt w.
L. ndad, 0AE
. eess Y1551 BANKER
. 182 BANC WELLY
DUSH AN
VEL. 736200280
FAX 71091008

4

AT, 0. 473, 55 LB ARAS AFNSCS DANK BLOG., AELUL NADR DOUAAT QL BOR
DEIA, DUBAL UAB TEL: B4-7YRNE (3 LISEN] TULEK 00600 FOSRAD FAX: 9713-374

g3
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Figure25. Second letter
from A.J. Khazamipour,
Rashi International
(continued).
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Figure 26. Two checks to
Max Moini.



nAPY Qguc e cdntract

; NIAR TRADING L7,
SELLER °° PEDINENT HOLDIRGS herein-
_"@'ero by 5% in agreed that SELLER °
- tg by pipeline and Buyar
by pipatine and pay $or

shall sell F.D.7.
shal} buy F.0.T.
the foliowing ter

&
s '-c’,.«‘x,uﬁ"é‘{,
2-Quality :The cw&mﬁmﬁ%“icaﬁm of the petroleus

productyits be dalivarss by SELLER to the BIVER
shall be>aw periannmies ALB,C AND D .
f wpace. shal

. S~Duantity: Rl ety
to receive & uantity ot eroleus products e

Followsi e e
GAOIL: SHoLt)To00Re 1/ TONG
KERGSEME ¢ 'aBOUL 100000 MLTONS
BABOLINGsL " n/ToNS

FUELDIL :igpgutj.;m "/ TONS :
The Buyer w 11 nominatefthelquantity to bo delivarad as
atrial @ty,Purther dBliverisginill be nominetad by the
Buyer » th the specified produdts.quality and quantity.
a-validityr A-This contractishilificaiValid from the date of
sionaturarand B
Bpecs §) Payabve 16
(99) deys fropitheid

wore than 98 petuifroaithe contractual quantity 1m
b

1i4red by ‘EheiBuyov wighin the ninty days then &
validiey ofthEicontradt will be sutossticatly
extonded 40r Q3Kdays.
B Bt
L »-Buver shouidfcs” " e
v date offsignatuce.

-~

the

or by, Barges;s bu pipeline.
and whaliREaKe, placeray Border (Muhran point)
and/or any:othevidali
upoit.

any change of Y agreed upon by beoth perties.
BELLERT undertakeaito deljver ,snd BUYER und  takes

AdpsnallZeontinug until the quantities
ve, !;‘?’quljvar.od and in any case upte
Tt atg of signature.in Came that

ailing to do s , the seller

@ a‘uting within one suoth from
’%Z%’:-.azﬂ” this vontract with no prior

shatl be by g-acd tankers

sita that mey he agreod

Figure 27_Contract for
petroleum products.
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C-Bhauld thera be at any tio® during the period of the
= sohtract an dlternative route pr pean to dalav 2
product which o awe suitable gnd economical for
both partios other than the route or «ean 206 ;¢ 1gd
sbove,1he two parties agree to dunafder (¢t with &
vieu 1 O amend the provisionn of the contract sceor-
dingly. -

6~PRICE: The price of the products doliveren ror &x iCaQl BOrue,
anu or FOB on bargea or and or By pipoline (last pusping
stotien i N Iragi Border) shall be as fOl)lows:

GABOIL s (112) U.H.DOLLAR /ONE HUNDRED THELVE/
vEOSENE 3(118) U.S.DOLLAR /ONE HUNDRED ETHTEgy,
SABOLINET (128) U.S.DOLLAR /DNE HUNDRED TWENTY EIBHT/

s FUEL OIL &t 25) U.BZ(W.QI;’AR /7 FIVES
TRl Y

The Buyer undertakes 3"%‘{{%5}1‘3&9? of guarqntee for avalue

of (1080 Q80 fne milllen U SIDS11ar tn favour of the Soilgr st

i

7:U:9: Dol
digrdianian Bank agceptabl@ toithp Seller3Thi letter o guaranten

thould be valid end ef EEiveTthraugh out the period and validity
of the contr €. AR :

Tha Bu er will pay to hgﬁy‘g}?@ 'q}thﬁn 3 dayo,after presentation
at the Sollars comaerciallinvoicesitogpther with wemkly cor€:ficete
of Oty issued by the Seller ehe Value of the quantity loaded for
the prior week by telegraghicitranatér to the Beller ‘s bocount .
Failing to do 8o the Seilérishalluhave the right to present the
eompercial invesces md‘?th‘!_;gﬂ 1 otiling ar truck vouchers signed
By the Buyer representativé;Stigeliveryfeita to the Bankland decsuct
the valuz of the prm;‘ﬁcpu,\gm}j’:;}g thu established Bank
guarantee without raiug?gggsgfm“ v B

oL R s A
All charges rnuter Louf: gﬁm%{ﬁfp’ !;‘rttcr of guarqnm;shun be

5

borne by thé Buyer 0

it

Figure 2/. Contract for
petroleum products
(continued).
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8~ Amignment inither part&mn have the right to assign pert
a all the cpntract Obligptions and cights to anRirE"
party without™€ha prior :':itten consgnt 21 tha dther party.

9 Farce majuures v
fA-Neither party shall be held resoondible for eny failur,

shortconings or delays regarding the fulfilasont = wre
Contact terem end conditions 34 that waw dus 1O force majoure.

8-1f by resson of farce sajoure the fulftiment by etthor party
of my teras and conditions of this cantract i S delayed for

. & peviod NOt excasding ONe aenth the period Of such del ay snait
be added {0 thepluration of this contract.ls sthe period

one menth ai ty shall fave the right to
CHRE R o O o B i gL S
| .
1%—ﬁzbnrqtionmny claies 'or disputes thaf may aries during the
périod of this contract shall b gettled by sutusl agressent
waen the parties concerned .ln case disagreasnt satters will
be wsttled by artitretion institution Gpproved b  both perties.

11~hddronsesl The sddroesas of the contracting perties are as followss-

A-MADI HAJAR TRADING COWPANY LYD.
Baghdad May Alwahda
M4 850N S g

P-CEDIMENT HOLDINGS -CYPRUS LIMASSOL
3 KATSONS DOU 8TR
TELISETE-346@ 923 FAY 33708~348 190
3575-340 383 TLX{P05-4051 BOMCY
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Figure 27. Contract for
petroleum products
(continued).
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Figure 28. Letter addressed
to Muhammad Said Kuba.

Baghded 14th July 1993,

&ttn, : Mr MUEAMAD SAID EUBA
Dear 8irs,
Bubject: REQESTS FOR OHEM, MATHRIALS

Company FEDINENT BOLDINO ISD., Cyprus-Iimaso. is resdy to buy
from your side the next types and quantities of chemioasl

mdnet{a{:
i. HBXAN 2.800 M /USD 1.000.- per ton
2o LaAsB, 7.%00 WP /UBD 650.~ per tom

3¢ PARAFIN/NAX 6.000 ME /USD 500.- per ton
TOTAL PRIGE UED 20,010,000~

4%, PARITY: Irgg-Iren border /pass ZIRBATIA-MEHRAN
5. TRABEPORY BY TRAKR-
6, PADMENT: CASH / Amman Benk AOCOUNT.

bloghd
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! Petroleun Produsts contract
Yhis contract s made betwoen ai- 18 ING CompaNy LTD. ¢ TC
hareinaft er referrod fa as * “HBELLER °° WMI ) “harein=-

after reterrad to e ' u‘wr by 3t_je aaread LER}
whali aell FOT ﬁd ﬁﬁﬁﬁ shall guny.O.T. and paytug; tho un&e"“
montioned quantity gf petroleus nroducts eccording to the following

terme and conditions i
:—wmu%
KE|
GASOL INE
FUELDIL
~Guality aThe quaranteed spcif cotion of the petrsisum
progucts to be detivered p SELLER tO ®
shall be af per anncites A,B,C A O,
any change of spece. uhall agroed upon by baoth parties.
~iduentst SSELLER undertakon 10 deliver ,and BIER under Lakbs
\s ¥ caive 3 qUantit oF poteroleum ordducts esl

401 lammx
GASOIL:  about 200000 #/TONE z
1 shout 1QAODS M/ TGNS
BOBMH 1HE1 about SEABS M/ 10ME
FUELNTL : about 120000 M/TONE

s
q-validity: A-Thig contract shall be valid #rom the date of
sigr.ature and shall continuo until ihe guantiliss
dpocified above {p dalivered and N any casa upte®
190) days érom t he date of signature.

yer should ¢ommence 1ifting within ane aonth ¢rom

the date signature.Failuw  ta do so, the suller

a5 the right t 0 cam:el this eontract w th no prier
I'd

® notic «

t}-‘l‘Ma contract in,valid durins the rusc?‘;t U. N,

esbarao imposed an iraq.
T4 this eebargo is Lifted toball or partially,
then the twd pert os will meei to review an
discuss angw terss and conditions for the current
contract.

ifLing of the product ghall be by rosd tankers
and shall take place at BASRAH wtorages and/or any
olher delivery site that may ba agreed upon.

1$ting shall be carrisd out in ucar}ma with the

$~Del £ verya

B
opersting '‘procedure suppleqent '° aktsch nero-
nith which wil)l be considereod au an integrel part

of this contract.

te
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Figure 29, Contract
between al Bashair
Trading Company and
Unipack Paris,
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C-Shinstd thare ok eny time during t ho veriad of the
contract an alternative route or aesn to deljvar tha
prodict wheh is morg suitable &nd aconpaical For
both parties pihwer than the route A sesn gpectiing
sbove,The twd porties anreg ta contrder jt with a

witv Lo swund Uhn provisions of the contract sccor-
dinalv. Fer

L-RRICE: Ther w sce of ?m products delrvered FOY Ex~otorud ot HOSRA
shail he ae {?uouu

GASDIL 11412} U.B Dollac pev H/TOMS Rof Jfow

< BUEL 01L1425) U5 Doliar par N/ TONS FOT
MY 1e~4U. 71 will pay inagvance to IBTD) or amon tin el

wquivalent to the ostimated guantivy of ¢t do ~ |&-
ing ev' any depot in irsqlaccapted by hoth par as or by
222'3;.-"”“" ta {8T0) ¢ count <o aring the phippaants
. o
Yy cash trapafert to & TO sccont ir AMiiliemm p

. 8- (U P} wil) pay withsn seven days tho vel o te  Oop=>ti-
Toa Lo for ti- prior seek Sk accordy @ t— th
totion gf the Selller'w copmorical nvol ogoticr swith

wackl certificate of gt « fesued by the Selier.

l; c-,hny 9o0ds ard cusenditino dpljvered ap oor troct an.t/upa/ofos

\ R/WPALU 93 phould Ol signed and confivaed bY U." 3 ripresae-

ntotive inscdistly after the guentity is reciy od md cheak=

ed by (BTC).

o toe shpuld seng the inveices (o (BTC) in wh ch th total
2

slup ofj those invaicos will be accontad by 87 1 35 a
doepotii t dnfaveur of (UP) . and to be doductad fram t 9 value

ot petroleum products recei ed by (UP) during the finosl
srttiement.

p-Latter of Guerantes

iy }!_:?_w ahal) fasus B letter of quarantes for s valun 9F
e £ U.§ Doliars in favour of the buyer st Rafidian

ﬁ cover part of the advance payment madé by WK buyer
¢ this late of guarsntee should he’val id ad ressin

effoctive through out tho period and valfidity of the ’
cantract .

Bl

A e o Wi o

TWeA

RUSENE TONS POT /oﬂ?\w\l\ B“r\ﬂ&

2 .5 "

?m:rs’::: > g.s '&'.;}iz ::'.- H/TONS FOY [ou.mh‘ik\tm&?mé'p
{rwrTy «-t«/

Ss

roovaniss )
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Figure 29, Contract

al Bashajr

. Company and
Unipack Paris (continued).



’ annignaentinither :orty ghall have the right to assign park
or ali thé contract obliqgations and rights to third
party without the prior written censent of the other

party.

9 Fprece mejuures

A-Meet Lhe;‘gwty whall be held responsiblo for u-l faglur
shortcosings ar delaya regarding the futéilwent of the
gontract teres and congitions $§ that was due t 0 forte majeura.

p-1f by resspn of $orce smajeuwre the fulfileant by etther perty
of ans teros dud conditianes d§ this eontract | s dolayed for
& et apd not excoeding one month the poriod of such delay shell
be added t 0 the duration of thlp contract. If however.the period
of detay encaeds ong aohth shall hoave the raight to tarqingte
this contract by giveing & writton antice.

10- frbitrationidny claimn or disputes that may aries during the
parfoo ot this chitract shill be ewottiod by sutual sgroeeet
betwoen the pertieu toncernad. In case of disagreoment matters will
be sattied by arpitration in accordsnce with the raeguilations of
Baghdod cheoher or cb ce ond the lragi Leows.

11~ Addrantes: The oddresses of the contracting parties we as
follows: -

! f-AL- BABIIAIR TRADING CO.LTD
SADOOM St ANT BULIDING
i@l & 7178768 -PAGIHDAD- IRAQ

5
B~ UNSPACK PARIS COMPANY
PaRIR A?-A& —-up sattlot 75031

IELEY 1211237~ Vel (1) 4G ~-3-70-99 ! [
done and signed on 3} 1993 ﬁPﬁlL - BAY

2 \
:‘Lf-- ' & M‘U{ \Qﬁ‘-’h\t/

- IGP'S
for AL WRHHAIR mgme €0.L7D uRPACK PAR IS S.A
8. fiaaTyIc

YECHN. MAMAGER
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Figure 29. Contract
between al Bashair
Trading Company and

Unipack Paris (continued).
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B g

20 wWHOM IT HMAY BE CONCERN

THIS 18 70 AUTHORISE

318 PURTHER TBXT MANDATE)
\:amammuxsxm-mm. c , PO BOX
P6 .

CHECHREPUBLI
IOOOOMIOCSMW““- 1 REJVEK MARAGING DIRECTOR
mrunmmmmmmsmqnmzuormmmmm

CRUDE OIf LIGHT WiTH THE POLLOWING SPECIFICATION
aPT ~ 34.0

5 1.95% Max

POUR POINY - 15 UBGRRES
DELIVERED POB IHAN BOERDER IR BQUAL ODALLY LOTS

2 . PRICE OF THE GOODS

PRICE TO BY CALCULATED BASED OF DUBAX PLATY LESS DISCOUNT AVERAGE
ONE DAY OFF THE LOADING AND DAY AFTER LOADING

DISCOUNT NBEY LBSS THAK DUBAI PLATT NET TO THE BUYER

HANDATE WILL HAVE THE RIGHT TO NEGOTIATE SBLLING CONDIPIONS OF THE ADOVE
mxmmmmnuxummmmmmamw .

MYIMWDEISIOHWMMGWMWBIMM
QIJMMI&BGWBMYBIMMBRM”IM.

CONDITIONS Of THE RELATION BRTWEEM omlea op THE GOODS AND THE
MANDATR WILL BE AGREED 1N A SBPARATE LGREEMENT .

THIS MANDATE IS RXCLUSIVE AND WILL BE IN FORCE TWO YEARS AFTER THB
DATE BELOW FOR TRE SALE OPF ADOVE MENTIONED GOODS .

Figure 30. Letter
authorizing the Czech
Republic Company, Exim

i?raha{ to Procure crude
light oil.



« TELEX o HADDADAIRE ¢ TELEX ©
Roogy: €-c.V 211237 168 1902 CRETRAP 680720F PARIS JURE 17TH s
[

C.C.V 21323

168 1902

CHETRAF 680720%

PARXIS JUNEB 1774 1993 ¥8G HR 150708/D

PROM BANGUE TRAD CREDIT LYONNAIS (PRANCE} SA PARIS

70 ASLK-CGBR BANK CRGENT

RUE DU FOSSE-AUX-LOUPS

1000 BRUXEBLLES

ATIN DQCUMENTARY CREDIT DBPT
TELEX 26860 CGER SRB

m PRIMSREDI? LYONNAIS (FRANCE) SA , PARIS HRREBY OPEN OUR
DOCUMENTARY LETTER OF CREDXT NO. 14 508
8Y ORDER OF:
VITOL S.A.
ROUTE DB MALAGNOU
oH-1211 crNevA 17
IN FAVOUR OF:
UNXOACK B E£G vy 1.4,
62-66 RUE AMBLOT
75011 PARIS - FRANCE
POR AN AMOURT CF : APPROX. USD 12 518 129,-
{USDOLLARS TWRLVE MILLION FIVE RUNDRED RIGHTEEN
THOUSAND ONE HUNDRED TWENTY WINE APPROXIMATELY)
vl wwrn : SEPTEMBER 15TH 1893 AT OUR COUNTERS IN PARIG
AND AVAILABLE BY DEFERRED PA' DAYS APTER BILL OF

LADING DATE AGAIRST PRBSENTATION THE POLLOWING DOCUMENTS | SISUED 1N
CNE ORIGINAL AND 5 COPIES UNLESS OTHERWLIGE STATED:

Dol

40 A

COMMERCIAL INVOICE STATING WEIGHT TN METRXC TORS AND BARRELS

:
Wi Lwprtrat -
BT 3/3 ORYCINAL CLEAN ON BOARD OCEAN BILLS OF LADING
IS oazmoasanmmmmornmsu--mmm:
* FREIGH ; ¢ PE AETRR_PARTI ! OR '¢PREIGH PREPAID:!,
m 0 XG‘NA‘L BILL 01? mbnu; ‘fO BR OR'IGIKHI&! LY SYGHED BY THE
AND SHOWING DESTINATION:

'%R!‘IHCATI wr QUALITY smdouny vuusasBSIGNED BY  IRDEPENDENY
SUV‘IOR {3GS OR SAYBOLT OR ms»ncmau) SHOWING THAT THE PRODUCT IS

o
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Figure 31. Telex from a
French bank to a bank in

Brussels.
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Figure 32 shows a contract between Unipack of Paris
and a Turkish company called Gonen Tasimacilik
Gemi. The contract stipulates that Unipack pay an
advance of $150,000 and in return Gonen would
supply 60 standard road tankers with a capacity of
between 20,000 to 35,000 liters. The Gonen Com-
pany is to transport kerosene, mazul, super benzene,
crude oil and fuel cil, from Basrain Irag to Bandar
Humayni, Iran. A roundtrip of 250 km.

Next, figure 33 is another Telex from Vitol Geneva,
to aFrench Bank and copied to Unipack of Paris. It
details shipments of oil for August and September
1993. Banksin Slovakiaand the Union Bank Swiss
Genevaare a'so mentioned.

On 15 October 1993, First Yu Swiss Bank Belgrade
sent aletter of guarantee (see Figure 34) to Wadi
Hajar Trading Company Baghdad. The |etter refers
to acontact between Ocellus Company Limited and
Wadi Hajar Trading Company concerning the deliv-
ery of spare partsfor agricultural machinesworth
$50,000,000.

Figure 35 is aletter dated 30 December 1993to a
Mr. Jamal Fariz, Manager of the Foreign Exchange
Department at the Jordanian | nvestment and Finance
Bank, who speaks of a contract that was concluded
between Ocellus Company and a Mr. Hadi Talub
Ibraheem, concerning the delivery of spare partsfor
agricultural machinesfor the amount of $50,000,000.
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CUONTRACT Figure 32. Unipack of

Paris contract.

Sty m : Both Comparses oconcluded tho promcierd contract

‘;}:nﬁ “_.5""%2‘5'»“' mm' = mm’ "‘W
For ties trans goton GONEN CO.wil send 60 standan roadiankers of about 20,000 &
ROONORAD 0 ff,

2-Tho whols oo s of isgst 8 months d
Mmh afisr sighng the contractbit f&

T e
mb-l na .
E-Al Karts of b arvd the other expenses. +-
+mm%r%wewwmeaw on total weght.
transacton UNIP, wi forward o GONER

Tone% T Behmce.Thve Soveo w8 56 P beak oy GONEN O N
it oeSily payronts dunng the @ morthag

mdmmwmbmgmmn Mmﬂ
the peyment will be done by UNIPACK CO. 1o GOMEN m%mﬂ
u»pimmvnlhomtz/m e it

7-Monthly trensportabon programme wil be gven by UNIPAGK CO.

S-UNIPACK CO. will help to
N K Ow help to argance the accommodaton and the commemcation of

SAll hei o of GONEN CO,
Al wmwmm emplayess CO. m IRAO wi

0T
O w
SE
cRY
o >
o
e
EL
.ao.
02
s
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e ' &Mwwmmmmro

114l the of roadtankers on the police stations, both customs and
chack points will mmwuwmco.

12-The clsaniensss of KEROSENE tankers wi be
fdrdoroiy camad out by IRAQ Govermenis

fo-uthomnwmun mpadmd mmwmmmm

% Soonstances or the other %mw?ﬁ“m"ﬁg
mmm.aummmmco Tor per tuck ss en

14-Al mmuw&mmmummcau

wmnmeummummomwwmmumm

ond can be
Theg confract uwmummmum
sgremant wil be dona batwesn companss .

1mdmwmg°aadanmummmmum
resoived n amable comparnes,
w&m&mmummawmuupmcww

BIGNATURER

GONEN GO,
Reproseriod by YASAR GONEN

UNIPACK CO.
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Figure 32. Unipack of
Paris contract (continued).



TELax " TELEZX & Figure 33. Telex from Vitol
8 - C.c.v 2‘1'12311: 189 1525" 0 "‘?n P cx 7130632, ooz FROM 112 Geneva to a French bank.

_5

C. C.V 211237F

189 1325

—
7130632, 003 8 S
FROM VITOL GENEVA. PLS REPLY TO NR: 423421 = g
C P .
18:26 8 JuL 93 LI_. 3
2, ] VITOL S.A. ~ GENEVA Q o
T BARQUE TRAD CREDIT LYONRAYS (PRANCE) §.A. -« PARIS E beat
ATTH LAURENY HEPNER -5’0-
oc URIPACK = PARIS é) -g
NTTN MR STSOVIC =

®  pocomytRy CREDIT NER 14508 FAVOUR OF UNIPACK ___

~ SHIPMENT PILL AUGUST Iorn 1993
= VALIDITY TILL SEPTEWEER 3IRD 1993, ? 5. mek.
" PURTHER FUNDS ALLOCATION o BE DOME UNDER ABOVE LC:
A. GONBN TASIMACILIK (TRANSPORTEURS
GEMI ACENTALIGI TICARET LYD. STI.
BANK:EGEBANK A.5. MERSIN BRANCHE
URAY CADDESI KO.25 MERSIN/TURKEY
TLX: 67288 BGBM
FAX: 74 321 581
TeL: 74 321 580
ACCOUNT NO.: USD 949723
CORRESPONDANT BANK:ANERICAN EXPRESS BANK
2D, ,NEW YORK
NO: USD ~176032
UsD 450.000 ,

’. EJ0 MONITORING A.5.(FOURNITURE POUR RAFFINERIES)
VISEOBICNA UVERQVA BANKA A.8.
POBOCKA BRATISLAVA SLOVAQUIE
0P 2,392,000 4

C. UNION BANK SWISS (UBS) (FOURNITURE DIVEBRSES)
GENEVE

ACCOURT NUMBER 405 771 60 1  USD 3,223.903 v

ABOVE FUNDS AT THE DISPOSAL OF ABOVE PARTIES UNDER THE POLLOWING

COMDITIONS ALREADY APPLIED TO THE OTHER FUNDS MADE AT THE DISPOSAL OF

OTHER THIRD PARTIES:

1. TBANSPER TO THIRD PARTIES SHOULD IN HO CIRCUMSTANCES RE OVER THE
CARGO VALUE CLAIMED \WLY DOCUMERTED Al YOUR OOUNTBRS

2. UNIPACK HAS T0 PRODUCE A LETTER OF RELEASE FOR BACH SIMGLE PAYMENT
AT THE TIME THBY CLAIN POR THE CARGO VALUE AND ACCORDINGLY S0 LORG
PAYNERT TO THIRD PARTIES ARB NOT OVER CARGO VALUE, UNIPACK IS PREE




Figure 34. First Yu Swiss
Bank Belgrade letter of
guarantee.
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To t he attention of Hunasin,g Director
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Res Our LETTER OF GUARANTEE Fo, 2512

««Mla e o o, i
Dear Sire, . .ﬁ‘,,, - ,_gm S

m«w:h,‘uwu:: ‘.z«,},
We are informed that the Cmtract has boon ooncl.ud:ed between
OCELIUS COMPANY LIMITED snd WADI MAJAR TRADING. 0O.
coneamins delive of spere parts for amculturai lacunea
.in_the amount o U D 04000,000,= ( 3ay1. fitty,mimon UBA .
R Arr
AL ~ﬁ{ %m"a@}&ﬁ it e G
In view of the. above, we FIRST 7Y BWISS BANK INC.

irrevocebly guarantee that u OCELIYS 00., 144 £ ail to mmn
their obligacion wo, PIRST TU SWISS RANK INO.

your first written demand any amount up to the oxte 1'
UBD 50,000,000,~ ( say: fifty million USA douars s
presantation of the, fonmns docunents: R e S T

W
1. 2/3 of Original Olem on Board BL1Y 6F - & voockeme,
2, Comnercial Invoice in five eoples, /7B elMaEime 0 = ey
3. The certiricate of quality and quantity with the aignature of . .
the Buyers representatives placed on the losding place s A
un&oading__}ace ot aa.iw veekly quantities S Sean s, - «@»-»-mke» s

it R ror R e
et v b
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This Tetter ot Guarantae ahall bo val:ld unt‘il Deceggn‘ber 5151:,1993. T

ot 3 St

or the ea:piry “date of this Tetter or “Guarantee it has tobe ¢

tummed to us as nyll and void without our previous request, ]

spective lof its® retum to us wo ahall coasider ourgelves

omnletely discharged of all oblh—ations under ths same, aftor
hg mentioned expiry dat o

* . GRS -, ‘ e
! g 1‘?:7.1..5;,» = & o
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FIRST YU Swiss BANK

70
JORDUN INVESTMENT & FINANCE BANK December 3oth,1593%

AMMAR, JORDAHN

v our ref,.: 93/1.M0L
To kind attenticn of Mr. Jemal Fariz
Mam&maser, Foreign Exchange

Ra: Our LETTER OF GUARANTHE No, 2513

DeariBirs,

e are informed that the Cdntract has been concluded detween
OORLINS COMPANY LIMITSD and Mr. Hadi Talub

delivery of apm parts for eulturel pachines in the amount
BD?So.oco.m. ( say: £ willionjUSA dollars.~).

In viow of the «dbove, we FIRST YU 5WISS BANE ING. -
irrevocably gnrntu that if OCELIUS CO, mn.. td.l. to us.n

ﬁ anount ug to then;xv &t of ﬁ Sanoo.ooo.-
do againgt presentation of the

1. 2/3 o oﬁsimlcmmmmnotmwcmm Vouchers,

2. Comnercial Invoice in ﬁ.w

Be i!he sertificate of ge with the signature of

78" represen tim heod on louung place and

ualoa g place of daily weekly quantitiés.

Thds Letter of Guarestse shall be valid until June olst,1994.

After the expiry date of this Letter of Guarsntee i t has to be
retumed t0 ug 8s null and void without cur previocus request.”

Iiregpeotive of its® return to us wo shall congider ouxselves
°ﬁ"1°°‘1§ discharged of all obligation under the game, after
nentis

expiry date.
s e Y fng,
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= Figure 35. Letter dated 30

December 1993 to
Mr. Jamal Fariz.
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Annex G
Irag's Banking System

Originsof thelragi Banking System

In imitation of Egyptian leader Abdul Nasser's
nationalist/socialist policies, the Iragi government

of 'Abd-al-Salam “Arif nationalized dl private
commercial banksin Iraqin 1965, aswell asthe
branchesof foreign commercial banks. The govern-
ment closed the nationalized banks and moved their
customer accounts to the state-owned commercial
bank, Rafidian Bank, which was owned by the MoF.
Asaresult, Rafidian Bank had to rapidly expand its
branch system to serviceits expanded customer base,
but it did not have the human resourcesto manage
acomplex network. In addition, nationalization of
the private banks caused the best bank managersto
leavetheindustry and created distrust among foreign
investors. The combined effect of thesefactors caused
the effectivenessand service quality of the country's
banking system to deteriorate.

In responseto Rafidian Bank's inability to servicethe
country's banking needs, in the early 1970sthe CBI
and the MoF proposed to the government that a new
state-owned bank be licensed. Asaresult, in 1988
Rasheed Bank, also owned by the MoF, was licensed.
In addition to serving the private sector, Rasheed
Bank and Rafidian Bank soon took over much of the
banking business of state-owned enterprises, relieving
CBI of that function.

The Ministry of Finance was responsiblefor over-
seeing budgetsof several ministriesas well asthe
state-operated banking system. Currently, the six
state-owned banks (Rafidian, Rasheed, the Agricul-
tural, the Industrial, the Real Estate, and the Social-
ist) account for about 93 percent of banking system
assets. There are also 18 private banks with capital-
ization of $25 million and deposits of $107 million.

The 18 private banks were established in an effort to
handlelocal depositors financial needs and reform
as wdl as modernize the banking sector. These
banksremained small, in part because most Iragis

did not think it was safe to put their money in banks.
Figure 36 lists both the state and privately owned
banksof Irag, including branches, establishment date
and capital assets remaining after OIF.

Organizationof the CBI

The CBI was composed of five main departments,
plus support elements (see Figure 37).

¢ Department of | nvestment. This department main-
tained account information for foreign accounts.

e Department of Accounting. This department
maintai ned the employee accountsof the CBI.

» Department of Exchange. This department
licensed money exchangers.

Iragi Ministry of Finance sBanking Role

The Iragi MoF was headed by Hikmat Mizban Ibra-
him from 1995 to 2003. Hikmat was responsiblefor
managing thefunds for the Iragi government held in
the CBI. All revenuefor the government went into
accountsin the CBI. Apart from normal budgetary
requirements, a major duty for the Finance Minister
was to disperse money for Saddam. The Presidential
Diwan had special accounts separatefrom the normal
government accounts. Routinely, lettersfrom Saddam
would arrive at the MoF ordering the transfer of funds
from government accounts to Presidential Diwan
accounts|ocated at the CBI.

* The Presidency was a so the authorizing author-
ity for transfemng money to other ministries. Any
order for funds received by the MoF was sent to the
Director of the CBI, ‘Isam Rashid Huwaysh. Any
disputes between ‘Isam and Hilsmat were settled by
Saddam.

* When hard currency was collected in the CBI, it
was allocated to the ministriesthat needed hard
currency to buy thingsinternationally,such asthe
Ministry of Health. Because hard currency wasin
such short supply, the ministriesthat received it had
to pay it back in Iragi Dinars.
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PAID UP
BANK’SNAME | BRANCHES | FSTABLISHMENT | - ¢opyray,
(THOUSAND $)

Rafidian Bank 164 194] 2700
Rasheed Bank 170 1988 1300
Industrial Bank S 1935 300
Agricultural Cooperative 42 1935 400
Bank
Estate Bank 16 1948 733
Social Bank 4 1990 667
Total Govt Branches 401 6100
Baghdad Investment Bank 20 1992 1167
Commercial Bank of Irag 11 1992 1665
Iragi Islamic Bank 9 1993 365
Iraqi Middle East 11 1993 2160

| Investment Bank
Basrah Private Bank for 14 1993 667
Investment
Investment Bank of Iraq 17 1993 1280
United Bank for 5 1995 1000
Investment
Al-Ahli Al-Iraqi Bank 4 1995 500
Credit Bank of Irag 10 1998 833
Dar Al-Salam Bank 14 1998 800
Company of Investment
Babylon Bank 6 1999 833
Economic Investment 14 1999 267
Bank
Summer Commercial 6 1999 533
Bank
Al-Warka Bank for 3 2000 667
Investment
Gulf Commercial Bank 7 2000 880
Al-Baraka Bank for 4 2001 815

| Investment
Mosul Bank 3 2001 667
Iragi National Bank 4 1995 500
Total of Private 176 15599
Branches
Grand Tatal 577 21699
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DEPARTMENT INDIVIDUAL
Governor Isam Rashid al-Huwaysh
Deputy Govermnors Abd al-Ahad Butrus
Isam Ibrahim al-Chalabi
Abd al-Mun’im Rashid
Falih Da’ud Salman
Ahmad Salman
Department of Investment Asrar ‘Abd al-Husayn (Director General)

Hasan Kazal

Munir ‘Umran

Muna ‘Abd al-Wahid

Talib Mahdi

Department of Credits and Foreign
Payment (Letters of Credit)

* Mahmud ‘Abd al-Nun’im (Director
General)

Tariq Admun

Rashid Hamid

Fawziya

Sa’di Farman

Abd al-Sahib

Muhsin Hagir

Department of Agreements and Loans

Ahmad Salman (Director General)

Hasan al-Hadri

Kamil ‘Abdu ‘Abbas

Fakhri ‘Abd al-Latif

Qasim ‘Abd al-Rasul

Hazim Majim al-Ani

Department of Research and Statistics

Samira al-Khazraji (Director General)

Najla Sabri

Hazima Magtuf
Department of Issuing ‘Abd al-Majid Sagar (Director General)
Department of Administration Lu’ay Sadig (Director General)

Department of Foreign Exchange

Sadiq al-Shimari (Director General)

Dar Al-Nahrayn Department for Printing
Money

Walid Hamid ‘Abd al-Ghani (Director
General)

Department of Accounting

Hasib Kadum

Mosul Branch

Basrah Branch

Training Institute

Dr. Muhsin Hasan (Director General)

Computer Section

Safwan ‘Abd al-Latif

Law Section

In’am Yasin
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Figure 37. Department,
department directors, and
branches within CBI as of
1 July 2002.
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The CBI did not make extra paymentsdirectly to any
ministriesor to the Diwan, including the [1S and the
MIC. Payments were made to the M OF accounts at
the Rasheed and Rafidian Banks, and then distrib-
uted. At the end of the month, the CBI would send an
account of what was sent to the Rasheed and Rafidian
Banksto the MoF. After two or three days the MoF
would instruct the CBI to print Iragi Treasury Bonds
as an accounting procedure to balancethe books. Irag
did not have a moreformal economic or rigorous
monetary policy.

State-Owned Banks

Iragi had two state-owned commercia banks: the
Rafidian and the Rasheed. Both the Rafidian Bank
and the Rasheed Bank accounted for about $1.8 bil-
lion in assets, or about 86 percent of the total assets
in Irag's banking system.

Rafidian Bank

The Rafidian Bank was owned by the Ministry of
Finance and wasfounded in 1941. It was the largest,
oldest, and most important commercial bank in Irag.
It handled much of the Regime's foreign assets. The
central branch of Rafidian bank was located in Bagh-
dad. The chairman and General Manager was Diya
a-Khayyun. In addition to the Baghdad Headquarters,
there was a main branch in Basrah; and over 164
smaller branches|ocated throughout Irag. There were
eight overseas branchesin Bahrain, Egypt, Jordan (2),
Lebanon, United Arab Emirates, Y emen, and Great
Britain.

Rafidian Bank was primarily a conduit for trans-
ferringmoney out of Iraq. Severa brancheswere
involved in passing illicit revenuefrom oil and ciga-
rette smuggling around the Middle East. In the Febru-
ary to April 2002 timeframe, Mufid 'Aziz (Director

of Rafidian Bank) and 'Abd a-Huwaysh all-Mukhtar
(Regiona Director of the Rafidian Bank) withdrew
$50 millionfrom accounts at the Commercial Bank of

Syria.

Rasheed Bank

The Rasheed Bank was Irag's second largest commer-
cial bank with 170 domestic branches. It was gov-
ernment-owned and established in 1988. It operated
outsideIrag through correspondents. The Rasheed
Bank was established to provide competitionfor
Refidian, primarily in Irag.

Specialized Credit Banks

Iraq also used four specialized state-owned banks:
the Agricultural Bank, the Industrial Bank, the Real
Estate Bank, and the Socialist Bank, al which col-
lectively account for about seven percent of the total
assetsin the banking system. Thesefour bankswere
established to increase the flow of financia support
to certain sectors of Irag's economy such asagri-
culture, industry, businesscreation, and rea estate.
They played virtually norolein Irag's illegal financial
transactionsduring sanctions.

Privately Owned Banks

In theface of decreasing foreign currency reserves
held in country and an increasing illiquid domestic
banking system, the CBI and MoF in approximately
1992 successfully petitioned the government to allow
thelicensing of new privatecommercial banks. By
February 2003, there were approximately 18 private
commercial banks. These private banksoffered supe-
rior service, were more computerized, and were faster
growing than the state-owned banks. By early 2003,
the private banks held the mgjority of private-sector
accounts and deposits, although the government
ministriesand state-owned enterprisesstill banked
primarily with state-owned banks.

Private banks were set up with capital fromindividu-
als. Under Iragi banking laws, no one individua

was allowed to own more than afive-percent share
holding in a private bank. The quality of management
of the private banks was better than the government-
managed banks. The private banks were able to offer
better salaries, and attract the best candidatesfrom the
banking sector.

Accordingto asenior Iragi Government official, in
order to evade controls under international sanctions,
the government of Saddam used private commercial
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banksfor some transactionsin the belief that private
banks would not be as closely monitored by the UN
as the state owned banks and the CBI.

Middle East Bank

'‘Uday Saddam Husayn owned sharesin the Middle
East Bank. The Middle East Bank is one of thelarg-
est private banksin Irag. Uday also controlled the
appointees and directors of the bank.

IlamicBank

The lslamic Bank was unconventionally established.
Formed by the Humayim family, the bank was estab-
lished on a decree from the RCC, which was contrary
to Iragi banking rules and regulations. Money of
Bath Paty Members and supportersof the Regime
was deposited into this bank.

TheRolePlayed by the Hawala System

The hawal asystem was the most common informal
payment system used in Iragq under Saddam. The Iragi
Regimeencouraged its citizensin Iraq and abroad to
open accountsin foreign currenciesat Iragi banksin
order to track funds that weretraditionally transferred
throughinformal paymentsarrangements. The reli-
ability of the ancient hawalasystem camefrom trust
and the extensive use of personal connectionsand
family-tribal relationships. In its simplest terms, an
individual desiring to transfer money exchanged cash
for a hawalanote, often coded or secretly marked to
foil potential counterfeiters. This note would then
betransferred to the other party viamail or courier.
The party on the other end of the transaction then
presented the note to an associated exchanger in their
country, who converted the hawala note back into the
appropriate cash specifiedin the note, minus a han-
dling fee. In modern times, the use of e-mail, faxes,
and telephones have made these private cash transfers
amost instantaneous and nearly impossibleto trace or
regulate.

Before OIF, there was no regulation of the hawala
systemin Irag and the use of them was outlawed.
Regardless, illegal hawalas were often used by the
averagelragi individual or company to transfer funds
from expatriate communitiesto the homeland. The

The Hawala

Theterm "hawala" means"transfer" or " wire"

in Arabic banking terms. The word hawala comes
Jrom the Arabic root hwl, meaning to " change" or
"transform." In common Arabic usage, hawala are
performed in three differentways—two of which are

legal:

e Hawalas through Iragi banksare synonymouswith
bank money transfers. Bank hawalas are legal.

* |llegal hawala transfers are based on an ancient
informal banking system used throughout South
Asia and the Middle East to transfer money across
distances past legal and financial barriers. In
modem times, unlicensed money exchangersuse
this process, coupled with modern telecommunica-
tions to discreetly transfer money.

* Hawalas made using the old process via licensed
money exchangersare considered legal. Not all
money exchangers performhawalas.

illicit systemisreliable and efficient and is preferred
becauseit isfaster and less expensivethan bank
hawalas.

» The speed isdueto thelack of paperwork and
bureaucracy, while the cost effectivenessis due to
not having to deal with abank's artificial, higher
exchangerates. However, the anonymity and lack
of traceable documentation make this system vul-
nerableto abuse by individualsand groups transfer-
ring fundsto financeillegal activities.

» For example, in order to import goods, a letter of
credit was normally needed from a bank in Jordan.
To get this, the Jordanian bank would need some
cash. Becauseit wasillegal to transfer cash out of
Iraq through the normal banking system, theillega
hawala system was used to move the money.

e The hawala system was positivefor the economy
becauseit reduced the liquid cash within the
economy and helped counter the effectsof inflation.
Hawalas were eventually legalized and regulated by
Saddam in an attempt to reduce smuggling and help
stimul ate the economy.
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AnnexH
UN Security Council Resolutions
Applicabletolraq

Thefollowing information from the Office of the

Spokesman for the United Nations UNSG summa-
rizesthe Chapter VII resolutionsapplicableto Irag
between 1990 and 2003. Emphasis has been added.

UNSCR 661 (1990) of 6 August 1990 imposed
economic sanctions on Irag, including afull trade
embargo barring all importsfromand exportsto
Iraq, excepting only medical supplies, foodstuffs,
and other items of humanitarian need, as determined
by the Security Council sanctionscommittee, which
was al so established by UNSCR 661. The sanctions
committee was chaired at the beginning of 2004 by
the Ambassador of Romania, with the delegationsof
the Philippines and Pakistan providing vice chairmen.

UNSCR 687 (1991) of 3 April 1991, the cease-fire
resolution, declared that the full trade embargo
against Iragwould remain in place, pending periodic
reviews every 60 days (para. 21) and every 120 days
(para. 28) of Iragi compliance with the abligations
imposed under UNSCR 687.

UNSCR 712 (1991) of 19 September 1991 allowed
for apartial lifting of the embargo, which would have
enabled Iraq to sell some ail to use the proceedsfor
humanitarian purposes. In return, Iraq would have
been subject to strict UN monitoring of the contracts
and distribution of humanitarian goods bought with
the il revenues.

UNSCR 986 (1995) of 14 April 1995 enables Iraqto
sell upto $1 billion of oil every 90 days and usethe
proceedsfor humanitarian suppliesto the country.
On 20 May 1996, the UN and the Government of

Iraq concluded the MoU that codified the practical
arrangementsfor the implementation of the UN OFF
agreement. The sanctions committee subsequently
adopted on 8 August 1996 the Proceduresfor the
implementation of UNSCR 986. On 9 December
1996, the UNSG reported to the Security Council
(8/1996/1015) that all the steps necessary to ensure
the effectiveimplementation of UNSCR 986 had been
concluded. As a result, UNSCR 986 went into effect
at 00.01 hours Eastern Standard Time on 10 Decem-
ber 1996. Thefirst food shipment arrivedin Irag on
20 March 1997.

UNSCR 1051 (1996) of 27 March 1996 estab-
lished the export/import monitoring system for Irag.
Iraqand countries exporting to Irag must notify
UNSCOM and the | AEA regarding the supply of

" dual-use" itemsto Irag. Such itemsare subject to

inspection upon their arrival in Iragaswell asat the
sitewherethe items will be used.

UNSCR 1111 (1997) of 4 June 1997 decided that the
provisionsof UNSCR 986, except those contained

in paragraphs4,11 and 12, shall remain in forcefor
another period of 180 days beginning at 00.01 hours,
Eastern Daylight Time, on 8 June 1997. Further
decided to conduct a thorough review of al aspects of
theimplementation of this resolution 90 days after the
entry into force of paragraph 1 and again prior to the
end of the 180 day period, on receipt of the reports
referred to in paragraphs 3 and 4, and expressed its
intention, prior to theend of the 180 day period, to
consider favorably renewal of the provisionsof this
resolution, provided that the reportsreferredtoin
paragraphs 3 and 4 indicate that those provisionsare
being satisfactorily implemented.

UNSCR 1115 (1997) of 21 June 1997 decided not

to conduct the reviews provided for in paragraphs21
and 28 of UNSCR 687 (1991) until after the Special
Commission submitsits next consolidated progress
report due on 11 October 1997, after which time those
reviews will resumein accordance with UNSCR 687.

UNSCR 1129 (1997) of 12 September 1997 decided
that the provisionsof UNSCR 1111 should remainin
force, except that States are authorized to permit the
import of petroleum and petroleum productsoriginat-
ing in Irag, including financial and other essential
transactionsdirectly relating thereto, sufficient to
produce a sum not exceeding atotal of one billion
United States dollars within a period of 120 days
from 00.01 hours, Eastern Daylight Time, on 8 June
1997 and, thereafter, a sum not exceeding atotal of
one billion United States dollars within a period of 60
daysfrom 00.01 hours, Eastern Daylight Time, on 4
October 1997; and decided further that the provisions
of paragraph 1 shall apply only to the period of imple-
mentation of UNSCR 1111.

UNSCR 1134 (1997) dated 23 October 1997
expressed the firm intention, if 1rag does not comply
with paragraphs 2 and 3 of UNSCR 1115, to adopt
measureswhich would oblige al States toprevent
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without delay the entry into or transit through their
territoriesof all Iraqi afficials and members of

the Iragi armed forceswho areresponsiblefor or
participatein the instancesof non-complianceof
paragraphs 2 and 3 of UNSCR 1115. It decided not
to conduct the reviews provided for in paragraphs 21
and 28 of UNSCR 687 until after the next consoli-
dated progress report of the Special Commission,
dueon 11 April 1998, after which those reviews will
resume in accordance with UNSCR 687, beginning
on 26 April 1998.

UNSCR 1137 (1997) dated 12 November 1997
imposed travel restrictionson all Iragqi officials

and members of the Iragi armed forces who were
responsiblefor or participatedin the instancesof
non-complianceincluding the denial of entry to

Iraq to Special Commission officialson the grounds
of their nationality and the denial of entry to sites
designated by the Special Commission for inspection
to Special Commission inspectorson the grounds

of their nationality. The resolution decided that the
review provided in paragraphs 21 and 28 of UNSCR
687 shall resumein April 1998 in accordance with
paragraph 8 of UNSCR 1134, provided that the Gov-
ernment of Irag shall have rescinded its decision of
29 October 1997 to impose conditions on cooperation
with the Special Commission.

By UNSCR 1143 (1997) of 4 December 1997 the
Security Council decided that the provisions of
UNSCR 986, except those contained in paragraphs4,
11 and 12, shall remain in forcefor another period of
180 days beginning at 00.01 hours, Eastern Standard
Time, on 5 December 1997.

By UNSCR 1153 (1998) of 20 February 1998 the
Security Council decided that the provisions of
UNSCR 986, except those contained in paragraphs 4,
11 and 12, shall remainin forcefor a new period of
180 days beginning at 00.01 hours, Eastern Standard
Time, on the day after the President of the Council
has informed the membersof the Council that he
has received the report of the UNSG reguested in
paragraph 5 of UNSCR 1153, on which date the
provisionsof UNSCR 1143, if still in force, shall
terminate, except as regards sums already produced
pursuant to that resolution prior to that date.

* Also by UNSCR 1153, the Security Council
decided that the authorizationgiven to States by
paragraph 1 of UNSCR 986 shall permit theimport
of petroleum and petroleum productsoriginat-
ing in Irag, including financia and other essential
transactionsdirectly relating thereto, sufficient to
produceasum, in the 180-day period referred to in
paragraph 1 of UNSCR 1153, not exceeding a total
of 5.256 hillion United States dollars, of which the
amounts recommended by the UNSG for the food/
nutrition and health sectors should be allocated on
apriority basis, and of which between 682 million
United States dollarsand 788 million United States
dollars shall be used for the purposereferred to in
paragraph 8 (b) of UNSCR 986, except that if less
than 5.256 billion United States dollars worth of
petroleum or petroleum productsis sold during the
180 days period, particul ar attention will be paid to
meeting the urgent humanitarian needsin the food/
nutrition and health sectors and the UNSG may
provide a proportionately smaller amount for the
purposereferred to in paragraph 8 (b) of UNSCR
986.

By UNSCR 1158 (1998) of 25 March 1998 the Secu-
rity Council decided that the provisionsof UNSCR
1143 shall remain in force, subject to the provisions
of UNSCR 1153, except that States are authorized

to permit theimport of petroleumand petroleum
productsoriginating in Irag, including financia and
other essential transactionsdirectly relating thereto,
sufficient to produce a sum not exceeding a total of
1.4 billion United States dollars within the period of
90 daysfrom 00.01 hours, Eastern Standard Time, on
5 March 1998.

UNSCR 1175 (1998) of 19 June 1998 authorized
States, subject to the provisionsof paragraph 2 of the
resolution, to permit, notwithstandingthe provisions
of paragraph 3 (c) of UNSCR 661, the export to Irag
of the necessary parts and equipment to enable Irag
to increase the export of petroleum and petroleum
products, in quantities sufficient to produce the sum
established in paragraph 2 of UNSCR 1153.

* By the same resolution, the Committee established
by UNSCR 661, or a pandl of experts appointed
by that Committee may approvecontractsfor the
partsand equipment and up to atotal of 300 million
United States dollars may be used for that purpose.
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o UNSCR 1175 also noted that thedistribution
plan approved by the UNSG on 29 May 1998, or
any new distribution plan agreed by the Govern-
ment of Iragq and the UNSG, will remainin effect,
asrequired, for each subsequent periodic renewal
of thetemporary humanitarian arrangementsfor
Iraq and that, for this purpose, the plan will be
kept under constant review and amended as neces-
sary through the agreement of the UNSG and the
Government of Irag and in a manner consistent with
UNSCR 1153.

UNSCR 1194 (1998) of 9 September 1998 decided
not to conduct the review scheduledfor October 1998
provided for in paragraphs21 and 28 of UNSCR 687,
and not to conduct any further such reviews until Iraq
rescindsits above-mentioneddecision of 5 August
1998 and the Special Commission and the IAEA
report to the Council that they are satisfied that they
have been ableto exercisethefull range of activities
provided for in their mandates, including inspections.

* By UNSCR 1194, the Security Council also reaf-
firmed itsintention to act in accordance with the
relevant provisionsof UNSCR 687 on the duration
of the prohibitionsreferredto in that resolution and
notesthat by itsfailureso far to comply withits
relevant obligations|raq has delayed the moment
when the Council can do so.

By UNSCR 1210 (1998) of 24 November 1998,

the Security Council decided that the provisionsof
UNSCR 986, except those contained in paragraphs4,
11 and 12, shall remain in forcefor a new period of
180 days beginning at 00.01 hours, Eastern Stan-
dard Time, on 26 November 1998. The resolution
also decided that paragraph 2 of UNSCR 1153 shall
remain in force and shall apply to the above-men-
tioned 180-day period.

In January 1999, the Security Council decided to
establishthree panels on disarmament, humanitarian
issuesand prisonersof war and Kuwaiti property to
discussoptionsthat would lead to the full implemen-
tation of al relevant Security Council resolutionscon-
cerning Irag. Ambassador Amorim (Brazil) chaired all
three panels. He submitted the panels' reportsin the
spring of 1999 (S/1999/356), and the Council consid-
ered the recommendationscontained therein.

UNSCR 1242 (1999) of 21 May 1999, extended the
UN OFF programfor afurther 180 days starting on
25 May 1999.

UNSCR 1266 (1999) of 4 October 1999 decided that
paragraph 2 of UNSCR 1153, as extended by UNSCR
1242, shall be modified to the extent necessary to
authorize States to permit theimport of petroleum
and petroleum productsoriginatingin Iraqg, includ-
ing financia and other essential transactions directly
related thereto, sufficient to producean additional
sum, beyond that provided for by UNSCR 1242,
equivaent to thetotal shortfal of revenuesauthorized
but not generated under UNSCR 1210 and 1153, 3.04
billion United States dollars, within the period of 180
daysfrom 00.01 hours, eastern standard time, on 25
May 1999.

UNSCR 1281 (1999) of 10 December 1999, extended
the UN OFF program for afurther 180 days starting
on 12 December 1999 (phaseM|).

On 17 December 1999, after several months of
intensive consultations, the Security Council adopted
UNSCR 1284 (1999), stressing the need for acom-
prehensive approach to the full implementation of dl
relevant Security Council resolutions and Iraq compli-
ance with these resol utions. The resol ution estab-
lished the United Nations Monitoring, Verification
and I nspection Commission (UNMOVIC)to under-
taketheresponsibilities of the former UNSCOM,
which was charged with monitoring the elimination
of weaponsof massdestruction in Irag. The resolu-
tion alsoremoved the ceiling on Zrag il exports
and provided for additional specific arrangementsfor
facilitating humanitariansupplies to Irag, including
the conditional suspensionof the sanctionsRegime.

On 8 June 2000, the Security Council unanimously
adopted UNSCR 1302 (2000) by which it extended
the UN OFF programfor afurther 180-day period
beginning 9 June 2000. The Council repeatedly
extended the program for 180-day periodsover the
following years.

Then, on 14 May 2002, the Security Council unani-
mously adopted UNSCR 1409 (2002), which adopted
arevised Goods Review List of military-related
goods or commodities, which was to enter into effect
on 30 May 2002. From that date onward, Statesare
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authorized to sell or supply any commodities not
included on the Goods Review List, while the Coun-
cil would regularly conduct thorough reviews of the
Goods Review List.

On 28 March 2003, the Security Council unanimously
adopted UNSCR 1472 (2003), making technical and
temporary adjustmentsto the UN OFF program on

an interim and exceptional basis, so asto ensurethe
implementation of approved contracts concluded

by the Government of Iraq for therelief of the Iragi
people.

« Theresolution authorizesthe UNSG and represen-
tatives designated by him to establish alternative
locations, inside and outside Irag, for the delivery,
inspection and authenticated confirmation of
humanitarian supplies and equipment under the
program.

« It alsoauthorizes him, among other things, to
review as a matter of urgency the approved funded
and non-funded contracts concluded by the Iragi
Government and to contact suppliers of those
contracts and, when necessary, to requirethemto
delay, accelerate or divert shipments. It also allows
him to negotiate and execute new contractsfor
essential medical items.

On 25 April 2003, the Council unanimously adopted
UNSCR 1476 (2003), extending the provisionsof
UNSCR 1472 until 3 June 2003.

The Security Council formally ended all sanctions,
except those related to the sale or supply to Iraq of
armsand related material, other than those required
by the occupying powersto serve the purposes

of Security Council resolutions,in UNSCR 1483
(2003), which was adopted on 22 May 2003 by avote
of 14-0 with one country not participatingin the vote.

« Theresolution states that, with the exception of the
arms prohibitions noted above, al other sanctions
established by UNSCR 661 and subsequent resol u-
tions" shall nolonger apply."

« It also requeststhat the UNSG will continue the
exerciseof hisresponsibilitiesunder UNSCRs
1472 and 1476 for a period of six months, and will
terminate within thistime period, i n the most cost
effective manner, the ongoing operations of the
UN OFF Program.
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Annex |

Suspected WM D-Related Dual-
Use Goodsand Procurement
Transactions

Thefollowingisalist of procurement transactions,
contracts, attempted transactions, or contract tenders
of productsof suspected dual-usegoods. The section
below lists terms used by |SG throughout the report
and this particular annex, as well as summarizes spe-
cific UNSCR affecting member states' obligationsin
exporting dual-useand military goods to Irag.

» Permitted Goods. UNSCR 661 limited exports to
Iraq to medical supplies, foodstuffs, and other items
relating to humanitarian needs, but the UN nonethe-
less required that al dual-usegoods requested by
Iraq be reviewed and approved by the UN Sanc-
tions Committee prior to the exportation of such
humanitarian goods. Regarding the importation of
foodstuffs and medicines, the Iragis notified the
Sanctions Committee.

* Dual-Use Goods were subject to UN approval:
From 1990 through 1996, UN member states were
alowed afree hand in interpreting what goods they
considered to be suitable for export to Irag. In 1996,
UNSCR 1051 (1996) established an import/export
monitoring system for Irag. Under UNSCR 1051,
Iragq and countries exporting to Irag were obliged to
notify the UN of any " dual-use" items as described
by the 1051 List. Thislist of dual-use goods was
subsequently modified by UNSCR 1409 (passed in
2002) that became the basis of the Good's Review
List( @) . From 30 May 02, the date of UNSCR
1409, member states were permitted to sell dual-use
goods not included on the GRL with the approval
of the Sanctions Committee, while exports of goods
described by the GRL had to be submitted to the
UN for their consideration and approval.

* Prohibited Military Goods: UNSCR 661 and 687
prohibited UN member states from exporting mili-
tary goodsto Iraq. Therefore, any goods " specialy
designed” or "modified” for military use were
banned for export to Iraq (prohibited). " Goods™

included equipment, component parts, technology,
and software (including software used for the devel-
opment and production of military goods).

The goods described below appear to be dual-use as
specified by the 1051 or the GRL, and consequently
could have been of useto Iragfor the development,
production or use of WMD. However, without full
technical specifications of the items or knowledgeof
whether UN approval was granted for these exports,
ISG cannot determine whether UN sanctionswere
actually breached with the procurementtransactions
summarized below. |nvestigating possible breaches
of sanctionsrelating to the export of dual-use goods
isoutside the scope of ZSG.

Chemical Dual-UseRdated Procur ement

PossibleViolationsof UN Sanctionsby French
Companies

2002—French Company Carbone Lorraine
Supplied the M1 C with Chemical Warfare Raw
Materials

Asof August 2002 the former Iragi Regime and the
French company Carbone L orraine had been coop-
erating for many yearsin the procurement of high-
tech industrial equipment, some of which had WMD
applications.

2001 —Attempt To Procure M obile Laboratory
Trucks

A French firm known for violating UN sanctions
submitted a request for bids to a South Korean and a
German company for 20 mobile laboratory trucksin
August 2001. The end-user for the trucks was pur-
ported to be the Iragi General Company for Water and
Sewage.
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PossibleViolationsof UN Sanctionsby Indian
Companies

1999—NEC Company Assistsirag in the Purchase
of Chemical Equipment and Precursors
Reportedly, the Indian company NEC and the Iragi
company Al-Bashalir combined resourcesin 1999 to
set up afront company called Technology Trading
SA. (TTSA). TTSA appeared to conduct research

on herbicides, pesticidesand other agriculture-

related issues. Baghdad could have directed TTSA

to research and development of chemical dual-use
programsfor the Iragi government.

* |rag used TTSA and NEC to purchase chemical
laboratory equipment and precursorsfrom India.

* Theseitems were shipped by land viathe Syrian
and Jordanian borders using fal se cargo manifests
and bribesto preclude customsinspections.

Biological Dual-UseRelated Procurement

Salesof Biomedical Equipment Technology and
Servicesby Swiss Companies

1995—Purchase of Reagentsby an Iraqgi Front
Company

Reportedly,an Iragi front company called Al-Eman
purchased a kit of reagents worth $5,000 from the
Swissfirm Elisa on behalf of an organization named
El Ibaain 1995. El Ibaa wasaspecia unit in the Iragi
MoA.

* H Ibaawasdirectly connected with Saddam, had
aspecia researchfacility, and was granted an
"unlimited" budget.

* Its stated research areas werethe breeding of ani-
mals such as cows and sheep and certain types of
crops.

PossibleBreachesof UN Sanctionsby Austrian
Companies

2001—NegotiationsTo ProcureAutoclaves
AGMEST and the Al Rafad Scientific Bureau for
Promoting Drugs and Medical Appliances, both
located in Baghdad, negotiated a contract for the Iragi
Ministry of Health for autoclavesfrom an Austrian
firm in early 2001.

» Two of the autoclaves werereportedly intended for
theVaccineand Serum Institutein Baghdad, a prob-
ablereferenceto the Amiriyah Serum and Vaccine
Ingtitute (ASVI).

* In July 2002, Sabah N.M. Ali of AGMEST in
Baghdad, Irag, Firas Kadhum of the Iragi Al Rafah
Scientific Bureau for Promoting Drugsand Medical
Appliances, and an official from a Jordanian firm
negotiated a contract for autoclaves, sterilizers, and
vacuum pumps from the Austrian company with the
end user being SDI.

PossibleBreachesof UN Sanctionsby German
Companies

2001 —Attempts To AcquireBiotechnologyand
Biological Weapons-Related Technology and
Expertise

The Amman, Jordan officeof thelragi front company
Winter International forwarded offersfor dual-use
laboratory equipment from a German firm to the
Winter International office in Baghdad, in March
2001. The end-user of this equipment was purported
to bethe Iragi Mol. The equipment offered included:

* An electrophoresissystem including a special
atomizer with rubber bellows for producing reagent
mists. This system can be used for recombinant
DNA process-cloning and many other molecular
biology applications.
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« A refrigerated ultracentrifuge, a microcentrifuge,
alow temperaturefreezer (between -30 and -80
degrees Celsius), and an automatic DNA-analy-
sis system with mono-laser. Thisequipment ison
the UN dual-use monitoringlists and would have
required verification.

* A moisture purging vacuum pump and electropora-
tor. Thisequipment is used for plasmid cloning.

2002—Attempts To Procurea DNA Synthesizer

From August 2002 through February 2003 represen-
tativesfrom a Jordanian trading company with links
to Iraq attempted to purchasea DNA synthesizer
from a German based company. This equipment was
restricted under the UN GRL.

 Anofficial claiming to be the managing director of
the Jordanian firm Al Theker forwarded the infor-
mation to Irag. Thereport stated that it appeared
that the Jordanian firm's official wasforwarding
information back to the Baghdad-basedWateera
Company.

PossibleBreachesof UN Sanctionsby Italian
Companies

2002—Attempt To ProcureBiotechnology and Bio
Weapons Related Technology and Expertise

In January 2002, the Al-Mazd Group for Medical and
Engineering Systems and Technology (AGMEST) in
Baghdad requested a quotation for 10 freeze dryers
through the Iragi Ministry of Healthfrom an Italian
firm.

2002—Attempt To Procure Dual-Use Autoclaves
In March 2002 the Iragi firm Al Mutasem Engi-
neering used a Jordanian intermediary company, to
contact an Italian firm and receivea price quote for
dual-use autoclaves.

¢ Autoclavesare commonly used in laboratoriesto
sterilize equipment. They are not avital part of a
BW program as there are other meansto sterilize
equipment.

Possible Breachesof UN Sanctionsby Turkish
Companies

2002—Pr ocurement of CBW Protective
Equipment

A Turkishfirm sold and transferred atropine auto-
injectorsto the Iragi government starting in August
2002. The company also provided coordinationin
responseto Iragi requestsfor chemical protective
equipment, unspecified laboratory chemicals and
biological growth media.

* In December 2002, the samefirm continued to
work with the Iragi government on a new order for
atropine autoinjectorsand was also working tofill
Iragi ordersfor additional CBW protective equip-
ment; specifically 600 microbial decontamination
systems, 600 CBW protectivekits including protec-
tive masks and garments, and 10 sterilizers.

Possible Breachesof UN Sanctionsby Indian
Companies

2002—Attempt To ProcureBiotechnology
Equipment

According to reports, an Indian export company
provided a quotation for adry powder injection-filling
project at the Al-Anaam Pharmaceutical Company
packaging plant in Baghdad.
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2002—Attempt To Procure Biotechnology
technology

According to reporting, in late 2002, Irag's State
Company for Vegetable Oil issued tender no. 6491
2002 to severa different Iragi trading firmsin an
attempt to procure detergent production facilities that
included high-capacity spray drying equipment and
cyclone filters. An Indian firm was the only supplier
to present Irag's State Company for Vegetable Oil
with an offer.

2003—Attempt To Procur e Dual-Use Drugs

In January 2003, an Indian firm offered to deliver 10
metric tonsof bulk Ciprofloxacinto the lragi State
Company for Manufacturing of Drugs and Medical
Appliances, Kimadia's Samarra Drug | ndustries.

* Ciprofloxacinisawidely used antibiotic that could
also be used to treat Anthrax infection. It was
specifically added to the UN Goods Review List
(GRL), pursuant to UNSCR 1454.

* |rag's procurement and stockpiling of Ciprofloxacin
would havefacilitated the country's employment
of BW against coalition forces, Irag's neighbors,
and/or itsown citizens.

« Thereisinsufficient data availableto confirm the
completion of thisdeal.

2003—Transfer of HormoneTablet Production
ManufacturingTechnology

An Indian firm working through representatives of
the Syrian Group Company (SGC) Baghdad offices,
provided an offer for a hormonetablet facility to Irag
in late January 2003. The client for the facility was
identified as “M/S Al-Amin” which is very likely the
Al-Anaam Pharmaceutical Company.

Nuclear Dual-Use Related Procurement

Possible Breachesof UN Sanctionsby Belarusian
Companies

2001—Contract for Ferrite Materialsincluding
Magnets

The MIC company Al-Tahadi had a contract with the
Belarusian company, BalmoralsVentures, for femte
material s, including permanent femte magnets.

* Some of the equipment was received from this con-
tract, to include, a press machineand a mixer.

« TheMICinitiated direct contact with the Belaru-
sian company and therefore neither Al-Sirat nor Al-
Nagjah companies wereinvolved in this procurement
attempt.

PossibleBreachesof UN Sanctionsby Romanian
Companies

2000—Production Linesof Anisotropic and

| sotropic Cast AINiCo M agnets

The MIC company Al-Tahadi had two contractsfor
productionlinesfor magnets. Thefirst contract was
signed in approximately 2000 with a Romanian com-
pany, Uzinimportexport,for production lines of both
anisotropic and isotropic cast AINiCo magnets.

* The contract was worked through the private front
company Al-Sirat.

* Al-Tahadi received other offersfor this production
line. For example, an Indian company, NEC bid on
the contract through the front company Al-Najah,
but the Romanian company had a better price.
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» Al-Tahadi did not receiveequipment or materials
from this contract.

* The contract included an output capacity of oneton
of magnetsper year, raw materialsfor two years,
training for two years, and equipment. The equip-
ment included a 25kg induction furnace, electric
furnacesfor heat-treating, facilitiesfor producing
molds, facilitiesfor measurementsand magnetiza-
tion, and magnetic annealing furnaces.

Al-Tahadi did not have a plan for acquiring the raw
materials after the two year contract expired because
these materialswere readily available. The AINiCo
production linesdid not include the sintering process.
The magnets specifiedin the contract were ring mag-
nets, cubicle magnetsand cylindrical magnetswith a
mass of 0.5 to 500 grams.

Delivery Systems Procur ement

For alisting of Irag's illicit procurement of missile
delivery systems commodities, see the Delivery Sys-
tems Chapter, Procurement section.
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AnnexJ

The Procurement of Conventional
Military Goodsin Breach of UN
Sanctions

Before the 1991 Gulf war, Iraq indigenously pro-
duced ammunition, small arms, gun barrels, and other
basic military items. The war, however, destroyed
Irag's military industrial base leaving Saddam’s
Regime with critical shortagesof military spare parts,
ammunition, and other materiel. United Nations
Security Council Resolution (UNSCR) 661 frustrated
Saddam’s attemptsto reconstitute his military capac-
ity following Desert Storm, because UNSCR 661
prohibited UN membersfrom exporting conventional
military goods and related technologiesto Irag.

Many individuals, foreign companies, and some
countriesknowingly violated UN sanctions. In some
cases, governmentsfailed to comply with or enforce
sanctionsout of recalcitrancedf international
normsor inability or negligence to monitor the com-
mercial activities of certain individualsand firms
willingto conductillicit business with Saddam’s
Regime. Governments not only included UN mem-
bers, but also permanent members of the UNSC.

Iragi effortsto obtain military goods and related tech-
nologiesin the mid-1990s until OIF in March 2003
can bedivided into several categories: raw materias;
consumables; and military goods. Iraq sought materi-
assuch as steel, aluminum and titanium to supply its
military manufacturingindustry. Under Saddam, Irag
constantly needed spare partsfor manufacturing and
for military equipment. As with any military organi-
zation, the Iragi military awaysrequired consumables
such as batteries, tires, and ammunition. ISG judges
that Irag’s mostpressing requirement, however, was
for military equipment.

* For potentia suppliers, the sale of military equip-
ment offered the strongest profit margins.

* Since the beginning of sanctionsin 1990, Saddam
successfully acquired awiderange of military
goodsor their component partsfor SAM sys-
tems, main battle tanks, anti-tank guided missiles
(ATGM), combat aircraft, GPS jammers, and night-
vision equipment.

The United Nations Sanctionson Iraq

The UNSC passed numerousresolutions from 1990
to 2003 prohibiting member statesto export, military
goodsand technologyto Saddam’s Regime, placing
financial constraintson UN members conducting
business with Iraq, establishingWMD and military
regrictionson Irag, and the formulationand imple-
mentation of the UN OFF program. UNSC passed
two UNSCR, 661 (1990) and 687 (1991) that specifi-
cally prohibited the export of military goodsto Iraq
by UN members. Paragraph 24 of UNSCR687 reads:

In accordance with UNSCR 661 and subsequent
related resolutionsand until a further decisionis
taken by the Security Council, all Sates shall con-
tinue to prevent the sale or supply or promotion or
facilitationof such sale or supply, to Iraq by their
nationalsor fromtheir territoriesor using their flag
vessd or aircraft, of; armsand related material of
all types, specifically including the sale or transfer
through other meansof all formsof conventional
military equipment including paramilitary forces
and spare partsand componentsand their means of
production for such equipment.

Theseredrictionsincluded prohibitionson the
licensing of military technologyand other transfer
arrangementsused in the production, utilization, or
stockpiling of military items. These UNSCRalso pro-
hibited the use of personnd or materialsfor training
or technical support servicesrelating to the design,
devel opment, manufactur e, use, maintenance, or sup-
port of military goods.

* Throughout thisinvestigation, | SG has exploited
informationfrom captured documentsfrom vari-
ous Iragi ministriesand agenciesand debriefingsof
both detainees and willing sourcesfrom the former
Iragi Regime. Examplesfound by 1SG, provided
below, represent only a small cross section of the
total illicit dealings with Irag. However, afull
investigationof al violationsof UNSCR vis-a-vis
Irag is outside the scope of ISG’s investigation.
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Possible Breachesof UN Sanctions by Ukrainian 2003: Papersindicate Ukraine Company Supplied

Companies Military Goods
Recovered papers indicate that a Ukrai nian company
Summary of Ukrainian involvement 1995-2003: was offering to supply military equipment in early

Documentsaobtained by ISG indicate that Iragi dele- 2003.
gationsvisited Ukrainein 1995, and Ukrainian groups

visited Iraq between 1998 and 2003. During these * Recovered documentsindicatethat the Al-Karamah

visits, both parties discussed missile deals. Another State Establ ishment purchased equipment through
source indicatesthat in 2001 and 2002 Ukrainian ARMOS Trading Company in Baghdad from the

; ; ; Mont Elect Company, Ukraine before January
delegates provided Unmanned Aerial Vehicle(UAV)
componentsto Irag. In addition, | SG recovered papers 2003. Two payments were made of $405,000.00

that indicate Ukrainian companies had offered to for the equipment. Si gnatureslon the d0(.:ument
supply other military equipment to Irag. included representativesfrom: ARMOS; Al-Kara-

mah State Establishment; Sa'ad Genera Company;
Al-Karamah; Dr. Sergei Semonov, for the Mon-
1995-2003: Ukrainian and Iragi Delegation Visits telect Establishment, and the Trade Officeof the
Information supplied by an Iragi scientist, indicates MIC.

that Iragis visited Ukrainein 1995 and that the Al-

Karamah State Establishment hosted many visitsfrom

Ukrainian suppliers who were negotiating for con-

tractsfrom 1998 to 2003. Possible Breachesof UN Sanctionsby Cypriot

e Anlragi scientist stated that Ukrainian suppliers Companies

were the most frequent visitor to Iraq assisting Irag

with its missile program. The Ukrainians visited 1997- Cvori .
- - Cypriot Company Offered T-72 Tanks, Anti-
mary times|ed by aMr. Orshansky. Orshansky Aircraft Missile Systems, and Sniper Rifles

usual_ly_ brought 50. t0 60 peopl e'from mult p'? Recovered documents refer to a Cypriot company's
Ukrainiancompanies dedling with arange of issues offer of military goods; including tanks, anti-tank

including civil power projects as well as missileand -
¥ ; g weapons, and anti-aircraft weapons systems.
other military technologies. The Ukrainians wanted

tosign acontract to supply theory, design, and * A letter dated 23 August 1997 from a Cypriot
equipment, but the deal was never completed due to company F and F Dawn, Ltd. (locatedin Limassol,
the defection of Husayn Kamil from Iragin 1995. with officesalso in Paris) shows that the Genera

Manager, Ahmad Fayiz Al Mirabi, offered military
goods to the Al-Bashair Company and Mr. Munir
2001-2002: Ukrainian Company May Have Mamduh 'Awad.
Supplied Military Goodstolraq
A sourceindicates that a Ukrainian company supplied ¢ A second letter, marked Top Secret', from the

componentsfor UAV. Officeof Army Chief of Staff Maj. Gen. Aziz
. . Ahmad Husayn to the DGMI, dated 21 Septem-
* In 2001 and 2002, the Ukrainian company, Orliss, ber 1997, r?grs to an offer tosell Baghigg "tanks

provided UAV components, such as enginesand
gyroscopes, to the Iragi Government. The indi-
vidual from Orliss who handled these transactions
was OlgaVladimirovna, Director of the Orliss
Company. Vladimirovna provided her businesscard
to several individuals at the Ibn Firnas Company.

(142 T-72 with a possibletotal of 300), bombers,
missiles (Tow-2 /anti-tank), anti-aircraft missiles
system (Stinger) and Barrett USA semi-auto sniper
rifles
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Possible Breachesof UN Sanctionsby French
Companies

Summary of French involvement 1998-2003: Some
French businessmen sought businesswith Iraq during
this period. In oneinstance, a French businessman
brought a tank carrier to a weaponsconventionin
Baghdad, and in another instance, a French electronic
warfareexpert visited Irag. In addition, the MIC
attempted to acquire componentsfor the French-man-
ufactured Roland missile system.

1998-1999: Tank Carrier Importedtolraq

A letter from Agra General Trade Company Baghdad
dated 18 November 1998 requestsan entry visaand
reads, "' Find attached herein acopy of the passport

of Jean Claude, a French citizen and the manager of
the French company Lura. Mr. Claude will bring a
tank carrier mode to the MOD that will be supplied
to Baghdad by the end of this month. Kindly facilitate
the proceduresto issue him an entry visato Irag, con-
sidering that our company will bear hisstay expenses
in Baghdad."

* A second letter from Agra General Trade Company
Baghdad dated 8 December 1998 reads, ** Reference
to our letter we would like to inform you that the
vehicle (Tank Carrier) arrived at Abi Gharib [most
likely Abu Ghurayb] Customs Department, kindly
notify the competent authoritiesto give Mr. Jean
Claude an entry visato Irag ASAP."

* A letter to the Electrical and Mechanical Engi-
neering Directorate from the MoD Armament and
Equipping Directorate dated 12 September 1999
reads, " kindly acknowledgethat Mr. Jean Claude,
Manager of the French Company, Lura visited the
country on Saturday, 11/09 to operate the Rescue
and Armor Transport Vehiclestored at Modern
Vehiclesstorehouse. Kindly appoint an officer to
escort the afore-mentioned with the techniciansfor
three or four days."

« Another letter to the Armament and Equipping
Directorate dated 18 September 1999 from the
Manager of the Aqra Company, states, ' During
the visit Mr. Jean Claude, Commercial Manager
of the French company, madeto Baghdad, it was

agreed, in the presence of the committeeformed by
the ministry to take over and inspect the vehicle,

to send atechnical expert to train some specialists
how to operate the vehicle. Kindly take the neces-
sary actionsto issue entry visasfor Jean Claude,
the Commercia manager and Philippe Robert, the
Technical Expert.”

1999-2000: Deputy General Manager of French
Company Visits Iraq

Recovered documentsincludeletters dated December
1999 and January 2000 that show that the Deputy
General Manager of a French company called
SOFEMA planned to visit Iraqg on 15 January 2000
on behalf of a number of French Military Companies.
Mr. Dominique Salini's 29 December 1999 introduc-
tion letter from the al-Hadar Company isincludedin
the textbox below. A subseguent |etter to the GMID
M6 Section from the head of Air Defense Security
dated 3 January 2000 requestsan opinion on hold-
ing a meeting with a representativefrom thellSand
Salini.

2002: Documents|ndicate French ExpertsVisited
Iraq and Agreed to Military Technology Transfer
A recovered document indicatesthat a French elec-
tronic warfare/radar expert met with representatives
of the Al Kindi Research Facility in November 2002.
The purpose of the meetings was to facilitate mili-
tary-related microwave, direction finding, and passive
radar technology transfer. The translated documents
include military-related technology transfersand Iragi
contractual agreementswith foreign manufacturers.

| SG also acquired two meetinglogs among the docu-
ments.

* The subject meetinglog indicated that on 3 Novem-
ber 2002 an individual identified as a French expert
and referred to as Mr. Cloud (possibly Mr. Claude
from the prior paragraphs), visited the Al Kindi
Electronic Warfare/Radar Research, Development,
Test and Evaluation Center. The Log states that the
office of Muhammad Fadil financed Mr. Cloud's
visitsto Irag. Fadil brought Cloud to Irag on 2 pre-
viousoccasions.
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Letters DealingWith a PlannedVisit of Mr. Salini of the French SOFEMA Company to Iragin Early 2000

In the name of God, the Most Merciful, the Most Compassionate
Republic of Iraq

Presidency of the Republic

General Directorateof Military Intelligence

Air Defense Security System

Serial No. /Sect 2/Div 5/
Date//1/2000

To/General Directorateof Military Intelligence/M4/Sect 6
Subject/Requesting for your opinion

|. Al Hadar Company “Al Hadhar Company" Letter, numbered 271, dated 29/12/1999, which has been sent by
your directorate.

2. Please give us your opinion on holding a meeting between Mi: Dominique Salini, Deputy General Manger
Commercial of the French Company SOFEMA, and our representatives.

Please review and informus...with our best regards.

Intelligence Major General Head of Air defense Security System

3/1/2000

Call the company representativein Irag (TC: Handwritten note).
Waiting for the company to respond to the new appointment 17/1. (TC: Handwritten note).
Letterhead Al-Hadhar jpg

In the Name of God, Most Merciful, Most Compassionate

Serial No.: 271

Date: 29/12/1999

Sect 6

Mr.. NR993 gentlemen (TC: Thereisa big scratch over the “NR993” and " Sect 6" iswrittenin place of it)
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Letters Dealing With a Planned Visit of Mr. Salini of the French SOFEMA Company to Iraqin Early 2000
(continued)

Our Gresting,

Mr. Dominique Salini isvisiting Irag. Heisthe Deputy General Manager Commercial of French Company
SOFEMA, which is considered marketing company representinga lot of Frenchmilitary companies. We kindly
request a meeting to discuss your needs with him. He will visit Iragq between the period 15/1/2000 to
19/1/2000. Attached isthe company catalog for reviewing.

With all our respect.
Attachment: Company catalog.
Deputy Manager

‘Isam Al 'Aqidi

Copy for the branch

29/12
Bulgaria - Svishtov5250 - S. 7. Milanovich No.10 A - Telefax: 00359631-25577

Iraq - Baghdad — Al-Masbah Tel: 7172829- Fax: 7172738 — Telex: 213175 ISAM -
P.O. Box: 4245, Sabe Abkar - Baghdad
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At the 3 November 2002 meeting, Cloud was
brought in due to hisexpertiseand experiencein
obtaining equipment in support of the Dawall.
Fadil, Cloud, and Saeed discussed technical issues
indicating he could provide solutions through
Fadil's office.

Fadil, Cloud, and Saeed al so discussed the techni-

Commercial Section corresponded with Majda
Khasem Al-Khalil (aLebanesefemale) whoin turn
met directly with the French Thompson Company
regarding the acquisition of the missile parts.

Majdalater provided samples of night vision goggles
and protectiveKevlar devicesto the MIC. The para-
graphs bel ow describe the development of this effort

cal specificationsof Radioson equipment, direction  as portrayed from the Iragi side.

finding equipment, and a land-based station that
was tabled in a previous meeting.

* Saeed, Fadil, and Cloud discussed the possibility
of obtaining or constructing a base to manufacture
microwave parts, passiveand active sensors, signal
enhancers, and low distortion components. Cloud
promised to provide Saeed and Fadil with informa-
tion regarding these electronic warfare products.

« A second document identified as a technical
cooperation memorandum outlines Saeed's meet-
ing with Cloud. The memorandum was presented
to the General Manager of the Al Kindi Electronic
Warfare/Radar Research Center. The document
confirmsthat a meeting took place as scheduled
with Saeed, Fadil, and Cloud.

« Fadil, Saeed, and Cloud agreed to cooperate so
Cloud could facilitate the transfer of high frequency
(HF), microwave, and passiveradar military-
related technology to Irag. A memorandum of *'4
November™ (probably 2002) requests permission to
proceed with the technol ogical transfer process.

2002-2003: Iraq's MIC May Have Attempted To
Procure French Roland MissileParts

A source related that Iraq attempted to acquire battle-
field and air defense technology 25 days before the
onset of OIF.

* Beginningin late December 2002, the Iragi MIC
initiated effortsto acquire replacement parts for
the Roland 11 surface to air missile system, valves

for Irag's air defense system, and variousother .

high technology itemswith military and battlefield
applications. These efforts were underway up until
23 days before the onset of hostilities. The MIC
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¢ On 25 December 2002, a high level MIC officid

requested permission to acquire ‘hard cables for
Irag's air defense headquarters. The MIC offi-

cia supplied Majda, Sour Debbar, and Dr. Awad
Al-Souri as pointsof contact capable of supplying
these materials. Magjda was described as**the L eba-
nese."

On 22 February 2003, Ra’ad Ismail Jamil, General
Manager of the Salah-a-Din General Company,
and aBrigadier General Hassem discussed the pur-
chase of partsfor the Roland II system with Majda.
A communication sent the sasme day by Jamil and
Hassem notified the MIC Deputy Minister that,
based on hisorders, they invited Mgjdato reach
""clear and final agreements” regarding subjects
aready discussed and that they had arranged for her
saf e passage with border control.

During a meeting with Jamil and Brigadier Hassem,
M ajda mentioned that she met with French experts
regarding to rehabilitating Iragi Roland I1 parts.
Majda had |earned from those expertsthat it was
not possibleto rehabilitate those parts dueto their
deteriorated state, but it was possibleto provide50
new parts at the same priceto repair the old ones.
The 50 new parts met the same technical specifica
tionsthelragi MIC stated for the old parts. Mgjda
informed Jamil and Hassem that she provided

the French experts with technical questionsand
designs. The aforementioned experts addressed
the questions and designs'*thoroughly, clearly, and
completely.”

On theevening of 22 February 2003, Mgjda prom-
ised to have the new components within ready 30
days of the ministry's acceptance of the contract.
Majdafurther agreed to ship the old Iragi parts



back to Baghdad without repair. The M1C assumed
responsibility for the transportation and movement
of the partsthrough Iragi customs. The Ministry

believed that they could useinternal components .

from the old parts as spare partsin the future.

* Mgdafurther stated she was ready to import
"set valvesfrom either types, 12 sets of each at
$250,000" as requested by the MIC Deputy Min-
ister. Majda agreed to deliver these items within
10 days of signing of an agreement. Shefurther
mentioned that **the French side™ was ready to
implement this agreement and take care of the
documentation process regarding shipping and war-

ranty certification, but that she would need some .

money to cover this process. Mg da stated she was
ready to providea bond accepted from the Iragi
side towardsadown payment and she provided
complete specificationsfor both sets of valves.

PossibleBreachesof UN Sanctionshby
North Korean Companies

Summary of North Korean involvement 1999-
2003: Starting in 1999, North Koreansvisited Iraq to
hold talks relating to rocket engines. By 2003, North
Koreaand Irag had negotiated and signed contracts

for missilecomponents, ammunition, and other .

goods. North Korealater reciprocated by invitingthe
Iragi leadership to Korea. According to documenta-
tion, in May 2001 adelegation from North Korea,
including specidistsin defense, weredue to visit Irag.

1999-2001: Planningfor Military Procurement
Delegation Visits

Recovered documentsindicate that Iraq and North
Korea government officialsproposed numerous
delegation visitsin letters written between 1999 and
2000.

* A letter dated 11 August 1999 marked Top Secret  °

and Personal' from the Presidential Secretary and
addressed to the Minister of Military Industries,
refersto an invitation and aletter on 2 August 1999.
Theletter indicates that permission for the MIC and
the MoD had been granted to allow a verbal invita-
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tion to the North Korean Defense Minister or his
deputy to visit Irag.

A letter dated 28 February 2000, shows that the
North Korean Defense | ndustry Department of
Korean Workers Party officially invited an Iragi
military delegation to visit North Korea. The visit
was arranged to show North Korea's willingnessto
supply Irag with military equipment and to allow
for discussions between military experts. Theletter
|ater states that the North Koreans believed the
proposed visit would open good rel ations between
the militaries' against the common enemies.”

A letter from the Defense Industry Department of
Korean Workers Party, dated 30 July 2000, gave
complimentsto the Iragi Minister of Military Indus-
triesand indicated an appreciationfor the invitation
of the Korean delegationto Irag. "'On our belief, in
the present situation of international circumstance,
it will be most preferablethat your delegation visit
our country first to open the wonderful relationship
and to continue the reliable and extensive coopera-
tion in thefield of military industries between two
ministries. In thisgreat chance together with, we
would like to emphasize that our last invitation of
your delegation to our country remainsstill valid
and effective.”

A letter from the Defense Industry Department

of Korean Workers Party to the Minister of Mili-
tary Industriesin Iraq (probably the MIC), dated
23 September 2000, accepted Irag's invitation and
acknowledged that the North Korean side would
send a high-ranking del egation, headed by the
Deputy Minister, for seven to 10 days starting on
about 8 October 2000. The letter indicated that the
North Koreanshoped this visit would bea"'turn-
ing point™ for establishing new relationsin mili-
tary fields between the two ministriesagainst** our
common enemies.”

A record of atelephonecall dated 5 October 2000
between the Secretary General and Brigadier Gen-
eral Dr. Hadi Tarish Zabun, from the MIC, with the
Staff Brigadier General ‘Adil Hamid, specified the
proposed subjects to be discussed during the North
Korean delegation's visit on 10 October 2000.
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11 August 1999 Handwritten Document Fromthe
Director of the IIS marked Secret/Personal

1. Thisorganization is preparing for cooperation
with Iraq in the fields of furnishing weaponsand
military equipment, to pass special technology for
its manufacture and upgrade as follows:

a. Jamming systems against enemy aircraft radars,
the communication amongst the aircraft, and
their communication with ground bases.

b. Upgrade of radar systems, command systems,
and Russian early warning (radars)used in
Irag, among them (P-14, P-18, P-19, K66,
H.FINDER).

¢. Development of air defense systems, types (Volga
and SAM 2).

d. Devel opment of automatic firing systems against
aircraft launchers.

e. Development of special radarsfor missiles,
linking it with systemsto disrupt enemy missile
targeting.

J. Passon technology for surface-to-surface mis-
sileswith a range of 1300 kilometersand land-
to-sea missiles with a range of 300 kilometers.

g. Long-range launcher tubes, caliber 230mm and
122mm, capacity (22)launchers.

h. Passon technology to build a mini-submarine.
i) Repair and maintenance of Eastern made equip-

ment and weapons according to what the Iragi
side has determined.

2.The Koreansideis prepared to send a technical
delegation to discuss preliminary measures with
Iraqi specialistsin order to obtain an agreement on
the proposals. After that, the Iragi sideis sending
a technical delegationto visit Koreato complete
discussions and (conduct)a fied survey on the
specialized factories.

3.Currently, thereisa desire fromthe Iraqi sideto
cooperate with the Korean side to arrange and
prepare a secret visit for the Korean Minister of
Defense or his deputy to Iraq for high-level discus-
sionsinthis area.

4. The Korean side has conveyed through the source
that Iragis not allowed to associate itselfwith
long-range missiles as specified, but it can deal
with missile technology aslong asit doesn't exceed
the range of 150 kilometers, as decreed by Secu-
rity Council decisions. Whereas, they exhibit their
readiness for cooperation in the fields specified by
Iraqg.

5.1n light of what was presented, we propose coop-
eration with the Korean proposal, in pursuanceof
the aforementioned plans, especially and forming a
working team fromMIC, Air Force Command, Air
Defense Command and the Intelligence Serviceto
deal with the proposalsand negotiate inside and
outside of Iraq. The resultshave been submitted to
the President to receive approval of a visit by the
Korean Minister of Defenseor his deputy.

Note: Thisnote was directed to a North Korean orga-
nization called the "Chang Kwang Group”

Thetopicsincluded: the upgrade of communica-
tions systems, especially HF, the moder nization of
anti-tank missiles, the possibility of purchasingan
assembly lineto produce 30mm artillery, the devel-
opment of SAMss, and air defense systems. Theair
defensetopics described wer e the moder nization of

SAMs, including," early warning systems, SAW 2
T,and SAW2A"

* A captured telephonecontact notedated 10 October
2000 confirmed that thefirst meeting with the North
Korean delegation was planned for 11 October
2000 with theMIC Director in attendance. The note
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specifiedthat the lragi attendees would include staff
from the Director, Armament and Accommodations,
Staff Brigadier Genera 'Adil Hamid, concerned
representativesfrom the Air Force Command-Air
Defense Command, CommunicationsAdministra-
tion, a Navy Representativeand a SSM Command
Representative.

2000: ContractsNegotiated for Iragi Defense
Programs

Information from aformer high ranking officia

who worked in the MIC, corroborated by captured
documents, indicates that Irag and North Korea had
negotiated contracts worth $10 million to support the
Iragi military programs by mid-2001. These contracts
included a Volgaair-defense missile homing head,
ammunition, small machines, and spare parts.

» Between the end of 2000 and the beginning of
2001, North Korea and Iraq reportedly began
discussing contracts supporting the Iragi missile
program, particularly for guidance and control
systems. While the head of the MIC, ‘Abd-al-
Tawab 'Abdalah Al Mullah Huwaysh, handled the
negotiationswith the North Koreans, ordersfor the
negotiationswere passed directly from Saddam via
the Technology Transfer Officeof the IIS.

« A five-person North Korean delegation, headed by
the deputy Minister of Defense, visited Iraq at the
end of 2000. A 7-person Iragi delegation to North
Koreareciprocated this visit, lead by the deputy
Minister of the MIC, General Muzahim Sa'b
Hasan. Another North Korean delegation traveled to
Iraq in the third quarter of 2002.

 The Harith General Company and Al-Karamah
General Company signed thefirst contract at the
end of 2001 for the development of aVVolgahoming
head by adding infrared sensor. Another 3to4
Hittin General Company contracts followed for
small ammunition, small machines, and spare parts.
Thetotal valueof these contracts was $10 million.

* |rag also proposed that North Korea supply and
install guidance and control kits in 50 of Irag's
Al Samud and Al Fat'h missiles. Each kit would

consist of 2 gyros, 3 accelerometers, and an on-
board computer. Thefirst installment wasfor 10
kits. North Korea, however, rejected the proposal in
the near term, but agreed to study it further.

* The Syrian companiesLama and SES allegedly
facilitated the Irag-North Korea contracts, charg-
ing an additional 10-15 percent commission on the
contract value. (See a so the Front Company discus-
sion.)

Recovered documentsfrom 2001 corroborate the
information given by this source. These documents
show that a North Korean company signed four con-
tracts and discussed others with Irag. Thisincluded
the supply of missile components, adea to modify
radars and the Volgamissile system, the supply of
engineers, an agreement for ammunition manufac-
turing equipment, and the supply of componentsfor
ammunition. These contracts were between the Iragi
companies Al-Karamah, Hittin, and Al Harith and the
North Korean Hesong Trading Corporation, based in
Pyongyang. The goods were to be shipped to Syria
and then onto Baghdad.

» Thefirst contract was for the procurement of
componentsfor short-rangemissiles, associated test
equipment, installationin Irag, and for thetraining
of Iragi engineers.

* The second contract was for the modification of
ABARONA, P-15 radars, and modificationsto the
Volga System (S-75), includingtechnology transfer
and the supply of 20 North Korean engineers.

¢ Thethird contract wasfor an automatic copying
machine for the manufactureof 122mm guns, a
screw filling machine, and TNT for munitions.

« Thefourth contract wasfor fuses for 57mm anti-
aircraft gun ammunition, RPG-7 projectiles, and
delay mechanismsfor the RPG-7.

¢ Minutes of a meeting dated 06 September 2001
refer to another contract that has the names of high
ranking efficial " His Excellency Pak Gyong Chol
the I" Deputy Minister of D.I” and Muzahim Sab
Hasan, the MI1C Deputy Minister. The minutesrefer
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to an earlier meeting held in Pyongyang 11 June
2001 and to a visit by a delegation to Baghdad
Iraqfrom 2 to 7 September 2001. They refer to

6 contractsin total and to future long-term coop-
eration. Supplied goods included: ammunition,
communi cation equipment, short-range S-S mis-
siles, artillery and night vision systems, powder for
ammunition, and light naval boats.

* A 31 December 2001 letter from SES International
(a Syrian Company) to Tosong Technology Trad-
ing Corporation indicatesthat the North Korean
company received a cash payment from Irag's State
Oil Marketing Organization (SOMO). SEStook a
10 percent commission for their efforts, according
to their agreement with the Al-Bashair Company,
the MIC’s chief procurement front company.

* By 2 March 2002, a letter from Al-Bashair Com-
pany to Tosong Technology Trading stated that con-
tracts were signed and will befinanced accordingto
the Iragi—Syrian Protocol. The letter also stipulated
that Tosong must nominate a Syrian company for
this purpose.

e Ina4April 2002 |etter, aMr. I.B.K from the
Tosong Technology Corp’s Damascus office
suggested to Mr. Muzahim Sa'b Hasan, the MIC
Deputy Minister, that a more suitabl e transportation
method for the contracted goods should be found.
He recommended that the goods in question should
be moved to Syria by aircraft rather than using ship
transportation.

2001: North Korean DelegationsPlan To Vist
Iraqgi InteligenceOrganizations

A recoveredletter dated 16 May 2001 from the autho-
rized manager of the Al Maimana General Trading
Company to, intelligence agent nr993 of the Director-
ate of General Military Intelligence, reads, "' For the
sake of improving the job that our company, is doing
with your department, a delegation from North Korea
including alarge number of the specialized compa-
niesin thefield of defense will visit the country for
the period from 29 May 2001 to 03 June 2001

2001: North Korean DelegationsVisited Iraq
Evidence supplied by an Iragi with direct accessindi-
cates that the Al-Karamah State Establishment had
many foreign suppliersand, in 2001, hosted visitors
from North Korea

* Representativesfrom a North Korean company
reportedly visited Iraq for three days in April or
May 2001. The North Korean del egates attended
meetings covering a range of subjects, including
one meeting focused on rocket engines.

* The North Koreans wereinterested in technical
aspects surrounding Iraq's indigenously produced
rocket engines and how Iragi engineers welded their
combustion chambers and nozzle assemblies.

* Irag's main interest during the discussions was to
obtain parts and solutionsto missile-related engi-
neering problems.

Possible Breachesof UN Sanctionsby Russian
Companies

Summary of the Russian involvement 1999-2003:
Russian engineers visited Baghdad providing tech-
nical assistance for the Al Samud missile program.
Russian companies prepared equipment for air
defense, offered missile launchers, signed a contract
for missilegyros, and invited Iragisto visit Moscow
factories. Russians offered to supply military technol-
ogy for Iragi rocketsand missiles. Meetingswereal so
held in the Iragi Embassy in Moscow where Russian
companies offered to providetechnical expertiseto
improve and to build weapons systems, including
tanks.

1999: Russian MissileTechnical Support Visit

A source indicatesthat seven Russian engineers
provided technical assistanceto the al-Samud missile
programin 1999. The Russians also reportedly sup-
plied machinesand partsto Irag. The MIC arranged
and funded the contract that the Iraq Intelligence
Service (IIS) oversaw.
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e InApril 1999, seven Russian engineers spent three
monthsin Baghdad providing technical assistance
to Irag's al-Samud liquid-propellant missile pro-
gram. The group of engineersincluded a Russian
expert in engines, two expertsin guidance and
control, an expert in airframes, one who worked
on test benches, alab tester, and one expert in the
supply of machinesand parts. Each Russian had
an individual contract for an unknown amount of
money for their technical expertise.

The visit also included a $10 million contract for
parts and machinessuch as a flow forming machine,
amilling machine, afurnace, and raw materials.
These machines and equipment were housed at the
Al-Karamah State Establishment.

The MIC arranged and funded the contract with the
Russians. TheIIS directorate within the MIC, how-
ever, oversaw the contract. |1S officersoccasionally

attended meetings between the Russians and the
Iragi representativesfrom the Al-Karamah State
Establishment.

* From January to February 2003, a Russian techni-
cal team reportedly visited Iraqg to train Iraqi tech-
nicianson upgrading an air defense system. The
Russians conducted the training in Baghdad.

2000-2001: Russian Establishment Offered
Military Goods

According to captured documents, a Russian com-
pany offered to prepare military air defense equip-
ment and a written proposal to supply adefense
system called the S-300.

* A letter dated 4 September 2000 from the autho-
rized Manager of the Al Maimana General Trad-
ing Co. Ltd., to Intelligent Agent nr993 of the

DGMI reads, 'we are enclosing you the offer of the

Russian Lemz Establishment which includesthe
possibility of preparing equipment of air defense
(radars, communi cationseguipment, land services
equipment etc)."

A second letter dated 16 November 2000 to intel-
ligence agent nr993 of the DGMI reads” Since

we have connections with many Russian and
French companiesthat showed its readiness to
deal with usin the field of importing equipment of
air defense and its spare material, our company,
Al MaymanaGenera Trading Company, Ltd., is
happy to present its servicesto you in thefield of
importing the materialsand the equipment that you
need to serve our great Iraq and from a Russian and
European origins.”

A third letter dated 3 March 2001, to Intelligence
Agent nr993 states, "'Our Company, A1 Maymana
Genera Trading Company Ltd has done great
effortsto providethe armed forcesto serve our
great Irag and its|eader Saddam Husayn (may
God keep him safe). Through our jeb, a credible
side has proposed the possibility of a Russian Air
Defense system, type S-300 PMU (four launching
sites with 36-70 missiles) and entering it to the
country.”

2001: Offer to Supply Rocketsand Technology
Sources and documents suggest that Irag was actively
seeking to obtain the SS-26/Iskander missilefrom
Russia

» Document exploitation hasrevealed that Firas
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Talas, the son of former Syrian Defense Minister
Lt. Gen. MustafaTalas, visited Irag in July 2001
and discussed a variety of missile systems and
components he could supply through Russia. Firas
offeredto sell Irag the S-300 SAM and the 270km
range SS-26/Iskander-E short-rangeballistic mis-
sile, or to provide assistanceto help Iraq produce
the Iskander. Firas claimed that he had previously
met with | zakoff, the former Defense Minister of
the Soviet Union, who told him that his[lzakoff g
friend owned documentsfor “TEMPS” missiles
called" Sterlite" in the West. Reportedly, | zakoff
said the missiles had a range of 1,500 km and were
very accurate. Tlassaid |zakoff claimed that the
missiles were destroyed by Mikhail Gorbachev, but
that |zakoff could supply the documents so that Iraq
could produce them.
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* Huwaysh claimed that Irag had contacted both
Syrian and Russian entities to discuss Iraq acquir-
ing the Iskander missilein 2002. Russiawould not
export any military hardware with out an end-
user certificatesigned by the issuing government
agency, which isthe capacity in which Syriawould
have served.

2001: A Russan Company Offersto Supply
Servicesand Missiles

Documentsrecoveredindicate that a Russian com-
pany in which the Russian Government was a princi-
ple shareholder (51 percent) offered missile launchers
and expertisefor the production of military equip-
ment.

* DGMI letters mention a Russian Company called
MotovilikhaPlants Corporation and the Man-
ager, Nikolay Dimitshtico. A 13 June 2001 letter
informed the Iragi MoD that the Modtovilikha
Plants Corporation can export through the Russian
RossIron Export Organization and that the MoD
will receivea bid for the BM-21 missilelauncher
from them.

« Correspondence between the DGMI and MIC also
mentionsthat the delegation from Motovilikha
Plants Corporation informed MoD that they could
assist Iragq with their expertisein the production of
military equipment.

* Correspondence between the DGMI and the
Military Attaché instruct the DGMI to export only
through the Ross Iron Export Organization. The
Attach6also received a bid on missile launchers
(BM 21).

» Captured correspondence revealsthat the DGMI
directed the Military Attach6 to contact the Motovi-
likhaPlant Corporation to ascertain if the corpora-
tion has a delegation from the Russian Government
to handle export of the weapons. The DGMI also
asked if Motovilikhais prepared to submit a bid for
the weapons.

e The Zragi Military Delegation, headed by the
Assistant of the Army Chief of Stuff,transmitted
the Gun Directoraterequirementsto the Maotovi-
likha Delegation.

* A DGMI investigation of MotovilikhaPlants Cor-
poration revealed that the Russian Government
owned 51 percent of the sharesof this company.
The Military Industry Organization controlled 21
percent of the shares, specializingin the production
of missiles. The company employeesowned the
remaining shares.

e On 21 April 2000, the factory sent specialiststo
Irag to submit price offersfor upgradesof the BM-
21 missilelaunchers. A letter from the company
liststhe following goods as** availablefor supply:"

—The 152mm gun system;

—The towed 120mm gun with an automatic
guidance system;

—The 240mm gun with automatic guidance
system; and

— Missileswith high explosivewarheads.

The company also informed the Iragi MoD and IIS
that they are upgrading the BM-21 launcher system
extending the rangefrom 20 km to 40 km. After
upgrading the BM-21, it will becomethe BM 9A52-2.

2001: Supply of Componentsfor Al-Samud
Missiles

Captured documentsindicate a proposed Iragi visit to
Moscow to submit alist of required missilescompo-
nents, such as accel erometers, gyros, and control elec-
tronics, to Russian companies.

* Mg. Gen. Dr. Muzhir Sadiq Sabasigned a9 March
2002 |etter on the subject of Russian companies.
The letter refersto the contentsof a secret | etter
dated 19 June 2001, concerning the import of sub-
stancesfor the Al-Samud missile. Saba described
an individual named 'lyad 'Abd-al-Qahhar ¢Abd-al-
Salam as'*a distinguished industrialist.”

 According to the letter, 'lyad Abd-al-Qahhar was
assigned to control unfilled missile requirements,
such as accel eration sensors (accel erometers),
valves, and controlling electronics. Dr. Muzhir fur-
ther requeststhat alist of essential required items
be provided, so al-Salam can obtain them during his
visit to Moscow.
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» The letter also indicatesthat 'lyad carried out the
first stage of manufacturing adigital computer for
Al-Karamahand that he received an invitation from
aRussian company to visit factories in Moscow
to obtain detailed knowledge of other products.
The letter is from the Al-Karamah State Establish-
ment and is directed to the deputy of the Minister's
Council President and the MIC Minister.

2002: Russian and Belarusian CompaniesSupply
MissileTest Equipment

Recovered documents refer to the procurement of
missiletest equipment from Russia and Belarus.

* A contract from the Al Kindi General Company
dated 18 June 2002 is addressed to, " The agree-
ment of the Deputy Prime Minister- the Minister
of MIC...to buy thefollowing subjects: checking
system of gyroscope with two axes, thermal rooms,
and checking vehiclessystem."

 Thissigned contract between the Russian System-
nikh Company and Al-Karamah State Establish-
ment does not indicate preparation of a checking
system of the gyroscope with 3-axis because of the
limited investment available from the Al-Karamah
and Al-Milad companies. However, the information
recorded reads, "'it should be known that we havea
possibility to get 3 axes information by using 2 axes
with adding specified programming with coordinat-
ing with Belarusside."

2001-2003: Proposed Procurement of Missile
Trackingand Test Equipment

Captured documents describe the proposed procure-
ment of military technology from Russiafor the
manufactureof missilesand the design and manu-
facture technology for missile telemetry equipment
(tracking equipment).

* lraqgi correspondence from Dr. Hadi Tarish Zabun,
the former head of MIC R&D and of the MIC Spe-
cia Office, tothe Deputy Prime Minister and to the
MIC Minister proposed the procurement of Russian
missile technology and equipment on 28 November
2001.

» Onetechnology description refersto a Russian
specia "' military standard specification.” The
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specia offer from a Russian military expert named
"Yoshov'" included a study of the devel opment,
manufacture, assembly, and use of missiles, with
atotal cost of $100,000for Russian and English
languages copies and $70,000 for Russian language
only. The documentation states that, this technol-
ogy would particularly " contributein developing
[lrag's] space and missile programs."

Another desired technology includesatelemeter-
ing system which was described as, "' urgently
neededfor missileprogram especially Al-Samud
and Al-Fat’h missiles.” Dr. Zabun described this
telemetering system as having a frequency range
of between 2.1to 2.4 GHz with 500 usable chan-
nels and an output microwave power of 15 watts.
Also, Dr. Zabun listed arequirement for a smaller
size unit tofit into the missiles. The radio frequency
transmission range for the missile package was
specified at 200 km.

There was a so an arrangement for supplying 20
""loaded parts," for 20 experiments. These ground
partswere to be placed in three data receiving

points transmitted to the missile-monitoring center
to dlow for analysisand missiletracking. This
contract included spare parts, accessories, and a
transfer of technology allowing for the design and
manufacture of the telemetering equipment in Irag.

The telemetering system offered three receiving and
transmitting stations with accessoriesin addition

to an operating room equipped with computersand
programs for displaying and analyzing data. The
offer also included a training course conducted by
five Russian expertsin Iraq for five Iragi engineers.

Dr. Zabun anticipated that the Iragi cadretrain-
ing would be conducted in two stages, thefirst in
Moscow, for six specialistsand for 600 hours, and
the second in Iraq for one month under Russian
specialist supervision.

ARMOS, aMIC-run Iragi-Russianfront company,
served as liaison between the MIC and the Rus-
sian suppliers. The Iragq military attache in Moscow
provided the contracts and related documentsto the
Russians for signature.
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 The contract was hidden behind the guise of the
"nuclear disaster victimsfund Al-Karamah." The
contract reads" asfor the secondparty (the Rus-

sian Nuclear Disaster Mctims Fund | nstitution) —
the Russians blockadeimposed on | raq will not be

considered'a forceful circumstance'."

 Thetelemetering packagetotal cost was $500,000.

The Iragis planned to deposit the funding for the
contract in the Ahli Bank in Amman, Jordan. A
memo from the manager of ARMOS, dated 29
January 2002, states that the chairman of the Rus-
sian Nuclear Disaster Victims Fund requested that

ARMOS deposit the amount for the 2 contracts into

these accounts.

ISG judgesthat thistelemetering equipment would
have provided Iraq with ground-based transmitting
and recelving stationsand the associated modules
Jor fitting into missiles. The ground-based stations
would have utilized monitoring equipment for the
tracking of missilesduring flight tests. This teleme-
tering equipment would have had a working opera-
tional transmission range of 200 km, despite the UN
imposed 150 km range limit for Irag's indigenously
produced missiles.

2002—Russan Company'sSalesContract for
Military Helicopter Equipment

I SG recovered a contract between Al-Bashair Com-
pany of Irag and Notr Inc of Russiathat negotiated
the sale of Russian MI-8MT helicopter equipment.
Please see Figure 38 and overleaf for acopy of this
contract.

2003: Iragi M1C Delegation Visits Russia
Information from aformer high-level Iragi officia
indicates that an Iragi joint delegation met with rep-
resentativesfrom four or five private Russian com-
panies to discuss how the companies could provide
technical expertise to the Iragi military.

* In January 2003, members of an Iragi delegation
held meetings with representativesfrom 4 or 5
Russian companiesin the trade section office of
the Iragi embassy in Moscow. Daghir Muhammad
Mahmud, the MIC Deputy Director, Sulayman

Al-Huraymis, Director of the IS M-23 Directorate,
and Dr. Suham, Director of the ARMOS Company
participated in the meetings.

Several Russian company representativesmet with
Iragi delegatesand discussed providing technical
expertise to the MIC. Daghir and Russian represen-
tativesdiscussed using their company's expertise
to improveand build weapons such as artillery

and tanks. Daghir also discussed financial matters
involving the MIC’s debt to Russian companies.

2003: Russian Team Visits Iraq To Train Air
DefenseTechnicians

According to an official from the Iragi Al Kindi Com-
pany, a Russian technical team visited Irag in January
or February 2003 to train technicianson an upgrade
to an air defense system. The training was conducted
in Baghdad.

PossibleBreachesof UN Sanctionsby Bulgarian
Companies

Summary of Bulgarian Involvement 1999-2002:
Bulgarian companies contracted to upgrade Iragi
tanksand invited Iragisto visit Bulgariato view
military equipment including afighter jet engine
workshop.

1999-2002: Bulgarian Company Suppliesiraq
With Military Goods

Recovered documentsindicate that a Bulgarian Com-
pany offered to supply Irag with night vision goggles
and partsfor Iragi T-55 tanksand aircraft from 1999
to 2002.

* Lettersfrom the General Manager of SARA-M,

Sofia, dated 1999-2002, offered the Brigadier Gen-
eral of DGMI various military goods.

* A letter refersto previousmeetings, in which the
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Iragi side requested tanks and night vision goggles.
In thisletter, SARA-M attached a factory catalogue
tranglated into Arabic and stated that they hope
"that it satisfies, through which they can serve our



heroic Army to break down the embargo imple-
mented upon our struggling nation.” The SARA-M
Company General Manager aso stated that heis
ready to discuss meansof supply, quantity, and
price with the DGMI.

¢ In another letter, SARA-M referred to an Iraq
request to supply radiatorsand tanks air pressures
devices, stating that SARA-M can provide 100
radiatorsand "'T- 55 tanks air pressuresdevices” to
stores in Baghdad.

* The SARA-M representativeal so offered a quota-
tion for Russian-originaircraft wheels. The wheels
were apparently stored in special warehousesin
Bulgariaand were ready for deliver to Baghdad.

* |n another letter, SARA-M offered to supply Irag
with night vision goggles. It states that the goggles
were"'for the infantry, chopper pilots, and tank
drivers. An offer is made to send Irag samplesto be
checked."

2001: Offer To Supply Military Goods

Recovered documents show that a Bulgarian company
signed contracts to upgradeIragi tanks and missilesin
2001, including supplying spare parts and a technol-
ogy transfer.

» TheMIC invited a delegation from the JEFF
Bulgarian Company to Iraq to negotiate techni-
ca offerson updating tanks and missiles, (severa
typesincluding Perchora— SA-3) providing spare
parts, fighter/helicopter engines, and variousother
military equipment. In addition, they discussed
the transfer of technology related to a number of
"important and sensitive projects.” The negotia-
tionsended with signing a number of contractsto
the amount of $50 million.

* TheMIC requested that the JEFF Bulgarian Com-
pany submit aformal invitation to visit the helicop-
ter and engine maintenancefactories specifiedin
thefinal contract.

e The JEFF Bulgarian, Co., invited four peopleto
visit Bulgariato view equipment and jet fighter
engine workshops.

* The MIC proposed that Mr. Mgjid Ibrahim Salman
(alsocalled Majid Muhammed Ismalil) serveas
thelragi representativefor the technology trans-
fer, negotiating with the company, maintainingan
ongoing relationship with experts, and controlling
the operations. The JEFF Bulgarian, Co., agreed
to bear all expensesfor Salman's accommodations
and hospitality. The 1S financed a two-day visit in
Syriafor Salman. The IS Deputy Minister signed
theinstructions on 3 September 2001.

Federal Republicof Yugodavia (now called Serbia
and Montenegr o) Possible Breaches of UN Sanc-
tions Summary of Yugodav involvement 1999-
2002: Representativesfrom severa Yugodavian
companies reportedly visited Irag in 1999 and 2001
to discuss missile componentsand related support
sales. In 2001, aY ugodaviancompany also offered to
provide Iraq with partsfor 125mm tank main guns.

1999: Federal Republic of Yugodavian (FRY)
DelegationsVist Iraq

Information supplied by an Iragi Scientist indicates
that the Al-Karamah State Establishment hosted FRY
delegationsin 1999.

« During the summer of 1999, FRY companies
visited Irag twice. Althoughtheir visits were mostly
about missile engine parts, they discussed"dl
aspects of supplying the Al-Karamah State Estab-
lishment."

» The Y ugodaviandelegation included the former
Ambassador to Irag and expert named Georgi
Bladagovich of the Infinity Company. Bladagovich
had been in Iraq beforethe start of Desert Storm.

2001: Iragi DelegationVisits FRY To Discuss
Missile Technology

According to a high-rankingAl-Kindi official, senior
Iragi military officialsand businessmen visited FRY
in mid-2001 to discusslrag's air defense and missile
testing capability.

« Thelragi Minister of Defense, General Sultan
Hashim Ahmad Al-Tali, reportedly led the delega-
tion to Serbia. The delegationalso included the
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Director of the Al- Kindi Company in Mosul, Dr
Saad Dawwud Al Shamma’, and several high rank-
ing Iragi air defense officials.

* The primary purpose of the trip was to discuss
Serbian air defense artillery systems used in the
war with NATO. Sultan wanted to acquire ther-
mal tracking capabilitiesfor their Perchora Radar
System. Irag also reviewed Serbian proposalsfor
purchasing missile testing wind tunnels. During
the discussions, the Serbians reportedly committed
to provide Irag with spare partsfor existing radar
systemsin thelragi inventory.

* Aspart of the visit, the Iragi delegation met with
asoldier was allegedly responsiblefor shooting
down a US F-18 aircraft with the Perchorasystem.
The Bijoura Project engineer participatedin this
discussion, noting that a' classical version™ of the
system downed the aircraft. Afterward, severd Iragi
delegates doubted the accuracy of the story.

2001: Offer To Supply 125mm Tank Main Gun
Components

Recovered documents demonstrate aY ugosav
company's offer to supply partsfor a 125mm gun.
The gun was part of an Iraqgi tank called ‘Saddam The
Lion.'

* A letter dated 8 June 2001, from Col Krsta Grujovic
of Yugoimport was sent to the General Manager of
the Saddam General Company and reads asfol -
lows: "'referringto preparation of the partsof 125
mm gun, we would like to point out the follow-
ing; although we know the availability of technical
schemes with you, the producing company intents
sending a copy of these schemesfor signature from
both sides. In order to be approved for delivery
purpose and to make sure that there are no mis-
takesin documents, we will submit these schemes
in two weeks. There are some parts availablefor
the producing company and mechanical operations
weredone until semi-finial stage. The producing
company intentsto provide these parts to gain time
and not charging you price difference. The schemes
of these parts will be submitted in two weeks."

¢ A handwritteninternal memo, dated 5 July 2001
was attached to the Y ugoimport letter. This memo,
addressed to the projectsdepartment, was signed
by Ra'ad Sabah, the Manager of Saddam General
Company. The memo's heading indicatesthat the
gun parts and technology (schemesand drawings)
mentioned are designed for a tank gun, **for the
product Saddam the Lion."”

2002: A FRY Company Offered Technical
CaooperationWith Iraq

Captured documentsindicatethat aY ugodavian
company offered Iraq missile system maintenance
services, air-to-air missiles, and other related military
technologies.

* The letter, marked 'Secret,’ refersto a Yugodav
company called Cofes and reads, "' referring to your
letter # Cofes 1096, dated 25 05 2002, concerning
the cooperation aspects with the Yugodav com-
pany Cofes and accordingto the special catalogue
attached with your letter mentioned above. We
would liketo inform you our need to cooperatein
the following aspectslisted below and would look
forward to meet with Cofes company's specialists
to discuss with them the aspects|isted below and
specify the methods of cooperation. Pleasereview
and inform uswith regards."

* The letter subsequently liststhe following equip-

ment:

—"Misdle system maintenance

—Homing AA missiles

— Programmable missiletargets

—Navigation

—Modificationof chargingthe missile with fuel

and oxidantsfacilitiesfor the missile main-
taining."

282



Possible Belar usian Breachesof UN Sanctions

Summary of Belarusian I nvolvement 2000-2003:
Iragi delegations visited Belarus to negotiatethe
purchase of air defense systems and el ectronic war-
fare technology. Belarusian experts visited Iraqgi air
defense systems. Belarusian firms agreed to multiple
contracts to import missile guidance and control
equipment to Baghdad.

2000-2001: Two MIC DelegationsVisit Blarus
In 2000 and 2001, two MIC delegations visited
Belarus, according to an officid from the Al-Kindi
Company. The purposeof the visit was to upgrade
Iragis air defense and electronic warfarecapability.

 Both Iragi delegations were headed by ‘Abd-al-
Tawab 'Abdallah Al Mullah Huwaysh, the former
MIC Director, Dr. Sdad Dawwud Al Shamma, the
former Director of Al- Kindi, and Brigadier Gen-
eral Husayn, theformer Director of the Al Milad
Company. The delegationsalso included several
high-rankingAir Defense Force officials.

e Whilein Belarus, the delegationsreportedly
focused on air defense cooperation, specifically
involving the acquisition of an upgraded version
of the Russian made P-18 radar, which used digital
€lectronics and sophisticated anti-jamming capa-
bilities. As aresult of thistrip, Belarus allegedly
supplied Irag with a new model of the P-18 and
spare parts. Accordingto the source, Irag had an
older metric version of the radar in their inventory.

« |n addition, the MIC delegation sought to acquire
two or three Russian made S-300 air defense
systems. Once acquired, Irag planned to create
the infrastructureto build an Iragi version of the
system. Part of the plan for infrastructureincluded

sending Iragi techniciansto Belarusfor training. At

the first delegation meetings, a contract was signed
totrain Iragi technicianson the S-300 system.

+ The MIC delegation subsequently discussed the
acquisition of the Strela Air Defense System, a
new system with a 7-11 km range. They reportedly

also discussed acquisition of GPS jamming and
AirborneWarning and Control Systems (AWACYS)
technology. Specific upgradesfocused on the
Perchoraair defense radar system and acquisition
of new missileguidance systems to increase missile
engagement ranges.

2002: ContractsTo Supply Gyrosand Guidance
Equipment

Recovered documents show that a Belarusian com-
pany representativewas contracted to procure missile
guidance and control equipment for Irag in 2002.
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Notesof a meeting state that representativesof a
Belarusian entity called EGC cbnducted techni-
cal discussionswith Iraq from 10 to 17 February
2002. These negotiationsended with signing an
agreement no. 20912002totaling $5,053,971. EGC
acknowl edged through this agreement that they
would supply control and guidance missile system
(CGMS) equipment needed by the Al-Karamah
State Establishment.

Additional notesfrom the 10 to 17 February 2002
meeting refer to another contract with EGC worth
$20,771,700. This agreement was for the supply of
laboratory and experimental equipment necessary
to""implement scientificresearchfor CGM S and
improvequality and production."

A letter dated 28 February 2002, addressed to the
MIC refersto orders to import strategic material
and equipment for the Al-Karamah State Establish-
ment. In theletter, Dr. Hadi Tarish Zabun arranged
to" discuss with Alexander Dekteryoff to supply
gyroscope and other accessories." Dekteryoff was
the Belarusian representativefor the deal. The letter
also mentionstwo contractsfor itemsdelivered
through Syriatotaling $5,261,507. The | etter speci-
fies thefollowing payment procedures:

—Payment of " 15 percent of the total amount of
both contracts™ ($789,226) to the Belarusian
Infobank.

—The remaining amount " shall be paid in cash
within ten days after receiving the shipment,"
according to both contracts.
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—The company shall issue acredit letter for 3
percent, to us, through Infobank “good for the
duration of the contract, as a good business
performance.”

notein the marginsof thisletter instructs"” imme-
diately make payment of 15 percent and the rest of
amount accordingto the Syrian agreement.”

* Theletter issigned by RajaHasan 'Ali, Director
General of the Trade Bureau, Dr. Muzhir Sadiq
Saba, Director General of Al-Karamah, and Dr.
Hadi Tarish Zabun, Director of the Minister's
office.

¢ The same letter also requested that M1C approve
and appropriate the amount of $5,261,507 in cash
through the " Iragi-Syrianagreement" (presumably
the Irag-Syriatrade Protocol). After approval, the
Syrian agent would pay the Belarusian sidein cash
in Amman or at another place of their choosing.
2002-2003: Belarusian ExpertsAssistin the
Maintenanceand Repair of Iragi Missile
BatteriesWith Russian Cooperation
Captured documents show that Belarusian experts
visited Iraq and assisted with the maintenanceand
repair of missile batteries. The work was completein
February 2003.

* Correspondence from the DGMI dated 30 Decem-

Another letter to the Vice Premier of MIC dated
20 March 2002 refers to additional contracts
with Belarusian companies and an Alexander
Dekteryoff, PhD.

Approvd was granted for the Al-Karamah
State Establishment to carry out a contract

with Dekteryoff to import CGM S, according

to two agreements. The first agreement wasfor
$5,053,791. The second agreement was for 207,716
Euro, which was modified in accordance with letter
from Dekteryoff's representativeto $182,137.

This agreement was considered to be a high prior-
ity, expedited contract. According to the letter,
"Your Excellency has previously approved to
financethe two agreements through the Iragji-
SyriaAccord. Due to the important nature of the
imported material, it is necessary to expedite the
contract, in order for Al-Karamah State Establish-
ment to carry out the programs assigned in an exact
and advanced manner (which is considered scien-
tific and technological priority). And making the
first payment would expedite the shipment of the
goods, as promised by Mr. Dekteryoff."

The March 2002 | etter al so specified payment via
the Syrian trade Protocol, Y our Excellency, would
you please, approvethe payment of 15 percent
that's equal $785389.24 in cash, from our account
in Amman, and appropriate the rest of the remain-
ing amount for the two contracts through the Iraqi-
Syrian accord. Furthermore, we will ask the Syrian
side to be apprehensiveabout the contract in order
for them to get their share of the deal ASAP" A
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ber 2002 refers to a number of Belarusian experts
who visited Pigura Missile Batteries of the 145th
Missile Brigade. The expertsengaged in mainte-
nance and repair operations with the following units
in the lragi 145th Brigade: 166th Battery, 30th Bat-
tery, 31st Battery, and 35th Battery.

Captured documents reved aletter, dated after

17 February 2003, from the Iragi Air Force Com-
mand to the Military Attach6in Moscow. The letter
directed their Military Attach6 in Moscow to inform
the Russian IroKlub Company that six of 10 ampli-
fiersthey had supplied to Iraq had malfunctioned.

I SG judges that these malfunctions may have been
the Russian missile equipment that the Belarusians
wererepairing.

A letter sent to DGMI from the Air Defense Secu-
rity System stated that the Belarusian experts

left Irag by land to Syria on 24 February 2003 in
accordanceto the orders of the Russian Ambassa-
dor to leave I raq before 26 February 2003.

Another report refersto the visit of 18 Belarusian
experts working at Al-Harith Establishment/ MIC.
Thereport stated that the experts formed arepair
and maintenance workgroup for artillery batteries.



Possible Syrian Breachesof UN Sanctions

Summary of Syrian involvement 2001-2003: With
the assistance of Firas Talas, the son of theformer

Syrian Defense Minister, Damascus offered Irag mis-

siletechnology and fuels. Firas Taasand the MAS
Economic Group offered Irag the services of South
African engineer, Chinese, and Syrian Engineersin
2002. Firas Talas made several additional visitsto
Irag and signed several military contracts. Syriaalso

offered the services of a French expert who expressed

his wish to visit Iraqg to provide detail s about docu-
ments. Syriaalso planned to supply Irag with spare
partsfor a 155mm weapon system in March 2003.

2001: Correspondenceand MeetingsReferringto
Supplying Military Goods

Documents recoveredindicate that Firas Taas met
with former Russian senior officialswho offered to
supply Irag with military equipment and technol-
ogy, including productiontechnology relating to
surface-to-surfacemissileswith arange of 700 km

I SG believesthat in this particular case Firas Talas
was acting as afacilitator attempting to supply Irag

with goods of Russian origin, goods from Y emen, and

experts from China, South Africa, and Syria.

A recovered letter, dated 12 May 2001, was sent to
the Iragi MOD from the Chairman of the Board of
the MAS Economic Group offering cooperationin
supplying military goods through bids and tenders.

* Sources and documents suggest that Iraq was
actively seeking to obtain the SS-26/Iskander mis-
silefrom Russia.

» Document exploitation has revealed that Firas

Tlas, the son of former Syrian Defense Minister Lt.

Gen. MustafaTalas, visited Irag in July 2001 and
discussed a variety of missile systems and compo-

nents he could supply through Russia. Firas offered

to sell Iragthe S-300 SAM and the 270km range

SS-26/Iskander-E short-rangeballistic missile, or to

provide assistanceto help Iraq producethe Iskan-
der. Firas claimed that he had previously met with
| zakoff, the former Defense Minister of the Soviet
Union, whotold him that his[lzakoff 5] friend
owned documentsfor " TEMPS" missiles called
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"Sterlite” in the West. Reportedly, 1zakoff said the
missiles had a range of 1500km and were very
accurate. Talassaid |zakoff claimed that missiles
were destroyed by Mikhail Gorbachev, but that 1za-
koff could supply the documents so that Iraq could
produce them.

Huwaysh claimed that Irag had contacted both
Syrian and Russian entitiesto discuss Iraq acquir-
ing the Iskander missilein 2002. Russiawould not
export any military hardwarewith out an end-

user certificatesigned by the issuing government
agency, which isthe capacity in which Syriawould
have served.

Talas also mentionedthat he met with a'Y emeni
tradesman called "' Shahir ‘Abd-al-Haq.” During
this meeting, the tradesman said the I ragi Minister
of Defense sent him to see Tdasto help import
Yemeni spare military partsinto Irag. These
Yemeni contractsincludedpartsfor MiG-21, a
PMP pontoon bridge, and Hlyushin 76 military
transport aircraft.

Tlasclarifiedthat Shahir accompanied him on

the plane when he arrived in Irag on 29 Jun 2001.
Taas was surprised when Shahir was not alowed
accessto Iraq and that he met with Tariq ‘Aziz, the
Deputy Prime Minister, at the airport. Later Aziz
told Talasthat Shahir was not allowed to enter Irag
because he'' co-operateswith the Isragli intelli-
gence."

In an internal memo from Magjor Quays Mahdi of
the DGMI, referred to hisattendanceat a 1 August
2001 meeting. with afour-person Russian delega-
tion, Mr. Talas, and representativesof the lragi Air
Defense, Air Force, and Army Aviation commands.
According to this memo, the meeting took placein
the Commanding Officer's Club. Thelragi Direc-
torates represented were: Armaments, Electrical
Mechanical Engineering, and Missiles. Staff Chief
Marshall Sa'ad of the MoD directed the meeting.

The Russian delegation at this meeting in August
2001 included ParisIvanovish, aspecialist in the
fieldsof the Volgaand Bichorasystems, as well as
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being a representativeof a military factory that spe-
cializesin air defense; Georgi Sergeevich Pitrov an
specidistin air to air missilesand the Deputy Head
of the Ukrainian Government Officecalled"'Log;"
Oleg Georgovich Orlov a Czech-based businessman
specidizing in weapons,; and Vadim Borisovich
Kaziulin.

* The Russian del egation agreed with the requeststo
supply equipment to Iraq as specified. Both parties
agreed to send six expertsto Irag. The group wasto
review and decide what the Iragis required in regard
to the maintenanceand production workshopsasso-
ciated with tanks, armor and infantry. This group
was scheduled to arrivein Iraq 15 days after the
meeting. Staff General Khaldun Khattab Umar, the
Secretariat of the MoD, was the group's contact.

2002: MAS Economic Group Requestsiragi Entry
Visasfor Military Technicians

A letter from the MAS Economic Group dated 30
January 2002, requested the urgent issue of Iragi
entry visasfor 3 Chinese and 2 Syrians who wereto
work for the MoD. In July 2002, another letter from
the MAS Group referred to 3 South African engineers
residing in Damascuswho were awaiting visasfrom
Baghdad. A letter from Iragi Staff Mgjor General
Taib 'Uwayn Jumah, theArmy Chief of Staff,
approved the extension of the Iraqi visasfor the three
South African expertson 10 August 2002.

2002: Procurement of Military Goodsand Services
for Iraq

Documents recovered show that ARMOS requested a
bid for for rocket fuel from the Syrian MAS Eco-
nomic Group in 2002. The company Director of MAS
was Firas Talas, the son of former Syrian Defense
Minister. Firas was also involvedin a Chinese offer in
2002 to help with the Iragi Air Defense System.

* A letter from Dr. Siham-al-Din Khayri Al 'Ali,
the Deputy Director of ARMOS Trading, dated 15
October 2002, requested a bid from the MAS Eco-
nomic Group for rocket fuel. One of the typesof
fuel listed included one entry for 15 tons of hydra-
Zine at 97-percent purity.

¢ A recoveredletter from Firas Talas, dated 21 Octo-
ber 2002, states," Techniciansfromthe Syria
have been dispatched to Chinato deal with some
quite influential companies (companiesthat have
a great influenceupon the Chinese government)
and that these companies have expressed their
desire to co-operate with Iraq for a moderniza-
tion of theair defense systems." Theletter further
states that the meeting should take place, "'in either
Damascusor in Peking and that they held no objec-
tion totheideaof sending adelegation to visit
Peking."

 Another letter from Talus, also dated 21 October
2002, relaysto" Abu Mustafa’ that technicians
from **our side have been sent to Chinain order
to do businesswith esteemed powerful companies
with the government and that they have complied
positively to co-operate with you to developtheAir
defense Systems." Also, that associate meetings
should be held in Damascusor Beijing and that
there was no objection to sending a delegationinvi-
tation | etter to visit them. The letter gives regards
and awish to visit Mustafasoon in Baghdad.

2003: MAS Economic Group FacilitatesFrench
Military Sales CatalogueDissemination

An internal DGMI memo from Lt. Col. Imad Salih
dated 13 January 2003, refersto a Syrian MAS Eco-
nomic Group letter with 5 attached CDs and cata-
logues from a French expert named Eric Joubert. The
Syrian Company was facilitating the supply of the
French technology. The documents contained infor-
mation and equipment lists of interest to the DGMI
directorate and the Iragi intelligenceservice. Joubert
expressed hiswish to visit Iraq to give more details
about the CDs and catal ogues.

2003: Contractfor Supply of Spare Partsfor
155mm Weapon Systems

Recovered documentsindicate that a Syrian company
agreed to supply Iragq with Syrian Defense establish-
ment components of 155 mm weapon systems.
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A recovered contract dated 20 February 2003
namesthe legal representativesfrom the Iragi Al
Sumud and Al-Bashair General Companiesand
aname of the legal representativefor the Syrian,
SES International . The contract designatesthat
SES will supply the MIC with 100 partsfor the
155 mm weapon system. These parts, produced
by the Syrian Defense Plants Establishment, cost
$2,574,000.

* The contract specified a guarantee deposit letter
from the Al Mawarid Bank, Beirut, Lebanon for
$514,000 as adown payment on thedeal. The
deposit letter was to be directed to a** Jasim Ahmad
Hasan and a Hashim Karim 'Abbas” in regardsto
the sponsoring of a representativeof the SES Inter-
national Corporation.

Possibel Breachesof UN Sanctionsby Jordanian
Companies

2001: Jordanian Company OffersTo Supply an

Ammunition ProductionLine

* A letter dated 28 January 2001 from the Al-Bashair
for Trading Investment Company of Amman,
Jordan (Jordanian branch of the Iragi Al-Bashalir
Company) to the ARMOS Trading Company Bagh-
dad refersto a presentation given by Al Bash'air
for the proposed installation of an assembly line,
portions of which were manufactured in Yugodavia
(tender no. 2000/56/70).

 Specificationsindicate that this proposed techni-
cal transfer was for the production of .22 caliber
ammunition. The proposal included: a block
diagram, ""know how'* documents, installation,
supervision over equipment installation, trial run
and performancetests on equipment, and technical
assistance. Annual production capacity amounts
wereestimated as 25 million rounds. This produc-
tion linecost $ 9,466,015.

PossibleY emeni Breachesof UN Sanctions

2001: Government of Yemen Offersto supply Mili-
tary Goodstolraq

Recovered documentsrefer to theY emen Ambas-
sador meeting with the Iragi military to discussalist
of guaranteed military materials. According to the
documents, the President of Y emen gave hisblessing
to support the effort to supply military goodsto Irag.

» Aleter fromthe Iragi Defense Minister Sultan
Hashim Ahmad dated 23 March 2001 speaks of
a meeting with the Republic of Yemen’s Ambas-
sador, Mr. ‘4bd-al-Malik Sa’id. The |etter states
that Yemen had been helpingthe Iragi Armed forces
through a Y emeni business-man named Mr. Shahir
‘Abd-al-Hag.

* Referenceis givento ameeting held 19 February
2001, werethe Y emeni side was ready to export
military materialsfi-om Yemen and Ethiopiato Iraqg.
The |l etter indicates the President of Yemen, Ali
'Abdallah Salih, gave hisblessing to the deal and
that the Iragis were given guaranteesfor the spare
parts. These partswere specificaly drawn from the
stocks of the Y emeni armed forces, air force, army
aviation and included armor, trucks, and weapons.

* A follow-up meeting was held on 22 March 2001,
which included the' Y emeni Ambassador and Mr.
Shahir. Shahir and the Ambassador provided the
Iragi military with alist of guaranteed available
military materialsand prices. Shahir also reveded
that he had met with the President Salih who had
given hisblessing for these efforts and support. The
|etter indicates that the President Salah, "' believes
that the support of Irag with the proposed exports
is necessary"* and he had made callsto his brother,
an Air Force Commander, asking him to present
everything possibleto Irag, even if he hasto take
suppliesfrom the Y emeni Air Force and ask Russia
and othersfor replacement material.

287

o
%]
=
©

=

T
o

E
o
O

o

-
c
Q
=
[}
—
3
(8
(o]
b=

o

T
=
©




Possible Breachesof UN Sanctionsby Chinese
Companies

Summary of Chinese involvement 2001-2003:
According to multiple sources, Chinese companies
provided Irag with limited rocket guidance software,
missile gyros, and accel erometers. Chinese compa-
nies also attempted to sell the former Regime jam-
ming equipment.

2001: ChineseCompany AttemptsTosdl Military
Goodstolraq

According to aformer Iragi government official,
Chinese administratorsattempted to sell a cameraand
ajamming system that could be used against infra-red
missiles. The deal failed because of both the price and
undetermined Iragi requirements.

* A member of the Chinese High Committee for
Electronic Warfare (EW), Professor Xu Govan
(phonetic), negotiated with the Iragi MI1C for the
saleof 1 CCD Cameraand 1 Jamming System
for infra-red missiles. Xu was an expert in elec-
tro-opticsand wanted to sign a memorandum of
understanding with MIC specialiststo provide EW
equipment. A large Chinese company, the CIEC
Company, accompanied Xu to the negotiationswith
theMIC.

* The MIC determined that the jammer failed to
meet Iragi requirementsand was too expensive. Xu
loaned the CCD Camerato the MIC to test.

 According to the source, Xu wasan 1S agent,
recruited on 17 May 2001. At recruitment, Xu
signed acommitment to work for the 1S, received
a$7,500 recruitment bonus, and began drawing
a$500 per month stipend. The I1Sfilmed Xu's
recruitment. TheIlS tasked Xu to collect informa-
tion on laser tracking systems, laser guidance sys-
tems, and information on the cooperation between
Iran and China.

2001: Iragi Embassy Officer Coordinatesthe
Procurement of Gyrosand Accelerometers

A former high ranking official in the MIC with direct
access to the information supplied information on

'‘Abd-al-Wahab, an Iragi 11S officer stationed at the
Iragi Embassy in Chinawho managed the Iragi-Chi-
nese technol ogy procurement rel ationship. ‘Abd-al-
Wahab reportedly arranged the procurement of gyros
and accelerometersfrom Chinafor Irag in 2001.

2002: IS and IAEC Import ChineseMissile
Software

According to reporting, Iraq imported rocket guidance
softwarefrom China, which was labeled as children's
software. Directorate M16 of thelIS and the Iraq
Atomic Energy Commission imported the software.

e From 2002, until the beginningof hostilitiesin
2003, Irag imported rocket guidance softwarefrom
Chinadisguised as children's computer software.
The software was used to guide the missilesirag
fired at US Forcesin Kuwait during initial hostili-
tiesin 2003. Iraq paid for the software with hard
currency or oil.

PossibleBreachesof UN Sanctionsby Czech
Companies

2001: Offer To Supply GPS Jamming Equipment
Recovered documentsindicate that a Czech Republic
Company called Metropol Limited offered portable
GPS Jamming Equipment and other military goodsto

Irag.

* A Metropol |etter dated 24 October 2001 indicates
that the company was"'in a positionto offer the
supply of equipment against enemy’s cruise mis-
silesand aircraft.” The letter offersto supply porta-
ble jamming equipment that might be used " against
GPS which are used for navigational purposes(and
in equipment, such as cruise missiles).”

* Inadditional captured lettersdated 21, 24, and 29
October 2001, Metropol offerslraq aircraft engines,
helicopter engines, and night vision gogglesfor
helicopters. The company also offered to supply
Iraq with 82 mm and 120 mm mortars, new and
overhauled tank engines (T-72 and T-55), Kras-
nopol 152/155 mm guided artillery weapons, Igla
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9k38 portableair defense systems (1000 missiles
with launching containers), and Komet E anti-tank
systems (1000 missilesand 50 launchers). The
Metropol offer also included missile aggregates
for Volgaair defense systems including batter-

ies, hydraulic systems, servos and engines, spare
partsfor B-755 engines, parts for the S-75 Volga
Launcher, and spare partsfor the P-14 Oborona.

PossibleBreaches of UN Sanctionsby Indian
Companies

2002: Indian Individual Coor dinated the Purchase
of Missile-Related M aterialsfor Iraq

According to recovered documents, an Indian and
Iragi national negotiated for the procurement of con-
ventional military goodsfor Irag.

¢ Between November and December 2002, an
individual from Indiaand an Iragi, negotiated the
procurement of goods, including turbojet engines
for Mig-23 and Mig-29 aircraft, diesel enginesfor
tanks, a radar system, and ammunition.

* The Baghdad officeof the Arabic Scientific Bureau

and Inaya Trading were also involved in the

attempted procurement of dual-use chemicalsasso-

ciated with missile propellant uses. However, the
documents do not indicateif contracts weresigned
or if shipmentstook place.
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Annex K

Suspected | ntermediary and
Front CompaniesAssociated
With Iraq

The companieslisted in thisannex have been reported
in the Intelligence Community as front companies
involved with the former Iragi Regime. Because
there are different interpretationsas to what makes a
company afront asopposed to atrade intermediary
or manufacturer, thislist can be seen as an example

Company Name

Across Continents Trading Agency

Adel Commercial Bureau

Al-Abidin Investment Company
Al-Ahliyahfor Trading Agenciesand Exports, Ltd.
Al-Ali Trading Co.

Al-Amia(AKA Global) Company

Al-Anmar Company

Al-Bashair Company

Al-Bir Company for International Trade
Al-Dahmalnternational Trading Establishment
Al-Dellah Travel and Tourism Company
Al-DohaTrading Company

Al-Eman

Al-Enbuah

Al-Faris State Company, Ministry of Industry and Minerals

Al-Fattah Corporation
Al-FitraTrading Company

Al-Furat Rent-A-Car

Al-Ghery International Company
Al-HamraCompany

Al-Handa Genera Trading Company
Al-Hashimy Trading Company
Al-Hikma Company

Al-Huda Export and Import EST

of companiesthat wereinvolved in supplying the
Iragi government with prohibited conventiona
weapons and dual-use materials. At least two of the
MIC domestic manufacturing companies, Al-Nida
and Al-Rashid, have been mistaken for front com-
paniesin prior reporting. However, these companies
till used known front companies such as the MIC’s
Al-Bashair and Syria's SES as middlemen when
procuring materialsfor production. Other companies
that were manufacturersor trading companies may
al so have been mistaken asfront companies.

L ocation
Baghdad, Irag
Baghdad, Irag
UAE
Baghdad, Irag

Amman, Jordan
Baghdad, Iraq
Amman Jordan
Baghdad, Iraq

Baghdad, Irag
Amman, Jordan

Baghdad, Iraq
Amman, Jordan
Baghdad, Irag
UAE

Baghdad, Irag
UAE

Dubai, UAE
Baghdad
Baghdad, Irag
Jordan
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Al-Husan

Al-Hussaini Company for Trading Agency
Al-JawharaAl-Khaleejeya
Al-Karamah State Establishment
Al-Karradah

Al-Kawther Company

Al-KibbaTrading Agencies, Ltd.
Al-MaymanaTrade Group

Al-Maeeny Engineering Bureau
Al-Mersad Commercia Agencies
Al-Mihrab Company

Al-Mufakher

Al-Naizak Trading Establishment
Al-Najah Company

Al-Noras

Al-Rafed Bureau

Al-Rawaa Trading Company

Al-Riat

Al-RiayaTrading Company

Al-Sabah International

Al-Sadera

Al-Safoh Office General Trading
Al-Said Group for Industry and International Trade
Al-Saiham Company

Al-Salam General Company
Al-Saman Trading Company
Al-Savivem Company
Al-SidraTrading Co.

Al-TuhfaCo. for General Trading, Ltd.
Al-Wadhah Co for General Trade, Ltd.
Al-Yisr Trading Company

Al-Zaghal Industrial Company

Arabic Computer Systems Company
Arabic Scientific Bureau

ARMOS Trading Company
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Baghdad, Iraq
Baghdad, Iraq

Baghdad, Iraq
Baghdad, Iraq
UAE
Baghdad, Iraq
Baghdad, Iraq
Amman, Jordan
Baghdad, Iraq
UAE
Baghdad, Iraq
Syria
Baghdad, Iraq
Iraq

UAE

Bangkok, Thailand

Baghdad, Irag
Baghdad, Irag
Baghdad, Irag

Iraq

Baghdad, Irag
Baghdad, Irag
Baghdad, Irag

UAE

Amman, Jordan
UAE

Baghdad, Irag.
Baghdad, Iraq



Atera Manufacturing

Dael Internationa Trading Co., Ltd.

Dulaymi Company

Elba

Elite Scientific Co., Ltd.

Genera Trading

Ghadar Engineering and Contracting Co.
Global Trade and Investment

Haraq General Trading

Hayar Trading Company

Hidhab Al-Reef Company for General Trading
Hutten General Co.

IBT Trading

Inaya Company for Trade Agencies, Ltd.
International Company for Cleaners Production
International Industrial Devel opment (1ID)
Irad International Trading Company

Ishtar Trading

K adhum M. Al-Wakil & Shamsh Co., Ltd.

Khaled e-Wer of the Trading and Agriculture General
Company (TAGCO)

Khalid Al-Delaimi Co.
KhaifaBin Jassim Trading Co.
LAMA

Limo Investments, Ltd

Lootah General Trading Company
Mamad Al-Azawi Engineering
Mayamin Trading

MEGA

MesopotamiaTrade Co., Ltd
Middle East Trading
Millennium

Murgam Trading Company
Nibal Electronics

NileAir Conditioning Company
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Baghdad, Iraq
Baghdad, Iraq
Doha, Qatar
Jordan
Amman, Jordan
Baghdad, Iraq
Amman, Jordan
Lebanon

Mosul, Irag
UAE

Baghdad, Iraq
Baghdad, Irag
Baghdad, Iraq
Baghdad, Iraq
Amman, Jordan
Baghdad, Irag
UAE

Baghdad, Irag
Baghdad, Irag
Amman, Jordan

Baghdad, Iraq
Dubai, UAE
Syria
Baghdad, Iraq

Baghdad, Irag
Baghdad, Irag
Lebanon
Baghdad

Jordan

Moscow, Russia
UAE

UAE
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Nurallah Company

Orkid General Trading Co.

Phoenix International Trading Company Of Lebanon
Retired OfficersBureau (ROB)

Sabah Al Faisal and Partners Co.

Sajaya General Trade Company, Ltd.

Samid Land and Maritime Shipping and Transportation
Company

SawfiyaBrothers Company

SES Internationa Corporation

SIAM Premium Products

Tariq Al-Samlama

The AbdullaGroup

The Hams Company for Business Engineering Services
The MesopotamiaCompany, Ltd.
Tigres Trading Company

Toros I nternational Trading Co.

Trans Dubai Company

Ur Company

Upper Euphrates Company
WaliyaOpel Indigas Company

Yasn & Middle East Scientific Group
SFOR
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Damascus, Syria
Baghdad, Iraq
Beirut, Lebanon

Amman, Jordan
Baghdad, Iraq
UAE

UAE

Damascus, Syria
China

Baghdad, Iraq

Amman, Jordan
Baghdad, Iraq
Baghdad, Iraq
Baghdad, Iraq
Dubai, UAE
UAE

UAE

UAE

Jordan

Stabilization Forces



Acronym
ABS
AEST
AP
ARADET
ARC
ARI
ASB
ATGM
AWACS
AZ-11

bbl/d
BCP
BME
BOP
BW
CA
CAEC
CBI
CBJ
CBS
CcBwW
CCD
CGMS
CIA
CNC
CoM
CoS
CPA
CPMIEC
CPU

Annex L
Procurement Acronyms

Meaning

Scientific Bureau for Drug Information and Medical Appliances
Albostangy Equipment Servicesand Trade

ammonium perchlorate

Arab Company for Detergent Chemicals

Arabian Russian Company of Jordan

acute respiratory infections

Arabic Scientific Bureau

anti-tank guided missile

airborne warning and control systems

atype of liquid rocket propellant, composed of 2 components (DETA
and UDMH), according to captured documents

barrels per day

Border Control Checkpoints

Belmetalenergo

Balance of Payments

Biological Weapons

Commercial Attaché

Abrasive Import and Export Corporation

Central Bank of Irag

Central Bank of Jordan

Central Bank of Syria

Chemical and biological weapons

Charge coupled device

Control and Guidance Missile System

Central Intelligence Agency

Computer numeric controlled machines or devices
Council of Ministers

Chief of Staff

Coalition Provision Authority

China Precision Machinery Import and Export Corporation
Central Processing Unit
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Cw
DETA

DGMI
DGS
DIA
Diwan
DOCEX
DPRK
EAC
ECCM
ECM
EGC
EMIS
EP
ETGC
EUC
EW
FAO
FCDC
FEAL
FRY
GDP
GID
GPS
GRL
HDI
HE
HF
HSBC
HUMINT
HVD
IAEA
IAEC
IAF

Chemical weapons

diethylenetriamine: one of the two components of AZ-11, atype of
liquid rocket propellant

Directorate of General Military Intelligence
Directorate of General Security

Defense Intelligence Agency

The Presidential Office

Document Exploitation

Democratic People's Republic of Korea
Economic Affairs Committee

Electronic Counter-Countermeasure
Electro-chemical machining
Electric-Gaz-Com

Electromagnetic | sotope Separation

Entry Points

External Technology Genera Corporation
end-user certificates

Electronic Warfare

Food and Agriculture Organization
Foreign Currency Disbursement Committee
Food Examination and AnalysisLab
Former Federal Republic of Yugoslavia
Gross Domestic Product

General Intelligence Directorate (Jordan)
Global Positioning System

Goods Review List

Human Development Index

high explosive

High Frequency

Hong Kong Shanghai Banking Corporation
Human Intelligence

High-Vaue Detainee

International Atomic Energy Agency

Iragi Atomic Energy Commission

Iragi Armed Forces
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ID
IFAT
1D

IIS
IISM19

[ISM23
1ISM4

[1SM4/8

I1S Section
One

ILTC
IMF
INOC
1SG
ITU

JD
KGB
KOMID

LU
[ISM-5

MABOT
MANPADS
MFA
MHESR
MIC

MoA

MoD

MoF

MoH

Mol

Iragi Dinar

A Swiss-based, Consen subsidiary established in August 1983
International Industrial Development

Iragi Intelligence Service

The primary 1S body handling procurement of specialized items.
Redesignated asM4/8 in recent years, and also was known as the Tech-
nical Consultation Company or the Trade Office

MIC Security Directorate

Foreign Clandestine Operations branch of the Iragi Intelligence Service
or Directorate of Secret Service

Formerly the ISM19, organized into three different sections, the inter-
nal section, the foreign section, and the trading section

The internal section primarily responsible for creating front companies
inside Iraq and facilitating trade with these companies to import/export
oil, batteries, copper and food products

Iragi Land Transportation Company
International Monetary Fund

Iraq National Oil Company

Iraq Survey Group

International Telecommunication Union
Joint Delegation

Komitet Gosudarstvennoy Bezopasnosti

North Korea's Korea Mining Development Corporation. Previously
known as the External Technology General Corporation (ETGC)

Launcher units

The IS Directorate of Counterintelligence or Counterespionage Direc-
torate

Mina al Bakr Offshore Terminal

Man portable Air Defense Systems

Ministry of Foreign Affairs

Ministry of Higher Education and Scientific Research
Military Industrialization Commission

Ministry of Agriculture

Ministry of Defense

Ministry of Finance

Ministry of Health

Ministry of Industry
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MoO
MoT
MoTC
MOU
NORINCO
NSC
NVD
NVG
OFF
OIF
OolIP
OMI

R&D
RCC
RG

RNA
RPG

SDH
SDI
SFOR
SISMI
SOE
SOMO
SRG

SSO
TAGCO

TIS
TOSSCO
TPAO
TPIC

Ministry of Oil

Ministry of Trade

Ministry of Transport and Communication
Memorandum of Understanding
China North Industries Corporation
National Security Council

Night Vision Devices

Night Vision Goggles

United Nations Oil-for-Food program
Operation Iragi Freedom

Office of the Iraq Program

Organization of Military Industrialization, synonymouswith the MIC,
the preferred usage

Research & Development
Revolutionary Command Council
Republican Guard

Research and NewsAnalyzing
Rocket Propelled Grenade

Surface-to-Air Missile

Synchronous Digital Hierarchy

Samarra Drug Industries

Stabilization Forces

Italian Intelligence and Military Security Service
State-Owned Enterprises

State Oil Marketing Organization

Special Republican Guard
Surface-to-Surface missiles

Special Security Organization

Trading and Agriculture General Company

Thermal imagery sight

Technical Oilfield Services and Supply Company

Turkish Petroleum Company

Turkish Petroleum International Company, a TPAO subsidiary



TTC
UAE
UAV
UDMH
UHF

UN
UNCC
UNDP
UNESCO
UNICEF
UNMOVIC
UNOPS
UNSC
UNSCOM
UNSCR
UNSYG
UTL
VHF
WEFP
WHO
WMD

Thermal tracking camera

United Arab Emirates

Unmanned Aeria Vehicle

One of the two componentsof AZ-11, aliquid rocket propellant
Ultra -High Frequency

United Nations

United Nations Compensation Commission

United Nations Development Program

United Nations Educational Scientific and Cultural Organization
United Nations International Children's Emergency Fund
United Nations Monitoring Verification & Inspection Commission
United Nations Operations

United Nations Security Council

United Nations Special Commission

United Nations Security Council Resolution

UN Secretary General

United Telecommunications Limited

Very High Fregquency

World Food Program

World Health Organization

Weapons of Mass Destruction
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Regime Strategy and WM D Timeline Events

Serial # IssueArea | Date Name Short Description
POL 1980 Iraq invadesiran
POL 1981 Israeli Air Force bombs Irag's Osirak nuclear reactor
Code name Research Center 922 to producechemical wespons (CW) agents
oW 08-n-8L | \)ustard, Tebun, Sarin, and VX ’ o
4 NUC 1981 Irag Atomic E_nergy C_ommission (IAEC) pursues L aser | sotope Separation
(LI'S)for uraniumenrichment
cw 06-Aug-81 CW program reorganized (Project 922) at Al Rashad
NG EYI | oD (e e o)
7 BW 1983 BW program added to Project 922 mission
CW 1983 First mediareportsof useof Iragi CW (Mustard) against Iranian forces
CW 1984 Media reportsof the use of CW (Tabun) against Iranian forces
10 NUC 1984 Al Qaim yellowcake plant commissioned
11 BW 1985 BW program restarted
12 POL Mid 1985 Iranian F4 attack on Project 922 site (later Al Muthanna State Establishment
- ‘Al Muthanna’)
13 CW 1986 Constructionof Fallujah II commenced
14 POL Oct-86 Iranian SCUD:s fired at MSE
15 POL Nov-86 Irangatescandal in the United States (the covert supplying of missilesto Iran)
16 POL Late 1986 ;rnar(]qadepl oyssignificantportion of Roland Air DefenseSystemsto Al Muth-
17 BW 1987 Proposal to scale up BW production at M SE denied; program moved to Al
Salman
18 NUC April 1987 I(irgog;; lg;n2b?rgr;§eul:1:de; o|\f/|f|| ée 3000; Group 1 leaves, becomes Engineer-
19 NUC April 1987 Al Husayn project formed to study requirementsfor wespons program
20 BW Aug-87 Tgji Single Cell Protein (SCP) assets relocated to bolster BW at Al Salman
21 POL 19-Aug-87 Il_r:(;euu;e:ﬁ?; a(?ie(;]ne(r:aol r:qirl:]zr; rlf(le\r/lrlliSHK) appointed head of new Military
22 NUC November Al Husayn project transfersto IAEC and later becomesGroup 4 under Office
1987 3000
23 NUC L ate 1987 Lr;] att)eglrliic;nstruction on Electromagneticlsotope Separation (EMIS) facili-
24 BW 1988 Initial BW trials (Feb-May)
25 POL Feb-1988 Waer of the Cities begins
26 DS February Iraq receiveslast of 29 deliveriesof 819 SCUDs from former Soviet Union
1988 (FSU)
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RegimeStrategy and WM D Timeline Events(continued)

27 POL Mar-88 CW used against Kurdishcity of Halabja

28 NUC 1988 LIS abandoned as a uranium enrichment process

29 POL Apr-1988 Wa of theCitiesends

30 BW Apr-1988 Constructionof dedicated BW agent production plant (Al Hakam) begins

31 BW May 1988 BW broadened with additionof fungal toxins

32 NUC mid 1988 Irag begins magnetic-bearingcentrifuge program

33 NUC August 1988 I(f;)rs;t(r;:t; ?ngg:(:; (;Jx;c?zgrr ;uugzisar weaponsfabrication & assembly facil-

34 NUC August 1988 | German engineers providecentrifugedesign data

35 CwW August 1988 | Al Muthanna stops CW agent production and focuses on research

6 POL 08-Aug-88 Iran andray agreeto ceasefire

37 NUC ;\g/:n ber Husayn Kamil takes control of combined Iragi nuclear weapons program

38 BW ll\g) g 8em ber Al Kindi vaccine productionfermentation line moved to Al Hakam

39 BW 1989 First bulk productionrun of Botulinum toxin at Al Hakam

40 NUC Jan 1989 Office 3000 officially renamed Petrochemical Project 3 (PC-3) under Jafar

41 DS 1989 Irag cancels BADR-2000 Contract with Egypt

42 NUC Feb-90 Irag completesone nuclear-rel ated fireset

43 POL 02-Apr-90 Saddam threatensto use binary CW against Israel if Israel attacks Irag

44 CW Apr-1990 Manufacturedf Al Husayn special chemica warheadscommences

45 POL April 1990 Husayn Kamil gives orders to weaponize BW asquickly as possible

46 cw Jun-1990 I'\;laL?t r?ai:zﬁ Iling Al Husayn special warheads (CW) & R-400 bombs at Al

47 NUC 1990 EDC acquirescarbon fiber rotorsfrom a German supplier

48 NUC 1990 Ilgang;rrang%for awinding machineand carbon fiber (reachesJordan July

49 PROC 17-Jul-90 Saddam accuses neighborsof threateninglraq vialow oil prices

50 PROC 18-Jul-90 Tariq ‘Aziz accuses Kuwait of stealing Iragi oil

51 CW August 1990 | Iragdeploysarangeof CW around Iraq beforeinvasion of Kuwait

52 POL 02-Aug-90 Iraq invades Kuwait

53 POL 06-Aug-90 ;Jr:g?gl(\)l(;atri](?rr];Security Council Resolution (UNSCR) 661 establishes

54 BW Sep-90 Al Dawrah qut & Mo.uth DiseaseVaccine (FMDV) plant annexed by BW for
agent production and virus R&D

55 BW Sep-90 Agricultural Water and ResourcesCenter annexed by BW for aflatoxin produc-

tion




Regime Strategy and WM D Timeline Events (continued)

56

Irag's declared start date for MirageF-1 drop tank CW spray conversion (for

BW Nov-1990 BW)
57 November : . . T
DS 1990 MIG-21 Remotely Piloted Vehicle (RPV) Conversionproject initiated
58 BW Dec-1990 1st flight test of MirageF-1 CW spray drop tank system (for BW)
59 NUC Jan-91 Work on uranium metal castinginitiated at Al Athir
60 BW Jan-1991 R-400, 400A BW bombs sent to Airstrip37 and Al 'Aziziyah firing range
61 NUC Early 1901 TamlygEMIS equi pment commissioned; Iraq testing a gas centrifuge using
carbon fiber rotor
62 NUC Early 1991 After Kuwal\l.t invasion, Irag resumes work on a 50-machinecentrifuge cascade,
aspart of a" crash nuclear program
63 DS 12-Jan-91 MIG-21 RPV flight from Al Rashid Air Base
64 CcBW 15-Jan-91 MIC orders evacuation to safety of all assets & dangerous materials
65 BW 15-Jan-91 eragefl droptank deployedto Al 'Ubaydi with anthrax sporesat airfield
out-station
66 BW 15-Jan-91 Irag deploys 25 BW warheads
67 POL 17-Jan-91 Gulf War (Desert Storm) begins
68 POL Feb 1991 Sourceswarn that Iraqwill use WMD if territorial integrity threatened
69 POL 28-Feb-91 Gulf Wer ends
70 POL March1991 [ All but two Iragi provincesin revolt
71 POL March 1991 Iraq usesCS anq nerve agent-filled bombs on Shi‘a in Ngaf and Karbala
(nerve bombsfail to operate)
72 DS April 1991 MIG-21 RPV Program discontinued post Desert Storm
73 NUC Early 1991 Qusay, Husayn Kamil order nuclear documentsand equipment hidden
74 BW 01-Apr-91 Single-Cell Protein (SCP) and Bio-pesticide(BT) decided as cover for Hakam
75 POL 03-Apr-91 UNSCR 687 demands disarmament and compensation fund financed by Iraq
76 NUC April 1991 Centrifuge devel opment ceases after UNSCR 687
77 POL YQI;S 1Apr|| Regime begins denial and deception program
78 POL April 1991 Husayn Kamil orders retention of 85 SCUD missiles
79 POL April 1991 Husayn Kamil ordgrs_elmmaﬂonof ewdengeof offensiveBW program, but
BW wespons remain in situ at deployment sites
80 POL 18-Apr-91 | Iraqresponds to UNSCR 687 wit.incomplete WMD declaration
81 BW 18-Apr-91 Irag letter to UN Secretary General (UNSG) denies BW program
82 Irag declares safeguarded material and Al Qaim yellowcakeproduction to
NUC 27-Apr-91 UN/AEA
83 Late M PC-3 sitesordered to hand over material's, equipment and documentsto the
NUC 1991 & Security Apparatusfor the Protection of Military IndustrializationEstablish-

ments (SAP) prior to inspectionsto avoid detection

(2]
L od
=
Q
>
w
Q
=
°©
E
—
a
=
b=
T
cC
©
>
o
[}
i
©
P
=
n
Q
E
o)
Q
o




Regime Strategy and WM D Timeline Events (continued)

84 Husayn Kamil ordersretentionof WMD know-how documentationand small
POL June 1991 amounts of key WMD materiel
85 cw 09-Jun-Gl. UNSCOM starts weapons inspections; first CW inspectionat MSE
(U-2,CW-1)
86 POL 30-Jun-91 Iragi High Level Committeeformed to address retention of proscribed materiel
87 POL 1991 Saddam states: ' Sanctions will last no morethan 3 years"
88 DS July 1991 Husayn Kamil orders retention of 2 missiles and some missile parts
89 Specia RepublicanGuard (SRG) officers receive ordersfrom Qusay to move/
POL July 1991 conceal MIC materials
90 DS 06-Tul-01 Iraq co_mpl etesdestruction of declared SCUD-type missilesunder UNSCOM
supervision
91 NUC 07-Tul-91 IAEA seizureof EMIS componentsprompts Iragi admissionof large EMIS
program
92 Husayn Kamil tells 'Abd Hamid Mahmoud it is unnecessary to declare BW
POL 1991 - - . .
programsand will order scientiststo hideevidenceat home
93 DS July 1991 Unilateral missiledestruction
ez Jul Unexpectedly robust UN inspeéﬁoﬁs lead Iraqto start unilateral destruction, as
POL Y 1991 ) .
later claimed by regime
95 NUC by 1991 Iraq receives nine flow-forming machines from Germany
96 Mid July CW and al BW munitionsunilaterally destroyed, according to subsequent
CBW S
1991 Iragi claims
97 POL Summer 1991 Commltteeof Speugl Dutiesforms under Husayn Kamil or Qusay to covertly
obstruct UN inspections
98 BW 02-Aug-91 First UNSCOM BW inspection beginsat Al Salman (U-7, BW-1)
99 UNSCR 707 demands Full, Final and Complete Declaration (FFCD) as
POL 15-Avg91 |\ coired by UNSCR 687
100 PROC Sept 1991 Irag-Jordan Trade Protocol renegotiatedand then reviewed annualy
101 POL Sept 1991 UNSCOM beginsdestruction of declared CW and agent; continuesuntil July
1994
102 NUC Late1991 IAEA seizureof documentsleads to Iragi admissionof Al Athir existence
108 BW fggtlor oct Destruction of bulk agentsat Al Hakam (reportedto UN in 1995)
104 MICformsAl Bashair front company to obtain itemsfor Ministry of Defense
PROC 01-Sep-91 (MoD), IAEC
105 POL 11-0ct.91 UNS.CR. 715 c§l Isfgr unconditional acceptanceof inspectorsand ongoing
monitoring/verification
106 BW November Decisionto dissolve Technical Research Center (TRC): implemented over the
1991 following year
107 DS Dec 1991 Unilateral destruction of remaining 2 missilescompleted
108 POL Feb 1992 Husayn Kamil appointed Supervising Minister, responsiblefor MIC, Oil, MIM,

& head of Economic Committee




Regime Strategy and WM D Timeline Events(continued)

109 DS Feb 1992 UNSCOM-28 prevented from destroying prohibited missile equipment and
facilities
110 BW Early 1992 Iraq begins design, construction of 5 cubic meter fermentorsat Hakam (2) and
y Tuwaitha Agricultural and Biological Research Center (TABRC) (1)
111 NUC March 1992 | PC-3officidly dissolved
112 BW Early 1992 Al Razi Research Center and Ibn-al-Baytar Center formed
113 POL 17-Mar-92 Iraq admits to July - Dec '91 unilateral destructionof CW, missiles
114 DS Apr 1992 UN.SCOM-3400n.1pI.ete$destruct|on0f known prohibited missile production
equipment and buildings
115 DS Apr 1992 Creationof |bn-al-Haytham missileR&D center
116 NUC Mar-Apr 1992 PC-3and ED.CIpersonneI transferreden masse to MIC and other companies to
support rebuildingof Iraq
117 DS May 1992 Iraq submitsfirst missile FFCD
Apr - June
118 NUC 1592 Al Athir nuclear wegpons fabrication & assembly facility destroyed by IAEA
119 BW 01-May-92 Iraq admitsit had defensiveBW program
120 cw June 1992 Iraq provides FFCD for CW
121 CW July 1992 UNSCOM beginsdestructionof CW facilities
122 JIRER 1993 MIC initiates Rail Gun Program at the High Voltage Establishment (later
NUC renamed Al Tahadi)
123 POL 13-Jan-93 US, UK, France conduct bombing raids on southern Iraq (targeted missile sites
and command and control bases)
124 POL Feb 1993 Saddam warnsstrikeson Iraq will result in a precise reaction
125 Husayn Kamil tellsWMD scientiststhat programswill resumeand be
POL 1993 -
expanded once inspectorsleave
126 DS 1993 Al Samud program initiated
127 cw 20-0ct-93 Former CW facilities split from National Company for Agricultural Chemicals
and Medicines
128 POL ?;g;ﬂ ber Iraq accepts UNSCR 715: long-termmonitoring
129 1993-1995 Bacillusthuringiensis(dry formulated preparation) produced at Al
BW 1994
Hakam
130 POL Jan 1994 National Monitoring Directorate (NMD) established in responseto UNSCR
715
131 PROC Early 1994 Iraq takes drastic measures(e.g. amputation) to enforce emergency economic
measures
132 UNSCOM letter limitsdiameter of Al Samud to 600mm and restricts use of
DS 1-Mar-94 1 a2 in ssM mode
133 ow 01-Jun-94 QNSCOM completesdestructionof known CW agents and production facili-

ties
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Regime Strategy and WM D Timeline Events (continued)

132 on ER ;
NUC 1994 Iraqgi laser projects moved from IAEC to MIC Laser Research Center

135 NUC Mid 1994 Iragi nuclear scientists prohibited from travelingoutside Irag

136 POL Late 1994 Iraq threatens to stop co-operatingunlessoil embargo lifted

137 POL Late 1994 Iraq movesforcesto Kuwaiti border

138 POL 13-Oct-94 Russians counsel Irag to accept Kuwait border

139 POL 21-Oct-94 Irag, Russiaoffer joint proposal to recognizeKuwait if sanctionslifted

140 POL 2\19(;\/4ember Iranian missileattack on MEK facilitiesin Iraqg

141 BW Early 1995 UNSCOM dl.scovers42 tons of unaccounted-for BW growth medium; Irag
cannotexplain

142 DS March 1995 | Iraq blocks destructionof SCUD engine production equipment

143 BW 07-Apr-95 UNSCOM seminar concludes Irag has undeclaredfull scale BW program

144 POL 14-Apr-95 UN passes Oil for Food (OFF) Resolution 986

145 POL Early 1995 Iraq wants Qeal: Give Lljsaclean report on CW and missilesand we will satisfy
UN resolutionson BW

146 POL 03-May-95 UNSCOM seminar concludes Irag has not fully disclosed past CW activities

147 DS June 1995 SCUD engine production equipment destroyed

148 POL June 1995 Iragi Foreign Minister demands UNSC lift sanctions

149 OTHER/

NUC Mid 1995 MIC cancelsRail Gun program at Al Tahadi

150 BW 01-Jul-95 Irag admitsoffensiveBW program but denies weaponization

151 BW 01-Jul-95 Irag submitsdraft BW FFCD based on 1 July admissionof BW program

152 BW 01-Jul-95 Russiaagreesto providelrag with 50 cubic meter fermentation plant

153 POL 17-Jul-95 Saddam demands UNSC lift sanctions

154 BW 04-Aug-95 Irag submitsBW FFCD based on 1 July admission

155 POL 08-Aug-95 Husayn Kamil f| ess Irag

156 BW 09-Aug-95 Iraq declaresBW FFCD null and void

157 POL rlng;g;)Aug Kamal Mustafaorders Walid Tawfiq to bum docs at 'Agarquf

158 BW 17-Aug-95 Iraq declaresmore complete BW program (still does not declarericin)

159 POL 20-Aug-95 Iraq reveals 143 boxes of documentsto UNSCOM at chicken farm

160 oW Sep 1995 Séddam orderscreation of the Industrial Committee (1C) and Economic Com-
mittee (EC)

161 BW 01-Sep-95 Irag admitsmore of its BW program (now includesricin)

162 POL Sep-Oct 95 Large number of organizational changesin MIC

163 DS Nov 1995 Irag submitssecond missile FFCD

164 PROC Late 1995 Saddam re-establishesthe Economic Affairs Committee (EAC) to influence

fiscal and monetary policy




Regime Strategy and WM D Timeline Events(continued)

165 DS 01-Nov-95 Iraq beginsthe Al Bay’ah (L-29) RPV program

166 DS 10-Nov-95 UNSCOM interceptsillegal Russian SS-N-18 SLBM gyrosin Jordan

167 DS Dec 1995 Dr. Muzhiris imprisoned (until January 1998)

168 PROC Iragj econony bottomsout( GDP dropsto 20% of 1989; inflation hits387%)

169 PROC 1996 Annua MIC budget is $7.8M

170 cw 1996-1997 | ndustrigl Committee beginswork, plans to coordinateindigenouschemical
production

171 POL 06-Jan-96 Saddam decrees austerity measuresdueto inflation caused by sanctions

172 PROC 17-Jan-96 Iraq agrees to discuss UN plan for limited oil sales

173 POL 23-Feb-96 Husayn Kamil and brother are executed followingtheir return to Irag

174 POL Iraq si gns MOU accepting Oil for Food

175 CwW June 1996 Iraq submits 3rd chemical FFCD

176 BW 15-Jun-96 Qiteer;;ri :Ts: ngdraft BW FFCD’s, Irag submitsfirst post-Husayn Kamil depar-

177 BW 20-Jun-96 Al Hakam BW plant destroyed under UNSCOM supervision

178 DS July 1996 Irag submits 3rd missile FFCD

179 DS 1996 Work commencesat |bn Firnasto convert L-29 to an RPV

180 POL 1996 WM D scientistsordered to sign agreement to turn over any documentationin
their homes

181 NUC 1996 Fadil Al Janabi appointed head of IAEC

182 PROC 1996 Regime procurement with Jordan leadsto further sanctionserosion

183 POL 31-Aug-96 Iraqgi forces attack Irbil

184 cw Sep 1996 Twer.lty fourth meeting of the IC indicates committeewas concerned about
wasting intellectual capital

185 BW 01-Sep-96 Iraq submits new BW FFCD

186 POL 03-Sep-96 Coadlition forces extend No-Fly zones

187 NUC 07-Sep-96 Iraq submits nuclear FFCD

188 OTHER/ . . -

NUC After 1996 Air defense projects werea priority a the IAEC

189 POL 10-Dec-96 OFFisimplemented

190 POL 12-Dec-96 Assassination attempt cripples 'Uday Husayn

191 NUC Through Two scientists- oneformer EMIS and oneformer centrifuge- retain hidden

1990s nuclear documents and components

192 PROC 18-Mar-97 Iraq grants RussiaMFN trade status, awardsit 20% of initial OFF contracts

193 PROC 22-Mar-97 Irag establishesa new Iragi/Russian 0il company

194 POL 27-Mar-97 E eucvgzil 2::);15 r(3;]rr]et(‘,'(or of MIC; preserving pre-war nuclear competence

195 POL Early 1997 VP Ramadan recogni zes OFF activitiesas opportunity

196 DS 13-Apr-97 First flight of L-29 RPV
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Regime Strategy and WM D Timeline Events(continued)

197 Huwaysh orders M1C employeesto sign statementscertifying they do not have
POL 1997 )
WMD documentsor equipment
198 PROC 1997 Regl. me procurement with Jordan, South Korea, Syrialeadsto further sanctions
erosion
199 NUC 19-Jul-97 Fireset exhumed from rubbleat Al Athir and turned over to inspectors
200 POL Sept 1997 Iranian aircraft strike MEK facilitiesin Irag; Irag asks UN to act
201 BW Sept 1997 UN inspectorsfind documentsfrom July 1995 that show Russiaintended to sell
Irag dual-usefermentation equi pment
202 BW 01-Sep-97 Iraq submits new BW FFCD
203 cw Oct 1997 Chemical process equipment purchased before 1991 for CW programs
destroyed by UNSCOM
204 POL 10-Oct-97 UNSCOM attemptsinspectionof aPresidential palace and Iraq denies access
205 POL 15-Oct-97 Iraq protests UN inspection practices
206 DS 24-Oct-97 First Al Samud launch
207 UNSCOM ExecutiveChairman Butler to Irag Government: no SA2 compo-
DS Nov 1997 . e
nents to be used on Iragi ballistic missiles
208 PROC Nov 1997 Saddam approvesMIC plan to use |ISto assist procurement
209 POL 03-Nov-97 Iraq awards Russian company contract to developW Qurnaoil field
210 POL 13-Nov-97 UNSCOM suspendsinspectionsin Iraq
211 DS Nov 1997 L-29 RPY and associated control equipment deployed to Tallil airbase in
southern Irag.
212 POL 20-Nov-97 Russia brokers agreement to resume UN inspections; inspectionssubsequently
resume
213 PROC Nov 1997 Aziz travelsto Syriato re-establish relations
214 PROC 28-Nov-97 Rabi'ah and Al Qaim border crossingsopened with Syria (no UN monitoring)
215 UIFER/
NUC After 1997 Large laser research contract between MIC and Technology University initiated
216 NUC By 1998 Many nuclear scientists have migrated to other high priority programs such as
air defense. infrastructurerepair, rebuilding industrial base
217 CW/DS Feb 1998 Technlpal .Eval uatl gn Meetings(TEM) conclude Iraq has not fully disclosed
CW, missileactivities
218 POL Early 1998 Inner circle views Saddam as increasingly reclusive
219 PROC 06-Feb-98 Iraq rejects UN’s proposal to increaseoil exports
220 PROC 20-Feb-98 UNSCR 1153 expands Iraqji oil salesto $5.256B/year
221 POL 23-Feb-98 Memorandgm of. Understandl ng (MOU) with UN Secretary General on inspec-
tion of Presidential sites
222 BW March/April | BW Technical Evaluation Meetingsconcludelraq has not fully disclosed BW
1998 programs
223 cw Apr 1998 VX discoveredon missile warhead fragments
224 POL 28-Apr-98 UNSC decides to continue sanctions; reinstates60 day reviews




Regime Strategy and WM D Timeline Events (continued)

225 Huwaysh becomes Deputy PM/Head of the Ind. Committee: new Husayn
POL 1998 .
Kamil?
226 OTHER/ Saddam becomesincreasingly interestedin the activitiesof the Irag Atomic
NUC 1998 Onward | Energy Commission (IAEC) & begins holding regular meetingswith IAEC
representatives
227 PROC 19-Jun-98 UNSCR 1175 alows $300M for oil spare parts
228 POL 24-Jun-98 Lesk reveas VX lab results; alliescondemn Iraq
229 POL 1998 Iraq disappointed when positive IAEA report does not lead to UN resolution
230 CwW Jul 1998 Mosul University acceptsDCC (VX stabilizer) tasking
231 BW July 1998 BW TEM, held in Baghdad &t Irag's request, concludes BW not fully disclosed
232 PROC 05-Jul-98 Iraq and Jordan agree to construct oil pipeline
233 PROC 1998 French refusal to pay surchargeon Iraqgi oil causes relations between the coun-
triesto cool
234 Regime procurement with Bulgaria, France, FRY, PRC, and South Korealeads
PROC 1998 . .
to further sanctionserosion
235 PROC 15-Jul-98 Irag & Syriaagreeto build second pipeline
236 POL 18-Jul-98 UNSCOM discoversAir Force CW document at Air Force HQ
237 POL 03-Aug-98 Aziz-Butler standoff: ‘Aziz rejects proposed schedule & demandsfavorable
report to UNSC
238 POL 05-Aug-98 Revol UFI onary Command Council (RCC) announces end of no-noticeUN
inspections
239 POL 11-Aug-98 NMD committee to sort documentsisformed
240 PROC 20-Aug-98 Irag and Syria agree to re-open pipeline(Kirkuk to Mediterranean Terminals)
241 POL 09-Sep-98 UNSCR 1194 condemns|rag's decision to stop cooperationwith UNSCOM
242 POL 27-Sep-98 Turkey restoresfull diplomatic relationswith Irag
243 POL 23-0ct.98 UN Expert Panel conﬂrn_13VX and stabilizer DCC found in destroyed war-
heads, asks Iraq to explain
244 POL 31-0ct-98 _UN d|$ont| nues UNSCOM Monitoringdue to increased tension and Iraq
intransigence
245 POL 14-Nov-98 Under US miilitary threat Irag agrees to resumeinspections
246 PROC 05-Dec-98 MIC establishes second front company (ARMOS) to trade with Russia
247 POL Late 19981 Saddam disappointed at Huwaysh report that only conventional missile pay-
Early 1999 loads available
248 POL 16-Dec-98 UNSCOM & IAEA leavelrag, but NMD continuessiteliaison and
datacollection
249 POL 17-Dec-98 Desert Fox
250 POL 19-Dec-98 Iraq declaresthat UNSCOM will never be alowed to return
251 DHHEN 1999 IAEC initiatesarail gun programat two sites: Roland MissileFactory and
NUC adjacent to TuwaithaNuclear Research Center (TNRC)
252 DS Jan 1999 RPV-20130 program starts
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Regime Strategy and WMD Timeline Events (continued)

253 PROC 04-Jan-99 Iraq & Jordan renew crude oil agreement and renegotiate annually
254 PROC 13-Jan-99 World oil production cut, Iraq plans to raise output to 3 million barrels per day
255 PROC 07-Feb-99 King Husayn of Jordan dies, his heir restricts illicit trade with Iraq
2 -
o POL Il:;l;g Apr Amorim panel meets, recommends creating new inspection group
257 POL March 1999 | Iraq media calls for strikes on US targets to force change in US policy
258 POL Apr 1999 France & Russia introduce draft resolution; Netherlands & UK counter
259 DS June 1999 Huwaysh replaces Ra’id with Muzhir at Al Karama
260 POL 01-Jun-99 Iran fires three missiles at MEK camp in Iraq
261 OTHER/ Huwaysh gets research grants for university professors to preserve scientific
1999
NUC base
262 POL 1999 Huwaysh orders MIC not to jeopardize lifting of sanctions
262 OTHER/ 1999 TAEC establishes new laser division
NUC
264 Regime procurement with Bulgaria, France, FRY, India, Jordan, North Korea,
PROC 1999 ; : ' ;
Russia, and Ukraine leads to further sanctions erosion
265 MIC employees sign affidavits pledging to surrender documents and not to
POL 1999 . g .
import prohibited materials
266 OTHER/ 1999 Saddam personally intervenes to improve JAEC conditions; raises salaries and
NUC prevents scientists from leaving
267 POL 1999 Saddam asks Huwaysh how long it will take to build a CW production line
268 POL 17-Jul-99 Saddam speech: America has taken control of the oil wealth of Arab countries
269 PROC Oct 1999 Iraqi I.ntelhgence Service (IIS) Director Rafi’ Daham Al Tikriti dies; replace-
ment is close to MIC
270 POL Dec 1999 Russians push to lift sanctions
271 UNSCR 1284 creates UN Monitoring and Verification Commission
oL EDee ™ | urRmOvICTend 1Hisall Tragt oillesport ceilings
572 OTHER/
NUC 2000 MIC rail gun program research continuingat Al Tahadi
273 PROC 2000 Sharp risein Iragi educational spending: two new universities
274 PROC Jan 2000 Turkish trade/oil sale protocol signed
275 DS Jan 2000 Start of Al Quds UAV programwith goal of 100kg payload
276 CwW Feb 2000 Y ugoimport submits tender to MIC for $53,125 of white phosphorous(WP)
277 CwW March 2000 | Falujah II complex renovates chlorineand phenol linesand restarts
278 cw Mar 2000 Y ugoimport Special Purpose Military Productionfirm Krusik delivers11,150
KG of WP to Hatin, which producesWP rounds
279 POL 01-Mar-00 Blix assumes leadership of UNSCOM successor UNMOVIC
280 PROC May 2000 Syria-lrag Trade/Oil sale protocol established; Syrian pipeline opens
281 POL June 2000 Saddam speech: Iraq cannot give up its weaponsif neighborsdo not
282 DS June 2000 Saddam orders the design of long range missile
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Regime Strategy and WM D Timeline Events(continued)

283 POL/PROC | June 2000 French contractsunder OFF total $1.78B--second only to Russia
284 PROC 10-Jun-00 President Hafez al-Assad of Syriadies: opens diplomatic opportunitiesfor Irag
285 PROC July 2000 Iraq negotiatesdeal swith Russiaworth $20B
286 CIRER Al Tahadi Company signs magnet production line contract with Romanian
2000
NUC company
287 PROC 2000 Regime procurement with Belarus, FRY, India, Jordan, North Korea, PRC,
South Korea, Syria, Russiaand Ukraine leadsto further sanctionserosion
288 DS 23-Aug-00 Engineeringdrawingsfor 2 and 5 clustered SA-2 engine missilescreated
289 PROC Sept 2000 10% cgntrgct va ue kickbackson OFF importsofficidly begin; may have been
occurring since 1998
290 Mid-Late Iraq initiates contactswith a Chinesefirm NORINCO, and first of severd
PROC
2000 contactsover the next two years
291 POL 01-Nov-00 Baghdad International Fair: 46 countriesparticipate, a ten-year record
292 POL 07-Nov-00 Saudis open border for OFF exports
293 2000 Leadershipstarts $.20-$.35 per barrel OFF oil surcharge; by 2002 dropsto $.15
PROC Dec
per barrel
294 NUC March 2001 IAEC Pres dent asks Saddam to gather former |AEC scientistsand researchers
at Tuwaitha - Saddam says no
295 POL April 2001 Major Iranian missileattack on Mujaheddinel-Khalq (MEK) facilitiesin Irag
296 DS Early 2001 L-29 RPV crash on final attempted unmanned flight
297 NUC 20-May-01 Iragi embassy in Nairobi reportsrejectingan opportunity to buy uranium
298 PROC June 2001 Cent.ral Bank of Iraq (CBI) beginsto get cash/gold from OFF kickbacks via
courier
299 DS June 2001 Huwaysh approvesthe Al Samud II program
300 POL 2001 MIC Director orders reconstructionof itemsdestroyed by UNSCOM
301 POL 2001 Saddam asks Huwaysh if he had developed BW and istold no
302 POL 2001 Intensified Iragi intel focus on Iranian nuclear program
303 o' Al Tahadi Company signs magnet production line contract with
2001 .
NUC Belarusian company
304 Regime procurement with Belarus, Bulgaria, France, FRY, India, Jordan, North
PROC 2001 Korea, PRC, South Korea, Syria, Russiaand Ukraineleadsto further sanctions
erosion
305 POL 2001 NMD deputy requestsscientiststo turn in any documentsthey may have at
home
306 o' I_IEH/ 2001 IAEC establishesTechnical Research Branch under Physics Department to sup-
NUC port rail gun research
307 POL mid 2001 Aluminum tubes destined for Irag captured in Jordan
308 DS 24-Aug-01 First successful launch of Al Samud 11
309 PROC 01-Sep-01 MIC founds a 3rd front company: Al Mufakhir Export Co
310 POL 11-Sep-01 9/11 terrorist attackson New York and Washington
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Regime Strategy and WM D Timeline Events (continued)

311 POL 12-Sep-01 | raq mlsn_t_er prets USreaction to eventsof 9/11; adoptsill-Conceived diplo-
matic pogition
312 orEr)
NUC Late 2001 |AEC Modernization Project begins and initiates purchaseof CNC machines
313 POL Oct-Nov 2001 | Enduring Freedom defeatsthe Taliban in Afghanistan
314 DS Dec 2001 Iraq begins serial production of the Al Samud II
315 POL L ate 2001 Around thistime, Iragi scientiststell Regimeleadersthey cannot produce
WMD
UlHEK/ . . . . .
316 Saddam issues order for IAEC and MIC to implement cooperativeprojectsin
January 2002 . L )
NUC physics, machining, electronics
317 PROC January 2002 | Saddam directsthe MIC to assist the IAEC with foreign procurement
318 PROC 26-28 January | Tariq 'Aziz visits Moscow and Beijing to bolster international support for lift-
2002 ing UNSC sanctions
319 POL 29-Jan-02 Bush refersto 'Axis of Evil' in State of the Union address
320 NUC 12-Feb-02 Saddam declares'"We will not return toit™ with referenceto nuclear wespons
321 POL 13-Feb-02 Iraq saysinspectorswill not be alowed to return
322 PROC March 2002 | MIC front company ARMOS authorized to trade outsideof Russia
323 POL 21-Mar-02 Russia blocks UNSC attempt to tighten-up OFF, reduce violations
324 POL gggzch/Apnl Iraq & UN hold new inspectiontalksin NY
325 DS 01-Jun-02 Jinin cruise missile project initiated (1000km range; 500kg payload)
326 DS 2002 Ibn FirnasrecommendsMIC cancel L-29 RPV program
327 POL July 2002 Irag & UN hold moreinspectiontalksin Vienna
328 (0] TER) . MIC Rotating Machinery Department (RMD) formed; machinetoolsordered,
Mid 2002 . . . .
NQ.C.:_R including a balancing machine
TTTE
329 NUC ! 05-Jul-02 Copper vapor laser demonstrated to Huwaysh; put into storage
330 PROC 2002 Regime procurement with Belarus, France, FRY, India, Jordan, PRC, Russia,
Syriaand Ukraineleadsto further sanctionserosion
331 POL/PROC | 2002 Irag gnd Russ.a negotiate $40B oil developmentdeal to be undertaken once
sanctionsare lifted
332 OTHER/
NUC 2002 MIC sponsors 3200 research projectsin Iragi universities (up from 40 in 1997)
333 OTHER?
NUC 2002 MIC builds explosivetest facility capableof researchingshaped charges
334 POL Mid 2002 Irag begins production of 81mm aluminum tubesfor rockets
335 DS Sept 2002 _CAD designsfor alauncher accommodating missilesup to 1m in diameter; 9m
inlength
336 Higher Committee, once controlled by Tariq 'Aziz, is reconstitutedto deal with
POL Sept 2002 inspections, headed by Taha Ramadan
337 CwW Sep 02 Over 900,000 nerve agent antidote autoinjectorshad been purchased
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Regime Strategy and WM D Timeline Events (continued)

338

Bush calls Irag 'Grave and gathering danger' in UN General Assembly

POL 12-Sep-02 (UNGA) speech
339 POL 16-Sep-02 Iraq agreesto readmit inspectors
340 POL 18-Sep-02 Publicationof UK Iraqg WMD dossier
341 POL Nov 2002 MIC -SZI entlsts_meet and are told that Irag has no WMD, and they must not hide
anything from inspectors
342 DS Nov 2002 fJI nin and other covert ddivery system programs suspended due to return of
inspectors
343 POL 08-Nov-02 UNSCR 1441 findslIraq in materia breach, callsfor disarmament and FFCD
344 POL 08-Nov-02 Russia refusesto veto UNSCR 1441
345 POL 27-Nov-02 UNMOVIC inspectionsbegin
346 POL Dec 2002 Saddam tells his Generals he does not have WMD
347 POL Dec 2002 _Saddam tellsmilitary leaders/senior |eadersto " cooperate completely™ with
inspectors
348 POL/DS Dec 2002 UNMOVICfreezesthe Al Samud II and Al Fat'h flight tests upon further
analysisof system’s rangecapbility
219 OTHER/
NUC Dec 2002 Detailsof |AEC dual-useCNC machine purchases provided to UNAAEA
350 POL End of 2002 Iraq sgcceasful ly flight tests 8 1mm rockets with indigenously produced
aluminum tubes
351 POL Late 2002 Iraq again attemptsforeign purchaseof 81mm tubes
352 POL Dec 2002 NMD publishesthe Currently Accurate Full, and Complete Declaration
353 cw Jan 2003 Two teamsfrom IAEC and Al Mgjid Company develop multipurpose
controllersfor process plant
354 PROC Jan 2003 MIC annual budget at $500M
355 POL Jan-2003 UNMOVICfinds 12 empty 122mm CW rocket warheads
356 POL Jan 2003 Iragi MoD conference on Iranian WMD
357 POL 20-Jan-03 Husam ::\mm t_el Is ml I|t_ary |eadersto cooperate with inspectors, repeating
Saddam’s earlier directives
358 The MIC directsall DirectorsGeneral of state companiesto relinquish any
POL 20-Jan-03 WMD to the NMD
359 POL 25 Jan-03 The NMD director meets with Republican Guard (RG) leadersand advises
they sign documents stating no WMD in RG units
360 cw Feb 2003 Ins_pectl onof Al Nu'man factory revealscluster bomb that management
claimed from Al Muthanna
361 POL Feb 2003 Accordingto senior Iragi Minister of ForeignAffairs, Saddam hasdecided to
use CW against US troopsin the event of war
362 CwW Feb-2003 Irag recommendsexcavating R-400 bomb fragments at Al 'Aziziyah
363 February DG of NMD still tryingto satisfy IAEA concern over missingexplosivelens
NUC .
2003 mold drawings
364 POL 05-Feb-03 US SecState Powell presentsevidenceof Iragi WMD programsto UNSC
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Regime Strategy and WM D Timeline Events (continued)

365

Saddam issuesdirectivebanning private companiesand individual sfrom

POL 14-Feb-03 importingWMD materialsor producingWMD
366 POL 28-Feb-03 Russiathreatensveto of UNSCR authorizing war on Irag
367 New constructionscheduledfor MIM plant to provideindigenous
cw March 2003 multi-purposeproduction facility, halted due to OIF
368 PROC Mar 2003 MIC has $186M in contractswith Syria (SES Company)
369 DS ;;)t;Mar UNMOVIC bans Samud I1 and supervisesdestruction of missiles
370 Regime procurement with Belarus, Bulgaria, France, India, Jordan, PRC,
PROC Early 2003 Russia, Syria, and Ukraine leadsto further sanctionserosion
371 PROC 01-Mar-03 MIC has accumulated $300M+ in reserves
372 N . . -
PROC Early March Sfaddam form_s a fundsdi st_rl bution co_mmlFteecons sting of Minister of
Finance, President of the Diwan, Presidential Secretary, and Qusay Husayn
373 POL 06-Mar-03 UNMOVIC publishes report - Unresolved Disarmament |ssues (Clusters)
374 POL 10-Mar-03 Francethreatensveto of UN resolutionauthorizing war; later opposesOIF
375 POL 18-Mar-03 UNMOVICand IAEA depart Iraq
376 POL 19-Mar-03 Initiationof hostilities
s POL IZ_(?;)ZM ach Saddam impliesto military leadersthat he has secret weapon
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